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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DEPENDABILITY OF SOFTWARE PRODUCTS
CONTAINING REUSABLE COMPONENTS -
GUIDANCE FOR FUNCTIONALITY AND TESTS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object /6f TE is to promote
international co-operation on all questions concerning standardization in the electricall and elestronic fields. To
this end and in addition to other activities, IEC publishes International Standards, i specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (he eferred Mo as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IE¢ ati { i
in the subject dealt with may participate in this preparatory work.
governmental organlzatlons Ilalsmg with the IEC also partlmpate in this aration. korates closely

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters ex garl) possible, an international
consensus of opinion on the relevant subjects since each i i épresentation from all
interested IEC National Committees.

Publications is accurate, IEC cannot be
misinterpretation by any end user.

4) In order to promote international uniformity i g i undertake to apply IEC Publications
transparently to the maximum extent posgible |n th' i and regional publications. Any divergence
between any IEC Publication and the corre tonal publication shall be clearly indicated in

the latter.
5) IEC itself does not provide Independent certification bodies provide conformity
assessment services ang, in 3 2 arks of conformity. IEC is not responsible for any

7) No liability shall emfployees, servants or agents including individual experts and
members of its technjcal C Mational Committees for any personal injury, property damage or
other damage of a vhether direct or indirect, or for costs (including legal fees) and
expenses arising{ oul\ of _the “publication, /Juse of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is ative>references cited in this publication. Use of the referenced publications is

indispensabl
9) Attention_is dra e possibility that some of the elements of this IEC Publication may be the subject of
patent righ held responsible for identifying any or all such patent rights

A PAS is a tech
available to the public.

specification not fulfilling the requirements for a standard, but made

IEC/PAS 62814 has been processed by IEC technical committee 56: Dependability.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
56/1479/PAS 56/1490/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of
3 years, at the end of which it shall be published as another type of normative document, or
shall be withdrawn.

@%
S
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INTRODUCTION

Technological growth is accelerating; development cycles for products are becoming shorter
and shorter. At the same time software is taking an increasingly important part in the control
and functionality of products and in integrating the functions of hardware components. The
disciplined development of software has been going on for more than 40 years and software
is now available in many forms and formats. Apparently, the cost of software development can
easily be amortized if it is embedded as often, and in as many different products, as possible.
This potential benefit of software reuse should at no time be at the expense of dependability.
Dependability is the ability of a system to perform as and when required to meet specific
objectives under given conditions of use.

Any |nnovat|ve product that has matured enough to hit the shelves needs a new and

to be reached.

An additional, im@ Y
oftware. Reuse of a component with a bad energy

consumption beh@vi s bad behaviour, and thus negatively impact the entire
energy consumption of the ém that is composed of such components; the same way
as an undep S impacts the dependability of the system into which it will be
i egused software should not result in a product consuming more
nergy-efficient product on the market.

This publicly “available specification (PAS) addresses the functionality, testing and
dependability of software components to be reused and products that contain software to be
used in more than one application; that is, reused by the same or by another development
organization, regardless of whether it belongs to the same or another legal entity than the one
that has developed this software.
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DEPENDABILITY OF SOFTWARE PRODUCTS
CONTAINING REUSABLE COMPONENTS -
GUIDANCE FOR FUNCTIONALITY AND TESTS

1 Scope

This publicly available specification introduces the concept of assuring reused components
and their usage within new products. It provides information and criteria about the tests and

composite systems containing such components in evaluating
dependability.

the features of software components for reuse, thejr\integrat; on nto th receiving system, and
g |ca jon of the receiving system
000 {0111, IEC 61508-3 [01] and

IEC 61508-4 [03]. The process frame ;
engineering and ISO/IEC 25000 [01 aspects of dependability on software

engineering apply to this PAS.

providing the n
product with reu
and is governed by {f
the underlying of
wherever it see

et of hardware/software has a unique relationship
afio, the dependability determination has to consider
d. Dependability also influences safety. Therefore,
aspects have to be considered the way IEC 60300-1

be\ applied in producing product-specific standards by technical

This PAS is not inteded for certification purposes.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60300-1, Dependability management — Part 1: Dependability management systems

IEC 62628, Guidance on software aspects of dependability

1 Numbers in square brackets refer to the Bibliography.

Documents

Document Sharing Hub

Full document details: IEC PAS 62814 2012


http://www.avadocuments.com/doc/iec-pas-62814-2012
http://www.avadocuments.com/doc/iec-pas-62814-2012

-8- PAS 62814 © IEC:2012(E)

IEC 62309, Dependability of products containing reused parts — Requirements for functionality
and tests

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms and definitions apply.

3.1 Terms related to software engineering

311
software
programs, procedures, rules, documentation, and data of an information pyo

Note 1 to entry: Software is an intellectual creation that is independent of the medi s\recorded.
Note 2 to entry: Software requires hardware devices to run, to store, and transmitdata\

Note 3 to entry: Documentation includes: requirements specifications, desig icati surcg’ code listings,
comments in source code, “Help” text and messages for display at i , installation
instructions, operating instructions, user manuals, and support guides

3.1.2
embedded software
software within a system whose primary purpose

health-care.

3.1.3
software unit/software module
software element in prggra
documented and test
software function

be separately specified, compiled,
Wity to achieve a desired outcome of a

Note 1 to entry: T
one another in differ

3.1.4

function.

3.1.5
software function/(software) function block

elementary operation performed by the software module or unit as specified or defined as per
stated requirements to fulfil a well-defined user or system function or a part of it

EXAMPLE Calculation of sinus of a given angle is a function block of a unit to calculate trigonometric functions;
giving the address to buy a ticket is a function block of a web portal.

Note 1 to entry: Software units consist of function blocks.

Note 2 to entry: A function block contains input variables, output variables, through variables, internal variables,
and an internal behaviour description of the function block.
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3.1.6

software system

defined set of software items that, when integrated, behave collectively to satisfy a
requirement

EXAMPLES Application software for accounting and information management, application-oriented system
software for text processing / performance analysis / programming tools, system software for linking library
functions.

3.1.7

(computer) program

set of coded instructions executed to perform specified logical and mathematical operations
on data

Note 1 to entry: Programming is the general activity of software development in which the
computer user states a specific set of instructions that the computer has to perform.

programmer or

Note 2 to entry: A program consists of a combination of coded instructions apd\data definitions that enable

computer hardware to perform computational or control functions.

3.1.8

program code
character or bit pattern that is assigned a particular mea
in a programming language

Note 2 to entry: “Object code” or “binary codge”
and is ready to run.

Note 3 to entry: “Coding” is the process of
descriptions into a programming language.

3.1.9
product line

collection of sys

3.2 Terms related

3.2.1
software def
ability of #

3.2.2

ability of a composite system containing reusable components to perform as and when
required to meet users’ service needs

3.2.3

software fault

bug

error or flaw in a software item that may prevent it from performing as required

Note 1 to entry: Software faults are either specification faults, or design faults, or programming faults, or
compiler-inserted faults, or faults introduced during software maintenance.

Note 2 to entry: A software fault is dormant until activated by a specific trigger and usually reverts to being
dormant when the trigger is removed.

Note 3 to entry: In the context of this standard, a bug is a special case of software fault, also known as latent
software fault.
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3.24
software failure
failure that is a manifestation of a software fault

Note 1 to entry: A single software fault will continue to manifest itself as a failure until it is removed.

3.2.5

validation

confirmation by examination and through provision of objective evidence that the
requirements for a specific intended use or application have been fulfilled

Note 1 to entry: Validation answers the question whether or not the right software has been developed.

3.2.6

verification
confirmation by examination and through the provision of objective
requirements have been fulfilled

e that specified

3.2.7
qualification

3.2.8
quality target
specified level of quality as a goal; wherever possih

iability ite S\ .
cyclomatic complexity of a softWare tit/be kep bIo

3.3 Terms related to

3.3.1 Q
software reuse

using a software 3

Note 1 to entry!

box”, “white-k

“heritage” and “legacy” software, and it is refined into categories: “black-
ic’, and “accidental” reuse (see 3.3.12 to 3.3.16).

Note 2 to entry: } “software reuse” is “software one-use” that requires being developed from scratch.

EXAMPLE Some d ed software routines, such as security codes, are not designed for reuse; they are one-
use components.

3.3.2
software (reuse) asset
software configuration item that has been designed for use in multiple contexts and domains

EXAMPLE 1 Design, specification, source code, documentation, test suites, manual procedures, etc.

EXAMPLE 2 Availability of the information that a specific navigation function uses an algorithm based on Kalman
filter.

Note 1 to entry: Also a software-based or software-oriented knowledge is an asset.

3.3.3
context
software environment tied to mission and software requirements
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3.34
domain
problem space or application area

3.3.5

software reusability

degree to which a (reuse) asset can be used in more than one software system or in building
other assets

Note 1 to entry: In a (reuse) repository software reusability represents the characteristics of an asset that make it
easy to reuse vertically or horizontally.

Note 2 to entry: Usability is a measure of software unit’s or system’s functionality, ease of use, and efficiency.

3.3.6
(software) component

dependencies

Note 1 to entry: A software component can consist of one or more soft

EXAMPLE 1 An individual component is a software package, a web
related functions (or data).

3.3.7

(software) component off the shelf
COTS

commercially available components

Note 2 to entry:

Note 3 to entry:
applications.

Note 4 to entry:

EXAMPLE 1
businesses.

EXAMPLE 3  Softwa
COTS software; it is a development tool. However, development environments with runtime modules are COTS
(e.g., Visual Basic™, Sysbase™), or information retrieval applications (e.g., hypertext and data mining tools), or
operating system utilities (e.g., for file operations and memory management).

3.3.8
glue code
software that intermediates between the reusable component and the receiving system

3.3.9
connector
interface elements of composite system to receive reusable components

3.3.10

wrappers

additional software to complete the functional and interface requirements if they are not
priorly fulfilled
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3.3.11
(reuse) repository
storage of a collection of reusable components

Note 1 to entry: In a narrower sense, “software libraries” have the same function as software repositories, e.g.,
building sets of reusable software units such as trigonometric functions.

3.3.12
accidental reuse
reuse without strategy, typically reusing software components not designed for reuse

Note 1 to entry: Also known as “ad hoc” or “opportunistic” reuse.

3.3.13

systematic reuse
developing software components intended for reuse and/or buildi
those reusable components, following a formal plan of product ling
reuse”

3.3.14

adaptive reuse
using previously developed software that is modi
application on a different operating system

3.3.15
black-box reuse
reuse of unmodified software components ' ng software components into a

3.3.16
white-box reuse
modifying and integrati s into new applications

3.3.17
vertical reuse
reuse in the same A0

3.3.18
horizont

3.3.19
internal reuse
in-house reuse

reuse of a software unit developed within the company, or government unit

3.3.20
external reuse
reuse of a software unit of another company, or government unit

Note 1 to entry: A “third party software” is usually written by another company as a legal entity. It incorporates
external reuse if it will be used in a context or domain other than that for which it has been designed and
developed. It can be, however, also a dedicated, one-use software component.

EXAMPLE 1  Open-source software (OSS), mostly for external reuse.

EXAMPLE 2 A service-oriented architecture (SOA) can operate on components in internal or external reuse.

3.3.21
heritage software
inherited software reused from a previous mission that has currently been in u;’agenocuments
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3.3.22

legacy software

software reused from a previous mission that has currently been out of usage, or in restricted
usage

3.4 General terms

3.41

component to be reused

software component that is intended to be reused in a different context or domain other than
its original development context or domain, by any kind of software reuse

3.4.2
reusable component
software component to be reused after being qualified for reuse

3.4.3
receiving system
software system in which reusable component(s) will be inte

3.4.4
integration of reusable components
process of installation/assembly of reusable cory

3.4.5
composite system

3.4.6
qualified composite sys
composite systemafte

3.5 Abbreviationg

COTS

GOTS

FB

FTA

IP

IT technology
KSLOC Kilo-(thousand) source lines of code
0SS Open-source software

PAS Publicly available specification
RBD Reliability block diagram

SOA Service-oriented architecture

4 Dependability of software reuse methodology — Reusability-driven software
development

4.1 General

Software reuse has many facets; the practical and relevant kinds have been defined in 3.3. A
general taxonomy of software reuse is included in Table 1, which uses the following seven

aspects for a thorough, exemplary classification [06]. Documents
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— reuse assets and entities can be product-oriented and, thus, concrete, such as
components; they can also be ideal, such as concepts, ideas, algorithms, etc.;

— domain scope refers to application area (3.3.17 and 3.3.18);
— development scope refers to origin of the component (3.3.19 and 3.3.20);

— additional work required prior to reuse is referred to by modification (3.3.14, 3.3.15,
3.3.16);

— whether and which kind of work is to be done in performing reuse is a managerial aspect
(3.3.12, 3.3.13);

— reuse approach is compositional if existing components are reused (such as the Unix
shell); generative reuse requires application or code generators (such as refine and meta
tool);

— direct reuse approach requires no "glue code" that intermediates between

component and the receiving system, indirect reuse necessitates\an inte
(4.4).

e reusable
ediate entity

Table 1 — Summary of reuse classifiCation

Reuse Reuse entity Domain Development Modificati nagement Approach
asset scope Scope

Ideas, Architectures Vertical Internal daptive \&cidental Compositional
concepts .

N\
Artefacts, Requirements Horizontal Exterqal M Black Box Systematic Generative
components
o)

Procedures, Designs l WPW Indirect

skills
Specifications \ (\ ) Direct
Source code /\ \) X
N A )
N

Object code N

Test cases L

should be

building S0 stemy from scratch. The vision of software reuse is as old as software
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Component-Based
Development

Commercial / ] ‘

Governmental off Service-Oriented

the Shelf Software \ / Systems
Design : s . 5 Application
Patterns Product lines

Object-Oriented / \ Aspect-Oriented
Programming Developmey/\
Program
Generators

Figure 1 — Approaches to softwave r e and its eléments

t code; it hag, moreover, to consider all of
generating processes, including also
ses apart from the code (Figure 1).
are reuse are [08]:

Software reuse is not limited to the sou
the information that is related P
requirements, analysis, design, documients, and te 3

conform to system’s

— COTS integratiqn: € i ciabhcomponents.
— Service-orien ' : Buildi -

Aspect-oriented software development: Weaving shared components into an application at
different places when the program is compiled, if separation of concerns is feasible.

4.2 Dependability methods for reuse

As hardware reuse (IEC 62309), also software reuse, whether involving home-grown or COTS
components, certainly promises lower cost, better dependability, thus providing a decrease in
risk, increase of productivity, and, consequently, considerable potential for a less stressful
development process.

During the last decades much research progress has been achieved to technically master
software reuse by industrial best practices. However, software reuse has proved to be
complex and steadily evolving with the progress of software engineering so that it needs
appropriate methods and techniques for dependability assessment and assurance.

The applicability of the conventional dependability techniques to the analysis and evaluation
of software reuse is limited. A common recommendation for software reuse is to commments
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reusable software components to perform only one function completely. This restriction is
supposed to ease the implementation, deployment, and maintenance of reusable components
and composite systems that contain such components. Furthermore, deviation from such
restriction could have adverse effect on dependability due to the possibility of errors
introduced into the software during implementation or maintenance. This requirement “one
component — one function” is, however, a severe constraint that limits the scope of software
reuse, and is thus difficult to be accepted by the industrial and commercial software
development and marketing, where rather universally deployable components are more
attractive.

During the last years, specific methods provide effective and broadly well-understood and,
thus, accepted solutions for dependability assurance, especially concerning functionality and
testing of software. A selective amount of them are appropriate effective reuse

Figure 1 includes constructive methods and approaches that hé& :
reusable software, which is the best way of fault handfing. also analytic

jded. For testing

and test case generation, these analytical approache i ode (if available)
leading to white-box testing, or software specification g ileyleading to black-box
testing. Grey-box testing combines both approaches of theeffectiveness of a test
set in fault revealing, coverage-oriented esratio of the portion of the

ilé testing to the uncovered
portion. Examples are: CO test, C1 te -box testing), or cause-effect
analysis and operational profile analysis-{k ing). Belief is, the higher the degree of

To avoid singularity ofNest™cas ' 3 i ormal (e.g. sound mathematical methods)
are recommended, suc S S i nodel-based testing, and formal proofs of
programs. Finall 10ds tistically evaluate software based on test data
recorded during%é\s}m '

test cases. Thus, W

reuse. Annex B, Ar DYexplain and exemplify these methods.
When consid C it is essential to include the operation and
maintenance \stages\j alysis of composite systems, such as legacy or heritage

performance and dependability of service of reuse should be
lysed and evaluated.

4.3 Dependability<related objectives of software reuse

Reuse dependability is the ability of a composite system containing reusable components to
perform as and when required to meet users’ service needs. Thus, for fulfilling the
requirements of assessment of reuse dependability, the identification and deployment of the
relevant methods and techniques of reuse dependability are indispensable.

Several activities influence the dependability of reuse, including the following ones:

— development, operation, and maintenance of reusable components as reuse assets and
composite systems with reuse assets;

— management of practice and assets of reuse.

The dependability of the composite systems with reuse assets is influenced by following
factors:

— software functions to serve and satisfy user needs;
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