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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
POWER SYSTEMS MANAGEMENT  

AND ASSOCIATED INFORMATION EXCHANGE –  
DATA AND COMMUNICATIONS SECURITY –  

 
Part 90-2: Deep packet inspection  

of encrypted communications 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

The main task of IEC technical committees is to prepare International Standards. However, a 
technical committee may propose the publication of a technical report when it has collected 
data of a different kind from that which is normally published as an International Standard, for 
example "state of the art". 

IEC TR 62351-90-2, which is a technical report, has been prepared by IEC technical 
committee 57: Power systems management and associated information exchange. 
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The text of this Technical Report is based on the following documents: 

Enquiry draft Report on voting 

57/1939/DTR 57/2002/RVDTR 

 
Full information on the voting for the approval of this technical report can be found in the 
report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all parts in the IEC 62351 series, published under the general title Power systems 
management and associated information exchange – Data and communications security, can 
be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

A bilingual version of this publication may be issued at a later date. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This part of IEC 62351, which is a technical report, analyses the impact of encrypted 
communication channels in power systems introduced with the IEC 62351 series. As defined 
in IEC 62351 an encrypted channel can be employed when communicating with IEDs and 
encryption can be adopted at message level as well. For example, the use of encrypting TLS 
setups according to IEC 62351-3 introduces some difficulties when Deep Packet Inspection 
(DPI) is needed to inspect the communication channel for monitoring, auditing and validation 
needs. 

In this document different techniques are analyzed that can be employed to circumvent these 
issues when DPI of communications is required. 
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POWER SYSTEMS MANAGEMENT  
AND ASSOCIATED INFORMATION EXCHANGE –  

DATA AND COMMUNICATIONS SECURITY –  
 

Part 90-2: Deep packet inspection  
of encrypted communications 

 
 
 

1 Scope 

This part of IEC 62351, which is a technical report, addresses the need to perform Deep 
Packet Inspection (DPI) on communication channels secured by IEC 62351. The main focus is 
the illustration of the state-of-the art of DPI techniques that can be applied to the various 
kinds of channels, highlighting the possible security risks and implementation costs. 
Additional, beyond state-of-the-art proposals are also described in order to circumvent the 
main limits of existing solutions. 

It is to be noted that some communications secured by IEC 62351 are not encrypted, but only 
add integrity and non-repudiation of the message – however they are mentioned here for the 
sake of completeness around IEC 62351 and DPI. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 62351-3, Power systems management and associated information exchange – Data and 
communications security – Part 3: Communication network and system security – Profiles 
including TCP/IP 

IEC TS 62351-4, Power systems management and associated information exchange – Data 
and communications security – Part 4: Profiles including MMS 

IEC TS 62351-5, Power systems management and associated information exchange – Data 
and communications security – Part 5: Security for IEC 60870-5 and derivatives 

IEC TS 62351-6, Power systems management and associated information exchange – Data 
and communications security – Part 6: Security for IEC 61850 

IEC 62351-7, Power systems management and associated information exchange – Data and 
communications security – Part 7: Network and System Management (NSM) data object 
models 

IEC TS 62351-8, Power systems management and associated information exchange – Data 
and communications security – Part 8: Role-based access control 
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3 Terms, definitions and abbreviated terms 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 62351-3, 
IEC TS 62351-4 and IEC TS 62351-5 apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.2 Abbreviated terms 

For the purposes of this document, the following abbreviated terms apply. 

CA Certificate Authority 
DPI Deep Packet Inspection 
GDOI Group Domain of Interpretation 
IED Intelligent Electronic Device 
LDAP Lightweight Directory Access Protocol 
TLS Transport Layer Security 
PDU Protocol Data Unit 
PFS Perfect Forward Secrecy 
RBAC Role Based Access Control 
SCADA Supervisory Control and Data Acquisition 
SNMP Simple Network Management Protocol 

4 Overview 

DPI is a form of network communication analysis applied to every single bit of information 
exchanged by nodes over the network. It is used for protocol validation, live virus checking, 
and in general for intrusion detection or intrusion prevention purposes. DPI enables advanced 
network monitoring and management but at the same time can enable for malicious intentions 
as well (e.g. eavesdropping). 

Plaintext communications between nodes can be easily examined with DPI tools over their 
route. Encrypted channels on the other hand require additional steps to enable DPI, for 
instance: 

a) the sharing of the encryption key with the system performing DPI or 
b) letting the communication flow into the DPI system be plaintext again. 

Sharing some of the keying materials used for encryption with a DPI Probe will make the end 
to end encryption less secure, and thus when adopting one approach or another it is important 
to know advantages and disadvantages with respect to security impact, implementation costs 
and performance impact. 

The driving factor behind this document is the need of a structured, standardized manner of 
enabling DPI with encrypted channels, to eliminate the chance that unofficial, less secure 
methods will be used. 
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