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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
IN DU STRIAL-PROCESS MEASU REMEN T,   

CON TROL AN D AU TOMATION  –  
SMART M AN U FACTU RI N G –  

 
Part 1 :  Terms and  defi ni ti ons  

 
FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commission  ( I EC)  i s  a  worl dwide  organ ization  for s tandard ization  compris i ng  
a l l  national  e l ectrotechn ical  commi ttees  ( I EC National  Commi ttees).  The  object  of I EC  i s  to  promote  i n ternationa l  
co-operation  on  a l l  q uestions  concern ing  standard izati on  i n  the  e l ectri cal  and  e l ectron ic fi e l d s.  To  th i s  end  and  
i n  add i ti on  to  other acti vi ti es,  I EC pub l i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  Techn ical  Reports,  
Publ i cl y  Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC Publ i cation(s)”) .  Thei r 
preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC Nati onal  Commi ttee  i n terested  i n  the  subject  deal t  wi th  
may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non-governmental  organ izati ons  l i a i s i ng  
wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osely wi th  the  I n ternational  Organ ization  for 
S tandard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by ag reement  between  the  two organ izati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  poss ible,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Commi ttees.   

3)  I EC Publ i cations  have  the  form  of recommendati ons  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  con ten t of I EC  
Publ i cations  i s  accurate,  I EC  cannot be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any  
m is i n terpretation  by  any end  user.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  u ndertake  to  app ly  I EC Publ i cations  
transparentl y  to  the  maximum  extent  poss ible  i n  thei r nati onal  and  reg i ona l  pub l i cations.  Any d i vergence  between  
any I EC Publ i cation  and  the  correspond ing  national  or reg iona l  publ i cati on  shal l  be  cl earl y  i n d icated  i n  the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I ndependent certi fi cati on  bod ies  provide  conform i ty  
assessment services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  respons i ble  for any 
services  carri ed  ou t  by  i ndependent  certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or i ts  d i rectors ,  employees,  servan ts  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possib i l i ty  that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subj ect  of patent  
ri gh ts.  I EC shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t ri gh ts .  

I EC TR 63283-1  has  been  prepared  by I EC  techn ical  committee  65:  I ndustria l -process  
measurement,  control  and  au tomation .  I t  i s  a  Techn ical  Report.  

The  text of th is  Techn ical  Report i s  based  on  the  fol l owing  documents:  

Draft  Report  on  voti ng  

65/863/DTR 65/904/RVDTR 

 
Fu l l  i n formation  on  the  voti ng  for i ts  approval  can  be  found  in  the  report  on  voti ng  i nd icated  in  
the  above  tab le.  

The  l anguage  used  for the  development of th is  Techn ica l  Report i s  Eng l ish .  

Provided by IHS Markit under l icense with  IEC

No reproduction  or networking  permitted without l icense from IHS Markit

Full document details: IEC TR 63283-1-2022

http://www.avadocuments.com/doc/iec-tr-63283-1-2022
http://www.avadocuments.com/doc/iec-tr-63283-1-2022


 – 4  – I EC TR 63283-1 : 2022  © I EC  2022  

Th is  document was  drafted  i n  accordance wi th  I SO/IEC Di rectives,  Part 2 ,  and  developed  in  
accordance  wi th  I SO/I EC  D i rectives,  Part 1  and  I SO/I EC Di rectives,  I EC  Supplement,  avai lable  
at  www. iec. ch/members_experts/refdocs.  The  main  document types  developed  by I EC are  
described  in  g reater detai l  at  www. iec. ch/standardsdev/publ ications.  

A l i st  of a l l  parts  i n  the  I EC  63283  series,  publ ished  under the  general  t i tl e  Industrial-process 
measurement,  control and automation – Smart manufacturing,  can  be  found  on  the  I EC websi te.  

The  committee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty  date  i nd icated  on  the  I EC websi te  under webstore. iec.ch  i n  the  data  re lated  to  the  
speci fic document.  At  th i s  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  rep laced  by a  revised  ed i ti on ,  or 

•  amended .  
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INTRODUCTION  

Th is  document presents  a  vocabu lary for terms  that can  become re levan t wi th in  the  scope  of 
Smart  Manufacturing .  I t  i s  not i n tended  to  be  a  vocabu lary for Smart  Manufacturing ,  bu t  i t  
i ncl udes  more  than  the  terms  from  the  other parts  of th is  series .  
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IN DU STRIAL-PROCESS MEASU REMEN T,   
CON TROL AN D AU TOMATION  –  

SMART M AN U FACTU RI N G –  
 

Part 1 :  Terms and  defi ni ti ons  
 
 
 

1  Scope 

The scope  of th is  document i s  to  compi le  a  comprehensive  col lection  of base  term inology wi th  
compatib le  terms  that  can  become  re levant wi th in  the  scope  of Smart Manufacturing .  Most  of 
these  terms  refer to  existi ng  defin i tions  i n  the  domain  of i ndustria l -process  measurement,  
con trol  and  au tomation  and  i ts  various  subdomains.  When  mu l ti ple  s im i lar defin i tions  exist  for 
the  exact same term  i n  d i fferen t standards,  th is  document contains  on ly  the  preferred  defin i ti on  
i n  the  context  of Smart Manufacturing .  Whenever the  existing  defin i tions  are  not compatib le  
wi th  other terms  i n  th is  document or when  the  defin i tion  does  not fi t  i n to  the  broader scope  of 
Smart Manufacturing ,  new or mod i fied  defin i ti ons  are  g iven .  

2  N ormati ve referen ces  

There  are  no  normative  references  i n  th is  document.  

3 Terms,  defi n i ti ons  an d  abbrevi ated  term s  

3. 1  Term s an d  d efi n i tion s  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i ti ons  apply.  

I SO and  I EC main tain  terminology databases  for use  i n  standard ization  at the  fol lowing  
addresses:   

•  I EC E lectroped ia:  avai lable  at  h ttp : //www.electroped ia .org /  

•  I SO  On l ine  browsing  p latform:  avai l able  at h ttp: //www. iso.org/obp  

3. 1 . 1   
<X>  tem pl ate  
speci fication  of the  common  features  of a  co l l ection  of <X>s  in  su fficient deta i l  that  an  <X>  can  
be  instan tiated  us ing  i t  i n  i ts  appropriate  con text  

Note  1  to  en try:  <X>  can  be  anyth ing  that  has  a  type.  

[SOURCE:  I SO 1 5745-1 : 2003,  3 . 33,  mod i fied  – " i n  i ts  appropriate  con text"  added  to  defin i tion ]  

3. 1 . 2   
access  
abi l i ty  and  means  to  commun icate  wi th  or otherwise  i n teract wi th  a  system  in  order to  use  
system  resources  

Note  1  to  en try:  Access  may involve  physical  access  (au thori zation  to  be  a l l owed  physical l y  i n  an  area,  possess ion  
of a  physical  key l ock,  P IN  code,  or access  card  or b iometri c  attri bu tes  that  a l l ow access)  or l og ical  access  
(au thori zation  to  l og  i n  to  a  system  and  appl i cation ,  th rough  a  combinati on  of l og ical  and  phys ical  means).  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 ]  
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3. 1 .3   
access  control  
protection  of system  resources  against  unau thorized  access;  a  process  by wh ich  use  of system  
resources  i s  regu lated  accord ing  to  a  securi ty pol icy and  is  permi tted  by on ly  au thorized  enti ties  
(users,  programs,  processes,  or other systems)  accord ing  to  that  pol icy  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2 . 2]  

3. 1 .4   
accountabi l i ty 
property  of a  system  ( i nclud ing  a l l  of i ts  system  resources)  that  ensures  the  actions  of a  system  
en ti ty  may be  traced  un iquely  to  that enti ty,  wh ich  can  be  held  responsible  for i ts  actions  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2 . 3]  

3. 1 .5   
action  
someth ing  wh ich  happens  

Note  1  to  en try:  Every action  of i n terest  for model l i ng  pu rposes  i s  associated  wi th  at  l east  one  obj ect  (see  
I SO/IEC 1 0746-2).  

[SOURCE:  I SO 1 5745-1 : 2003,  3 . 1 ]  

3. 1 .6   
activi ty 
group of tasks  that are  class i fi ed  as  having  a  common  obj ective  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 ]  

3. 1 .7   
actor 
enti ty  that commun icates  and  i n teracts  

Note  1  to  en try:  These  actors  can  i ncl ude  people,  software  appl i cati ons,  systems,  databases,  and  even  the  power 
system  i tsel f.  

[SOURCE:  I EC 62559-2: 201 5,  3 . 2]  

3. 1 .8   
actuating  drive  
physica l  un i t  used  for d ri ving  mechan ical ly  actuated  fi nal  con trol l i ng  elements  

Note  1  to  en try:  Examples  of actuati ng  d ri ves  are  e l ectri c,  hydrau l i c  or pneumatic  actuati ng  d ri ves,  d i aphragm  
systems  or p i ston  actuators.  

Note  2  to  en try:  N o  actuati ng  d ri ve  i s  requ i red  for a  fi nal  con trol l i n g  e l ement  i f the  man i pu lated  variable  at  the  
control l er ou tpu t  i s  capabl e  of d i rectl y  i n fl uencing  the  mass  fl ow or energy fl ow,  i . e .  wi thou t any mechan ical  
i n termed i ate  variabl e  q uan ti ty.  

[SOURCE:  I EC 60050-351 : 201 3,  351 -56-1 6]  

3. 1 .9   
actuator 
functional  un i t that  receives  a  s i gnal  to  d rive  the  fina l  con trol l i ng  e lement from  i ts  ou tput variable   

Note  1  to  en try:  I f the  fi nal  con trol l i ng  e l ement i s  mechan ical l y  actuated ,  i t  i s  con trol l ed  via  an  actuati ng  d ri ve.  The  
actuator d ri ves  the  actuati ng  d ri ve  i n  th i s  case.   
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[SOURCE:  I EC 60050-351 : 201 3,  351 -49-07,  mod i fied  – "generates  the  man ipu lated  variable"  
changed  to  "receives  a  s ignal " ,  "of the  control l i ng  e lement" ,  example  and  fi gures  removed  from  
defin i tion ]  

3. 1 . 1 0   
adaptive design  
i n teroperabi l i ty  wi th  assistive  technology 

3. 1 . 1 1   
admin istrator 
user ro le  whose responsib i l i ties  i nclude  con trol l i ng  access  to  and  implementing  securi ty pol icies  
for a  system  

3. 1 . 1 2   
admin istration  shel l  
virtua l  d ig i ta l  and  active  representation  of an  I ndustrie  4 . 0  component i n  the  I ndustrie  4 . 0  
system  

[SOURCE:  I EC  PAS 63088: 201 7,  3 . 1 ,  mod i fied  – " I ndustrie"  added  twice,  note  to  entry deleted ]  

3. 1 . 1 3   
aggregation  
<UML>  specia l  form  of association  that speci fies  a  whole-part re lationsh ip  between  the  
aggregate  (whole)  and  a  component part  

[SOURCE:  I SO 1 5745-1 : 2003,  3 . 3]  

3. 1 . 1 4   
alarm  
aud ible  and /or vis ib le  means  of i nd icati ng  to  the  operator an  equ ipment mal function ,  process  
deviation ,  or abnormal  cond i tion  requ iri ng  a  t imely response  

[SOURCE:  I EC 62682: 201 4,  3 . 1 . 7 ]  

3. 1 . 1 5   
algori thm  
complete ly  determined  fi n i te  sequence  of i nstructions  by wh ich  the  values  of the  ou tput  
variables  may be  calcu lated  from  the  values  of the  i npu t variables  

Note  1  to  en try:  The  behaviour of a  system  wi th  d i screte-val ue  i npu t  and  ou tpu t  vari abl es  (for example  a  swi tch ing  
system)  may be  described  completely  by  an  a l gori thm.  For a  system  wi th  conti nuous-value  and  conti nuous-time  i npu t  
and  ou tpu t vari abl es  the  a l gori thm  i s  g i ven  by or deri ved  from  the  mathematical  re lati onsh i p  between  the  i npu t  and  
ou tpu t variables.   

[SOURCE:  I EC 60050-351 : 201 3,  351 -42-27]  

3. 1 . 1 6   
al location  
form  of coord ination  con trol  that assigns  a  resource  to  an  en ti ty  

3. 1 . 1 7   
appl icable  property 
data  e lemen t for the  compu ter-sensible  description  of a  property,  a  re lation  or a  class  

3. 1 . 1 8   
appl ication   
<software>  software  functional  e l ement speci fic  to  the  solu tion  of a  problem  in  industria l -
process  measurement and  control  
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Note  1  to  en try:  An  appl i cati on  may be  d i s tri bu ted  among  resources,  and  may commun icate  wi th  other appl i cations.  

[SOURCE:  I EC TR 62390: 2005,  3. 1 . 2 ]  

3. 1 . 1 9   
appl ication   
<general>  ordered  set of processes,  performed  by a  set of resources,  coord inated  by a  set of 
i n teractions  in tended  to  accompl ish  a  defin i te  obj ective   

[SOURCE:  I SO 1 8435-1 : 2009,  3 . 2]  

3. 1 .20   
appl ication  programming  in terface   
API  
standard  set of documented  and  supported  rou tines  that expose  operati ng  system  programming  
i n terfaces  and  services  to  appl ications  

Note  1  to  en try:  An  API  i s  usual l y  a  source  code  i n terface  that  an  operati ng  system,  l i brary,  or service  provi des  to  
support  requests  made  by computer prog rams.  

[SOURCE:  I SO/IEC TR 1 3066-2 : 201 6,  2 . 1 ,  mod i fied  – Example  de leted ]  

3. 1 .21   
arbi tration  
coord ination  control  that determines  how a  resource  shou ld  be  a l l ocated  when  there  are  more  
requests  for the  resource  than  can  be  accommodated  at one  time  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 2]  

3. 1 .22   
arch i tecture  
fundamental  concepts  or properties  of a  system  i n  i ts  envi ronment embod ied  i n  i ts  e lements ,  
re lationsh ips ,  and  in  the  princip les  of i ts  design  and  evolu tion  

[SOURCE:  I EC PAS  63088: 201 7,  3 . 2 ]  

3. 1 .23   
area  
physical ,  geograph ica l  or l og ica l  grouping  of resources  determined  by the  s i te  

EXAMPLE  I t  can  con tain  process  cel l s ,  production  u n i ts ,  production  l i nes,  and  storage  zones.  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 2]  

3. 1 .24   
arti ficial  In tel l i gence  
AI  
<eng ineered  system>  set of methods  or au tomated  en ti ti es  that together bu i l d ,  optim ize  and  
apply  a  model  so  that  the  system  can ,  for a  g iven  set  of predefined  tasks,  compute  pred ictions,  
recommendations,  or decis ions  

Note  1  to  en try:  AI  systems  are  des igned  to  operate  wi th  varying  l evel s  of au tomati on .  

Note  2  to  en try:  Pred ictions  can  refer to  vari ous  ki nds  of data  analys i s  or production  ( i ncl ud i ng  translati ng  text,  
creati ng  syn theti c  images  or d i agnosing  a  previous  power fa i l u re).  I t  does  not  imply an teri ori ty.  

[SOURCE:  I SO/IEC 22989: __,  3 . 1 . 2]  
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3. 1 .25   
arti ficial  in tel l i gence  
<d iscip l ine>  s tudy of theories,  mechan isms,  developments  and  appl ications  re lated  to  arti ficia l  
i n te l l i gence  <eng ineered  system>  (3 . 1 . 24)   

[SOURCE:  I SO/IEC 22989:__,  3 . 1 . 3]  

3. 1 .26   
asset  
enti ty  owned  by or under the  custod ia l  du ties  of an  organ ization ,  wh ich  has  e i ther a  perceived  
or actual  va lue  to  the  organ ization  

3. 1 .27   
Asset Admin istration  Shel l   
AAS  
standard ized  d ig i ta l  represen tation  of an  asset  

[SOURCE:  I EC 63278-1 : __,  3 . 1 . 2 ]   

3. 1 .28   
association  
cooperative  re lationsh ip  between  system  en ti ti es,  usual ly  for the  purpose  of transferring  
i n formation  between  them  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 7]  

3. 1 .29   
assurance  
attribute  of a  system  that provides  grounds  for having  confidence  that the  system  operates  in  
such  a  way that the  system  securi ty  pol icy i s  enforced  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 8]  

3. 1 .30   
attack 
assau l t  on  a  system  that derives  from  an  in tel l i gen t threat  – i . e. ,  an  i n tel l i gent act that i s  a  
de l i berate  attempt (especial ly  i n  the  sense  of a  method  or techn ique)  to  evade  securi ty  services  
and  vio late  the  securi ty  pol icy of a  system  

Note  1  to  en try:  There  are  d i fferen t common ly recogn ized  cl asses  of attack:  

a)  An  "acti ve  attack"  attempts  to  a l ter system  resources  or affect  thei r operati on .  

b)  A "passive  attack"  attempts  to  l earn  or make  use  of i n formation  from  the  system  bu t  does  not  affect  system  
resou rces.  

c)  An  " i ns ide  attack"  i s  an  attack i n i ti ated  by an  en ti ty  i ns i de  the  securi ty  perimeter (an  " i ns i der")  – i . e. ,  an  en ti ty  
that  i s  au thori zed  to  access  system  resources  bu t  uses  them  i n  a  way not  approved  by those  who  g ranted  the  
au thori zati on .  

d )  An  "ou ts ide  attack"  i s  i n i ti ated  from  ou ts ide  the  perimeter,  by an  unauthori zed  or i l l eg i timate  user of the  system  
( i ncl ud ing  an  i ns i der attacking  from  ou ts ide  the  secu ri ty  perimeter).  Potenti a l  ou ts i de  attackers  range  from  
amateu r pranksters  to  organ ized  crim ina l s ,  i n ternati ona l  terrori sts ,  and  hosti l e  governments .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 9]  

3. 1 .31   
attribute  
property  or characteristic  of an  en ti ty  

[SOURCE:  I EC TR 62390: 2005,  3. 1 . 3]  
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3. 1 .32   
aud i t  
i ndependent review and  examination  of records  and  activi ti es  to  assess  the  adequacy of system  
con trols ,  to  ensure  compl iance  wi th  establ ished  pol icies  and  operational  procedures,  and  to  
recommend  necessary changes  in  con trols ,  pol icies,  or procedures  

Note  1  to  en try:  There  are  th ree  forms  of aud i t  

a)  External  aud i ts  are  conducted  by parti es  who  are  not  employees  or con tractors  of the  organ ization .  

b)  I n ternal  aud i t  are  conducted  by  a  separate  organ izational  u n i t  ded icated  to  i n ternal  aud i ti ng .  

c)  Con trol s  sel f-assessments  are  conducted  by peer members  of the  process  au tomati on  function .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 1 ]  

3. 1 .33   
aud i t  log  
traceable  record  that requ ires  a  h i gher l evel  of i n tegri ty  protection  than  provided  by typ ical  even t  
l ogs  

Note  1  to  en try:  Aud i t  l ogs  are  used  to  protect aga inst  cl a ims  that  repud i ate  respons ibi l i ty  for an  action .  

3. 1 .34   
augmented  real i ty 
accumu lation  of i n formation ,  e . g .  p ictures,  from  the  real  world ,  wi th  add i tional  d i g i tal  i n formation  

3. 1 .35   
authenticate  
veri fy  the  i den ti ty  of a  user,  user device,  or other en ti ty,  or the  i n tegri ty  of data  s tored ,  
transm itted ,  or otherwise  exposed  to  unauthorized  mod i fication  i n  an  i n formation  system,  or to  
establ ish  the  va l i d i ty  of a  transmiss ion  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 2 ]  

3. 1 .36   
authentication  
securi ty measure  des igned  to  establ ish  the  va l i d i ty of a  transm ission ,  message,  or orig i nator,  
or a  means  of veri fying  an  i nd ividual 's  au thorization  to  receive  speci fic categories  of i n formation  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 3]  

3. 1 .37   
authorization  
ri gh t or perm ission  that i s  granted  to  a  system  enti ty to  access  a  system  resource  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 4]  

3. 1 .38   
automated  veh icle  
mobi le  device  that i ncludes  a  con trol  system  a l lowing  i t  to  operate  e i ther au tonomously  or under 
remote  con trol  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 5]  

3. 1 .39   
automation  
conversion  of processes  or equ ipment to  au tomatic operation ,  or the  resu l ts  of the  conversion  

[SOURCE:  I SO/IEC 2382:201 5,  21 21 284,  mod i fied  −  N ote  1  and  Note  2  removed ]  
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3. 1 .40   
automation  object  
physica l  or l og ica l  enti ty i n  the  au tomated  system  

Note  1  to  en try:  An  example  of an  au tomati on  object  i s  an  au tomation  component,  a  va l ve  or a  s i gnal .  

[SOURCE:  I EC 6271 4-1 : 201 8,  3 . 1 . 2]  

3. 1 .41   
autonomous  
operating  wi thout  d i rect human  i n terven tion  

3. 1 .42   
avai labi l i ty 
abi l i ty  of an  i tem  to  be  i n  a  state  to  perform  a  requ i red  function  under g iven  cond i tions  at a  g iven  
i nstan t  or over a  g iven  time  i n terval ,  assuming  that  the  requ i red  external  resources  are  provided  

Note  1  to  en try:  Th i s  abi l i ty  depends  on  the  combi ned  aspects  of the  rel i abi l i ty  performance,  the  main tainabi l i ty  
performance  and  the  main tenance  support  performance.  

Note  2  to  en try:  Requ i red  external  resou rces,  other than  main tenance  resou rces  do  not  affect  the  ava i l abi l i ty  
performance  of the  i tem.  

Note  3  to  en try:  I n  French  the  term  "d i spon i bi l i té"  i s  a l so  used  i n  the  sense  of " i nstan taneous  avai l ab i l i ty" .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 6 ,  mod i fied  – " (performance)"  removed ]  

3. 1 .43   
avai lable  capaci ty 
portion  of the  production  capaci ty  that can  be  atta ined  but i s  not committed  to  current or fu ture  
production  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 3]  

3. 1 .44   
backward  compatabi l i ty  
downward  compatabi l i ty  
fu l fi lment  by  a  new component of a l l  the  speci fied  requ i rements  of the  compatib i l i ty  profi l e  of i ts  
predecessor  

[SOURCE:  I EC 62890: 2020,  3 . 1 . 2 ]  

3. 1 .45   
base  specification  
reference  document con tain ing  i n formation  that i s  referenced  by a  profi l e  

[SOURCE:  I SO  1 5745-1 : 2003,  3 . 6]  

3. 1 .46   
basic control  
control  that  i s  ded icated  to  establ ish ing  and  maintain ing  a  speci fic state  of equ ipment or process  
cond i ti on  

Note  1  to  en try:  Basic con tro l  may i ncl ude  regu latory con trol ,  i n terlocking ,  mon i tori ng ,  exception  hand l i ng ,  and  
d i screte  or sequentia l  con trol .  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 4]  
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3. 1 .47   
batch  
(1 )  materia l  that i s  being  produced  or that has  been  produced  by a  s ing le  execution  of a  batch  

process  

(2)  en ti ty  that  represents  the  production  of a  material  at  any poin t i n  the  process  

Note  1  to  en try:  Batch  means  both  the  materi al  made  by and  du ri ng  the  process  and  a l so  an  en ti ty  that  represents  
the  production  of that  material .  Batch  i s  used  as  an  abstract  con traction  of the  words  " the  production  of a  batch . "  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 5]  

3. 1 .48   
batch  control  
con trol  activi ties  and  con trol  functions  that provide  a  means  to  process  fin i te  quanti ties  of i npu t 
materia ls  by  subj ecting  them  to  an  ordered  set of process ing  activi ties  over a  fi n i te  period  of 
time us ing  one  or more  p ieces  of equ ipment  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 6]  

3. 1 .49   
batch  h istory 
al l  execu tion  i n formation  col lected  pertain ing  to  the  production  of a  s ing le  batch ,  and  may 
i nclude  common  (non-batch  speci fic)  i n formation  

[SOURCE:  I EC 61 51 2-4: 2009,  3 . 1 ]  

3. 1 .50   
batch  process  
process  that l eads  to  the  production  of fin i te  quan ti ties  of materia l  by subj ecti ng  quanti ti es  of 
i nput  materia ls  to  an  ordered  set of processing  activi ties  over a  fi n i te  period  of time  us ing  one  
or more  pieces  of equ ipment 

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 7]  

3. 1 .51   
batch  production  
production  process  where  products  or components  are  produced  i n  batches  and  where  each  
separate  batch  cons ists  of a  number of the  same products  or components  

[SOURCE:  DIN  EN  1 4943: 2006-03]  

3. 1 .52   
batch  production  record  
subset of the  execu tion  and  bus iness  i n formation  that i s  reta ined  based  upon  bus iness  
requ i rements  identi fi ed  by the  batch  production  record  speci fication  

Note  1  to  en try:  Th i s  i n formation  cou l d  i ncl ude  the  recipe  procedu ral  e l ement  execu tion  i n formati on ,  both  speci fi c  
equ i pment  i n formation ,  operator comments,  batch -related  a l arms,  e l ements  re lated  to  the  defi n i ti on  of a  batch  (such  
as  control  recipe,  master recipe,  s i te  and /or general  recipe,  batch  schedu l e  i n formation ),  and  i n formation  importan t  
to  the  batch  (such  as  train i ng  l ogs,  main tenance  records,  and  envi ronmental  cond i ti ons).  

[SOURCE:  I EC 61 51 2-4: 2009,  3 . 2]  

3. 1 .53   
batch  schedu le  
l i st  of batches  to  be  produced  i n  a  speci fic  process  cel l  

Note  1  to  en try:  The  batch  schedu le  typical l y  con ta ins  such  i n formation  as  what to  produce,  how much  to  produce,  
when  or i n  what  order the  batches  are  needed ,  and  what equ i pment to  use.  
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[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 8]  

3. 1 .54   
behaviour 
observable  activi ties  of a  component via  i ts  effect on  i ts  envi ronment and /or th rough  i ts  
measurable  attribu tes  

[SOURCE:  I SO  1 8435-1 : 2009,  3 . 3]  

3. 1 .55   
big  data  
data  sets  that  are  too  l arge  or complex to  be  deal t  wi th  by trad i ti onal  data-process iong  
appl ication  software   

3. 1 .56   
bi l l  of material  
l i sti ng  of a l l  the  subassembl ies,  parts ,  and /or materia ls  that are  used  in  the  production  of a  
product  i ncl ud ing  the  quanti ty of each  materia l  requ i red  to  make  a  product  

Note  1  to  en try:  The  term  product  can  refer to  a  fi n i shed  product  or an  i n termed iate  product.  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 4]  

3. 1 .57   
bi l l  of resources  
l i st  of resources  needed  to  produce a  product  

Note  1  to  en try:  I t  i s  a l so  a  l i s ti ng  of the  key resou rces  requ i red  to  manufacture  a  product,  organ ized  as  segments  
of producti on  and  i s  often  used  to  pred ict  the  impact  of acti vi ty  changes  i n  the  master production  schedu le  on  the  
supply  of resou rces.  

Note  2  to  en try:  The  bi l l  of resources  does  not  normal l y  i ncl ude  the  consumables.  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 5]  

3. 1 .58   
border 
edge or boundary of a  physical  or l og ica l  securi ty zone  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 7]  

3. 1 .59   
botnet  
col l ection  of software  robots ,  or bots ,  wh ich  run  au tonomously  

Note  1  to  en try:  A botnet's  ori g i nator can  con trol  the  group  remotely,  possib l y  for nefari ous  purposes.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 8]  

3. 1 .60   
boundary 
software,  hardware,  or other physical  barrier that  l im i ts  access  to  a  system  or part  of a  system  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 1 9]  

3. 1 .61   
bu i ld ing  block 
recipe  en ti ty that  exists  i n  a  l i brary 
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[SOURCE:  I EC 61 51 2-2: 2001 ,  3 . 2]  

3. 1 .62   
business  process  segment  
i denti fication  of personnel ,  equ ipment,  phys ical  assets,  and  materia l  resources  wi th  speci fic  
capabi l i ties  needed  for a  segment of production ,  i ndependen t of any particu lar product  at the  
l evel  of deta i l  requ ired  to  support bus iness  processes  that may a lso  be  i ndependent of any  
particu lar product  

Note  1  to  en try:  The  bus iness  process  segment synonym  i s  i ncl uded  to  refl ect  the  bus i ness  process  orien ted  
aspects  of the  process  segmen t.  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 26]  

3. 1 .63   
capabi l i ty  
abi l i ty  to  perform  actions  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 6]  

3. 1 .64   
capabi l i ty assessment  
evaluation  of the  abi l i ty or capaci ty of a  manufacturing  asset to  provide  a  resource  to  the  system  

[SOURCE:  I SO 1 8435-1 : 2009,  3 . 4]  

3. 1 .65   
capaci ty 
measure  of the  ab i l i ty  to  take  action  as  an  aspect of a  capabi l i ty  

EXAMPLE  Measures  of the  production  rates,  fl ow rates,  mass  or vol ume.  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 7]  

3. 1 .66   
card inal i ty 
pattern  defin ing  the  number of times  a  concept reoccurs  wi th in  a  description  

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 3]   

3. 1 .67   
cel ls  
l ower- level  e lements  that  perform  manufacturing ,  fi el d  device  con trol ,  or veh icle  functions  

Note  1  to  en try:  En ti ti es  at  th i s  l evel  may be  connected  together by an  area  control  network and  may con tain  
i n formation  systems  re l ated  to  the  operations  performed  i n  that  en ti ty.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 68]  

3. 1 .68   
channel   
speci fic communication  l i nk establ ished  wi th in  a  commun ication  condu i t  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 20]  

3. 1 .69   
characteristic  
d isti ngu ish ing  feature  
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Note  1  to  en try:  A characteri s ti c  can  be  i n herent  or ass igned .  

Note  2  to  en try:  A characteri s ti c  can  be  qual i tati ve  or quanti tati ve.  

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 4]   

3. 1 .70   
choreography between  services  
(se l f-organ izing)  i n teraction  between  service  users  i n  the  con text of h igher-level  speci fications  

[SOURCE:  VDI -Statusreport  – I ndustrie  4. 0  Begri ff /  Terms  201 9]  

3. 1 .71   
ciphertext  
data  that has  been  transformed  by encryption  so  that i ts  semantic i n formation  content ( i . e . ,  i ts  
mean ing)  i s  no  longer i n te l l i g ib le  or d i rectly  avai l ab le  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 21 ]  

3. 1 .72   
cl ass   
<of products>  abstraction  of a  set  of s im i lar products  

Note  1  to  en try:  A product that  compl ies  wi th  the  abstraction  defi ned  by a  cl ass  i s  cal l ed  a  cl ass  member.   

Note  2  to  en try:  A cl ass  is  an  i n ten ti ona l  concept that  can  take  d i fferent  extens ional  mean ings  i n  d i fferen t con texts.  

EXAMPLE  The  set  of products  used  by a  parti cu lar en terpri se  and  the  set  of a l l  I SO-standard ized  products  are  two  
examples  of contexts.  I n  these  two contexts  (the  parti cu l ar en terpri se  and  I SO),  the  set  of products  that  are  
considered  as  members  of the  s i ng le  bal l  bearing  cl ass  can  be  d i fferen t,  i n  parti cu lar because  employees  of each  
en terpri se  i gnore  a  number of exi sti ng  s i ng l e  ba l l  bearing  products.  

Note  3  to  en try:  Classes  are  structured  by cl ass  i ncl us ion  re lati onsh ips.  

Note  4  to  en try:  A cl ass  of products  i s  a  genera l  concept as  defi ned  i n  I SO  1 087: 201 9.  Thus,  i t  i s  advi sable  that  the  
ru l es  defi ned  i n  I SO  704  be  used  for defi n ing  the  designation  and  defi n i ti on  attri bu tes  of cl asses  of products.  

Note  5  to  en try:  I n  the  con text of the  I SO  1 3584  series,  a  cl ass  i s  e i ther a  characteri zati on  cl ass,  associated  wi th  
properties  and  usabl e  for characteri zi ng  products,  or a  categorizati on  cl ass,  not  associated  wi th  properties  and  not  
usable  for characteri zi ng  products .  

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 6,  mod i fied  – " I SO  1 087-1 "  changed  to  " ISO  1 087: 201 9"]   

3. 1 .73   
class  
description  of a  set  of ob jects  that share  the  same speci fications  of features,  constrain ts,  and  
semantics  

[SOURCE:  I SO/IEC  1 9505-1 :  201 2 ,  1 1 . 4 . 2 ,  mod i fied  – "a  cl ass  describes"  changed  to  
"description  of" ]  

3. 1 .74   
classi fication  
systematic  d ivis ion  of a  set  of i tems  in to  subsets  that  share  the  same  speci fi cations  of features,  
constrain ts,  and  semantics   

3. 1 .75   
classi fier 
<UML>  mechan ism  that  describes  behavioura l  and  s tructural  features   

Note  1  to  en try:  Classi fi ers  i n cl ude  i n terfaces,  cl asses,  data  types,  and  components .  
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[SOURCE:  I SO  1 5745-1 : 2003,  3 . 8]  

3. 1 .76   
cl assifying  property 
property  appl icable  for a  particu lar class,  having  a  value  l i s t whose  values  define  the  subclasses  
of the  class  

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 7]   

3. 1 .77   
cl ient  
device  or appl ication  receiving  or requesting  services  or i n formation  from  a  server appl ication   

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 22]  

3. 1 .78   
closed-loop  control  
process  whereby one  variable  (quanti ty),  namely the  control l ed  variable  i s  continuous ly  
measured ,  compared  wi th  another variable  (quanti ty),  namely  the  reference  variable,  and  
i n fl uenced  in  such  a  manner as  to  ad j ust the  reference  variable  

Note  1  to  en try:  Characterist i c  for cl osed -l oop  control  i s  the  cl osed  action  i n  wh ich  the  con trol l ed  vari able  
con ti nuously  i n fl uences  i tsel f i n  the  action  path  of the  cl osed  l oop.  

[SOURCE:  I EC  6050-351 :201 3,  351 -47-01 ,  mod i fied  −  Parenthesis  around  "quan ti ty"  deleted  
(twice),  "or sequentia l ly"  deleted  from  the  defin i tion  and  from  the  Note  to  entry]  

3. 1 .79   
cloud  computing  
parad igm  for enabl i ng  network access  to  a  scalable  and  e lastic pool  of shareable  physical  or 
vi rtua l  resources  wi th  sel f-service  provis ion ing  and  admin istration  on -demand  

Note  1  to  en try:  Examples  of resources  i ncl ude  servers,  operati ng  systems,  networks,  software,  app l i cations,  and  
storage  equ ipment.  

[SOURCE:  I EC 60050-741 : 2020,  741 -01 -07]  

3. 1 .80   
cloud  service  
one  or more  capabi l i ti es  offered  via  cloud computing  (3 . 1 . 79)  invoked  us ing  a  defi ned  i n terface.  

[SOURCE:  I SO/IEC 1 7788: 201 4,  3 . 2. 8]  

3. 1 .81   
committed  capaci ty 
portion  of the  production  capaci ty  that i s  curren tly i n  use  or i s  schedu led  for use  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 8]  

3. 1 .82   
common  resource  
resource  that can  provide  services  to  more  than  one  requester 

Note  1  to  en try:  Common  resources  are  i den ti fi ed  as  e i ther exclus ive-use  resources  or shared -use  resources.  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 9]  
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3. 1 .83   
communication  network profi l e  
representation  of the  i n tegration  aspects  of a  commun ication  network supported  by a  networked  
device  

EXAMPLE  Examples  of i n tegrati on  aspects  are  commun ication  object  types  and  the  associated  operati ng  
re l ati onsh ips  (cl i en t-server,  producer-consumer,  etc. ) ,  services  and  attri bu tes  for the  object  types,  data  types  for the  
object  types  and  services,  and  encod i ng  ru l es  used .  

[SOURCE:  I SO 1 5745-1 : 2003,  3 . 9]  

3. 1 .84   
communication  path  
l og ica l  connection  between  a  sou rce  and  one  or more  desti nations,  wh ich  cou ld  be  devices,  
phys ical  processes,  data  i tems,  commands,  or programmatic i n terfaces  

Note  1  to  en try:  The  commun i cation  path  i s  not  l im i ted  to  wi red  or wi re less  networks,  bu t  i ncl udes  other means  of 
commun ication  such  as  memory,  procedu re  ca l l s ,  s tate  of physical  p l an t,  portable  med iums,  and  human  i n teractions.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 23]  

3. 1 .85   
communication  securi ty 
measures  that implement and  assure  securi ty services  in  a  commun ication  system,  particu larly 
those  that  provide  data  confidentia l i ty and  data  i n tegri ty  and  that  au thenticate  commun icating  
en ti ti es  

Note  1  to  en try:  Th i s  phrase  i s  usual l y  understood  to  i ncl ude  cryptograph ic a l gori thms  and  key management 
methods  and  processes,  d evices  that  impl ement  them,  and  the  l i fe-cycle  management  of keyi ng  materia l  and  devices.  
However,  cryptog raph ic a l gori thms  and  key management methods  and  processes  may not  be  appl i cable  to  some  
control  system  appl i cations.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 24 ,  mod i fied  −  i tem  b)  de leted ]  

3. 1 .86   
communication  stack 
l ayered  set  of software  modu les  between  the  appl ication  and  the  hardware  that provides  various  
functions  to  encode,  encrypt  and  format a  message  for send ing ,  and  to  decode,  decrypt and  
unpack a  message  that was  received  

[SOURCE:  I EC TR 62541 -1 : 2020,  3 . 1 . 9]  

3. 1 .87   
commun ication  system  
arrangement of hardware,  software,  and  propagation  med ia  to  a l low the  transfer of messages  
from  one  appl ication  to  another 

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 25]  

3. 1 .88   
compatibi l i ty  
abi l i ty  of a  new component to  satisfy the  requ irement profi l e  of an  ori g ina l  component  

[SOURCE:  I EC 62890: 2020,  3 . 1 . 4 ,  mod i fied  – ci rcu lar defi n i ti on  of "compatib i l i ty" revised ]   

3. 1 .89   
compatibi l i ty  profi l e  
l i st of a l l  compatib i l i ty  requ irements  of a  system,  or a  component of a  system,  dependent on  
appl ication  speci fics  
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[SOURCE:  I EC 62890: 2020,  3 . 1 . 6 ]   

3. 1 .90   
compl iance  
re lation  between  two  speci fications,  A and  B ,  that holds  when  speci fication  A makes  
requ i rements  wh ich  are  a l l  fu l fi l l ed  by speci fication  B  (when  B  compl ies  wi th  A)  

[SOURCE:  I SO  1 5745-1 : 2003,  3 . 1 0]  

3. 1 .91   
component 
en ti ty  wi th in  a  system,  wh ich  fu l fi l l s  a  defi ned  sub-function  

3. 1 .92   
compromise  
unauthorized  d isclosure,  mod i fication ,  substi tu tion ,  or use  of in formation  ( i nclud ing  p lain  text  
cryptograph ic keys  and  other cri tica l  securi ty parameters)  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 26]  

3. 1 .93   
computer-sensible  form  
speci fic represen tation  of i n formation  a l l owing  process ing  of the  i n formation  con tent  by means  
of a  computer 

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 1 0 ,  mod i fied  – changed  "an  e lectron ic  computer"  i n to  "a  
computer" ]   

3. 1 .94   
concept 
un i t of knowledge  created  by a  un ique  combination  of characteristics  

[SOURCE:  I EC 61 360-1 : 201 7,  3 . 1 . 8]   

3. 1 .95   
concept d ictionary 
col lection  of en tries  that  a l l ows  l ookup by concept i den ti fi er 

Note  1  to  en try:  There  are  standard ized  d i cti onari es  (e. g .  I EC CDD),  consorti um  d i cti onaries  (e. g .  eOTD®1  and  

ECLASS®2),  suppl i er d i cti onari es  and  DF  d i cti onaries.  

[SOURCE:  I EC 62832-1 : 2020,  3 . 1 . 5,  mod i fied  – "concept d ictionary"  de leted  in  the  defin i tion ]  

3. 1 .96   
concept d ictionary entry 
defin i tion  of a  concept conta in ing ,  at  a  m in imum,  an  unambiguous  concept i den ti fier,  a  preferred  
name,  and  a  description   

[SOURCE:  I EC 62832-1 : 2020,  3 . 1 . 6]  

___________ 

1  eOTD® i s  the  reg i stered  trademark of a  product  suppl i ed  by ECCMA (E lectron ic  Commerce  Code  Management  
Association ).  Th i s  i n formati on  i s  g i ven  for the  conven ience  of users  of th i s  document and  does  not  consti tu te  an  
endorsement by  I EC of the  product named .  

2 ECLASS® i s  the  reg i stered  trademark of a  product suppl i ed  by the  ECLASS  e.V.  associati on .  Th i s  i n formation  i s  
g i ven  for the  conven i ence  of users  of th i s  d ocument  and  does  not  consti tu te  an  endorsement  by  I EC of the  product  
named .  
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3. 1 .97   
condui t  
l og ical  g rouping  of commun ication  assets  that protects  the  securi ty of the  channels  i t  conta ins  

Note  1  to  en try:  Th i s  i s  anal ogous  to  the  way that  a  physical  condu i t  protects  cables  from  physical  damage.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 27]  

3. 1 .98   
confidential i ty  
assurance  that  i n formation  i s  not d isclosed  to  unauthorized  i nd ividuals ,  processes,  or devices  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 28]  

3. 1 .99   
configuration   
<of a  system  or device>  selecting  functional  un i ts ,  ass ign ing  thei r l ocations  and  defin ing  thei r 
i n terconnections  

[SOURCE:  I EC 61 804-2: 201 8,  3 . 1 . 1 2 ]   

3. 1 . 1 00   
consumables  
resources  that are  not  i nd ividual ly  accounted  for i n  speci fic production  requests,  not normal ly 
i ncluded  i n  b i l l s  of materia l ,  or not l ot  tracked  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 9]  

3. 1 . 1 01   
continuous  production  
production  that i s  runn ing  at a  s teady rate  

[SOURCE:  I SO 2859-3: 2005,  3. 1 . 1 ,  mod i fied  – " runn ing"  added  and  Note  de leted ]  

3. 1 . 1 02   
control  appl ication  
type  of (manu facturing)  appl ication  that mon i tors  avai l abi l i ty,  i den ti fi es  the  cond i tions  of 
manufacturing  assets  and  provides  other appl ications  wi th  such  i n formation  in  order to  
accompl ish  a  manufacturing  production  obj ective  

[SOURCE:  I SO 1 8435-1 : 2009,  3. 6 ,  mod i fied  – I n troduced  the  paren theses  around  
"manufacturing"  and  replaced  the  "and"  after "avai l abi l i ty"  wi th  a  comma]  

3. 1 . 1 03   
control  center 
cen tral  l ocation  used  to  operate  a  set  of assets  

Note  1  to  en try:  I n frastructure  i ndustries  typica l l y  use  one  or more  con trol  cen ters  to  supervise  or coord inate  thei r 
operati ons.  I f there  are  mu l ti p l e  con trol  cen ters  (for example,  a  backup  center at  a  separate  s i te),  they are  typical l y  
connected  together via  a  wide  area  network.  The  con tro l  cen ter contains  the  SCADA system,  host  computers  and  
associated  operator d i sp lay devices  p l us  anci l l ary i n formation  systems  such  as  an  h i s tori an .  

Note  2  to  en try:  I n  some  i ndustries  the  term  "control  room"  may be  more  common ly used .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 29]  
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3. 1 . 1 04   
control  equ ipment  
class  that i ncl udes  d istribu ted  control  systems,  programmable  l og ic con trol l ers,  SCADA 
systems,  associated  operator in terface  consoles,  fi e ld  sens ing  and  fi na l  control  equ ipment used  
to  manage and  con trol  the  process  

[SOURCE:  I EC  TS  62443-1 -1 : 2009,  3. 2. 30,  mod i fied  – Note  deleted ,  "con trol  devices"  changed  
to  " fi na l  control  equ ipment" ]  

3. 1 . 1 05   
control  modu le  
l owest level  grouping  of equ ipment in  the  physical  model  that can  carry ou t bas ic control  

Note  1  to  en try:  Th i s  term  appl i es  to  both  the  phys ical  equ ipment and  the  equ i pment en ti ty.  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 1 0 ]  

3. 1 . 1 06   
control  network 
time-cri tica l  network that  i s  typical ly connected  to  equ ipment that controls  phys ical  processes  

Note  1  to  en try:  The  con trol  network can  be  subd ivi ded  i n to  zones  and  there  can  be  mu l ti p l e  separate  control  
networks  wi th i n  one  company or s i te.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 31 ]  

3. 1 . 1 07   
control  recipe  
type  of recipe  wh ich ,  through  i ts  execution ,  defi nes  the  manufacture  of a  s i ng le  batch  of a  
speci fic product  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 1 1 ]  

3. 1 . 1 08   
coord ination  control  
type  of con trol  that d i rects,  in i tiates,  and/or mod i fies  the  execu tion  of procedural  control  and  
the  u ti l i zation  of equ ipment en ti ties  

[SOURCE:  I EC 61 51 2-1 : 1 997,  3 . 1 2 ]  

3. 1 . 1 09   
core  model  
reference  model  of bas ic concepts  and  contexts  wh ich  concern  a  general  aspect of systems  

[SOURCE:  VDI -Statusreport – I ndustrie  4. 0  Begri ff /  Terms  201 9]  

3. 1 . 1 1 0   
corrective maintenance  
maintenance carried  ou t after fau l t  detection  to  effect  restoration  

[SOURCE:  I EC 60050-1 92: 201 5,  1 92-06-06,  mod i fied  – Note  1  to  entry de leted ]  

3. 1 . 1 1 1   
cost  
value  of impact to  an  organ ization  or person  that can  be  measured  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2 . 32 ]  
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3. 1 . 1 1 2   
countermeasure  
action ,  device,  procedure,  or techn ique  that reduces  a  threat,  a  vu lnerabi l i ty,  or an  attack by 
e l im inating  or preventing  i t,  by m in im izing  the  harm  i t  can  cause,  or by d iscovering  and  reporting  
i t  so  that  corrective  action  can  be  taken  

Note  1  to  en try:  The  term  "con trol "  i s  a l so  used  to  d escribe  th i s  concept  i n  some  contexts.  The  term  coun termeasure  
has  been  chosen  for th i s  document  to  avoi d  confusion  wi th  the  term  "con trol "  i n  the  context of process  con trol .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 33]  

3. 1 . 1 1 3   
cryptograph ic  algori thm  
wel l -defined  computational  procedure  that takes  variable  i nputs ,  wh ich  may i nclude  
cryptograph ic keys,  and  produces  an  ou tpu t  

[SOURCE:  I SO/IEC 1 9790: 201 2,  3. 20]  

3. 1 . 1 1 4  
cryptographic  key 
i nput  parameter that varies  the  transformation  performed  by a  cryptograph ic a lgori thm  

Note  1  to  en try:  Usual l y  shortened  to  "key" .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 35]  

3. 1 . 1 1 5   
cyber-physical  production  system  
CPPS  
CPS  wh ich  i s  used  in  production  

[SOURCE:  VDI -Statusreport  – I ndustrie  4 . 0  Begri ff /  Terms  201 9]  

3. 1 . 1 1 6   
cyber-physical  system  
CPS  
system  wh ich  l i nks  real  (phys ica l )  obj ects  and  processes  wi th  i n formation-process ing  (vi rtua l )  
objects  and  processes  via  open ,  i n  some cases  g lobal ,  and  constan tly i n terconnected  
i n formation  networks  

Note  1  to  en try:  A CPS  optional l y  uses  services  avai l abl e  l ocal l y  or remotely,  has  human-mach ine  i n terfaces,  and  
offers  the  possib i l i ty  of dynami c adaptati on  of the  system  at  run time.  

[SOURCE:  VDI -Statusreport  – I ndustrie  4 . 0  Begri ff /  Terms  201 9]  

3. 1 . 1 1 7   
cybersecuri ty  
actions  requ ired  to  preclude  unauthorized  use  of,  den ia l  of service  to,  mod i fications  to,  
d isclosure  of,  l oss  of revenue  from,  or destruction  of cri tical  systems  or i n formational  assets  

Note  1  to  en try:  The  ob jecti ve  i s  to  reduce  the  ri sk of caus i ng  personal  i n j u ry or endangering  publ i c  heal th ,  l os i ng  
publ i c  or consumer confi dence,  d i sclos ing  sens i ti ve  assets,  fa i l i n g  to  protect business  assets  or fa i l i ng  to  comply 
wi th  regu lati ons.  These  concepts  are  appl i ed  to  any system  i n  the  production  process  and  i n cl ude  both  stand -alone  
and  networked  components.  Commun icati ons  between  systems  may be  e i ther through  i n ternal  messag i ng  or by any  
human  or mach ine  i n terfaces  that  au thenti cate,  operate,  contro l ,  or exchange  data  wi th  any of these  con trol  systems.  
Cybersecuri ty  i ncl udes  the  concepts  of i den ti fi cati on ,  au thenti cation ,  accountabi l i ty,  au thori zation ,  avai l ab i l i ty,  and  
pri vacy.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 36]  
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3. 1 . 1 1 8   
data  
rein terpretable  representation  of i n formation  in  a  formal ized  manner su i table  for 
communication ,  in terpretation  or process ing  

[SOURCE:  I EC TR 62390: 2005,  3. 1 . 5]  

3. 1 . 1 1 9   
data compatibi l i ty  
fu l fi lmen t of requ irements  from  a  functional  view of a  compatib i l i ty  profi l e  re lated  to  the  speci fic  
data  type  and  data  format by a  component 

[SOURCE:  I EC  62890:2020,  3 . 1 . 9,  mod i fied  – " functional  aspects  re lated  to  data  type  and  
format of a  compatib l i ty profi l e"  changed  to  " requ i rements  from  a  functional  view of a  
compatib i l i ty profi l e  re lated  to  the  speci fic  data  type  and  data  format" ]   

3. 1 . 1 20   
data confidential i ty  
property  that i n formation  is  not made  avai lable  or d isclosed  to  any unauthorized  system  en ti ty,  
i ncl ud ing  unau thorized  ind ividuals ,  enti ti es,  or processes  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 37]  

3. 1 . 1 21   
data connection  
association  establ ished  between  functional  u n i ts  for conveyance  of data  

[SOURCE:  I EC 61 804-2: 201 8,  3 . 1 . 1 4 ]   

3. 1 . 1 22   
data element  
pair cons isti ng  of the  i denti fi er of a  data  e lement type  and  a  correspond ing  va lue  

3. 1 . 1 23   
data element relationsh ip  
relationsh ip  between  data  e lement types  or between  data  elements  i n  a  g iven  con text  

[SOURCE:  I EC 62832-1 : 2020,  3 . 1 . 8]  

3. 1 . 1 24   
data element type  
un i t  of data  for wh ich  the  i denti fication ,  description  and  permissib le  values  have  been  speci fied  
accord ing  to  a  data  speci fication  

[SOURCE:  I EC 62832-1 : 2020,  3 . 1 . 9]  

3. 1 . 1 25   
data h istorian  
capabi l i ty of a  system  to  permanently  col l ect operating  in formation  of that system  

[SOURCE:  I SO  1 8435-1 : 2009,  3 . 8,  mod i fied  – "permanently"  added  to  the  defin i tion ]  

3. 1 . 1 26   
data in tegri ty 
property  that data  has  not  been  changed ,  destroyed ,  or l ost  in  an  unau thorized  or acciden ta l  
manner 
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Note  1  to  en try:  Th i s  term  deal s  wi th  constancy of and  confi dence  i n  d ata  val ues,  not  wi th  the  i n formati on  that  the  
val ues  represent  or the  trustworth iness  of the  sou rce  of the  va l ues.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 38]  

3. 1 . 1 27   
data specification  
ru les  for describing  i tems  be long ing  to  a  particu lar cl ass  us ing  entries  from  a  concept d ictionary 
and  reference to  a  speci fi c formal  syn tax 

EXAMPLE  An  I SO/TS  22745-30  compl i an t  i d enti fi cati on  gu ide,  I SO  1 3584-51 1  are  data  speci fi cations.  

[SOURCE:  I EC 62832-1 : 2020,  3 . 1 . 1 0 ,  mod i fied  – I SO  8000-2  removed  from  the  example]  

3. 1 . 1 28   
data  type  
set  of va lues  together wi th  a  set of permi tted  operations  

[SOURCE:  I EC 61 804-2: 201 8,  3 . 1 . 1 7]   

3. 1 . 1 29   
data qual i ty  
degree  to  wh ich  a  set  of i nheren t characteristics  of data  fu l fi l s  requ irements  

Note  1  to  en try:  The  pri nci ples  of data  qual i ty  i nvolves:  

– data  being  fi t  for pu rpose;  i . e . ,  the  decis ion  i n  wh ich  the  data  i s  used ;  

– having  the  ri gh t  d ata,  i n  the  ri gh t  p l ace,  at  the  ri gh t  t ime;   

– meeti ng  ag reed  customer requ i rements  for the  data;  

– preventi ng  the  recu rrence  of d ata  defects  by improvi ng  processes  to  prevent  repeti ti on  and  e l im i nate  wasted  
effort.  

[SOURCE:  I SO 8000-2: 2020,  3. 8. 1 ,  mod i fied  – Note  1  to  en try  changed ]  

3. 1 . 1 30   
decryption  
process  of chang ing  cipher text i n to  p la in  text us ing  a  cryptograph ic a lgori thm  and  key 

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2 . 39]  

3. 1 . 1 31   
defence  in  depth  
provis ion  of mu l ti p le  securi ty  protections,  especia l ly  i n  layers,  wi th  the  i n tent  to  delay i f not  
prevent an  attack 

Note  1  to  en try:  Defence  i n  depth  impl i es  l ayers  of securi ty  and  detecti on ,  even  on  s i ng le  systems,  and  provi des  
the  fol l owi ng  features:  

– attackers  are  faced  wi th  breaki ng  through  or bypassing  each  l ayer wi thout  bei ng  detected ;  

– a  fl aw i n  one  l ayer can  be  m i ti gated  by capabi l i t i es  i n  other l ayers;  

– a  system  securi ty  becomes  a  set  of l ayers  wi th i n  the  overal l  n etwork securi ty.  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 40]  

3. 1 . 1 32   
del ivery release  
end  of the  manu facturing  preparation  process  after wh ich  series  production  can  beg in  

[SOURCE:  I EC 62890: 2020,  3 . 1 . 1 0 ,  mod i fied  – Note  1  to  en try  deleted ]   
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