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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS -

Part 503: Market data exchanges guidelines for the IEC 62325-351 profile

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object /of TE is to promote
international co-operation on all questions concerning standardization in the electric ectronic fields. To
this end and in addition to other activities, IEC publishes International Standard echnical §pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hexe eferred Yo as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IE 3 i }
in the subject dealt with may participate in this preparatory work.

2) The formal decisions or agreements of IEC on technical matters ex ¢ posgible, an international
consensus of opinion on the relevant subjects since each ica i épresentation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations fornt Mig and aré accepted by IEC National

Publications is accurate, IEC cannot be
misinterpretation by any end user.

4) In order to promote international uniformity i S i undertake to apply IEC Publications
transparently to the maximum extent posgible in th' i and regional publications. Any divergence

between any IEC Publication and the corres ar regional publication shall be clearly indicated in
the latter

5) IEC itself does not provide Nndependent certification bodies provide conformity
assessment services ang, i to IEC Jmarks of conformity. IEC is not responsible for any

6) All users should

7) No liability shall \ ire eniployees, servants or agents including individual experts and
members of its technjcal A C Mational Committees for any personal injury, property damage or
other damage of a ether direct or indirect, or for costs (including legal fees) and
expenses arising oul of_the “\publication, /Juse of, or reliance upon, this IEC Publication or any other IEC
Publications

8) Attention is iveyreferences cited in this publication. Use of the referenced publications is
indispens i

9) Attention is dxa e possibility that some of the elements of this IEC Publication may be the subject of
patent rigf held responsible for identifying any or all such patent rights

The main task EC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62325-503, which is a technical specification, has been prepared by IEC technical

committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

DTS Report on voting
57/1370/DTS 57/1401/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62325 series, published under the genera ramework for

energy market communications, can be found on the IEC website.

The committee has decided that the contents of this publication
: invthe data

» transformed into an International standard,
* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
*+ amended.

a later date.

IMPORTANT - The ‘c go WOver page of this publication indicates

that it contains_ calours i e vonsidered to be useful for the correct
understanding @s ontents\Usexs uld therefore print this document using a
colour printer.
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INTRODUCTION

This Technical Specification is part of the IEC 62325 series which defines protocols for
deregulated energy market communications.

The principal objective of the IEC 62325 series is to produce standards which facilitate the
integration of market application software developed independently by different vendors into a
market management system, between market management systems and market participant
systems. This is accomplished by defining message exchanges to enable these applications
or systems access to public data and exchange information independent of how such
information is represented internally.

The purpose of this technical specification is to provide th elinesto exshange the above
mentioned messages. A European market participant distributiomutilities, etc.) could

This Technical Specification represents\an i
electricity markets other than their nati

This Technical Specificatiq
Transmission System

9,
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FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS -

Part 503: Market data exchanges guidelines for the IEC 62325-351 profile

1 Scope

This technical specification is for European electricity markets.

This document specifies a standard for a communication platform which/everyk Transmission
System Operator (TSO) in Europe may use to reliably and securely extRange doguments for
the energy market. Consequently a European market participant (trader, distrikution_utilities,
etc.) could benefit from a single, common, harmonized and se
exchange W|th the d|fferent TSOs thus reducmg the cost of byt

[ ]
Y interfaces mainly provide means to

send and receive dog > ADES network”. Every step of the
delivery process is acknow Yef can request about the delivery status of
a document. This isNdone ) ment, which are messages returned back
to the sender. This|make ks usable for exchanging documents in business

processes r

e MADES also specifi > ices fop the business application (BA); the complexities of

The purp6 is t0 create a data exchange standard comprised of standard
protocol LUK st practices to create a mechanism for exchanging data over any
TCP/IP co b ietwork, in order to facilitate business to business information

d in IEC 62325-351 and the IEC 62325-451 series.

A MADES network acts as a post-office organization. The transported object is a “message” in
which the sender document is securely repackaged in an envelope (i.e. a header) containing
all the necessary information for tracking, transportation and delivery.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61970-2, Energy management system application program interface (EMS-API) — Part 2:
Glossary

IETF RFC 1738, Uniform resource locators (URL), http.'//www.ietf.org/rfc/rfn‘7’?8.txD°cument5
Document Sharing Hub
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IETF RFC 3110, RSA/SHA-1 SIGs and RSA KEYs in the domain name system
(DNS), http://www.ietf.org/rfc/rfc3110.txt

IETF RFC 4122, A universally unique identifier (UUID) URN namespace,
http://www.ietf.org/rfc/rfc4122. txt

ITU-T Recommendation X.509, Information technology - Open systems interconnection - The
directory: Public-key and attribute certificate frameworks, http://www.itu.int/rec/T-REC-
X.509/en

3 Terms and definitions

For the purposes of this document, the terms and definitions given inAE 0<2 apply, as
well as the following.

NOTE General glossary definitions can be found in IEC 60050, International ro

3.1

advanced encryption standard
AES

symmetric cryptographic algorithm

3.2

distinguish encoding rule

DER

format for X.509 digital certificates

3.3
European style market pro
ESMP

European style mfrket
3.4

market data exchagg
MADES
standard desgcri i ument for the European market style market profile

Yechnical Specification is designed

3.5
profile
basic outline 8 information that is required to satisfy a specific environment

3.6

transmission system operator

TSO

company responsible for operating, maintaining and developing the transmission system for a
control area and its interconnections

Documents
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4 High level concepts

4.1 What is MADES intended for?

Documents

—> TSO TSO

Auction Market Market
| Office | Participant I Trader

Figure 1 — MADES overall vie

best practices t
network, in orde

information exchanges be artiés. Experience shows that, for the exchanges to operate
according to ink ) the chosen technical solution results from an agreement of
involved i oUs constraints, including implementation time scale, vendors’
offer, alfead munication links, integration capabilities of existing information

Where business procésses require information to be exchanged between multiple systems or
multiple parties, solutions developed bilaterally may become extremely complex, with each
interface taking time, money and resources to be developed and be maintained. It is also a
noticeable consequence that some parties acting in several countries, such as traders, may
have to install different communication tools in order to interface with different trading
solutions. The future vision is a single interface between all parties in all areas of the
electricity market of Europe.

MADES can support any business process whatever the document types being transmitted
might be (e.g. XML, binary) and whatever the sequence for the exchanges.

MADES is independent of the physical underlying communication Infrastructure, which can be
any IP (Internet Protocol) network, such as Internet, a physical private infrastructure, or a
multi access-point virtual private network (VPN).

Documents
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MADES relies on and only on non-proprietary IT standards for communication protocols, data
integrity, signing and confidentiality (encryption), peer access point authentication, peer party

authentication, parties’ directory (e.g. HTTPS, SOAP, X.509), as shown in Figure 2.

J—

Business
A

\

Information
Technology (IT)

4.2 General overview

Business Logic
(processes and activities)

Document
structureand content

Reliable Message Delivery
Transparency
Security
Integration

Communication Protocols

Network Infrastructure

Figure 2 — MADEY

Integration

} Market rules

R

MADES Stgndard

Implementation Guide
(e.g. ENTSO-E ESS XML)

MADES

Transparency

Figure 3 — MADES key features

e’delivery platform with the key

1. Message delivery — A party (sender) connected to the communication network can
send a message to another party (recipient), which is connected or can connect to the

network.

2. Transparency — Any transported message can be tracked down to gather trustworthy
information about the state of delivery and traversal path.

Full document details: IEC TS 62325-503 2014
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3. Security — Only the recipient of the message is capable of reading the message-
content. The sender of any message can be unambiguously verified.

Reliability — A message cannot get lost.
Integration — The MADES functions for sending and receiving messages can be
integrated with wide variety of technologies.

The first four key features (message delivery, security, transparency and reliability) are
capabilities of the communication system, while the other one (integration) is a design
characteristic of the components of the communication system.

4.3 Message delivery and transparency

4.31 Message delivery

The main feature of MADES is the message delivery function, as shox

Business Application

envelope), inchd ng information to securely identify, transport and route the message such as
a unique message™),the identities of the sender and of the recipient, a business-type.

4.3.2 Transparency

The message path — from the sender’s endpoint to the recipient’s endpoint — goes through
some components of the MADES network. When a message traverses a component, the later
notifies the event and a new message (referred as an acknowledgement) is sent back to the
sender’s endpoint. All the events notified during the message delivery can be retrieved by the
sender’s BA.

Documents

Document Sharing Hub

Full document details: IEC TS 62325-503 2014


http://www.avadocuments.com/doc/iec-ts-62325-503-2014
http://www.avadocuments.com/doc/iec-ts-62325-503-2014

TS 62325-503 © IEC:2014(E) - 15—

4.4 Security and reliability

MADES ensures a secure message transfer and a fully tracked delivery, as shown in Figure 5.

Reliability

delivered or failed).

The standard d@o g
components to provide
repudiation features ification of a message and its header which includes the

¢, the delivery time, etc.

For the con ayer, the MADES components use the secure communication
protocols H formation is transported encrypted. Moreover, both sides of
communication are~xauthenticated using industry-standard PKI certificates.

The security features are detailed in 4.8.
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4.5 Main components

MADES describes three logical communication components and their interfaces, as shown in

Figure 6.
M outi
Endpointis
connection point for
business applications
and users
Business Application
EXEN D)
From the users’ or busi i pdint of view, the crucial component is the
endpoint, which pravides the iterfac BAs to send and receive the messages. Actually
no graphical us i i £8; such an interface to provide a manual way for
sending and receiwng slication which can be integrated with the endpoint.

The node compox c éntral part of a MADES network. Each node contains a
directory witp i all the registered network components, whether endpoints or
nodes.
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4.6 Distributed architecture

A MADES network may consist of multiple interconnected nodes, each taking care of a part of
the network, as shown in Figure 7.

&4  Nodessynchronize

P — Endpointuploadsmessagesfor
endpointsregistered to the node
< <
Endpont Endpotes . Endpointaccesshome node:inquiring
directory, downloading received
™~ / messages, uploading messagesfor
. /’ endpointsr dtothe node
Q.: K
e ——
Eredpmoent -5
1etWork distributed architecture
A MADES netwo \aYy i @ number of collaborating components with the nodes in
the centre. A MARES ne x3”a distributed architecture; it does not have any single
central component. ave equal responsibilities; each manages a part of the

er with a home node. The components registered with a node are

referred as the™egistered components. Endpoints currently connected to a node are the

connected endpoin

Directory information about all registered endpoints is regularly shared between the nodes,
using the node synchronization interface; so that endpoints registered with different home
nodes can exchange messages.

An endpoint can connect to any node to send messages, but it can only receive messages
from the home node.
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4.7 Components’ exposed interfaces

MADES standard specifies the interfaces between the components. All interfaces and
services are presented in Figure 8.

| SendM essage
| ReceiveMessage

A CheckMessageStatus
| Connectivity Test

Business Application
/7 | ConfirmReceivel essage

N\

GetAuthenticationToken

UploadMessages
DownloadM essages
ConfirmDownload

SetComponentiyversion

GetCertificate
GetComponent

a) Endpoint interface

b) An endpoint §
c) Node interface
d) A node shall i

query the
e) Node synghroni
fy An

the MABES

4.8 Security features

4.8.1 Overview

Main goals of the MADES security definition are summarized by the following points:

e The security solution is transparent to the business applications (BAs) — no specific
implementation shall be required in the application to communicate securely.

e Any message shall be readable only by the recipient.

e The sender of any message shall be unambiguously identified.

e Non-repudiation of the messages — it shall be possible to unambiguously prove that the
sender sent the message and that the recipient received it.

e All communication routes shall be encrypted. The security solution complies with the
X.509 public key infrastructure.

The security issues are covered on two levels: transport-layer security and message-level
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On the transport-layer, MADES requires the communication between two components to
always be encrypted. Two components that exchange information shall first unambiguously
identify each other.

On the message-level, MADES requires that all messages shall be signed and encrypted, so
the sender of the message can be unambiguously identified and the message is only readable
by the intended recipient.

4.8.2 Transport-layer security

The transport—layer security of the communication between components relies on the
transport protocol layer. When communicating, components shall use a secure protocol
HTTPS providing the encryption of the communication route. Mutua wthentication of
communicating components shall be handled using X.509 certificates; ient and the
server shall authenticate themselves by their respective authenticatjgn icates, as
shown in Figure 9.

The communicatior_(i. between components shall always be initiated by
the client. This S ityNeh client-side by not having to allow incoming
connections throug S i

Firewall

Communicationis
always initiated by
Endpoint

Figure 10 - MADES secure communication initiation
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4.8.3 Message-level security

The unambiguous identification of the sender of any message sent via the MADES network is
enabled by usage of digital signatures as shown in Figure 11.

[=] Message Signing =l Message Signature Verification

,m ,. v D
(=] e a3

l“.:h-r.k-r
Message Signed Message Signed Message e

Frivate key Message Signed using Pmy

private part of sender's
signing cerificate

Figure 11 — Message signa

public key of the certificate.

Any message sent via the MADES sha
read the message-content as shown in{Fig

Message content
decrypted using
decrypted session key

ssaggEncryption | |[=] Message Decryptian
Encrypted Session Ke Encrypted Session Ke Message — :
vp y vp y el [
l 5 | Nie Plain

Message

Encrypted message Encrypted message

X509 Publics key Session key X509 Private key
of recipient's of recipient's
endpoint endpoint

Figure 12 — Message encryption and decryption

The content of the message (i.e. the document) is encoded with a randomly generated
session key, which is then itself encoded with the public key of the encryption certificate of
the recipient. The encoded key is transported together with the message.
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The receiver decodes the key with the private key of his encryption certificate, and then uses
the key to decode the document.

4.8.4 Non repudiation

4.8.4.1 Overview

The general behaviour is first presented in Figure 13, and then detailed in 4.8.4.2 and 4.8.3.

%

Message delivery

Document Compressed Encrypted
Message Content
Header Header H Header Header
g/lsng : Msg ID Msg ID .
ate Date H d Date .
H [c

“ \% _eg';z - .

‘. 5

Message Fingerprint

.................

! | Message Fingerprint Match n°1!
< y Encrypted by sender
/ Cdeater {Heaser
Match n°3! 5 Ack Msg ID : ! AckMsgID
Reception date : ! Reception date &
\jglnal MsgID i Original MsgID
—e ﬁ

AN meeseaeenas®

AcknowledgementFlngerprlnt Acknowledgement
encrypted by receiver fingerprint

‘ } Y

Recipient

Network

Figure 13 — Non repudiation

4.8.4.2 Message-delivery

The message fingerprint uniquely identifies the document together with some header
information, such as the message unique ID (MsgID) and the sending date and time. The
document may have been previously compressed.

Both the fingerprint and the document are encoded and transported to the recipient. The
fingerprint is encoded in such a way that uniquely identifies the sender (signature), and the
document in such a way that only the recipient can read it (encryption).

The recipient decodes both the fingerprint and the document. He verifies (match n°1) that the
fingerprint, which he can regenerate from the message, matches the transported signed
fingerprint (signature verification). Then he stores the decoded message and the encoded
fingerprint. Both elements together with the signing certificate prove that the message was
sent by the sender.
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4.8.4.3 Acknowledgement

The recipient sends back a new message, the acknowledgement, using a similar process. The
new message contains the unique ID of the original message (Original Msg ID) and the
attached document is the fingerprint of the original message.

The acknowledgement is signed but not encrypted and transported to the sender of the
original document.

When he receives the acknowledgement, the sender verifies (match n°2) that the
acknowledgement was sent by the recipient (signature verification). He also verifies that the
acknowledgement document is the original message fingerprint (match n°3).

The set, composed of the original message, the signed acknowledgem
certificate, proves that the recipient received the original message.

d\the signing

5 Components’ functions

5.1 Routing messages

A message shall be transported from the sender’s BA ( [ pion) to the recipient’s
BA using the route shown in Figure 14.

Recipient's
Home
Node

Sender's
Endpoirit

Recipient's
Endpoint

The messagescontent (also referred as the message-payload) is the document provided by
the sender’s BA. The composed message contains additional information (i.e. a header) used
for security, routing and delivery tracking.

The arrows in Figure 14 represent the IP connections between the components and each
arrow goes from a client to a server. Thus, a message is uploaded (or sent, or going out) on
the way from sender’s BA to the recipient’s node. It is downloaded (or received, or coming in)
on the way from the node to the recipient’'s BA. “Transfer” is the generic word used to mean
either upload or download.

The node, which the message goes through, shall be the home node of the recipient’'s
endpoint. Note that a reverse going message between the two BAs will not use the reverse
route if sender and recipient have different home nodes.

There are two types of messages:

1 There are several acknowledgements during the message delivery; the one referred to here i \V
endpoint of the recipient party after it correctly receives the message (event n°4 in Figure 19) ﬁa]btuments
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e Business-message — is a message composed by the sender’s endpoint from a send
request initiated by a sender’'s BA. The goal of MADES is to transport such business-
messages to the requested recipient’s endpoint.

e Acknowledgement — is an ancillary message used for tracking the end-to-end delivery
process of a business-message. The BAs do not know about those internal
acknowledgements, but a BA can request the endpoint about the delivery status of a
previously sent business-message.

5.2 Component and message unique identification (ID)

Each component shall have a unique ID in a MADES network. The identification scheme is a
network governance issue.

e The “component ID” (also referred as “component code”) is used to identify the component
when exchanging with other components.

e The IDs of the sender and the recipient are included in t

When a component composes a message, it shall im
Identifier), as defined in IETF RFC 4122 (http://wyiw.ietf’

NFor dispatching correctly the received documents between BAs,
each BA may husiness-type when requesting for downloading a possibly newly

So the business-type’is mandatory text information provided by a sender’s BA, included in the
header of the business-message, transported with the message to the recipient’s endpoint,
and used by a recipient’'s BA to retrieve the only documents it shall process.

Each party is free to organise how he architectures activities, functions and BAs in his own
Information System, in a way transparent to the other parties. However the business-types
shall be agreed between all parties as part of the overall information exchange designZ2.

5.4 Delivery-status of a business-message

The delivery process of each business-message is fully tracked. Tracking means that the
components taking part in the routing process notifies the sender’s endpoint with events about
the message. The reported events are:

2 Business-types can be compared to port numbers: competing applications in a machine use different port
numbers so that received information can be correctly routed. Used port numbers have to be ag ﬁ
parties (e.g. 21:FTP, 22:SSH, 25:SMTP) but they are not part of IP protocol which accepts any nurne Euments
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o Delivery event — notifies that the business-message has been either:

a) transferred to a component; i.e. the component confirms it received the business-
message (“Transfer confirmation” is defined in 5.8);

b) accepted by a component; the component confirms that it received the business-
message and that the message successfully passed validation. It also means that the
message is ready to be transferred to the next component on the route to the
recipient’s endpoint (“Acceptance” is defined in 5.9).

e Failure event — notifies that a business-message cannot be delivered because:
a) the message was rejected, for it fails the validation;

b) or an unrecoverable error occurred when processing the message.

- Any time Failure
FAILED Events
Sender's Sender's Re::plent s Recipient's
BA Endpoint ome BA
Node
|
|
l
Transferred to
VERIFYING the sender's
_ Endpoint
ACCEPTED Accepted by the

sender's Endpoint

DELIVERING

DELIVERED

Message delivery-status

RECEIVED

about the messagedelivery. The status can be requested at any moment by a sender’s BA
providing the message ID returned by the sender’s endpoint when the message was sent. The
possible values are provided in Table 1.
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Table 1 — Message delivery status

Message Notified event
delivery-status

The business-message has been transferred to the sender’s endpoint.

VERIFYING Some additional checks are in progress before the endpoint may accept it, e.g.:
the endpoint is waiting for signature by an external signing device (see 5.16.3), or
is waiting for the encryption certificate requested to the node directory.

The business-message has been accepted by the sender’s endpoint. Conditions

RECEFTED are met to transport the message in the network.
DELIVERING The business-message has been accepted by the node.
DELIVERED The business-message has been accepted by the recipient
RECEIVED

FAILED

the document has not been analysed ¢
“functional acknowledgment”, the documze inNg eptéd or rejected according to the
business rules. Such a functional ac even be a new document that the
MADES network will be entrusted to deli giness-message to the sender of the
original document.

5.5 Communicatio

5.5.1 Princip@

To communicate, i co establishes a secured communication channel with a
server compone YNEIS guests through the channel.

A request from a cliént component to a server component shall only be processed after the
client has established a secured (i.e. encrypted) communication channel with the server.

The communication channel shall be secured using the HTTPS (HTTP over TLS) protocol. So
each peer, either client or server, verifies that the other peer is a valid and trusted network
component — see 5.16.6.

A client component shall be able to connect to a server component through a network proxy.

An endpoint administrator shall be able to configure a primary and a secondary URL to
connect to the home node.

An endpoint may connect to any node for uploading business-messages and
acknowledgements addressed to a recipient’s endpoint registered with the connected node.
The endpoint shall request by its home node directory the “routing information” for

establishing connection — see 7.3.4.3. Documents
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The node URLs (primary and possibly secondary) in directory should rather contain FQDNs
(Fully Qualified Domain Names) than IP addresses to ease integration with the network
architecture constraints of the parties.

Concerning primary and secondary URLs: the nodes are key components and thus require
high availability. Availability techniques may vary, and redundancy or switch-over mechanism
may not be seamless to other components. So a node administrator may provide two URLs to
access his node. Consequently, the components that connect to a node shall implement a
mechanism to dynamically select the one URL which gains effective access.

5.5.3 Token authentication of the client component

Apart for the node-node synchronization, the server shall always first id Fw.the client, i.e.

know its component ID to authorise the requests.

To do so, the client shall request the server for an authenticati
component ID — see 7.3.2.

The server provides back a token which:

e is arandomly generated string (e.g. a UUID);

e has a limited duration validity returned to the clien§. 3 to request for a new

For every subsequent request (e.g. mes g ar, directory query), the client shall always
provide the server with:

e the authentication-token;

o the signed authenticaion-tokén —

o the ID of the aythe
For every receiv@

NOTE Such a“tqken-based clent authentication is neither part of nor linked to the TLS authentication, and thus
not constrained by specificy of software products used for the implementation of the component (e.g. web servers,
applications servers).

5.5.4 Request authorisation

A node shall reject a request for downloading messages or a request on directory if the client
component is not one of its registered endpoints.

A node shall reject a transfer request (download or upload) when it is already and
concurrently processing the same request for the same client — see 5.8.

5.5.5 Request/Reply validation

The server shall validate data of any request and the client shall check the status and validate
data of any reply.

Validation prevents for foreseeable errors to occur and shall include:

1) Check that all mandatory request/reply elements are set. Documents
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2) Checks that all set elements do not contain any illegal characters, have the expected
format and size, and have values in expected list or range.

3) Check that the combination values of elements forms a valid set.

In case the request (or the reply) is a message transfer, the validation by the target
component shall include any additional check to ensure that the transferred messages can be
durably stored — see 5.6 (e.g. the size of the message-content does not exceed the maximal
allowed size).

5.6 Storing messages in components

A component shall contain an internal message-box where it durably stores messages.
Durable (or persistent) means that the message shall be recovered after 3 ware crash or a
hardware failure, when the component restarts (reboot or switch to a hag ponent in a
redundant architecture).

The stored information about a message (either business-mg g ) dgement)
shall be: the content, the header.

e Transfer timestamp — set by the com

e Priority — see 5.13.

e Receive timestamp

accepted by the resipi :
message — s1

A component administrator shall be able to (long term) archive messages and then delete the
correctly archived messages from the message-box.

5.7 Lifecycle of a message state within a component

A business-message has a local state in every component that processes it, and all these
states do not have the same values at the same time. The state is not transported data; it is
not part of the message header. The lifecycle of the state of a business-message within a
component is shown in Figure 16.
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Componentprocesses the message

OutTransfer

— > DELIVERED i-—)@

E Component processes the
! delivery events on the message
H (e.g. acknowledgements)

E In Transfer i i Sender's Endpoint >{ DELIVERING

E v - - —| Tracing
: L i o : DELIVERED Messages
H ] Recipient's Endpoint | (

; ACCEPTED i >L (tothe recipient's

Endpoint)
O—>| VERIFYING ‘i

FAILED

(0] Initial state

@ Final state

Business-message
State

Verifying

Accepted

Delivering

Delivered
Received
Failed

e message delivery (see 5.10).

AX’business-message in the FAILED state is not delivered. A component shall set the
business-message state to FAILED when it sends a failure-acknowledgement for the
message.

After a message has been successfully transferred (i.e. downloaded) from a node, the state
within the node shall move to DELIVERED which is the final state (and not to DELIVERING).
The reason is the following: If a node is not the home node of the sender’s endpoint of a
business-message, no acknowledgement will ever inform about the rest of the message
delivery.

When a message is accepted by the recipient’s endpoint, the state within the endpoint shall
be directly set to DELIVERED, because the message has reached the destination endpoint
and does not have a next component.

The delivery-status of a business-message, as defined in 5.4, is the local state of the
message in the sender’s endpoint.

Documents

Document Sharing Hub

Full document details: IEC TS 62325-503 2014


http://www.avadocuments.com/doc/iec-ts-62325-503-2014
http://www.avadocuments.com/doc/iec-ts-62325-503-2014

TS 62325-503 © IEC:2014(E) - 29 -

5.8 Transferring a message between two components (Handshake)

The transfer handshake is the mechanism which ensures that no message can be lost while
passing from a component to another. A component (referred as “target component”) that
receives a message shall confirm to the sender component (referred as “source component”)
that the message has been transferred.

A component is responsible for the message delivery from the moment it sends the transfer
confirmation to the previous component until the moment it receives the transfer confirmation
from the next component.

The target component confirms a message transfer to tell the source component that it took
responsibility for the message, and that it should not transfer it again. It mgans\that either:

o the message has been stored in a durable way,

o the processing of the message has generated an error tha
message inconsistency).

The handshake mechanism differs whether the transfer is a

Prepare
upload
request

Authorize request
Validate request

< Store messages

< equestreply VERIFYING

Time

(upbload confirmation)

T~

Acceptance validation

i

ACCEPTED

Figure 17 — Transfer handshake when uploading of a message
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Download
confirmation

DELIVERING

Reply

VERIFYING

Targetcomponent

Validate reply
Store messages

cceptance Validation

ledgements — see 7.3.3. When multiple
firmation shall apply to all the transferred
er (send or receive) business-messages one by

When the connection between the components is established or recovered after a failure, the
source component shall transfer all pending messages in the ACCEPTED state. Note that it
may happen that some of those messages have already been transferred, that the target
component already sent the confirmation, but that the source component did not receive it or
failed while processing it. So the target component may receive an already existing message
(recognized with the message ID). In this situation, it shall then just confirm the transfer and
log this duplicate transfer event.

5.9 Accepting a message

A component shall accept a transferred message after it passed the validation checks

described in Table 3.
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