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Abstract: Software verification and validation (V&V) processes, which determine whether develop-
ment products of a given activity conform to the requirements of that activity, and whether the soft-
ware satisfies its intended use and user needs, are described. This determination may include
analysis, evaluation, review, inspection, assessment, and testing of software products and process-
es. V&V processes assess the software in the context of the system, including the operational en-
vironment, hardware, interfacing software, operators, and users.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinat-
ing Committees of the IEEE Standards Association (IEEE-SA) Standards Board. Members of the
committees serve voluntarily and without compensation. They are not necessarily members of the
Institute. The standards developed within IEEE represent a consensus of the broad expertise on the
subject within the Institute as well as those activities outside of IEEE that have expressed an inter-
est in participating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in
the state of the art and comments received from users of the standard. Every IEEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of
membership affiliation with IEEE. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as
they relate to specific applications. When the need for interpretations is brought to the attention of
IEEE, the Institute will initiate action to prepare appropriate responses. Since IEEE Standards rep-
resent a consensus of all concerned interests, it is important to ensure that any interpretation has
also received the concurrence of a balance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to
interpretation requests except in those cases where the matter has previously received formal
consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which a license may be required by an IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(978) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.
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Introduction

(This introduction is not part of IEEE Std 1012-1998, IEEE Standard for Software Verification and Validation.)

Software verification and validation (V&V) is a technical discipline of systems engineering. The purpose of
software V&V is to help the development organization build quality into the software during the software
life cycle. The software V&V processes determine if development products of a given activity conform to
the requirements of that activity, and if the software satisfies the intended use and user needs. The determina-
tion includes assessment, analysis, evaluation, review, inspection, and testing of software products and pro-
cesses. The software V&V is performed in parallel with the software development, not at the conclusion of
the software development.

The software V&V is an extension of the program management and systems engineering team, and under-
takes its determination to identify objective data and conclusions (i.e., proactive in its feedback) about soft-
ware quality, performance, and schedule compliance for the development organization. This feedback
consists of anomalies, performance improvements, and quality improvements against not only the expected
operating conditions but across the full operating spectrum of the system and its interfaces. Early feedback
results allow the development organization to modify the software products in a timely fashion and reduce
overall project cost and schedule impacts. Without a proactive approach, the anomalies and the associated
software changes are typically delayed to later in the program schedule, resulting in greater program cost
and schedule delays.

IEEE Std 1012-1986 was a product standard that defined the contents of the Software Verification and Vali-
dation Plan (SVVP). This revision of the standard, IEEE Std 1012-1998, is a process standard that defines
the verification and validation processes in terms of specific activities and related tasks. IEEE Std 1012-1998
also defines the contents of the SVVP including example format.

This standard introduces the following key concepts:

— Software integrity levels. Defines four software integrity levels to describe the criticality of the soft-
ware varying from high integrity to low integrity.

—  Minimum V&V tasks for each software integrity level. Defines the minimum V&V tasks required for
each of the four software integrity levels. Includes a table of optional V&V tasks as a method of
allowing the user to tailor the V&V effort to address project needs and application specific character-
istics.

— Intensity and rigor applied to V&V tasks. Introduces the notion that the intensity and rigor applied to
the V&V tasks vary according to the software integrity level. Higher software integrity levels require
the application of greater intensity and rigor to the V&V task. Intensity includes greater scope of
analysis across all normal and abnormal system operating conditions. Rigor includes more formal
techniques and recording procedures.

— Detailed criteria for V&V tasks. Defines specific criteria for each V&V task including minimum cri-
teria for correctness, consistency, completeness, accuracy, readability, and testability. The V&V task
descriptions include a list of the required task inputs and outputs.

—  Systems viewpoint. Adds minimum V&V tasks to address systems issues. These V&V tasks include
Hazard Analysis, Risk Analysis, Migration Assessment, and Retirement Assessment. Specific sys-
tems issues are contained in individual V&V task criteria.

— Compliance with International and IEEE standards. Defines the V&V processes to be compliant
with the life cycle process standards such as ISO/IEC Std 12207, IEEE Std 1074-1997, and IEEE/
EIA Std 12207.0-1996, as well as the entire family of IEEE software engineering standards. This
standard addresses the full software life cycle processes including acquisition, supply, development,
operation, and maintenance.
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IEEE Standard for Software Verification and Validation-Plans

1. Overview

Software verification and validation (V&V) processes determine whether development products of a

given activity conform to the requirements of that activity, and whether the software satisfies its

intended use and user needs. This determination may include analysis, evaluation, review,

inspection, assessment, and testing of software products and processes. V&V processes assess the

software in the context of the system, including the operational environment, hardware, interfacing

software, operators, and users.

This V&V standard is a process standard that addresses all software life cycle processes, including

acquisition, supply, development, operation, and maintenance. This standard is compatible with all

life cycle models. Not all life cycle models use all of the life cycle processes listed in this standard.

The user of this standard may invoke those software life cycle processes and the associated V&V

processes that apply to the project. A description of the software life cycle processes may be found in

ISO/IEC 12207 [B16]}, IEEE Std 1074-1997 [B12], and IEEE/EIA Std 12207.0-1996 [B13]. Annex A

maps ISO/IEC 12207 (Tables A.1 and A.2) and IEEE Std 1074-1997 (Table A.3) to the V&V activities

and tasks defined in this standard.

IThe numbers in brackets preceded by the letter B correspond to those of the “other references” listed in Annex H.
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1.1 Purpose

The purpose of this standard is to

1) Establish a common framework for V&V processes, activities, and tasks in support of all

software life cycle processes, including acquisition, supply, development, operation, and

maintenance processes.

2) Define the V&V tasks, required inputs, and required outputs.

3) Identify the minimum V&V tasks corresponding to software integrity levels using a four-

level scheme.

4) Define the content of a Software V&V Plan (SVVDP).

1.2 Field of application

This standard applies to software being developed, maintained, and reused (See Annex D for a

description of V&V of reusable software). The term software also includes firmware, microcode, and

documentation.

Software is a key component that contributes to system behavior and performance. This relationship

requires that software V&V processes must take software interactions with all system components

into consideration. The user of this standard should consider V&V as part of the software life cycle

processes defined by industry standards such as ISO/IEC 12207 [B16], IEEE Std 1074-1997 [B12], or

IEEE/EIA Std 12207.0-1996 [B13].

1.3 V&V objectives

V&V processes provide an objective assessment of software products and processes throughout the

software life cycle. This assessment demonstrates whether the software requirements and system

requirements (i.e., those allocated to software) are correct, complete, accurate, consistent, and

testable. Other objectives of performing V&V are to
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1) Facilitate early detection and correction of software errors;

2) Enhance management insight into process and product risk; and

3) Support the software life cycle processes to ensure compliance with program

performance, schedule, and budget requirements.

The verification process provides supporting evidence that the software and its associated products

1) Comply with requirements (e.g., for correctness, completeness, consistency, accuracy) for

all life cycle activities during each life cycle process (acquisition, supply, development,

operation, and maintenance);

2) Satisfy standards, practices, and conventions during life cycle processes; and

3) Establish a basis for assessing the completion of each life cycle activity and for initiating

other life cycle activities.

The validation process provides supporting evidence that the software satisfies system requirements

allocated to software, and solves the right problem (e.g., correctly models physical laws, or

implements system business rules).

V&V support primary life cycle processes. V&V processes are most effective when conducted in

parallel with software development processes; otherwise, V&V objectives may not be realized. In

this standard, V&V processes are discussed together because the V&V activities and tasks are

interrelated and complementary. In some circumstances, the verification process may be viewed as a

process separate from the validation process. The V&V task criteria described in Table 1 (starting on

page 25) uniquely define the compliance requirements for V&V processes.
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1.4 Organization of the standard

This standard is organized into clauses (Clauses 1 through 7), tables (Tables 1 through 3), figures

(Figures 1 through 3), and annexes (Annexes A through I). Clause 1, Figures 1, 2, and 3, and Table 3

contain informative material that provides illustrations, examples, and process flow diagrams useful

in understanding and using this standard. Clauses 2, 3, 4, 5, 6, and 7 and Tables 1 and 2 contain the

mandatory V&V requirements for this standard. All annexes contain informative material except

Annex 1.

Clause 2 lists normative references. Clause 3 provides a definition of terms, abbreviations, and

conventions. Clause 4 explains the concept of using software integrity levels for determining the

scope and rigor of V&V processes. Clause 5 describes each primary software life cycle process and

lists the V&V activities and tasks associated with the life cycle process. Clause 6 describes the V&V

reporting, administrative, and documentation requirements. Clause 7 outlines the content of a

Software Verification and Validation Plan (SVVP).

Tables 1, 2, and 3 are the focal point of this standard, containing detailed V&V process, activity, and

task requirements. Table 1 provides V&V task descriptions, inputs, and outputs for each life cycle

process. 2 lists minimum V&V tasks required for different software integrity levels. Table 3 provides

a list of optional V&V tasks and their suggested applications in the life cycle. These optional V&V

tasks may be added to the minimum V&V tasks to tailor the V&V effort to project needs and

application specific characteristics.

Figure 1 provides an example of an overview of the V&V inputs, outputs, and minimum V&V tasks

for the highest software integrity level (Integrity Level 4). Figure 2 provides guidelines for

scheduling V&V test planning, execution, and verification activities. An example of a phased life

cycle model was used in Figures 1 and 2 to illustrate a mapping of the ISO/IEC 12207 life cycle

processes to the V&V activities and tasks described in this standard.
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This standard implements the V&V framework using the terminology of process, activity, and task.

Figure 3 illustrates how the V&V processes are subdivided into activities, which in turn have

associated tasks. Hereafter, the term V&V effort is used to refer to the framework of the V&V

processes, activities, and tasks.

The annexes contain informative and normative information useful to implementing the

requirements of this standard. Annex A (informative) describes the mapping of ISO/IEC 12207 and

IEEE Std 1074-1997 V&V requirements to this standard’s V&V activities and tasks. Annex B

(informative) provides an example of a risk-based, four-level integrity scheme. Annex C

(informative) provides a definition of independent verification and validation (IV&V). Annex D

(informative) provides guidelines for conducting V&V of reusable software. Annex E (informative)

describes V&V metrics for assessing V&V quality, V&V coverage, and software development

processes _and products. Such V&V metrics support process improvement tasks of project

management. Annex F (informative) illustrates an example of the V&V organizational relationship

to other project responsibilities. Annex G (informative) describes optional V&V tasks. Annex H

(informative) lists standards and guides that may be useful in interpreting and implementing the

V&V tasks identified in this standard. Annex I (normative) contains definitions from existing

standards.
1.5 Audience

The audience for this standard is software suppliers, acquirers, developers, maintainers, V&V

practitioners, operators, and managers in both the supplier and acquirer organizations.

1.6 Compliance

The word shall identifies mandatory requirements to claim compliance with this standard. The

words should or may indicate optional tasks that are not required to claim compliance to this

standard.
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Anvy software integrity level scheme may be used with this standard. The software integrity level

scheme used in this standard is not mandatory, but rather, establishes the minimum V&V tasks for

the referenced software integrity scheme. To demonstrate compliance to this standard whenever

different software integrity schemes are used, the user should map the project-specific software

integrity scheme to the integrity scheme used in this standard. This mapping establishes the

minimum V&V tasks that should be assigned to the project. Compliance with this standard requires

that this mapping and the associated minimum V&V tasks be documented in the SVVP.

Not all V&V efforts are initiated at the start of the life cycle process of acquisition and continued

through the maintenance process. If a project uses only selected life cycle processes, then compliance

with this standard is achieved if the minimum V&V tasks are implemented for the associated life

cycle processes selected for the project. As in all cases, the minimum V&V tasks are defined by the

software integrity level assigned to the software. For life cycle processes that are not used by the

project, the V&V requirements and tasks for those life cycle processes are optional V&V tasks

invoked as needed at the discretion of the project. Specific software development methods and

technologies (such as automated code generation from detailed design) may eliminate development

steps or combine several development steps into one. Therefore, a corresponding adaptation of the

minimum V&V tasks is permitted.

1. Scope and References
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2) Requirements
3) Design
1 mplementation
5) Test
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When this standard is invoked for existing software; and the SVAVP-shall-deseribe-how V&V -will-be
performed-whenrequired V&V inputs de are not exist—Fhe available, then V&V tasks may use other

available project input sources or may reconstruct the needed inputs to achieve compliance with this

standard-dee

1.7 Disclaimer

This standard establishes minimum criteria for V&V processes, activities, and tasks. The

implementation of these criteria does not, however, automatically ensure compliance to system or

mission objectives, or prevent adverse consequences (e.g., loss of life, mission failure, loss of system

safety or security, financial or social loss). Compliance with this standard does not absolve any party

from any social, moral, financial, or legal obligations.

1.8 Limitations

None.
2. Normative references

This standard does not require the use of any normative references. Other standards considered to

be useful in the implementation and interpretation of this standard are listed in Annex H.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 04:38:11 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1012-1998


http://www.avadocuments.com/doc/ieee-1012-1998
http://www.avadocuments.com/doc/ieee-1012-1998

3. Definitions, abbreviations, and conventions

3.1 Definitions

The following terms, including those defined in other standards, are used as indicated in this

standard. Annex I contains definitions taken from other existing standards.
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3.1.1 acceptance testing: Eormal-Testing conducted in an operational environment to determine

whether exneota system satisfies its acceptance criteria (i.e., initial requirements and current needs of

its user) and to enable the customer to determine whether—er—set to accept the system.—{(See
ANSHIEEE-Std 7291983115

3.1.3 component testing: Testing conducted to verify the correct implementation of the design_and

compliance with program requirements for one software element (fer-example e.g., unit, module) or

a collection of software elements.
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3.1.4 criticality: A subjective description of the intended use and application of the system. Software

criticality properties may include safety, security, complexity, reliability, performance, or other

characteristics.

3.1.5 criticality analysis: A structured evaluation of the software characteristics (e.g., safety, security,

complexity, performance) for severity of impact of system failure, system degradation, or failure to

meet software requirements or system objectives.

3.1.6 hazard: See Annex I.

3.1.7 hazard analysis: A systematic qualitative or quantitative evaluation of software for undesirable

outcomes resulting from the development or operation of a system. These outcomes may include

injury, illness, death, mission failure, economic loss, property loss, environmental loss, or adverse

social impact. This evaluation may include screening or analysis methods to categorize, eliminate,

reduce, or mitigate hazards.

3.1.8 hazard identification: See Annex I.

3.1.9 independent verification and validation (IV&V): V&V processes performed by an

organization with a specified degree of technical, managerial, and financial independence from the

development organization.

3.1.10 integration testing: An orderly progression of testing_of incremental pieces of the software

program in which software elements, hardware elements, or both are combined and tested until the

entire system has been integrated—(See-ANSIHIEEE-Std-729-1983- 115 to show compliance with the

program design, and capabilities and requirements of the system.

3.1.11 integrity level: See Annex I.

3.1.12 interface design document (IDD): Documentation that describes the architecture and design

of interfaces between system and components. These descriptions include control algorithms,

protocols, data contents and formats, and performance.
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3.1.13 interface requirement specification (IRS): Documentation that specifies requirements for

interfaces between systems or components. These requirements include constraints on formats and

timing.

3.1.14 life cycle phase:rAnyperiod-of time-duringsoftware-process: A set of interrelated activities
that result in the development or eperation—that—may—be—characterized—by—a—primary—type—of

assessment of software products. Each activity {such-as-design-ortesting)-thatisbeingconducted:
These-phases consists of tasks. The life cycle processes may overlap one another. For V&V purposes,

no phase process is concluded until its development products are fully—verified_and validated

according to the defined tasks in the SVVP.

3.1.15 minimum tasks: Those V&V tasks required for the software integrity level assigned to the

software to be verified and validated applicable—to—all-projects—V &V planningfor—eritical shall

3.1.16 optional tasks: Those V&V tasks that are-apphicable-may be added to the minimum V&V

tasks to . - . i address specific teols—or

isnotexhaustve application requirements.

3.1.17 required inputs: The set of items necessary to perform the minimum V&V tasks mandated

within any lifecycle phase activity.

3.1.18 required outputs: The set of items produced as a result of performing the minimum V&V

tasks mandated within any lifecycle phase activity.
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3.1.19 risk: See Annex 1.

3.1.20 risk analysis: See Annex I.

3.1.21 software design description (SDD): A representation of software created to facilitate analysis,
planning, implementation, and decision making. The software design description is used as a
medium for communicating software design information, and may be thought of as a blueprint or

model of the system.

3.1.22 software integrity levels: See Annex I.

3.1.23 software requirements specification (SRS): Documentation of the essential requirements (i.e.,

functions, performance, design constraints, and attributes) of the software and its external interfaces.

See—ANSHEEE-Std 7301984—{2}) The software requirements are derived from the system
specification.

3.1.24 software verification and validation plan (SVVP): A plan fer describing the conduct of
software verification-and-validation V&V.

3.1.25 software verification and validation report (SVVR): Documentation of V&V results and

appropriate-software quality assuraneceresults assessments.

3.1.26 system testing: The process activities of testing an integrated hardware and software system

to verify that and validate whether the system meets its specitiedrequirements—See-ANSHIEEE-Std
72919831+ original objectives.
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3.1.27 test case: Documentation speeifyying that specifies inputs, predicted results, and a set of
execution conditions for a test item.{See ANSIAEEE Std-829-1983 {41,

3.1.28 test design: Documentation speeifying that specifies the details of the test approach for a

software feature or combination of software features and identifying the associated tests.—{See

3.1.29 test plan: Documentation speeifying that specifies the scope, approach, resources, and
schedule of intended testing activities. {See-ANSHIEEE-S+d-829-1983 {41

3.1.30 test procedure: Documentation specifying that specifies a sequence of actions for the
execution of a test.{See- ANSIAEEE-Std-829-1983 141+

3.1.31 validation: See Annex I.

3.1.32 verification: See Annex I.

3.2 Abbreviations

The following aerenyms abbreviations appear in this standard:

COTS Commercial-Off-The-Shelf
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IDD

IRS

ISO

V&V

Interface Design Document

International Electrotechnical Commission

Interface Requirements Specification

International Organization for Standardization

Independent Verification and Validation

RFP

SDD

SRS

SVVR

V&V

Request for Proposal (-tender)

Software Design Description

Software Requirements Specification SVVP Software Verification and Validation Plan

Software Verification and Validation Report

Verification and Validation

3.3 Conventions

The term “documentation” refers to information that may exist in several documents or may be

embedded within a document addressing more than one subject. “Documentation” includes data in

electronic format, and may be in narrative, tabular, or graphic form (e.g., format of Figure 1).
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4. V&V software integrity levels

4.1 Software integrity levels

Software fexhibits different criticality based upon its intended use and application of the system to

critical or noncritical uses. Some software systems affect critical, life-sustaining systems, while other

software systems are noncritical, standalone research tools. Software criticality is a description of the

intended use and application of a system. This standard uses a software integrity level approach to

quantify software criticality. Software integrity levels denote a range of software criticality values

necessary to maintain risks within acceptable limits. These software properties may include safety,

security, software complexity, performance, reliability, or other characteristics. Critical, high-

integrity software typically requires a larger set and more rigorous application of V&V tasks.

For planning the V&V processes, software integrity levels are generally assighed early in the

development process, preferably during the system requirements analysis and architecture design

activities. The software integrity level can be assigned to software requirements, functions, group of

functions, or software components or subsystems. The assigned software integrity levels may vary

as_the software evolves. Design, coding, procedural, and technology implementation features

selected by the development organization can raise or lower the software criticality and the

associated software integrity levels assigned to the software. Risk mitigation approaches acceptable

to the acquirer also may be used to reduce software criticality, thus allowing the selection of a lower

integrity level. The software integrity level assignment is continually updated and reviewed by

conducting the V&V criticality analysis task throughout the software development process.
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This standard does not mandate the use of the software integrity scheme referenced in this standard.

The user of this standard may select any software integrity scheme (such as from existing standards)

that defines the requirements for assigning software integrity levels. The software integrity levels

established for a project result from agreements among the acquirer, supplier, developer, and

independent assurance authorities (e.g., a regulatory body or responsible agency). The V&V effort

shall specify a software integrity scheme if one is not already defined. This standard shall use the

following four-level software integrity scheme as a method to define the minimum V&V tasks that

are assigned to each software integrity level:

Criticality Description Level
High Selected function affects critical performance of the system. 4
Major Selected function affects important system performance. 3

Selected function affects system performance, but workaround strategies can be imple-

2
Moderate mented to compensate for loss of performance. -
Low Selected function has noficeable effect on system performance but only creates mcon- 1
venience to the user if the function does not perform in accordance with requirements.
New

To identify the minimum V&V tasks that apply to a different selected software integrity level

scheme, the user of the standard shall map this standard’s software integrity scheme and associated

minimum V&V tasks to their selected software integrity level scheme. The mapping of the software

integrity level scheme and the associated minimum V&V tasks shall be documented in the SVVP. An

example of a risk-based software integrity level scheme is illustrated in Annex B.
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Figure 1-An example of software V&V overview

This standard does not apply to those portions of the software for which none of the software

integrity criteria apply (i.e., those software portions below level 1). The basis for assigning software

integrity levels to software components shall be documented in a V&V Task Report and V&V Final

Report.

The integrity level assigned to reusable software shall be in accordance with the integrity level

scheme adopted for the project (see Annex D), and the reusable software shall be evaluated for use

in the context of its application.
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The V&V processes are tailored to specific system requirements and applications through the

selection of a software integrity level with its corresponding minimum V&V tasks and the addition

of optional V&V tasks. The addition of optional V&V tasks allows the V&V effort to address

application specific characteristics of the software.

5. V&V processes

V&V processes support the management process (5.1), acquisition process (5.2), supply process (5.3),

development process (5.4), operation process (5.5), and maintenance process (5.6). The minimum

V&V activities and tasks supporting the above processes are referenced in the following subclauses

and defined in Table 1. This clause’s subtitles are the same as subtitles in Table 1 to correlate the

requirements of the following subclauses with Table 1 tasks.

The V&V effort shall comply with the task descriptions, inputs, and outputs as described in Table 1.

The V&V effort shall perform the minimum V&V tasks as specified in Table 2 for the assigned

software integrity level. If the user of this standard has selected a different software integrity level

scheme, then the mapping of that integrity level scheme to Table 2 shall define the minimum V&V

tasks for each of the user’s software integrity levels.

Not all software projects include each of the life cycle processes listed above. To be in compliance

with this standard, the V&V processes shall address all those life cycle processes used by the

software project.

Some V&V activities and tasks include analysis, evaluations, and tests that may be performed by

multiple organizations (e.g., software development, project management, quality assurance, V&V).

For example, risk analysis and hazard analysis are performed by project management, the

development organization, and the V&V effort. The V&V effort performs these tasks to develop the

supporting basis of evidence showing whether the software product satisfies its requirements. These

V&V analyses are complementary to other analyses and do not eliminate or replace the analyses

performed by other organizations. The degree to which these analyses efforts are coordinated with

other organizations shall be documented in the organizational responsibility section of the SVVP.
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The user of this standard shall document the V&V processes in the SVVP and shall define the

information and facilities necessary to manage and perform these processes, activities, and tasks,

and to coordinate those V&V processes with other related aspects of the project. The results of V&V

activities and tasks shall be documented in task reports, activity summary reports, anomaly reports,

V&V test documents, and the V&V Final Report.

5.1 Process: Management

The management process contains the generic activities and tasks, which may be employved by any

party that manages its respective processes. The management tasks are to 1) prepare the plans for

execution of the process, 2) initiate the implementation of the plan, 3) monitor the execution of the

plan, 4) analyze problems discovered during the execution of the plan, 5) report progress of the

processes, 6) ensure products satisfy requirements, 7) assess evaluation results, 8) determine

whether a task is complete, and 9) check the results for completeness.
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5.1.1 Activity: Management of V&V

The Management of V&V activity is performed in all software life cycle processes and activities. This

activity continuously reviews the V&V effort, revises the SVVP as necessary based upon updated

project schedules and development status, and coordinates the V&V results with the developer and

other supporting processes such as quality assurance, configuration management, and reviews and

audits. The Management of V&V assesses each proposed change to the system and software,

identifies the software requirements that are affected by the change, and plans the V&V tasks to

address the change. For each proposed change, the Management of V&V assesses whether any new

hazards or risks are introduced in the software, and identifies the impact of the change to the

assigned software integrity levels. V&V task planning is revised by adding new V&V tasks or

increasing the scope and intensity of existing V&V tasks if software integrity levels or hazards or

risks are changed. The Management of V&V activity monitors and evaluates all V&V outputs.

Through the use of V&V metrics and other qualitative and quantitative measures, this V&V activity

develops program trend data and possible risk issues that are provided to the developer and

acquirer to effect timely notification and resolution. At key program milestones (e.g., requirements

review, design review, test readiness), the Management of V&V consolidates the V&V results to

establish supporting evidence whether to proceed to the next set of software development activities.

Whenever necessary, the Management of V&V determines whether a V&V task needs to be re-

performed as a result of developer changes in the software program.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Management of V&V from the following list:
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1) Task: Software Verification and Validation Plan (SVVP) Generation

2) Task: Baseline Change Assessment

3) Task: Management Review of V&V

4) Task: Management and Technical Review Support

5) Task: Interface With Organizational and Supporting Processes

5.2 Process: Acquisition

The acquisition process begins with the definition of the need (e.g., statement of need) to acquire a

system, software product, or software service. The process continues with the preparation and

issuance of a request for proposal (e.g., bid request, tender), selection of a supplier, and management

of the acquisition process through to the acceptance of the system, software product, or software

service. The V&V effort uses the acquisition process to scope the V&V effort, plan interfaces with the

supplier and acquirer, and review the draft systems requirements contained in the request for

proposal.

5.2.1 Activity: Acquisition Support V&V

The Acquisition Support V&V activity addresses project initiation, request for proposal, contract

preparation, supplier monitoring, and acceptance and completion.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Acquisition Support V&V from the following list:

1) Task: Scoping the V&V Effort

2) Task: Planning the Interface Between the V&V Effort and Supplier

3) Task: System Requirements Review
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5.3 Process: Supply

The supply process is initiated by either a decision to prepare a proposal to answer an acquirer’s

request for proposal or by signing and entering into a contract with the acquirer to provide the

system, software product, or software service. The process continues with the determination of

procedures and resources needed to manage the project, including development of project plans and

execution of the plans through delivery of the system, software product, or software service to the

acquirer. The V&V effort uses the supply process products to verify that the request for proposal

requirements and contract requirements are consistent and satisfy user needs. The V&V planning

activity uses the contract requirements including program schedules to revise and update the

interface planning between the supplier and acquirer.

5.3.1 Activity: Planning V&V

The Planning V&V activity addresses the initiation, preparation of response, contract, planning,

execution and control, review and evaluation, and delivery and completion activities.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Planning V&V from the following list:

1) Task: Planning the Interface Between the V&V Effort and Supplier

2) Task: Contract Verification

5.4 Process: Development

The development process contains the activities and tasks of the developer. The process contains the

activities for requirements analysis, design, coding, integration, testing, and installation and

acceptance related to software products. The V&V activities verify and validate these software

products. The V&V activities are organized into Concept V&V, Requirements V&V, Design V&V,

Implementation V&V, Test V&V, and Installation and Checkout V&V.
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5.4.1 Activity: Concept V&V

The Concept V&V activity represents the delineation of a specific implementation solution to solve

the user’s problem. During the Concept V&V activity, the system architecture is selected, and system

requirements are allocated to hardware, software, and user interface components. The Concept V&V

activity addresses system architectural design and system requirements analysis. The objectives of

V&V are to verify the allocation of system requirements, validate the selected solution, and ensure

that no false assumptions have been incorporated in the solution.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Concept V&V from the following list:

1) Task: Concept Documentation Evaluation

2) Task: Criticality Analysis

3) Task: Hardware/Software/User Requirements Allocation Analysis

4) Task: Traceability Analysis

5) Task: Hazard Analysis

6) Task: Risk Analysis

5.4.2 Activity: Requirements V&V

The Requirements V&V activity defines the functional and performance requirements, interfaces

external to the software, qualification requirements, safety and security requirements, human factors

engineering, data definitions, user documentation for the software, installation and acceptance

requirements, user operation and execution requirements, and user maintenance requirements. The

Requirements V&V activity addresses software requirements analysis. The objectives of V&V are to

ensure the correctness, completeness, accuracy, testability, and consistency of the requirements.
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The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Requirements V&V from the following list:

1

Task: Traceability Analysis

Task: Software Requirements Evaluation

Task: Interface Analysis

Task: Criticality Analysis

Task: System V&V Test Plan Generation and Verification

Task: Acceptance V&V Test Plan Generation and Verification

Task: Configuration Management Assessment

Task: Hazard Analysis

Task: Risk Analysis

5.4.3 Activity: Design V&V

In the Design V&V activity, software requirements are transformed into an architecture and detailed

design for each software component. The design includes databases and interfaces (external to the

software, between the software components, and between software units). The Design V&V activity

addresses software architectural design and software detailed design. The objectives of V&V are to

demonstrate that the design is a correct, accurate, and complete transformation of the software

requirements and that no unintended features are introduced.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Design V&V from the following list:

1)

2)

Task: Traceability Analysis

Task: Software Design Evaluation
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Task: Interface Analysis

Task: Criticality Analysis

Task: Component V&V Test Plan Generation and Verification

Task: Integration V&V Test Plan Generation and Verification

Task: V&V Test Design Generation and Verification

Task: Hazard Analysis

Task: Risk Analysis

5.4.4 Activity: Implementation V&V

The Implementation V&V activity transforms the design into code, database structures, and related

machine executable representations. The Implementation V&V activity addresses software coding

and testing. The objectives of V&V are to verify and validate that these transformations are correct,

accurate, and complete.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Implementation V&V from the following list:

1

Task: Traceability Analysis

Task: Source Code and Source Code Documentation Evaluation

Task: Interface Analysis

Task: Criticality Analysis

Task: V&V Test Case Generation and Verification

Task: V&V Test Procedure Generation and Verification

Task: Component V&V Test Execution and Verification
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8) Task: Hazard Analysis

9) Task: Risk Analysis

5.4.5 Activity: Test V&V

The Test V&V activity covers software testing, software integration, software qualification testing,

system integration, and system qualification testing. The Test V&V activity and its relationship to

the software life cycle is shown in Figure 2. The objectives of V&V are to ensure that the software

requirements and system requirements allocated to software are satisfied by execution of

integration, system, and acceptance tests.

For software integrity levels 3 and 4, the V&V effort shall generate its own V&V software and

system test products (e.g., plans, designs, cases, procedures), execute and record its own tests, and

verify those plans, designs, cases, procedures, and test results against software requirements. For

software integrity levels 1 and 2, the V&V effort shall verify the development process test activities

and products (e.g., test plans, designs, cases, procedures, and test execution results).

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Test V&V from the following list:

1) Task: Traceability Analysis

2) Task: Acceptance V&V Test Procedure Generation and Verification

3) Task: Integration V&V Test Execution and Verification

4) Task: System V&V Test Execution and Verification

5) Task: Acceptance V&V Test Execution and Verification

6) Task: Hazard Analysis

7) Task: Risk Analysis
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5.4.6 Activity: Installation and Checkout V&V

The Installation and Checkout V&V activity is the installation of the software product in the target

environment and the acquirer’s acceptance review and testing of the software product. The

Installation and Checkout V&V activity addresses software installation and software acceptance

support. The objectives of V&V are to verify and validate the correctness of the software installation

in the target environment.

The V&V effort shall perform, as appropriate for the selected software integrity level, the minimum

V&V tasks for Installation and Checkout V&V from the following list:

1) Task: Installation Configuration Audit

2) Task: Installation Checkout

3) Task: Hazard Analysis

4) Task: Risk Analysis

5) Task: V&V Final Report Generation
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Figure 2-An example of timephasing of V&V test

products and test execution tasks

5.5 Process: Operation

The operation process covers the operation of the software product and operational support to

users. The Operation V&V activity evaluates the impact of any changes in the intended operating

environment, assesses the effect on the system of any proposed changes, evaluates operating

procedures for compliance with the intended use, and analyzes risks affecting the user and the

system.
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