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Abstract: Software verification and validation (V&V) processes determine whether the
development products of a given activity conform to the requirements of that activity and whether
the software satisfies its intended use and user needs. Software V&V life cycle process
requirements are specified for different software integrity levels. The scope of V&V processes
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standard applies to software being developed, maintained, or reused [legacy, commercial off-the-
shelf (COTS), non-developmental items]. The term software also includes firmware, microcode,
and documentation. Software V&V processes include analysis, evaluation, review, inspection,
assessment, and testing of software products.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus develop-
ment process, approved by the American National Standards Institute, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve
without compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information con-
tained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other dam-
age, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for revi-
sion or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to conclude
that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check
to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except
in those cases where the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered
the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854

USA

NOTE—Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for
identifying patents for which a license may be required by an IEEE standard or for conducting inquiries into the
legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

| This introduction is not part of IEEE Std 1012-2004, IEEE Standard for Software Verification and Validation.

Software verification and validation (V&V) is a technical discipline of systems engineering. The purpose of
software V&V is to help the development organization build quality into the software during the software
life cycle. V&V processes provide an objective assessment of software products and processes throughout
the software life cycle. This assessment demonstrates whether the software requirements and system
requirements (i.e., those allocated to software) are correct, complete, accurate, consistent, and testable. The
software V&V processes determine whether the development products of a given activity conform to the
requirements of that activity and whether the software satisfies its intended use and user needs. The determi-
nation includes assessment, analysis, evaluation, review, inspection, and testing of software products and
processes. Software V&V is performed in parallel with software development, not at the conclusion of the
development effort.

Software V&V is an extension of program management and systems engineering that employs a rigorous
methodology to identify objective data and conclusions to provide feedback about software quality,
performance, and schedule to the development organization. This feedback consists of anomaly resolutions,
performance improvements, and quality improvements not only for expected operating conditions, but also
across the full spectrum of the system and its interfaces. Early feedback results allow the development
organization to modify the software products in a timely fashion and thereby reduce overall project and
schedule impacts. Without a proactive approach, anomalies and associated software system changes are
typically delayed to later in the program schedule, resulting in greater program costs and schedule delays.

IEEE Std 1012-2004 is a process standard that defines the V&V processes in terms of specific activities and
related tasks. The standard also defines the contents of the sofiware v&v plan (SVVP), including an example
format.

This version of the standard contains minor changes to IEEE Std 1012-1998. Following is a summary:
a) Revised Clause 1 to conform to IEEE style and
1) Moved the description of the verification process and validation process from 1.3 to 1.1.

2) Expanded 1.2 to discuss the importance of performing the software V&V from a systems per-
spective—software and its interaction with the system of which it is a part.

b) Moved Figure 3 into the definition of V&V effort (see 3.1.37) with no figure reference.
¢) Clarified Clause 4 concept of software integrity and selection of software integrity levels.

d) Revised Clause 6 to contain all of the normative documentation requirements (see 6.1) that were in
Clause 7.

e) Revised Clause 7 to consolidate IEEE 1012A™-1998 [B6] into the revision of this standard.
f)  Revised Table 1 as follows:
1) Added “security analysis” to the required V&V tasks.

2) Reformatted test tasks to uniquely identify requirements for each test type—no normative
changes were made to the test tasks.

3) Added a subtask to the “scoping of V&V” in the Acquisition support V&V activity to deter-
mine the extent of V&V on reused software.

4) Corrected previous editorial errors.
g) Added mapping of IEEE 1012 tasks to CMMI Engineering Process Groups in Annex A.
h)  Added a definition of integrated independent V&V (IV&V) to Annex C.
i)  Clarified treatment of reuse software in Annex D.
j)  Added sample measures to Annex E.
k) Removed Annex I and moved the definitions into 3.1.
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The following key concepts are emphasized in this standard:

—  Software integrity levels. Defines four software integrity levels to describe the importance of the
software, varying from high integrity to low integrity, to the user.

—  Minimum V&V tasks for each software integrity level. Defines the minimum V&V tasks required for
each of the four software integrity levels. Includes a table of optional V&V tasks for tailoring the
V&V effort to address project needs and application specific characteristics.

— Intensity and rigor applied to V&V tasks. Introduces the notion that the intensity and rigor applied to
the V&V tasks vary according to the software integrity level. Higher software integrity levels require
the application of greater intensity and rigor to the V&V task. Intensity includes greater scope of
analysis across all normal and abnormal system operating conditions. Rigor includes more formal
techniques and recording procedures.

— Detailed criteria for V&V tasks. Defines specific criteria for each V&V task, including minimum cri-
teria for correctness, consistency, completeness, accuracy, readability, and testability. The V&V task
descriptions include a list of the required task inputs and outputs.

—  Systems viewpoints. Includes minimum V&V tasks to address system issues. These tasks include
hazard analysis, security analysis, risk analysis, migration assessment, and retirement assessment.
Specific system issues are contained in individual V&V task criteria.

— Conformance to international and IEEFE standards. Defines the V&V processes to conform to life
cycle process standards such as ISO/IEC Std 12207:1995 [B13], IEEE Std 1074™-1997 [B10], and
IEEE/EIA Std 12207.0™-1996 [B12], as well as the entire family of IEEE software engineering stan-
dards. This standard addresses the full software life cycle processes, including acquisition, supply,
development, operation, and maintenance. This standard is compatible with all life cycle models;
however, not all life cycle models use all of the life cycle processes described in this standard.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard for Software
Verification and Validation

1. Overview

This verification and validation (V&V) standard is a process standard that addresses all software life cycle
processes including acquisition, supply, development, operation, and maintenance. This standard is
compatible with all life cycle models; however, not all life cycle models use all of the life cycle processes
listed in this standard.

Software V&V processes determine whether the development products of a given activity conform to the
requirements of that activity and whether the software satisfies its intended use and user needs. This
determination may include analysis, evaluation, review, inspection, assessment, and testing of software
products and processes.

The user of this standard may invoke those software life cycle processes and the associated V&V processes
that apply to the project. A description of software life cycle processes may be found in ISO/IEC
12207:1995 [B13]," IEEE Std 1074™-1997 [B10], and IEEE/EIA Std 12207.0™-1996 [B12]. Annex A maps
ISO/IEC 12207:1995 [B13] (Table A.1.1) and IEEE Std 1074-1997 [B10] (Table A.2.1) to the V&V
activities and tasks defined in this standard.

1.1 Scope

This standard applies to software being acquired, developed, maintained, or reused [legacy, modified,
commercial off-the-shelf (COTS), non-developmental items (NDI)]. The term software also includes
firmware, microcode, and documentation.

Software V&V processes consist of the verification process and validation process. The verification process
provides objective evidence whether the software and its associated products and processes

a) Conform to requirements (e.g., for correctness, completeness, consistency, accuracy) for all life
cycle activities during each life cycle process (acquisition, supply, development, operation, and
maintenance)

b) Satisfy standards, practices, and conventions during life cycle processes

¢)  Successfully complete each life cycle activity and satisfy all the criteria for initiating succeeding life
cycle activities (e.g., building the software correctly)

IThe numbers in brackets correspond to those of the bibliography in Annex H.
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The validation process provides evidence whether the software and its associated products and processes
1) Satisfy system requirements allocated to software at the end of each life cycle activity

2) Solve the right problem (e.g., correctly model physical laws, implement business rules, use the
proper system assumptions)

3) Satisfy intended use and user needs

The verification process and the validation process are interrelated and complementary processes that use
each other’s process results to establish better completion criteria and analysis, evaluation, review,
inspection, assessment, and test V&V tasks for each software life cycle activity. The V&V task criteria
described in Table 1 uniquely define the conformance requirements for V&V processes.

The development of a reasonable body of evidence requires a trade-off between the amount of time spent
and a finite set of system conditions and assumptions against which to perform the V&V tasks. Each project
should define criteria for a reasonable body of evidence (i.e., selecting a software integrity level establishes
one of the basic parameters), time schedule, and scope of the V&V analysis and test tasks (i.e., range of
system conditions and assumptions).

This standard does not assign the responsibility for performing the V&V tasks to any specific organization.
The analysis, evaluation, and test activities may be performed by multiple organizations; however, the
methods and purpose will differ for each organization’s functional objectives.

ISO/IEC 12207:1995 [B13] or IEEE/EIA 12207.0-1996 [B12] require that the developer perform various
testing and evaluation tasks as an integral part of the development process. Even though the tests and
evaluations are not part of the V&V processes, the techniques described in this standard may be useful in
performing them. Therefore, whenever this standard mentions the developer’s performance of a verification
or validation activity, it is to be understood that the reference applies to the integral test and evaluation tasks
of the development process.

1.2 Purpose

The purpose of this standard is to

— Establish a common framework for V&V processes, activities, and tasks in support of all software
life cycle processes, including acquisition, supply, development, operation, and maintenance
processes

— Define the V&V tasks, required inputs, and required outputs
— Identify the minimum V&V tasks corresponding to a four-level software integrity scheme
— Define the content of a software V&V plan (SVVP)

1.3 Field of application

This standard applies to all applications of software. When conducting the software V&V process, it is
important to examine the software in its interactions with the system of which it is a part. This standard
identifies the important system considerations that software V&V processes and tasks address in
determining software correctness and other software V&V attributes (e.g., completeness, accuracy,
consistency, testability).

The dynamics of software and the multitude of different logic paths available within software in response to
varying system stimuli and conditions demand that the software V&V effort examine the correctness of the
code for each possible variation in system conditions. The ability to model complex real world conditions
will be limited, and thus the software V&V effort must examine whether the limits of the modeling are
realistic and reasonable for the desired solution. The unlimited combination of system conditions presents
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the software V&V effort with the unique challenge of using a finite set of analytical, test, simulation, and
demonstration techniques to establish a reasonable body of evidence that the software is correct.

A software system provides a capability to satisfy a stated need or objective by combining one or more of
the following: processes, hardware, software, facilities, and people. This relationship between the software
and the system requires that software V&V processes consider software interactions with all system
components. Since software links together all key components of a digital system, the software V&V
process examines the interactions with each of the key system components to determine the extent to which
each component influences the software and is conversely influenced by the software. The V&V process
addresses the following interactions with software:

—  Environment: Determines that the solution represented in the software correctly accounts for all con-
ditions, natural phenomena, physical laws of nature, business rules, and physical properties and the
full ranges of the system operating environment.

—  Operators/users: Determines that the software communicates the proper status/condition of the soft-
ware system to the operator/user and correctly processes all operator/user inputs to produce the
required results. For incorrect operator/user inputs, ensure that the software protects the system from
entering into a dangerous or uncontrolled state. Validate that operator/user policies and procedures
(e.g., security, interface protocols, data representations, system assumptions) are consistently applied
and used across each component interface.

— Hardware: Determines that the software correctly interacts with each hardware interface and pro-
vides a controlled system response (i.e., graceful degradation) for hardware faults.

—  Other software: Determines that the software interfaces correctly with other software components in
the system in accordance with requirements and that errors are not propagated between software
components of the system.

Since software directly affects system behavior and performance, the scope of V&V processes is the
software system, including the operational environment, operators and users, hardware, and interfacing
software. The user of this standard should consider V&V as part of the software life cycle processes defined
by industry standards, such as ISO/IEC 12207:1995 [B13], IEEE Std 1074-1997 [B10], or IEEE/EIA Std
12207.0-1996 [B12].

To address the systems perspective, software V&V should provide an integrated analysis where the V&V
tasks are interrelated, providing input and insight to other V&V tasks. Results from completed life cycle
processes provide valuable and necessary inputs to V&V tasks in later life cycle processes. Results and
findings from one V&V task may cause previously completed V&V tasks to be analyzed again with the new
data. This relationship among V&V tasks (including feedback to the development process) employing
rigorous systems engineering techniques is a key approach to an integrated systems and software V&V. The
software V&V results provide the development process with early detection of anomalies and potential
process trends that may be used for development process improvement. The software V&V process and
tasks described in this standard are consistent with systems engineering and process improvement models,
such as the Capability Maturity Model Integrated (CMMI).

1.4 V&V objectives

V&V processes provide an objective assessment of software products and processes throughout the software
life cycle. This assessment demonstrates whether the software requirements and system requirements (i.e.,
those allocated to software) are correct, complete, accurate, consistent, and testable. The software V&V
processes determine whether the development products of a given activity conform to the requirements of
that activity and whether the software satisfies its intended use and user needs. The determination includes
assessment, analysis, evaluation, review, inspection, and testing of software products and processes.
Software V&V should be performed in parallel with software development, not at the conclusion of the
development effort.
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The results of V&V create the following benefits to the program:
— Facilitate early detection and correction of software anomalies
— Enhance management insight into process and product risk

— Support the life cycle processes to ensure conformance to program performance, schedule, and
budget

— Provide an early assessment of software and system performance

— Provide objective evidence of software and system conformance to support a formal certification
process

— Improve the software development and maintenance processes

— Support the process improvement for an integrated systems analysis model

1.5 Organization of the standard

This standard is organized into clauses (Clauses 1 through 7), tables (Table 1, Table 2, and Table 3), figures
(Figure 1 and Figure 2), and annexes (Annexes A through H). Clauses 2 through 7 and Table 1 and Table 2
provide the mandatory V&V requirements for this standard. Table 1 and Table 2 are the focal point of this
standard, containing detailed V&V process, activity, and task requirements. Clause 2 is reserved for
normative references; however, this standard does not prescribe any normative references. Clause 3 provides
a definition of terms, abbreviations, and conventions. Clause 4 describes the use of software integrity levels
to determine the scope and rigor of V&V processes. Clause 5 describes primary software life cycle
processes and lists the V&V activities associated with the life cycle process. Clause 6 describes V&V
reporting, administrative, and documentation requirements. Clause 7 describes the content of a software
V&V plan. Clause 1, Figure 1, Figure 2, and Table 3 contain informative material that provides examples of
V&V processes and provide guidance for using this standard. All annexes are informative.

Table 1 provides V&V task descriptions, inputs, and outputs for each life cycle process. Table 2 lists
minimum V&V tasks required for different software integrity levels. Table 3 provides a list of optional
V&V tasks and their suggested applications in the software system life cycle. These optional V&V tasks
may be added to the minimum V&V tasks, as necessary, to tailor the V&V effort to project needs.

Figure 1 provides an example of an overview of the V&V inputs, outputs, and minimum V&V tasks for
software integrity level 4. Figure 2 provides guidelines for scheduling V&V test planning, execution, and
verification activities. An example of a phased life cycle model was used in Figure 1 and Figure 2 to
illustrate a mapping of the ISO/IEC 12207:1995 [B13] life cycle processes to the V&V activities and tasks
described in this standard.

Annex A describes the mapping of ISO/IEC 12207:1995 [B13] and IEEE Std 1074-1997 [B10] to this
standard’s V&V activities and tasks. Annex B provides an example of a risk-based, four-level integrity
scheme. Annex C provides a definition of independent verification and validation (IV&V). Annex D
provides guidelines for conducting V&V of reuse software. Annex E describes V&V measures. Annex F
illustrates an example of the V&V organizational relationship to other project responsibilities. Annex G
describes optional V&V tasks. Annex H provides a bibliography of informative standards referenced in this
standard.

1.6 Audience

The audience for this standard includes software suppliers, acquirers, developers, maintainers, V&V
practitioners, operators, users, and managers in both the supplier and acquirer organizations.
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1.7 Conformance

The word shall identifies mandatory requirements strictly to be followed in order to conform to this
standard. The words should and may indicate optional tasks that are not required to claim conformance to
this standard.

Not all V&V efforts are initiated at the start of the life cycle process of acquisition and continued through
the maintenance process. If a project uses only selected life cycle processes, then conformance to this
standard is achieved if the minimum V&V tasks are implemented for the associated life cycle processes
selected for the project. Any claim of conformance to this standard shall identify the applicable life cycle
processes. As in all cases, the minimum V&V tasks are defined by the software integrity level assigned to
the software. For life cycle processes that are not used by the project, the V&V requirements and tasks for
those life cycle processes are optional V&V tasks invoked as needed at the discretion of the project. Specific
software development methods and technologies (such as automated code generation from detailed design)
may eliminate development steps or combine several development steps into one. Therefore, a
corresponding adaptation of the minimum V&V tasks is permitted.

When this standard is invoked for existing software and the required V&V inputs are not available, then
V&V tasks may use other available project input sources or may reconstruct the needed inputs to achieve
conformance to this standard.

1.8 Disclaimer

This standard establishes minimum criteria for V&V processes, activities, and tasks. However,
implementing these criteria does not automatically ensure conformance to system or mission objectives, or
prevent adverse consequences (e.g., loss of life, mission failure, loss of system safety or security, financial
or social loss). Conformance to this standard does not absolve any party from any social, moral, financial, or
legal obligations.

1.9 Limitations

None.

2. References

This standard does not require the use of any normative references. Standards useful for the implementation
and interpretation of this standard are listed in Annex H.

3. Definitions, abbreviations, and acronyms

3.1 Definitions

For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary of
IEEE Standards Terms, Seventh Edition [B2] and IEEE Std 610.12™-1990 [B3] should be referenced for
terms not defined in this clause.

3.1.1 acceptance testing: (A) Formal testing conducted to determine whether or not a system satisfies its
acceptance criteria and to enable the customer to determine whether or not to accept the system. (B) Formal
testing conducted to enable a user, customer, or other authorized entity to determine whether to accept a
system or component.
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NOTE—See IEEE Std 610.12-1990 [B3].2

3.1.2 anomaly: Anything observed in the documentation or operation of software that deviates from
expectations based on previously verified software products or reference documents.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.3 asset: An item (e.g., design, specifications, source code, documentation, test suites, manual
procedures) that has been designed for use in multiple contexts.

NOTE—See IEEE Std 1517™-1999 [B11].

3.1.4 component: One of the parts that make up a system. A component may be hardware or software and
may be subdivided into other components.

NOTE 1—The terms “module,” “component,” and “unit” are often used interchangeably or defined to be subelements of
one another in different ways depending upon the context. The relationship of these terms is not yet standardized.

NOTE 2—See IEEE Std 610.12-1990 [B3].

3.1.5 component testing: Testing of individual hardware or software components or groups of related
components.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.6 criticality: The degree of impact that a requirement, module, error, fault, failure, or other item has on
the development or operation of a system.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.7 domain: A problem space.

NOTE—See IEEE Std 1517-1999 [B11].

3.1.8 domain analysis: (A) The analysis of systems within a domain to discover commonalities and
differences among them. (B) The process by which information used in developing software systems is
identified, captured, and organized so that it can be reused to create new systems, within a domain. (C) The
result of the process in (A) and (B).

NOTE—See IEEE Std 1517-1999 [B11].

3.1.9 domain engineering: A reuse-based approach to defining the scope (i.e., domain definition),
specifying the structure (i.e., domain architecture), and building the assets (e.g., requirements, designs,
software code, documentation) for a class of systems, subsystems, or applications. Domain engineering may
include the following activities: domain definition, domain analysis, developing the domain architecture,
and domain implementation.

NOTE—See IEEE Std 1517-1999 [BI11].
3.1.10 firmware: The combination of a hardware device and computer instructions and data that reside as
read-only software on that device.

NOTE 1—This term is sometimes used to refer only to the hardware device or only to the computer instructions or data,
but these meanings are deprecated.

NOTE 2—The confusion surrounding this term has led some to suggest that it be avoided altogether.

NOTE 3—See IEEE Std 610.12-1990 [B3].

Notes in text, tables, and fi gures are given for information only and do not contain requirements needed to implement the standard.
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3.1.11 hazard: (A) An intrinsic property or condition that has the potential to cause harm or damage. (B) A
source of potential harm or a situation with a potential for harm in terms of human injury, damage to health,
property, or the environment, or some combination of these.

NOTE—For (A), see IEEE/EIA Std 12207.0™-1996 [B12].

3.1.12 hazard identification: The process of recognizing that a hazard exists and defining its
characteristics.

3.1.13 independent verification and validation (IV&V): V&V performed by an organization that is
technically, managerially, and financially independent of the development organization.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.14 integration testing: Testing in which software components, hardware components, or both are
combined and tested to evaluate the interaction between them.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.15 integrity level: A value representing project-unique characteristics (e.g., software complexity,

criticality, risk, safety level, security level, desired performance, reliability) that define the importance of the
software to the user.

3.1.16 interface design document (IDD): Documentation that describes the architecture and design
interfaces between system and components. These descriptions include control algorithms, protocols, data
contents and formats, and performance.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.17 interface requirements specification (IRS): Documentation that specifies requirements for
interfaces between systems and components. These requirements include constraints on formats and timing.
NOTE—See The Authoritative Dictionary [B2].

3.1.18 life cycle processes: A set of interrelated activities that result in the development or assessment of
software products. Each activity consists of tasks. The life cycle processes may overlap one another. For

V&V purposes, no process is concluded until its development products are verified and validated according
to the defined tasks in the SVVP.

NOTE—See The Authoritative Dictionary [B2].

3.1.19 microcode: A collection of microinstructions, comprising part of or all of microprograms.
NOTE—See IEEE Std 610.12-1990 [B3].

3.1.20 microprogram: A sequence of instructions, called microinstructions, specifying the basic operations
needed to carry out a machine language instruction.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.21 minimum tasks: Those V&V tasks required for the software integrity level assigned to the software
to be verified and validated.

NOTE—See The Authoritative Dictionary [B2].

3.1.22 optional tasks: Those V&V tasks that may be added to the minimum V&V tasks to address specific

application requirements.

NOTE—See The Authoritative Dictionary [B2].
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3.1.23 required inputs: The set of items necessary to perform the minimum V&V tasks mandated within
any life cycle activity.

NOTE—See The Authoritative Dictionary [B2].

3.1.24 required outputs: The set of items produced as a result of performing the minimum V&V tasks
mandated within any life cycle activity.

NOTE—See The Authoritative Dictionary [B2].

3.1.25 reusable software product: A software product developed for one use but having other uses, or one
developed specifically to be usable on multiple projects or in multiple roles on one project. Examples
include, but are not limited to, COTS software products, acquirer-furnished software products, software
products in reuse libraries, and preexisting developer software products. Each use may include all or part of
the software product and may involve its modification. This term can be applied to any software product (for
example, requirements, architectures), not just to software itself.

NOTE—See The Authoritative Dictionary [B2].

3.1.26 risk: (A) The combination of the probability of occurrence and the consequences of a given future
undesirable event. Risk can be associated with products and/or projects. (B) The combination of the
probability of an abnormal event or failure and the consequence(s) of that event or failure to a system's
components, operators, users, or environment.

NOTE—See The Authoritative Dictionary [B2].

3.1.27 security: (A) The protection of computer hardware or software from accidental or malicious access,
use, modification, destruction, or disclosure. Security also pertains to personnel, data, communications, and
the physical protection of computer installations. (B) The protection of information and data so that
unauthorized persons or systems cannot read or modify them and authorized persons or systems are not
denied access to them.

NOTE—For (A), see The Authoritative Dictionary [B2]. For subdefinition (B), see ISO/IEC 12207:1995 [B13].

3.1.28 software design description (SDD): A representation of software created to facilitate analysis,
planning, implementation, and decision-making. The software design description is used as a medium for
communicating software design information and may be thought of as a blueprint or model of the system.

NOTE—See The Authoritative Dictionary [B2].

3.1.29 software requirements specification (SRS): Documentation of the essential requirements
(functions, performance, design constraints, and attributes) of the software and its external interfaces.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.30 system testing: Testing conducted on a complete, integrated system to evaluate the system’s
compliance with its specified requirements.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.31 test case: (A) A set of test inputs, execution conditions, and expected results developed for a
particular objective, such as to exercise a particular program path or to verify compliance with a specific
requirement. (B) Documentation specifying inputs, predicted results, and a set of execution conditions for a
test item.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.32 test design: Documentation specifying the details of the test approach for a software feature or
combination of software features and identifying the associated tests.
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NOTE—See IEEE Std 610.12-1990 [B3].

3.1.33 test plan: (A) A document describing the scope, approach, resources, and schedule of intended test
activities. It identifies test items, the features to be tested, the testing tasks, who will do each task, and any
risks requiring contingency planning. (B) A document that describes the technical and management
approach to be followed for testing a system or component. Typical contents identify the items to be tested,
tasks to be performed, responsibilities, schedules, and required resources for the testing activity.

NOTE—See IEEE Std 610.12-1990 [B3].

3.1.34 test procedure: (A) Detailed instructions for the setup, execution, and evaluation of results for a
given test case. (B) A document containing a set of associated instructions as in (A). (C) Documentation that
specifies a sequence of actions for the execution of a test.

NOTE—See IEEE 982.1"™-1998 [B5].

3.1.35 validation: (A) The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirements. (B) The process of providing
evidence that the software and its associated products satisfy system requirements allocated to software at
the end of each life cycle activity, solve the right problem (e.g., correctly model physical laws, implement
business rules, use the proper system assumptions), and satisfy intended use and user needs.

NOTE—For (A), see IEEE Std 610.12-1990 [B3].

3.1.36 verification: (A) The process of evaluating a system or component to determine whether the products
of a given development phase satisfy the conditions imposed at the start of that phase. (B) The process of
providing objective evidence that the software and its associated products conform to requirements (e.g., for
correctness, completeness, consistency, accuracy) for all life cycle activities during each life cycle process
(acquisition, supply, development, operation, and maintenance); satisfy standards, practices, and
conventions during life cycle processes; and successfully complete each life cycle activity and satisfy all the
criteria for initiating succeeding life cycle activities (e.g., building the software correctly).

NOTE—For subdefinition (A), see IEEE Std 610.12-1990 [B3].
3.1.37 verification and validation (V&V) effort: The work associated with performing the V&V

processes, activities, and tasks. The following framework illustrates how V&V processes are subdivided
into activities, which in turn have associated tasks:
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ISO/IEC 12207 Life Cycle Processes

Acquisition I Supply I Development I Operation I Maintenance Organizational I Other Supporting (1) "
V&V processes support all ISOAEC
12207 fife cycle processes.
VY Framework |EEE Std 1012 Verification and Validation (V&V) Processes
Vav Processes Acquisition V&V I Supply V&V I Development V&V I Operation V&V | Maintenance V&V

ad LR LR L R

VBV Activities

Vav 1 V&V 1 vav 1 V&V \ZAY
@ Activity (2) -| Activity (2) ] Activity (2) -| Activity (2) Activity (2)

V&V V&Y V&V V&V V&Y
Tasks (3) Tasks (3) Tasks (3) Tasks (3) Tasks (3)

NOTE 1—Other supporting processes consist of documentation, configuration management, quality assurance, joint
review, audit, and problem resolution.

V&V Tasks

NOTE 2—Management of V&V activity is concurrent with all V&V activities.
NOTE 3—The task description, inputs, and outputs of all V&V tasks are included in Table 1.
3.2 Abbreviations and acronyms

The following acronyms and abbreviations appear in this standard:
ANSI  American National Standards Institute

COTS commercial off-the-shelf

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronic Engineers

IDD interface design document

IRS interface requirements specification

ISO International Organization for Standardization

IV&V independent verification and validation

NDI non-developmental item

RFP request for proposal (tender)

SDD  software design description
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SRS software requirements specification
SVVP  software V&V plan
SVVR software V&V report

V&V  verification and validation

4. Software integrity levels

Software integrity levels are a range of values that represent software complexity, criticality, risk, safety
level, security level, desired performance, reliability, or other project-unique characteristics that define the
importance of the software to the user and acquirer. The characteristics used to determine software integrity
level vary depending on the intended application and use of the system. The software is a part of the system,
and its integrity level is to be determined as a part of that system. The assigned software integrity levels may
change as the software evolves. Design, coding, procedural, and technology features implemented in the
system or software can raise or lower the assigned software integrity levels. The software integrity levels
established for a project should result from agreements among the acquirer, supplier, developer, and
independent assurance authorities (e.g., a regulatory body or responsible agency).

This standard uses software integrity levels to determine the V&V tasks to be performed. High-integrity
software requires a larger set of V&V processes and a more rigorous application of V&V tasks. Integrity
levels are assigned to software requirements, functions, groups of functions, or software components or
subsystems. Some software elements and components may not require the assignment of an integrity level
(i.e., not applicable) because their failure would impart no consequences on the intended system operations.
The V&V processes should be tailored to specific system requirements and applications through the
selection of a software integrity level with its corresponding minimum V&V tasks and addition of optional
V&V tasks. The addition of optional V&V tasks allows the V&V effort to address application specific
characteristics of the software. The V&V effort may recommend technical and procedural mitigation
approaches to reduce the integrity level.

As an example, this standard uses the following four-level software integrity scheme. This example scheme
is based upon the concepts of consequences and mitigation potential.

Description Level

Software element must execute correctly or grave consequences (loss of life, loss of 4
system, economic or social loss) will occur. No mitigation is possible.

Software element must execute correctly or the intended use (mission) of the system/ 3
software will not be realized, causing serious consequences (permanent injury, major
system degradation, economic or social impact). Partial to complete mitigation is possible.

Software element must execute correctly or an intended function will not be realized, 2
causing minor consequences. Complete mitigation possible.

Software element must execute correctly or intended function will not be realized, causing 1
negligible consequences. Mitigation not required.

Another example, a scheme based on risk, is described in Annex B. This standard does not require the use of
any particular software integrity level scheme described or referenced in this standard.
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Integrity levels shall be assigned to software elements or components as part of the criticality analysis task.
The V&V effort shall specify a software integrity level scheme if one is not already defined. The integrity
level assigned to reused software products shall be in accordance with the integrity level scheme adopted for
the project (see Annex D), and the reused software product shall be evaluated for use in the context of its
application. Tools that insert or translate code (e.g., optimizing compilers, auto-code generators) shall be
assigned the same integrity level as the integrity level assigned to the software element that the tool affects.
The software system shall be assigned the same integrity level as the highest level assigned to any individual
element. The software integrity level assignment shall be continually reviewed and updated by conducting
the V&V criticality analysis task throughout the software development process.

Table 2 identifies minimum V&V tasks that shall be performed for each software integrity level. To identify
the minimum V&V tasks that apply to a different selected software integrity level scheme, the user of the
standard shall map this standard’s software integrity level scheme and associated minimum V&V tasks to
their selected software integrity level scheme. The mapping of the software integrity level scheme and the
associated minimum V&V tasks shall be documented in the SVVP. The basis for assigning software
integrity levels to software components shall be documented in a V&V fask report and V&V final report.

5. Software V&V processes

V&V processes support the six primary processes of ISO/IEC 12207:1995 [B13]: the management process
(see 5.1), acquisition process (see 5.2), supply process (see 5.3), development process (see 5.4), operation
process (see 5.5), and maintenance process (see 5.6). The minimum V&V activities and tasks supporting
these processes are referenced in the following clauses and are defined in Table 1. The subclause titles in
this clause are the same as the column headings in Table 1 to correlate the requirements of the following
subclauses with Table 1 tasks. Not all software projects include each of the life cycle processes listed. To
conform to this standard, the V&V processes shall address all those life cycle processes used by the software
project.

The V&V effort shall conform to the task descriptions, inputs, and outputs as described in Table 1. The
V&V effort shall perform the minimum V&V tasks specified in Table 2 for the assigned software integrity
level. If the user of this standard has selected a different software integrity level scheme, then this standard’s
software integrity level scheme and associated minimum V&V tasks of Table 2 shall be mapped to their
selected software integrity level scheme.

Optional V&V tasks may also be performed to augment the V&V effort to satisfy project needs. Optional
V&V tasks are listed in Table 3 and described in Annex G. The list in Table 3 is illustrative and not
exhaustive.

The degree of rigor and intensity in performing and documenting the task shall be commensurate with the
software integrity level. As the software integrity level decreases, so does the required scope, intensity, and
degree of rigor associated with the V&V task. For example, a hazard analysis performed for software
integrity level 4 software might be formally documented and consider failures at the module level; a hazard
analysis for software integrity level 3 software may consider only significant software failures and be
documented informally as part of the design review process.

Some V&V activities and tasks include analysis, evaluations, and tests that may be performed by multiple
organizations (e.g., software development, project management, quality assurance, V&V). For example, risk
analysis and hazard analysis may be performed by project management, the development organization, and
the V&V effort. The V&V effort performs these tasks to develop the supporting basis of evidence showing
whether the software product satisfies its requirements. These V&V analyses are complementary to other
analyses and do not eliminate or replace the analyses performed by other organizations. The degree to which
these analysis efforts will be coordinated with other organizations shall be documented in the organizational
responsibility section of the SVVP.
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Testing requires advance planning that spans several development activities. Test documentation and its
generation at specific processes in the life cycle are shown in Figure 1 and Figure 2.

The user of this standard shall document the V&V processes in the SVVP and shall define the information
and facilities necessary to manage and perform these processes, activities, and tasks, and to coordinate the
V&V processes with other related aspects of the project. The results of V&V activities and tasks shall be
documented in task reports, activity summary reports, anomaly reports, V&V test documents, and the V&V
final report.

5.1 Process: Management

The management process comprises the following generic activities and tasks:
— Preparing the plans for execution of the process
— Initiating the implementation of the plan
— Monitoring the execution of the plan
— Analyzing problems discovered during the execution of the plan
— Reporting progress of the processes
— Ensuring products satisfy requirements
— Assessing evaluation results
— Determining whether a task is complete
—  Checking the results for completeness
— Checking processes for efficiency and effectiveness
— Reviewing project quality
— Reviewing project risks

— Reviewing project measures
5.1.1 Activity: Management of the V&V effort

The V&V management activity monitors and evaluates all V&V outputs. Management of the V&V effort is
performed for all software life cycle processes and activities. This activity involves the following:

— A continual review of the V&V effort
— Revision of the SVVP as necessary based upon updated project schedules and development status

— Coordination of the V&V results with the developer and other supporting processes, such as quality
assurance and configuration management

— Performance of reviews and audits

— Identification of process improvement opportunities in the conduct of V&V

V&V management assesses each proposed change to the system and software, identifies the software
requirements that are affected by the change, and plans V&V tasks to address the change. For each proposed
change, management assesses whether any new hazards or risks are introduced in the software or system
development process, and identifies the impact of the change on the assigned software integrity levels. V&V
task planning is revised by adding new V&V tasks or changing the scope or intensity of existing V&V tasks
if software integrity levels, hazards, or risks are changed. A baseline change results from changes allocated
to software releases in an incremental software development process (e.g., planned baseline versions).

Through the use of V&V measures and other qualitative and quantitative measures, this V&V activity
develops program trend data and possible risk issues, which are then provided to the developer and acquirer
to effect timely notification and resolution. At key program milestones (e.g., requirements review, design
review, test readiness), V&V management consolidates the V&V results to establish supporting evidence of

Documents

13 .
Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 04:38:40 UTC from IEEE Xplore. Restrictions apply.

Copyright © 2005 IEEE. All rights reserved.

Full document details: IEEE 1012-2004


http://www.avadocuments.com/doc/ieee-1012-2004
http://www.avadocuments.com/doc/ieee-1012-2004

IEEE
Std 1012-2004 IEEE STANDARD

whether to proceed to the next set of software development activities. Whenever necessary, the V&V
management determines whether a V&V task should be reperformed as a result of changes in the software
program.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Management V&V tasks described in Table 1:

1) Task: SVVP generation

2) Task: Proposed/baseline change assessment

3) Task: Management review of the V&V effort

4) Task: Management and technical review support

5) Task: Interface with organizational and supporting processes

6) Task: Identify process improvement opportunities in the conduct of V&V

5.2 Process: Acquisition

The acquisition process begins with the definition of the need (e.g., statement of need) to acquire a system,
software product, or software service. The process continues with the possible preparation and issuance of a
request for proposal (RFP) (e.g., bid request, tender), selection of a supplier, and management of the
acquisition process through to the acceptance of the system, software product, or software service.

The acquisition process is used to scope the V&V effort, plan interfaces with the supplier and acquirer,
review the draft systems requirements to be included in the RFP, and provide the V&V task results to
support acquirer acceptance of the system. Acquirer acceptance of the system culminates after acceptance
testing and installation. The V&V acquisition acceptance support activities occur throughout the software
life cycle, in conjunction with other interrelated development and V&V tasks, inputs, and outputs.

5.2.1 Activity: Acquisition support V&V

The Acquisition support V&V activity addresses project initiation, RFP, contract preparation, supplier
monitoring, and acceptance and completion.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Acquisition support V&V tasks described in Table 1:

1)  Task: Scoping the V&V effort

2) Task: Planning the interface between the V&V effort and supplier

3)  Task: System requirements review

4)  Task: Acceptance support

5.3 Process: Supply

The supply process is initiated by either a decision to prepare a proposal to answer an acquirer’s request for
proposal or by negotiating, finalizing, and entering into a contract with the acquirer to provide the system,
software product, or software service. The process continues with the determination of procedures and
resources needed to manage the project, including development of project plans and execution of the plans
through delivery of the system, software product, or software service to the acquirer.

The Supply V&V effort uses the supply process products to confirm that the request for proposal
requirements and contract requirements are consistent and satisfy user needs before the contract is finalized.
The V&V planning activity uses the contract requirements, including the program schedules, to revise and
update the interface planning between the supplier and acquirer.
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5.3.1 Activity: Planning V&V

The Planning V&V activity addresses the initiation, preparation of response, contract, planning, execution
and control, review and evaluation, and delivery and completion activities.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Planning V&V tasks described in Table 1:

1) Task: Planning the interface between the V&V effort and supplier

2) Task: Contract verification

5.4 Process: Development

The development process contains the activities and tasks of the developer. The process contains the
activities for requirements analysis, design, coding, integration, testing, and installation and support to
acceptance of software products.

The V&V activities verify and validate these software products. The V&V activities are organized into
Concept V&V, Requirements V&V, Design V&V, Implementation V&V, Test V&V, and Installation and
checkout V&V.

5.4.1 Activity: Concept V&V

The concept activity represents the delineation of a specific implementation solution to solve the user’s
problem. During the concept activity, the system architecture is selected and system requirements are
allocated to hardware, software, and user interface components. The Concept V&V activity addresses
system architectural design and system requirements analysis. The objective of Concept V&V is to verify
the allocation of system requirements, validate the selected solution, and ensure that no false assumptions
have been incorporated in the solution.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Concept V&V tasks described in Table 1:

1)  Task: Concept documentation evaluation

2)  Task: Criticality analysis

3) Task: Hardware/software/user requirements allocation analysis
4)  Task: Traceability analysis

5) Task: Hazard analysis

6) Task: Security analysis

7)  Task: Risk analysis

5.4.2 Activity: Requirements V&V

The Requirements V&V activity addresses software requirements analysis of the functional and
performance requirements, interfaces external to the software, and requirements for qualification, safety and
security, human factors engineering, data definitions, user documentation for the software, installation and
acceptance, user operation and execution, and user maintenance. V&V test planning begins during the
Requirements V&V activity and spans several V&V activities.

The objective of Requirements V&V is to ensure the correctness, completeness, accuracy, testability, and
consistency of the system software requirements.
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The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Requirements V&V tasks described in Table 1:

1)  Task: Traceability analysis

2)  Task: Software requirements evaluation

3) Task: Interface analysis

4) Task: Criticality analysis

5) Task: System V&V test plan generation

6) Task: Acceptance V&V test plan generation
7)  Task: Configuration management assessment
8)  Task: Hazard analysis

9) Task: Security analysis

10) Task: Risk analysis

5.4.3 Activity: Design V&V

In software design, software requirements are transformed into an architecture and a detailed design for each
software component. The design includes databases and system interfaces (e.g., hardware, operator/user,
software components, and subsystems). The Design V&V activity addresses software architectural design
and software detailed design. V&V test planning continues during the Design V&V activity.

The objective of Design V&V is to demonstrate that the design is a correct, accurate, and complete
transformation of the software requirements and that no unintended features are introduced.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Design V&V tasks described in Table 1:

1)  Task: Traceability analysis

2)  Task: Software design evaluation

3) Task: Interface analysis

4)  Task: Criticality analysis

5)  Task: Component V&V test plan generation
6) Task: Integration V&V test plan generation

7)  Task: Component V&V test design generation
8)  Task: Integration V&V test design generation
9) Task: System V&V test design generation

10) Task: Acceptance V&V test design generation
11) Task: Hazard analysis

12) Task: Security analysis

13) Task: Risk analysis

5.4.4 Activity: Implementation V&V

In software implementation, the system design is transformed into code, database structures, and related
machine executable representations. The Implementation V&V activity addresses software coding and
testing, including the incorporation of reused software products. The objective of Implementation V&V is to
verify and validate that these transformations are correct, accurate, and complete.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Implementation V&V tasks described in Table 1:
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1)  Task: Traceability analysis

2)  Task: Source code and source code documentation evaluation
3) Task: Interface analysis

4) Task: Criticality analysis

5) Task: Component V&V test case generation

6) Task: Integration V&V test case generation

7)  Task: System V&V test case generation

8) Task: Acceptance V&V test case generation

9) Task: Component V&V test procedure generation
10) Task: Integration V&V test procedure generation
11) Task: System V&V test procedure generation

12) Task: Component V&V test execution

13) Task: Hazard analysis

14) Task: Security analysis

15) Task: Risk analysis

5.4.5 Activity: Test V&V

Testing includes software testing, software integration testing, software qualification testing, system
integration testing, and system qualification testing. The Test V&V activity and its relationship to the
software life cycle are shown in Figure 2. The objective of Test V&V is to ensure that the software
requirements and system requirements allocated to software are validated by execution of integration,
system, and acceptance tests.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Test V&V tasks described in Table 1:

1)  Task: Traceability analysis

2)  Task: Acceptance V&V test procedure generation
3) Task: Integration V&V test execution

4) Task: System V&V test execution

5) Task: Acceptance V&V test execution

6) Task: Hazard analysis

7)  Task: Security analysis

8)  Task: Risk analysis

5.4.6 Activity: Installation and checkout V&V

In installation and checkout, the software product is installed and tested in the target environment. The
Installation and checkout V&V activity supports the software system installation activities. The objective of
Installation and checkout V&V is to verify and validate the correctness of the software installation in the
target environment.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Installation and checkout V&V tasks described in Table 1:

1 Task: Installation configuration audit
2)  Task: Installation checkout
3)  Task: Hazard analysis
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4)  Task: Security analysis
5)  Task: Risk analysis
6) Task: V&V final report generation

5.5 Process: Operation

The operation process involves the use of the software system by the end user in an operational
environment.

5.5.1 Activity: Operation V&V

The Operation V&V activity evaluates the impact of changes in the operating environment; assesses the
effect on the system of any proposed changes; evaluates operating procedures for adherence with the
intended use; and analyzes risks affecting the user and the system. The objective of Operation V&V is to
evaluate new constraints in the system, assess proposed system changes and their impact on the software,
and evaluate operating procedures for correctness and usability.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Operation V&V tasks described in Table 1:

1)  Task: Evaluation of new constraints

2) Task: Operating procedures evaluation
3)  Task: Hazard analysis

4)  Task: Security analysis

5) Task: Risk analysis

5.6 Process: Maintenance

The maintenance process is activated when the software system or associated documentation must be
changed in response to a need for system maintenance. The Maintenance V&V activity addresses software
system

— Modifications (i.e., corrective, adaptive, or perfective changes)
— Migration (i.e., the movement of software to a new operational environment)

— Retirement (i.e., the withdrawal of active support by the operation and maintenance organization,
partial or total replacement by a new system, or installation of an upgraded system)

5.6.1 Activity: Maintenance V&V

System modifications may be derived from requirements specified to correct software errors (e.g.,
corrective); to adapt to a changed operating environment (e.g., adaptive); or to respond to additional user
requests or enhancements (e.g., perfective). Modifications of the software system shall be treated as
development processes and shall be verified and validated as described in the following:

— 5.1 Process: Management

— 5.4, Process: Development

Software integrity level assignments shall be assessed as described in Clause 4. The software integrity level
assignments shall be revised as appropriate to reflect requirements derived from the maintenance process.

For migrating software, the V&V effort shall verify that the migrated software meets the requirements of
Clauses 4 and 5.
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If the software V&V was performed in accordance with this standard, the maintenance process shall
continue to conform to this standard. If the software was not verified and validated using this standard and
appropriate documentation is not available or adequate, the Maintenance V&V effort shall determine
whether the missing or incomplete documentation should be generated. In making this determination of
whether to generate missing documentation, the minimum V&V requirements of the assigned software
integrity level shall be taken into consideration.

The objective of Maintenance V&V is to assess proposed software system changes and their impact on the
software, evaluate anomalies that are discovered during operation, assess migration requirements, assess
retirement requirements, and reperform V&V tasks. The proposed changes are assessed by the proposed/
baseline change assessment task of the Management of V&V activity.

The V&V effort shall perform, as specified in Table 2 for the selected software integrity level, the following
Maintenance V&YV tasks described in Table 1:

1)  Task: SVVP revision

2) Task: Anomaly evaluation
3)  Task: Criticality analysis

4)  Task: Migration assessment
5)  Task: Retirement assessment
6) Task: Hazard analysis

7)  Task: Security analysis

8)  Task: Risk analysis

9) Task: Task iteration

6. Software V&V reporting, administrative, and documentation requirements

6.1 V&V reporting requirements

V&V reporting occurs throughout the software life cycle. The V&V effort shall produce the required
outputs listed in Table 1 for each V&V task performed. The format and grouping of the V&V reports may be
user defined. The V&V reports shall constitute the software V&V report (SVVR).

The V&YV reports shall consist of the following:

a) V&V task reports. The V&V effort shall document V&V task results and status. Task reports
include the following:

1) Anomaly evaluation

2) Concept documentation evaluation

3) Configuration management assessment
4) Contract verification

5)  Criticality analysis

6) Evaluation of new constraints

7) Hardware/ software/user requirements allocation analysis
8) Hazard analysis

9) Installation checkout

10) Installation configuration audit

11) Interface analysis

12) Migration assessment
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13) Operating procedures evaluation
14) Proposed change assessment

15) Recommendations

16) Retirement assessment

17) Review results

18) Risk analysis

19) Security analysis

20) Software design evaluation

21) Software requirements evaluation
22) Source code and source code documentation evaluation
23) System requirements review

24) Test results

25) Traceability analysis

b) V&V activity summary reports. An activity summary report shall summarize the results of V&V
tasks performed for the following V&V life cycle activities:

1)  Acquisition support

2) Planning

3) Concept

4) Requirements

5) Design

6) Implementation

7) Test

8) Installation and checkout
9) Operation

10) Maintenance

For the operation and maintenance life cycle activities, V&V activity summary reports may be either
updates to previous V&V activity summary reports or separate documents.

c) V&V anomaly reports. The V&V effort shall document in an anomaly report each anomaly it
detects.

d) V&V final report. The V&V final report shall be issued at the end of the installation and checkout
activity or at the conclusion of the V&V effort.

e) Optional V&V reports. The V&V reports may also include optional reports (i.e., special studies
reports and other reports). The V&V effort shall document in a special studies report any special
V&V studies conducted during the software life cycle. The V&V effort shall document in a report
the results of tasks conducted but not defined in the SVVP. These other task reports may include, for
example, quality assurance results, end-user testing results, safety assessment report, or configura-
tion and data management status results. The title of the report may vary according to the subject
matter.

Task report(s), V&V activity summary report(s), and anomaly report(s) should be provided as feedback to
the software development process regarding the technical quality of each software product and process.

6.2 V&V administrative requirements

The V&V administrative requirements shall consist of the following:
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1)  Anomaly resolution and reporting policy
2)  Task iteration policy

3) Deviation policy

4)  Control procedures

5) Standards, practices, and conventions

These administrative requirements shall be documented in the SVVP.

6.3 V&V documentation requirements

The scope of V&V documentation consists of V&V test documentation and SVVP documentation. The
requirements for documentation are described in the following subclauses.

6.3.1 V&V test documentation

V&V test documentation requirements shall include the test plans, designs, cases, procedures, and results for
component, integration, system, and acceptance testing developed by the V&V effort. The V&V test
documentation shall conform to project-defined test document purpose, format, and content (e.g., see IEEE
Std 829™-1998 [B4]). If the V&V effort uses test documentation or test types different from those in this
standard (i.e., component, integration, system, acceptance), the software V&V effort shall show a mapping
of the proposed test documentation and execution to the test items defined in this standard. Test planning
tasks defined in Table 1 shall be documented in the test plan, test design(s), test case(s), and test
procedure(s).

6.3.2 SVVP documentation

The V&V effort shall generate an SVVP that addresses the topics described in Clause 7 of this standard. If
there is no information pertinent to a topic, the SVVP shall contain the phrase “This topic is not applicable to
this plan” and shall state an appropriate reason for the exclusion. Additional topics may be added to the plan.
If some SVVP material appears in other documents, the SVVP may repeat the material or make reference to
the material. The SVVP shall be maintained throughout the life of the software.

7. Software V&V plan outline

The SVVP shall contain the content described in this clause. The user of this standard may adopt any format
and section numbering system for the SVVP. The SVVP section numbers listed in this clause are provided
to assist readability. An example SVVP outline is shown in the following boxed text.
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SVVP outline (example)

E VS N S

—

. Purpose
. Referenced documents
. Definitions
. V&V overview
4.1 Organization
4.2 Master schedule
4.3 Software integrity level scheme
4.4 Resources summary
4.5 Responsibilities

4.6 Tools, techniques, and methods

5. V&V processes

5.1 Process: Management
5.1.1 Activity: Management of V&V
5.2 Process: Acquisition
5.2.1 Activity: Acquisition support V&V
5.3 Process: Supply
5.3.1 Activity: Planning V&V
5.4 Process: Development
5.4.1 Activity: Concept V&V
5.4.2 Activity: Requirements V&V
5.4.3 Activity: Design V&V
5.4.4 Activity: Implementation V&V
5.4.5 Activity: Test V&V

5.4.6 Activity: Installation and checkout V&V

5.5 Process: Operation
5.5.1 Activity: Operation V&V
5.6 Process: Maintenance

5.6.1 Activity: Maintenance V&V

6. V&V reporting requirements

6.1 Task reports

6.2 Activity summary reports
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SVVP outline (example) (continued)

6.3 Anomaly reports
6.4 V&YV final report
6.5 Special studies reports (optional)
6.6 Other reports (optional)
7. V&V Administrative requirements
7.1 Anomaly resolution and reporting
7.2 Task iteration policy
7.3 Deviation policy
7.4 Control procedures
7.5 Standards, practices, and conventions

8. V&V test documentation requirements

7.1 SVVP section 1: Purpose

The SVVP shall describe the purpose, goals, and scope of the software V&V effort, including waivers from
this standard. The SVVP also shall identify the specific software processes and products covered by the
software V&V effort. Date of issue and status, identification of issuing organization, and identification of
approval authority shall be provided.

7.2 SVVP section 2: Referenced documents

The SVVP shall identify the compliance documents, documents referenced by the SVVP, and any
supporting documents supplementing or implementing the SVVP.

7.3 SVVP section 3: Definitions

The SVVP shall define or reference all terms used in the SVVP, including the criteria for classifying an
anomaly as a critical anomaly. All abbreviations and notations used in the SVVP also shall be described.

7.4 SVVP section 4: V&V overview

The SVVP shall describe the organization, schedule, software integrity level scheme, resources,
responsibilities, tools, techniques, and methods necessary to perform the software V&V.

7.4.1 SVVP section 4.1: Organization

The SVVP shall describe the organization of the V&V effort, including the degree of independence required
(see Annex C). The SVVP shall describe the relationship of the V&V processes to other processes, such as
development, project management, quality assurance, and configuration management. The SVVP shall
describe the lines of communication within the V&V effort, the authority for resolving issues raised by
V&V tasks, and the authority for approving V&V products. Annex F illustrates a sample organizational
interrelationship chart.
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7.4.2 SVVP section 4.2: Master schedule

The SVVP shall describe the project life cycle and milestones and shall summarize the schedule of V&V
tasks and task results as feedback to the development, organizational, and supporting processes (e.g., quality
assurance and configuration management). V&V tasks should be scheduled to be reperformed according to
the task iteration policy.

If the life cycle used in the SVVP differs from the life cycle model in this standard, this section shall
describe how all requirements of the standard are satisfied (e.g., by cross-referencing to this standard).

7.4.3 SVVP section 4.3: Software integrity level scheme

The SVVP shall describe the agreed upon software integrity level scheme established for the system and the
mapping of the selected scheme to the model used in this standard. The SVVP shall document (by inclusion
or by reference to the criticality analysis) the assignment of software integrity levels to individual
components (e.g., requirements, detailed functions, software modules, subsystems, or other software
partitions), where there are differing software integrity levels assigned within the program.

7.4.4 SVVP section 4.4: Resources summary

The SVVP shall summarize the V&V resources, including staffing, facilities, tools, finances, and special
procedural requirements (e.g., security, access rights, and documentation control).

7.4.5 SVVP section 4.5: Responsibilities

The SVVP shall identify an overview of the organizational element(s) and responsibilities for V&V tasks.
7.4.6 SVVP section 4.6: Tools, techniques, and methods

The SVVP shall describe documents, hardware and software V&V tools, techniques, methods, and
operating and test environment to be used in the V&V process. Acquisition, training, support, and

qualification information for each tool, technology, and method shall be included.

The SVVP should document the measures to be used by V&V (see Annex E) and should describe how these
measures support the V&V objectives.

7.5 SVVP section 5: V&V processes

The SVVP shall identify V&V activities and tasks to be performed for each of the V&V processes described
in Clause 5 of this standard, and shall document those V&V activities and tasks. The SVVP shall contain an
overview of the V&V activities and tasks for all software life cycle processes.

The SVVP shall address the following topics for each V&V activity.
7.5.1 SVVP sections 5.1 through 5.6: Software life cycle®

The SVVP shall include sections 5.1 through 5.6 for V&V activities and tasks as shown in the SVVP outline
(boxed text).

The SVVP shall address the following eight topics for each V&V activity:

3Software life cycle V&V sections are 5.1 Process: Management, 5.2 Process: Acquisition, 5.3 Process: Supply, 5.4 Process: Develop-
ment, 5.5 Process: Operation, and 5.6 Process: Maintenance.
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1) V&V tasks

The SVVP shall identify the V&V tasks to be performed. Table 1 describes the minimum V&V
tasks, task criteria, and required inputs and outputs. Table 2 specifies the minimum V&V tasks that
shall be performed for each software integrity level.

The minimum tasks for software integrity level 4 are consolidated in graphic form in Figure 1.
2)  Methods and procedures

The SVVP shall describe the methods and procedures for each task, including on-line access, and
conditions for observation/evaluation of development processes. The SVVP shall define the criteria
for evaluating the task results.

3)  Inputs

The SVVP shall identify the required inputs for each V&V task. The SVVP shall specify the source
and format of each input. The inputs required for the minimum V&V tasks are identified in Table 1.
Other inputs may be used. For any V&V activity and task, all of the required inputs and outputs
from preceding activities and tasks may be used, but for conciseness, only the primary inputs are
listed in Table 1.

4)  Outputs

The SVVP shall identify the required outputs from each V&V task. The SVVP shall specify the pur-
pose, format, and recipients of each output. The required outputs from each of the V&V tasks are
identified in Table 1. Other outputs may be produced.

The outputs of the management of V&V and of the V&V tasks shall become inputs to subsequent
processes and activities, as appropriate (see Clause 6).

5)  Schedule

The SVVP shall describe the schedule for the V&V tasks. The SVVP shall establish specific mile-
stones for initiating and completing each task, for the receipt and criteria of each input, and for the
delivery of each output.

6) Resources

The SVVP shall identify the resources for the performance of the V&V tasks. The SVVP shall spec-
ify resources by category (e.g., staffing, equipment, facilities, travel, and training). The costs of
V&V activities and resources shall be provided or referenced.

7)  Risks and assumptions

The SVVP shall identify the risks (e.g., schedule, resources, or technical approach) and assumptions
associated with the V&V tasks. The SVVP shall provide recommendations to eliminate, reduce, or
mitigate risks.

8)  Roles and responsibilities

The SVVP shall identify the organizational elements or individuals responsible for performing the
V&V tasks.

7.6 SVVP section 6: V&V reporting requirements

The SVVP shall specify the purpose, content, format, recipients, and timing of all V&V reports. The V&V
reporting requirements are specified in Clause 6.

7.7 SVVP section 7: V&V administrative requirements

The SVVP shall describe the anomaly resolution and reporting, task iteration policy, deviation policy,
control procedures, and standards, practices, and conventions.
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7.7.1 SVVP section 7.1: Anomaly resolution and reporting

The SVVP shall describe the method of reporting and resolving anomalies, including the criteria for
reporting an anomaly; the anomaly report distribution list; the authority and time lines for resolving
anomalies; and the anomaly criticality levels. Classification for software anomalies may be found in IEEE
Std 1044™-1993 [BS].

7.7.2 SVVP section 7.2: Task iteration policy

The SVVP shall describe the criteria used to determine the extent to which a V&V task should be repeated
when its input is changed or task procedure is changed. These criteria may include assessments of change,
software integrity level, and effects on budget, schedule, and quality.

7.7.3 SVVP section 7.3: Deviation policy

The SVVP shall describe the procedures and criteria used to deviate from the plan. The information required
for deviations shall include task identification, rationale, and effect on software quality. The SVVP shall
identify the authorities responsible for approving deviations.

7.7.4 SVVP section 7.4: Control procedures

The SVVP shall identify control procedures applied to the V&V effort. These procedures shall describe how
software products and V&V results should be configured, protected, and stored.

These procedures may describe quality assurance, configuration management, data management, or other
activities if they are not addressed by other efforts. The SVVP shall describe how the V&V effort shall
conform to existing security provisions and how the validity of V&V results shall be protected from
unauthorized alterations.

7.7.5 SVVP section 7.5: Standards, practices, and conventions

The SVVP shall identify the standards, practices, and conventions that govern the performance of V&V
tasks including internal organizational standards, practices, and policies.

7.8 SVVP section 8: V&V test documentation requirements

The SVVP shall describe the purpose, format, and content for the following V&V test documents:
1) Testplan
2)  Test design
3) Test cases
4)  Test procedures
5)  Test results

The V&V effort may define the format for these documents. IEEE Std 829-1998 [B4] contains sample
formats for these test documents.

Documents
26 Copyright © 2005 IE*-E_ A\l rights reserved. .
Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 04:38:40 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1012-2004


http://www.avadocuments.com/doc/ieee-1012-2004
http://www.avadocuments.com/doc/ieee-1012-2004

