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Abstract: Verification and validation (V&V) processes are used to determine whether the
development products of a given activity conform to the requirements of that activity and whether
the product satisfies its intended use and user needs. V&V life cycle process requirements are
specified for different integrity levels. The scope of V&V processes encompasses systems,
software, and hardware, and it includes their interfaces. This standard applies to systems,
software, and hardware being developed, maintained, or reused (legacy, commercial off-the-shelf
[COTS], non-developmental items). The term software also includes firmware and microcode,
and each of the terms system, software, and hardware includes documentation. V&V processes
include the analysis, evaluation, review, inspection, assessment, and testing of products.

Keywords: acceptance testing, architecture evaluation, component testing, concept
documentation evaluation, criticality, criticality analysis, design evaluation, disposal plan
evaluation, environmental verification and validation (V&V) factors, hardware life cycle, hardware
V&V, hardware verification and validation, hazard analysis, IEEE 1012, implementation
evaluation, independent verification and validation (IV&V), integration testing, integrity level,
interface analysis, V&V, minimum V&V tasks, nth of a kind, objective evidence, operating
procedure evaluation, qualification testing, quality assurance, regression analysis, regression
testing, requirements allocation analysis, requirements evaluation, reuse software, risk analysis,
security analysis, software life cycle, software quality assurance (SQA), software V&V, software
verification and validation, source code documentation evaluation, source code evaluation, SQA,
stakeholder needs and requirements evaluation, system element interaction analysis, system life
cycle, system maintenance strategy assessment, system of interest, system requirements
evaluation, system V&V, system verification and validation, testing, traceability analysis, V&V,
V&V measures, validation, verification
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be
obtained on request from IEEE or viewed at http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at
http://ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more
information about the IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at
http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.icee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1012™-2016, IEEE Standard for System, Software, and Hardware
Verification and Validation.

The Verification and Validation processes are technical processes of systems, software, and hardware
engineering. The Verification process and the Validation process are interrelated and complementary
processes, and are referenced together as verification and validation (V&V). The purpose of V&V is to help
the organization build quality into the system during the life cycle. V&V processes provide an objective
assessment of products and processes throughout the life cycle. This assessment demonstrates whether the
requirements are correct, complete, accurate, consistent, and testable. The V&V processes determine
whether the development products of a given activity conform to the requirements of that activity and
whether the product satisfies its intended use and user needs. The determination includes the assessment,
analysis, evaluation, review, inspection, and testing of products and processes. V&V is performed in
parallel with all life cycle stages, not at their conclusion.

V&V is an extension of program management and systems, software, and hardware engineering that
employs a rigorous methodology to identify objective data and conclusions to provide feedback about
quality, performance, and schedule to the supplier. This feedback consists of anomaly resolutions,
performance improvements, and quality improvements not only for expected operating conditions but also
across the full spectrum of the system and its interfaces. Early feedback results allow the organization to
modify the products in a timely fashion and thereby reduce overall project and schedule impacts. Without a
proactive approach, the anomalies and associated system changes are typically delayed to later in the
program schedule, resulting in greater program costs and schedule delays.

IEEE Std 1012 is a process standard that defines the V&V processes in terms of specific activities and
related tasks. The standard also defines the contents of the V&V plan (VVP), including example formats.

V&V may be performed at the level of the system, software element, or hardware element, or on any
combination of these. V&V may also be performed on an element of a system, including a subordinate
system (i.e., subsystem). Throughout this standard, the term hardware means an electronic or mechanical
hardware element. In each case, the V&V processes are invoked, either in parallel or recursively, across the
full life cycle of the system or element.

This version of the standard is a revision to IEEE Std 1012-2012 [B5].! The earliest version of this standard
(1986) described the content of a software V&V plan, with subsequent versions (1998 and 2004) changing
the focus from the software V&V plan to software V&V processes. The 2012 revision expanded the scope
of the V&V processes to include systems and hardware as well as software. This revision aligns more
completely with the terminology and structure of ISO/IEC/IEEE 15288:2015(E) [B16] and ISO/IEC
12207:2008 [B11]. The following is a summary of the changes made in this version:

— No new V&V activities or tasks have been added other than to address the new or modified
processes from ISO/IEC/IEEE 15288:2015(E) [B16], and conformance to this standard can be
readily aligned with conformance to the V&V clauses of ISO/IEC/IEEE 15288. Some V&V
activities and tasks have been rearranged to facilitate understanding and ease of use.

— The terminology, structure, and mappings were revised to be consistent with ISO/IEC/IEEE
15288:2015(E) [B16].

The following key concepts are emphasized in this standard:

— Integrity levels. Defines four integrity levels to describe the importance of the system, software,
and hardware, varying from high integrity to low integrity, to the user.

! The numbers in brackets correspond to those of the bibliography in Annex N.
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— Minimum V&YV tasks for each integrity level. Defines the minimum V&V tasks required for each
of the four integrity levels.

— Optional V&V tasks. Includes a table of optional V&V tasks for tailoring the V&V effort to
address the project needs and application-specific characteristics.

— Intensity and rigor applied to V&V tasks. Includes the concept that the intensity and rigor applied
to the V&V tasks vary according to the integrity level. Higher integrity levels require the
application of greater intensity and rigor to the V&V task. Intensity includes a greater scope of
analysis across all normal and abnormal system operating conditions. Rigor includes more formal
techniques and recording procedures.

— Detailed criteria for V&V tasks. Defines specific criteria for each V&V task, including minimum
criteria for correctness, consistency, completeness, accuracy, readability, and testability. The V&V
task descriptions include a list of the required task inputs and outputs.

— Systems viewpoints. Includes minimum software and hardware V&V tasks to address system
issues. These tasks include hazard analysis, security analysis, risk analysis, migration assessment,
and retirement assessment. Specific system issues are contained in individual V&V task criteria.

— Conformance to international and IEEE standards. Defines the V&V processes to conform to life
cycle process standards such as ISO/IEC/IEEE 15288:2015(E) [B16] and ISO/IEC 12207:2008
B11], as well as the entire family of IEEE software engineering standards. This standard addresses
all system and software life cycle processes, including the Agreement, Organizational Project-
Enabling, Project, Technical, Software Implementation, Software Support, and Software Reuse
process groups. This standard is compatible with all life cycle models; however, not all life cycle
models use all of the life cycle processes described in this standard.
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IEEE Standard for System, Software, and Hardware Verification and

Validation

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security,
health, or environmental protection, or ensure against interference with or from other devices or
networks. Implementers of IEEE Standards documents are responsible for determining and
complying with all appropriate safety, security, environmental, health, and interference protection

practices and all applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may be
found under the heading “Important Notice” or “Important Notices and Disclaimers Concerning
IEEE Documents.” They can also be obtained on request from IEEE or viewed at

http://standards.ieee.org/IPR/disclaimers.html.

1. Overview

1.1 Scope

This verification and validation (V&V) standard is a process standard that addresses all system,
software, and hardware life cycle processes including the Agreement, Organizational Project-
Enabling, Project, Technical, Software Implementation, Software Support, and Software Reuse
process groups. This standard is compatible with all life cycle models (e.g., system, software, and

hardware); however, not all life cycle models use all of the processes listed in this standard.

V&V processes determine whether the development products of a given activity conform to the
requirements of that activity and whether the product satisfies its intended use and user needs. This
determination may include the analysis, evaluation, review, inspection, assessment, and testing of

products and processes.
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The user of this standard may invoke those life cycle processes and the associated V&V processes

that apply to the project. A description of system life cycle processes may be found in
ISO/IEC/IEEE15288:2008 2015(E) [B16], ! and a description of software life cycle processes may be
found in ISO/IEC 12207:2008 [B11] and IEEE Std 167472006 [B9}. Annex A maps ISO/IEC/IEEE

15288:20082015(E) [B16] (Table A.1 and Table A.2) and ISO/IEC 12207:2008 [B11] (Table A.3 and

Table A.4) to the V&V activities and tasks defined in this standard.

This standard defines the verification and validation processes that are applied to the system,
software, and hardware development throughout the life cycle, including acquisition, supply,
development, operations, maintenance, and retirement. This standard applies to the system,
software, and hardware being acquired, developed, maintained, or reused. The term software also
includes firmware and microcode (e.g., Field Programmable Gate Arrays and Programmable Logic

Devices). Each of the terms system, software, and hardware includes its associated documentation.

V&V processes consist of the Verification process and the Validation process. The Verification

process provides objective evidence for whether the products-perform-the-following:

—  Conform to requirements (e.g., for correctness, completeness, consistency, and accuracy)

for all activities during each life cycle process.
—  Satisfy the standards, practices, and conventions during life cycle processes.

—  Successfully complete each life cycle activity and satisfy all the criteria for initiating

succeeding life cycle activities (i.e., builds the product correctly).
The Validation process provides evidence for whether the products-perform-thefoHowing:
—  Satisfy system requirements allocated to the products at the end of each life cycle activity.

—  Solve the right problem (e.g., correctly model physical laws, implement business rules, and

use the proper system assumptions).

1 The numbers in brackets correspond to those of the bibliography in Annex M N.
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—  Satisfy intended use and user needs in the operational environment (i.e., builds the correct

product).

The Verification process and the Validation process are interrelated and complementary processes
that use each other’s process results to establish better completion criteria and analysis, evaluation,
review, inspection, assessment, and test V&V tasks for each life cycle activity. The V&V task criteria
described in Table 1a through Table 1d explicitly define the conformance requirements for V&V

processes.

The development of a sufficient body of evidence requires a trade-off between the amount of time
spent and a finite set of system conditions and assumptions against which to perform the V&V tasks.
Each project should define criteria for a sufficient body of evidence (i-e.g., selecting an integrity level

establishes-one-of), the basie parameters)+ime-schedule, and the scope of the V&V analysis and test
tasks (i.e., range of system conditions and assumptions).

This standard does not assign the responsibility for performing the V&V tasks to any specific
organization. The analysis, evaluation, and test activities may be performed by multiple
organizations; however, the methods and purpose will differ for each organization’s functional

objectives.

ISO/IEC/IEEE 15288:2008 2015(E) [B16] andISOAEC32207:2008{B1H require—that-the-developer
performvarious—testingand-evaluation includes tasks as-an-integral-part-oHmplementation for the

supplier to execute the agreement according to established project plans and to deliver the product

or service in accordance with the agreement criteria. The techniques described in this standard say

be are useful in performing the developes’s supplier’s tests and evaluations. Therefore, whenever
this standard mentions the develeper’s supplier’s performance of a verification or validation

activity, it is to be understood that the reference applies to the test and evaluation tasks of

implementation system development.
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1.2 Purpose

The purpose of the this standard is to-perform-the-folowing:

—  Establish a common framework of the V&V processes, activities, and tasks in support of all

system, software, and hardware life cycle processes.
—  Define the V&V tasks, required inputs, and required outputs in each life cycle process.
—  Identify the minimum V&V tasks corresponding to a four-level integrity seheme schema.

—  Define the content of the Verification and Validation Plan.
1.3 Field of application

This standard applies to all applications of systems. When conducting V&V of a system, software, or
hardware element, it is important to examine the interactions with the system of which the element
is a part. This standard identifies the important system considerations that V&V processes and tasks
address in determining correctness and other V&V attributes (e.g., completeness, accuracy,

consistency, and testability).

The dynamics of complex systems and the multitude of different logic paths available within the
system in response to varying stimuli and conditions demand that the V&V effort examines the
correctness of the system for each possible variation in conditions. The ability to model complex,
real-world conditions will be limited, and thus, the V&V effort examines whether the limits of the
modeling are realistic and reasonable for the desired solution. The unlimited combination of system
conditions presents the V&V effort with the challenge of using a finite set of analytical, test,
simulation, and demonstration techniques to establish a reasonable body of evidence that the system

is correct.

A system provides a capability to satisfy a stated need or objective by combining one or more of the
following: processes, hardware, software, facilities, and people. These relationships require that
V&V processes consider interactions among all system elements (software and hardware). The V&V

processes address the following interactions with the system:
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—  Environment: Determines that the system correctly accounts for all conditions, natural
phenomena, physical laws of nature, business rules, and physical properties and the full

ranges of the system operating environment.

—  Operators/users: Determines that the system communicates the proper status/condition of
the system to the operator/user and correctly processes all operator/user inputs to produce
the required results. For incorrect operator/user inputs, assure assures that the system is
protected from entering into a dangerous or uncontrolled state. Validate Validates that
operator/user policies and procedures (e.g., security, interface protocols, data
representations, and system assumptions) are consistently applied and used across each

component interface.

—  Other software, hardware, and systems: Determines that the software or hardware
component interfaces correctly with other components in the system in accordance with

requirements and that errors are not propagated between components of the system.

The scope of V&V processes includes the operational environment, operators and users, hardware,
software, data processes (e.g., processes for providing service to users), procedures (e.g., operator
instructions), and facilities. The user of this standard should consider V&V as part of the life cycle
processes defined by industry standards, such as ISO/IEC 12207:2008 [B11],HEEE-Std- 107420061894,
or ISO/IEC/IEEE15288:2008 2015(E) [B16].
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To address the systems perspective, system, software, and hardware V&V effert efforts should
provide an integrated analysis where the V&V tasks are interrelated, providing input and insight
into other V&V tasks. The results from completed life cycle processes provide valuable and
necessary inputs to V&V tasks in other life cycle processes. The results and findings from one V&V
task may cause previously completed V&V tasks to be analyzed again with the new data. This
relationship among V&V tasks (including feedback to the Technical and Software/Hardware Specific
processes) employing rigorous systems engineering techniques is a key approach to an integrated
systems, software, and hardware V&V. The V&V results provide the other ISO/IEC/IEEE

15288:2015(E) [B16] life cycle processes (agreement, organizational project-enabling, technical

management, and technical) with an early detection of anomalies and potential process trends that

may be used for process improvement. The V&V processes and tasks described in this standard may
be used in conjunction with systems engineering and process improvement models, such as the

CMUY/SEI-2010-TR-033 [B1].

1.4 V&V objectives

V&V processes provide an objective assessment of products and processes throughout the life cycle.
This assessment demonstrates whether the requirements are correct, complete, accurate, consistent,
and testable. The V&V processes determine whether the products of a given activity conform to the
requirements of that activity and whether the product satisfies its intended use and user needs. The
determination includes assessment, analysis, evaluation, review, inspection, and testing of products
and processes. V&V tasks shall-be are performed in parallel with all life cycle stages, not at their

conclusion.
The results of V&V provide the following benefits to the program:
—  Facilitate early detection and correction of anomalies.
—  Enhance management insight into process and product risks.

—  Support the life cycle processes to assure conformance to program performance, schedule,

and budget.
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—  Provide an early assessment of performance.
—  Provide objective evidence of conformance to support a formal certification process.

—  Improve the products from the acquisition, supply, development, and maintenance

processes.

—  Support process improvement activities,
1.5 Organization of the standard

The Verification and Validation processes described in this standard are constructed to be consistent

with ISO/TEC/IEEE 15288:2015(E) [B16] and ISO/IEC Std 12207:2008 [B11].

This standard is organized into clauses (Clause 1 through Clause 12), tables (Table 1 through Table
3, and their respective subparts a—d), figures (Figure 1 and Figure 2, and their respective subparts a—
d), and annexes (Annex A through Annex M N). Clause 2 through Clause 12 and Table 1a through
Table 1d and Table 2a through Table 2d provide the mandatory V&V requirements for this standard.
Table 1a through Table 1d and Table 2a through Table 2d are the focal point of this standard,
containing detailed V&V activity and task requirements. Table 1a through Table 1d and Table 2a
through Table 2d are-brekeninto-foursubtables address the following:

—  Common V&V tasks in Table 1a and Table 2a
—  System V&V tasks in Table 1b and Table 2b

—  Software V&V tasks in Table 1c and Table 2¢
—  Hardware V&V tasks in Table 1d and Table 2d

Each clause containing V&V activities and tasks has the subset of Table 1a through Table 1d and
Table 2a through Table 2d associated with the V&V requirements for that clause. Figure 1a through
Figure 1d, Figure 2a through Figure 2d, and Table 3a through Table 3d contain informative material
that provides examples of V&V processes and provides guidance for using this standard, and they

are similarly organized. All annexes are informative.
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—  Clause 1 provides guidance for using this standard.

—  Clause 2 is reserved for normative references; however, this standard does not prescribe

any normative references.

—  Clause 3 provides a definition of terms, abbreviations, and conventions.

—  Clause 4 describes the relationships between the V&V processes and the life cycle
processes from ISO/IEC/IEEE 15288:26082015(E) [B16] and ISO/IEC 12207:2008 [B11], and it
describes how the V&V standard is applied recursively within the concept of a system of

systems and from system to software or hardware components.

—  Clause 5 describes the use of integrity levels to determine the scope and rigor of V&V

processes.
—  Clause 6 explains how V&V tasks are described within this standard.

—  Clause 7 describes common V&V tasks:. The common V&V tasks are invoked for any V&V

that is—tasks—that-are-commeon—across-application-of-thisstandard-te performed (system,

software, or hardware).

1)  Table la contains the V&V tasks and activities and their criteria for common V&V

tasks and activities.
2)  Table 2a contains the minimum tasks for each integrity level for common V&V tasks.
3)  Table 3a contains the optional common V&V tasks.
4)  Figure la depicts a summary of common V&V activities and tasks.
5)  Figure 2a depicts a summary of V&V test products and tasks.
—  Clause 8 describes system V&V tasks.

1)  Table 1b contains the V&V tasks and activities and their criteria for system V&V

tasks and activities.
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2)

3)

4)

5)

Table 2b contains the minimum tasks for each integrity level for system V&V tasks.

Table 3b contains the optional system V&V tasks.

Figure 1b depicts a summary of system V&V activities and tasks.

Figure 2b depicts a summary of system V&V test products and tasks.

—  Clause 9 describes software V&V tasks.

1)

2)

3)

4)

5)

Table 1c contains the V&V tasks and activities and their criteria for software V&V

tasks and activities.

Table 2c contains the minimum tasks for each integrity level for software V&V tasks.

Table 3c contains the optional software V&V tasks.

Figure 1c depicts a summary of software V&V activities and tasks.

Figure 2c depicts a summary of software V&V test products and tasks.

—  Clause 10 describes hardware V&V tasks.

D)

2)

3)

4)

5)

Table 1d contains the V&V tasks and activities and their criteria for hardware V&V

tasks and activities.

Table 2d contains the minimum tasks for each integrity level for hardware V&V

tasks.

Table 3d contains the optional hardware V&V tasks.

Figure 1d depicts a summary of hardware V&V activities and tasks.

Figure 2d depicts a summary of hardware V&V test products and tasks.

—  Clause 11 describes V&V reporting, administrative, and documentation requirements.

—  Clause 12 describes the content of a V&V plan.
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This standard is organized so that the V&V processes (system, software, or hardware) may be
invoked separately or in any combination. V&V processes may be accomplished in any of the
following combinations: system V&V (Clause 8), software V&V (Clause 9), hardware V&V (Clause
10), system/software V&V (Clause 8 and Clause 9), system/hardware V&V (Clause 8 and Clause 10),
software/hardware V&V (Clause 9 and Clause 10), and system/software/hardware V&V (Clause 8
through

V&V; in order not to repeat these V&V tasks in each part, the common V&V tasks are listed once in

Clause 9, and Clause 10). Some V&V tasks are common to systems, software, and hardware

Clause 7. The common V&V tasks are invoked for any V&V that is performed. These combinations

are illustrated in Figure 3.

V&V Scope Common | Svstem | Software | Hardware
Clause 7 | Clause 8 | Clause 9 | Clause 10
System only X X
Software only X X
Hardware only X X
System and software X X X
System and hardware X X X
Software and hardware X X X
System software, and hardware X X X X
New
——— .
V&V -Seape Common | Svstem | Software Wware
Systemonly —~_ X X
Software only o~ X _—T1 X
Hardware only ] — X
System and software X 3 X X
System and hardware _— X X X
Software ang hardware X X1 X
Ismmxme. and hardware X X X \K\\
Peleted)
Figure 3— V&V effort combinations
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NOTE —References to Table 1 and Table 2 without a suffix a, b, ¢, or d are understood to include
those parts of the table that correspond to the parts of the V&V scope being invoked (i.e., Common,
System, Software, or Hardware). References to Figure 1 and Figure 2 that do not have a suffix a, b, ¢,

or d are similarly understood to include those parts of the figure that correspond to the parts of the

V&V scope being invoked.2

Clause 4 through Clause 6 contain guidance that is applicable to all combinations of the V&V scope.
Clause 11 contains reporting requirements for all combinations of V&V scope. Clause 12 eentains

describes the content of the V&V plan and provides a sample V&V plan_outline.

Table 1a through Table 1d provide V&V task descriptions, inputs, and outputs for each life cycle
process. Table 2a through Table 2d list minimum V&V tasks required for different integrity levels.
Table 3a through Table 3d provide a list of optional V&V tasks and their suggested applications in
the system life cycle. These optional V&V tasks may be added to the minimum V&YV tasks to tailor

the V&V effort to project needs.

Figure 1a through Figure 1d provide an example of an overview of the V&V inputs, outputs, and
minimum V&V tasks for integrity level 4. Figure 2a through Figure 2d provide guidelines for
scheduling V&V test planning, execution, and verification activities. An example of a phased life
cycle model was used in Figure 1a through Figure 1d and Figure 2a through Figure 2d to illustrate a
mapping of the ISO/IEC 12207:2008 [B11] life cycle processes to the V&V activities and tasks

described in this standard.

2 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to

implement this standard.
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Annex A describes the mapping of ISO/IEC 12207:2008 [B11] and ISO/IEC/IEEE 15288:20082015(E)

[B16] to this standard’s V&V activities and tasks. Annex B provides an example of a risk-based, four-

level integrity seheme schema. Annex C provides-a-describes the degrees definition Of independent

independence in verification and validation-3V&V3. Annex D provides guidelines for conducting

V&V of reuse software. Annex E describes V&V measures. Annex F illustrates an example of the
V&V organizational relationship to other project responsibilities. Annex G describes optional V&V
tasks. Annex H describes environmental factors that should be considered when conducting V&V.
Annex I discusses potential issues with interactions among system, software, and hardware. Annex ]
describes hazard analysis, security analysis, and risk analysis and their role in V&V. Annex K
provides an example of assigning and changing the integrity level of supporting system functions.

Annex L maps the process outcomes from ISO/IEC 12207:2008 [B11] and ISO/IEC/IEEE

15288:20082015(E) [B16] to associated V&V tasks. Annex M _describes V&V for nth of a kind systems.

Annex N provides a bibliography of the informative standards referenced in this standard.

1.6 Audience

The audience for this standard includes system, software, and hardware suppliers, acquirers,
developers, maintainers, V&V practitioners, operators, users, and managers in both the supplier and

acquirer organizations.
1.7 Conformance

The word shall identifies the mandatory requirements to be followed to conform to this standard.
The words should and may indicate optional tasks that are not required to claim conformance to this

standard.
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Not all V&V efforts are initiated at the start of the life cycle process of acquisition and continued
through the maintenance process. If a project uses only selected life cycle processes, then
conformance to this standard is achieved if the minimum V&V tasks are implemented for all of the
associated life cycle processes selected for the project. Any A claim of conformance to this standard

shallidentify includes identification of the applicable life cycle processes. As in all cases, the

minimum V&V tasks are defined by the integrity level assigned to the system, software, or
hardware. For life cycle processes that are not used by the project, the V&V requirements and tasks
for those life cycle processes are optional V&V tasks invoked as needed at the discretion of the
project. Specific development methods and technologies (such as automated code generation from
detailed design) may eliminate development steps or combine several development steps into one;
therefore, a corresponding adaptation of the minimum V&V tasks is permitted and shall-be is

documented in any claim of conformance to this standard.

When this standard is invoked for existing systems, software, or hardware and the required V&V
inputs are not available, then the V&V tasks may use other available project input sources or may

reconstruct the needed inputs to achieve conformance to this standard.

Clause 2 through Clause 12, Table 1a through Table 1d, and Table 2a through Table 2d provide the

mandatory V&V requirements for this standard. System, software, or hardware conformance to this
standard can be achieved by demonstrating that all the “shall” requirements in the specified clauses

are met as defined below:
—  System V&V conformance: Clause 7 and Clause 8
—  Software V&V conformance:  Clause 7 and Clause 9
—  Hardware V&V conformance: Clause 7 and Clause 10

All conformance waivers need to be approved by the acquiring organization and shal-be-described
in the verification and validation plan (VVP). The information required for deviations and waivers

shallinelade includes the task identification, rationale, and the effect on quality.
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1.8 Disclaimer

This standard establishes minimum criteria for V&V processes, activities, and tasks. However,
implementing these criteria does not automatically ensure conformance to system or mission
objectives, or prevent adverse consequences (e.g., loss of life, mission failure, loss of system safety or
security, or financial or social loss). Conformance to this standard does not absolve any party from

any social, moral, financial, or legal obligations.

2. Normative references

This standard does not require the use of any normative references. Standards useful for the

implementation and interpretation of this standard are listed in Annex M N, Bibliography.

3. Definitions;abbreviatiens; and acronyms

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. ISOAEC/The IEEE

Standards
Dictionary: Glessary-ofFerms-and-Definitions Online [B2] should be consulted for terms not defined in
this clause.3 A-note

acceptance testing: (A) Eormal Testing conducted to determine whether a system satisfies its
acceptance criteria and to enable the customer to determine whether to accept the system. (B)
Formal testing conducted to enable a user, customer, or other authorized entity to determine

whether to accept a system or component.

3IEEE Standards Dictionary Online subscription is available at:

http://www.ieee.org/portal/innovate/products/standard/standards dictionary.html.
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NOTE —See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

acquirer: Stakeholder that acquires or procures a product or service from a supplier. Other terms

commonly used for an acquirer are buyer, customer, owner, or purchaser.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B39 B20].

anomaly: Anything observed in the documentation or operation of a system that deviates from
expectations based on previously verified system, software, or hardware products or reference

documents.
NOTE —See ISO/IEC/IEEE 24765-:2010 [B19 B20].

asset: An item (e.g., design, specifications, source code, documentation, test suites, or manual

procedures) that has been designed for use in multiple contexts.
NOTE—See IEEE Std 1517™-2010 [B10].

baseline: Any agreement or result designated and fixed at a given time, from which changes require

justification and approval.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

component: One part that makes up a system. A component may be hardware or software and may

be subdivided into other components.

NOTE 1—The terms module, component, and unit are often used interchangeably or defined to be
subelements of one another in different ways depending on the context. The relationship of these

terms is not yet standardized.
NOTE 2—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].
component testing: Testing of individual hardware or software components.

NOTE —See ISO/IEC/IEEE 24765-:2010 [B+9 B20].
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criticality: The degree of impact that a requirement, module, error, fault, failure, or other item has

on the development or operation of a system.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B+2 B20].
domain: A problem space.

NOTE—See IEEE Std 1517-2010 [B10].

domain analysis: (A) The analysis of systems within a domain to discover commonalities and
differences among them. (B) The process by which information used in developing software systems
is identified, captured, and organized so that it can be reused to create new systems, within a

domain. (C) The result of the process in (A) and (B).
NOTE—See IEEE Std 1517-2010 [B10].

domain engineering: A reuse-based approach to defining the scope (i.e., domain definition),
specifying the structure (i.e., domain architecture), and building the assets (e.g., requirements,
designs, software code, and documentation) for a class of systems, subsystems, or applications.
Domain engineering may include the following activities: domain definition, domain analysis,

developing the domain architecture, and domain implementation.
NOTE—See IEEE Std 1517-2010 [B10].

firmware: The combination of a hardware device and computer instructions and data that reside as

read-only software on that device.

NOTE 1—This term is sometimes used to refer only to the hardware device or only to the computer

instructions or data, but these meanings are deprecated.

NOTE 2—The confusion surrounding this term has led some to suggest that it be avoided

altogether.

NOTE 3 —See ISO/IEC/IEEE 24765:2010 [B19 20].
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hazard: (A) An intrinsic property or condition that has the potential to cause harm or damage. (B) A
source of potential harm or a situation with a potential for harm in terms of human injury, damage

to health, property, or the environment, or some combination of these.
NOTE —Fer{A)-See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

hazard identification: The process of recognizing that a hazard exists and defining its

characteristics.
NOTE —Eos{A)-See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

independent verification and validation (IV&V): V&V performed by an organization that is

technically, managerially, and financially independent of the development organization.

NOTE 1— See Annex C for a description of the degrees of independence for V&V.

NOTE 2— See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

integration testing: Testing in which software components, hardware components, or both are

combined and tested to evaluate the interaction between them.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B19 B20].

integrity level: A value representing project-unique characteristics (e.g., complexity, criticality, risk,
safety level, security level, desired performance, and reliability) that define the importance of the

system, software, or hardware to the user.

interface design document (IDD): Documentation that describes the architecture and design
interfaces between system and components. These descriptions include control algorithms,

protocols, data contents and formats, and performance.
NOTE —See ISO/IEC/IEEE 24765-:2010 [B+2 B20].

interface requirements specification (IRS): Documentation that specifies the requirements for the
interfaces between systems and components. These requirements include constraints on formats and

timing.
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NOTE —See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

life cycle processes: A set of interrelated or interacting activities that result in the development or
assessment of system, software, or hardware products. Each activity consists of tasks. The life cycle
processes may overlap one another. For verification and validation (V&V) purposes, no life cycle
process is concluded until its development products are verified and validated according to the

defined tasks in the verification and validation plan (VVP).

NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

microcode: A collection of microinstructions, comprising part of, all of, or a set of microprograms.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

microprogram: A sequence of instructions, called microinstructions, specifying the basic operations

needed to carry out a machine language instruction.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

minimum tasks: Those verification and validation (V&V) tasks required fer by the integrity level

assigned to the system, software, or hardware to be verified and validated.

nth of a kind component/system: a re-manufacturing or re-installation of a previously verified and

validated hardware and/or software design. The nth of a kind component/system is equivalent to

the first application in all relevant aspects, including functional and performance requirements,

design documentation, environment, and regulatory constraints.

NOTE—See Annex M for a discussion of V&V of nth of a kind systems.

optional tasks: Those verification and validation (V&V) tasks that may be added to the minimum

required V&V tasks to address specific application requirements.

qualification testing: Testing conducted on a hardware element, software element, or system to

evaluate conformance with specified requirements.
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NOTE —See ISO/IEC/IEEE 24765:2010 [B20].

required inputs: The set of items necessary to perform the minimum verification and validation

(V&V) tasks mandated within any life cycle activity.

required outputs: The set of items produced as a result of performing the minimum verification and

validation (V&V) tasks mandated within any life cycle activity.

reusable product: A system, software, or hardware product developed for one use but having other
uses, or one developed specifically to be usable on multiple projects or in multiple roles on one
project. Examples include, but are not limited to, commercial off-the-shelf (COTS) software
products, acquirer-furnished software products, software products in reuse libraries, and

preexisting developer software-

products. Each use may include all or part of the software product and may involve its modification.
This term can be applied to any software product (for example, requirements, architectures), not just

to software itself.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B19 B20].

risk: (A) The combination of the likelihood of occurrence and the consequences of a given future
undesirable event. Risk can be associated with products and/or projects. (B) The combination of the
likelihood of an abnormal event or failure and the consequence(s) of that event or failure to a

system’s components, operators, users, or environment.

NOTE —See ISO/IEC 16085-2006 [B1+8 B19]. ISO/IEC 16085 provides examples of risk categories, but

does not provide a complete taxonomy. By its nature, V&V will typically identify risks that are

technical, safety, or engineering, but may also identify other types, including legal, organizational,

cost, or schedule risks.

security: (A) The protection of computer hardware or software from accidental or malicious access,
use, modification, destruction, or disclosure. Security also pertains to personnel, data,
communications, and the physical protection of computer installations. (B) The protection of
information and data so that unauthorized persons or systems cannot read or modify them and

authorized persons or systems are not denied access to them.
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NOTE —See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

software design description (SDD): A representation of software created to facilitate analysis,
planning, implementation, and decision-making. The software design description is used as a
medium for communicating software design information and may be thought of as a blueprint or

model of the system.

NOTE —See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

software requirements specification (SRS): Documentation of the essential requirements (functions,

performance, design constraints, and attributes) of the software and its external interfaces.

NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].

system of interest: System whose life cycle is under consideration in the application of one instance

of this verification and validation (V&V) standard.

NOTE —See ISO/IEC/IEEE 15288:20082015(E) [B16].

test case: (A) A set of test inputs, execution conditions, and expected results developed for a

particular objective, such as to exercise a particular program path or to verify compliance with a
specific requirement. (B) Documentation specifying inputs, predicted results, and a set of execution

conditions for a test item.
NOTE —See ISO/IEC/IEEE 24765-:2010 [B19 B20].

test design: Documentation specifying the details of the test approach for a system, software, or

hardware feature or combination of features and identifying the associated tests.

NOTE—See ISO/IEC/IEEE 24765-:2010 [B+9 B20].
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test plan: (A) A document describing the scope, approach, resources, and schedule of intended test
activities. It identifies test items, the features to be tested, the testing tasks, who will do each task,
and any risks requiring contingency planning. (B) A document that describes the technical and
management approach to be followed for testing a system or component. Typical contents identify
the items to be tested, tasks to be performed, responsibilities, schedules, and required resources for

the testing activity.
NOTE—See ISO/IEC/IEEE 24765-:2010 [B+2 B20].

test procedure: (A) Detailed instructions for the setup, execution, and evaluation of results for a
given test case. (B) A document containing a set of associated instructions as in (A). (C)

Documentation that specifies a sequence of actions for the execution of a test.
NOTE—See IEEE Std 982.1™-2005 [B4].

validation: (A) The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirements. (B) The process of
providing evidence that the system, software, or hardware and its associated products satisfy
requirements allocated to it at the end of each life cycle activity, solve the right problem (e.g.,
correctly model physical laws, implement business rules, and use the proper system assumptions),

and satisfy intended use and user needs.
NOTE—For (A), see ISO/IEC/IEEE 24765-:2010 [B+9 B20].

verification: (A) The process of evaluating a system or component to determine whether the
products of a given development phase satisfy the conditions imposed at the start of that phase. (B)
The process of providing objective evidence that the system, software, or hardware and its
associated products conform to requirements (e.g., for correctness, completeness, consistency, and
accuracy) for all life cycle activities during each life cycle process (acquisition, supply, development,
operation, and maintenance); satisfy standards, practices, and conventions during life cycle
processes; and successfully complete each life cycle activity and satisfy all the criteria for initiating
succeeding life cycle activities. Verification of interim work products is essential for proper

understanding and assessment of the life cycle phase product(s).
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NOTE—For (A), see ISO/IEC/IEEE 24765-:2010 [B+9 B20].

verification and validation (V&V) effort: The work associated with performing the V&V processes,

activities, and tasks.

3.2 Abbreviations-and Acronyms

The following acronyms and-abbreviations-appear in this standard:

COTS

CPU

GOTS

HDD

HRS

HW

IDD

IRS

V&V

N/A

N/R

commercial off-the-shelf

central processing unit

government off-the-shelf

hardware design description

hardware requirements specification
hardware

interface design document

interface requirements specification
independent verification and validation
not applicable

not required

OCD

QA

RFP

SDD

operational concept document
quality assurance
request for proposal (tender)

software design description

systemrequirements-doecument
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SRS software requirements specification

SW software
TRA threat and risk assessment
vvP verification and validation plan

V&V verification and validation

WBS work breakdown structure

4. Relationships between verification and validation (V&V) and life

cycle processes

This standard is structured to enable a V&V practitioner to use Clause 7 (common V&V) and any of
Clause 8 (system V&V), Clause 9 (software V&V), or Clause 10 (hardware V&V) in performing V&V
for a particular product. V&V on a system is performed using Clause 7 and Clause 8 (common and
system), on software using Clause 7 and Clause 9 (common and software), and on hardware using

Clause 7 and Clause 10 (common and hardware).

Most systems consist of more than a single hardware or a single software element. A depiction of a
more complex system with subsystems and system elements (i.e., software or hardware, shown as
shaded boxes) is shown in Figure 4. The system life cycle processes are applied recursively from the
system of interest to the systems at the next level, with the recursion continuing until a system
element is reached. For software system elements, the software life cycle processes are applied, and
for hardware system elements, the hardware life cycle processes are applied. The life cycle processes
at the system, software, or hardware levels may be conducted in parallel for systems or system
elements at the same level. The full set of life cycle processes (system, software, or hardware, as
appropriate) are applied to each product. In the same way, system V&V is applied recursively for
each system of the system of interest, and software or hardware V&V is applied to each system
element. For V&V purposes, no life cycle process is concluded until its development products are

verified and validated according to the defined tasks in the verification and validation plan (VVP).
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Figure 4 —Example system-of-interest structure

The Verification process and the Validation process are two processes within the Technical processes

group of the System Life Cycle processes defined in ISO/IEC/IEEE 15288:20082015(E) [B16]. System

V&V as described in this V&V standard is a conforming instance of the Verification and Validation

processes in ISO/IEC/IEEE 15288:20082015(E) [B16] (i.e., conducting system V&V as described in this

V&V standard enables the V&V practitioner to claim full conformance with those two System Life

Cycle processes, although other approaches may also be in conformance). In a similar fashion,

software V&V as described in this V&V standard is a conforming instance of the Software

Verification and Software Validation processes within the Software Support processes group of the

Life Cycle processes defined in ISO/IEC 12207:2008 [B11].
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The purpose of the system Implementation process is to produce a specified system element
implemented as a software and hardware product or service. Within the system Implementation
process, each software and hardware element is developed using the full software or hardware life
cycle (requirements, design, implementation/construction, integration, and test). This concept is
reflected in Figure 5, which also illustrates that the Technical processes for software and hardware

overlap with the system Architecture Definition, Design Preeess Definition, System Analysis,

Integration, and the-System-Transition processes. At the system element level, the implementation
will be realized by the Software Implementation Construction process (described in Clause 9) or the

Hardware Fabrication process (described in Clause 10).

Concapt Development and
System to HW Allocation

Concept Development and
Systern to SW Allocation

Hardware Requrements
Analysic.

Software Requirements
Analysis

Software Architectural Design Hardware Architectural Design

Software Detaled Design Hardware Detaled Design

Software Construction Hardware Fabrication

Software Integration Hardware Integration

SBE88I 0 UDHEDIEA DUB LOJED JLBA

Software Qualification Hardware Qualfication

BAEREI0U] UCER|[EA PUR LOREMHEA

P
1
g;
g%
i
B

20899201 UOREPIEA PUB UOREILEA

Software Acceptance Hardware Acceptance

Bupse ) sxumderaypumelsuopebe) Bupuey 1881
Bupsa ) sumdes e elsyuopeiBa) ‘ Buue ) 1881

Software Installation Hardware Transition
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Stakeholder Requiremenis

Reguirements Analysis

Concept Development and
System to HW Allocation

Hardware Reguirements
Anahysis

Concept Development and
System to SW Allocation

Software Requirements Architecture Design

Analys's

Hardware Architectural Design

Software Architectural Design Implermentation

Software Detalled Design Hardware Detailed Design

Hardware Fabrication

Software Construction

Hardware Integration

S PRI o LOQERRS, [P L0 BN

Hardware Qualification

S88250L \f UCREPHEA, PUB UOREORUSA

B | 9o adecowiw asis uogeaiony 'Bu, e 521
SHESH00L] UOTEPIEA, PUR UO(EOR B A

Bugea) souedecoy e Aguonebeny Tuued 19

b8 | Souepdand’y, W sAS uoyiebayul Jusuodiuc?) "Busuueld 7.0

NOTE 1—The layout of the processes is not intended to specify an ordering of processes. V&V

activities may be applied to any life cycle process.

NOTE 2—The Operations Operation, Maintenance, and Disposal processes within the System
Technical processes are marked with an asterisk (*) to indicate that there are Software and Hardware
V&V activities and tasks that support these System Technical processes but are not shown in Figure

5.
NOTE 3—Management of V&V activity is concurrent with all V&V activities.

NOTE 4—The task description, inputs, and outputs of all V&V tasks are included in Table 1a
through Table 1d.

Figure 5 —Relationship of system, software, and hardware processes

Thefollowingerossreference Figure 6 maps the V&V activities to those processes for which this

V&V standard calls out specific activities and tasks.
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V&V activity Svstem processes Software processes Hardware processes
IEEE 1012 (ISO/IECTEEE (ISO/IEC 12207:2008 (NOTE 4)
15288:2015(E) [B16]) [B11])
V&V Management Verification, Validation Software Verification,
Software Validation
Acquisition Support V&V Acquisition Acquisition Acquisition
Supply Planmng V&V Supply Supply Supply
Project Planmng V&V Project Planming Project Planning Project Planning
Configuration Management V&V Configuration Software Configuration Hardware Configuration
Management Management Management
Business or Mission Analysis V&V Business or Mission
Analysis
Stakehelder Needs and Requirements Stakeholder Needs and Stakeholder Stakeholders

Definifion V&V

Begquirements Defimion

Fequirements Defimtion

Bequirements Definihon

System Fequirements Definition V&V

System Requitements
Definition

System Requirements
Analysis

System Requirements
Analysis

Architecture Definition V&V Architecture Definition

Design Definition V&V Design Definition

System Analysis V&V System Analysis

Implementation V&V Implementation Software Implementation | Hardware Implementation

Software/Hardware V&V Activities
Software/Hardware Concept V&V
Software/Hardware Fequirements
Analysis V&V
Software/Hardware Design V&V
Software Construction/Hardware
Fabrication V&V
Software/Hardware Integration V&V
Software/Hardware Qualification

Testing V&V

Software/Hardware Acceptance

Testing V&V
Integration V&V Integration Suppaort System Support System

Integration Integration

All venfication activities of the IEEE 1012 Venfication Software Venfication Hardware Venfication
life cycle
Transition V&V Transition Software Installation Hardware Transition
Software Installation and Checkout V&V
Hardware Transition V&V
All validation activities of the IEEE 1012 Validation Software Validation Hardware Validation
life cycle
Operation V&V Operation Software Operation Hardware Operation
Software Operation V&V
Hardware Operation V&V
Maintenance V&V Maintenance Software Mamtenance Hardware Maimtenance
Software Mamtenance V&V
Hardware Mamtenance V&V
Disposal V&V Disposal Software Disposal Hardware Disposal

Software Disposal V&V
Hardware Disposal V&V

New
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System Processes

Software Processes

iy @SOMEC 15288:2008 | (SOMEC 12207:2008 | DB dgf‘é}‘;"ﬁ; &5
- [B16]) [B11]) i .
Managdwent of V&V Not specified Not specified Not specified /
Acquisition Support V&V Acquisition Process Acquisiion Process Acquisition/
Supply PlandNge VEV Supply Process Supply Process Supply /
Project Planning Y&V Project Planning Process Project Planming Process g%lmmg
Configuration Managemdent V&V E;Dnim uotnP - i?ﬁ“ﬂe Co;:.lt;:rhmnatfon onfiguration
Management Process Management Process / Manag
. . ) - ) . Stakeholder Stakeholders
%}éiﬁﬂl Stakeholder Fequiremigts Definition iﬁgﬁe&%ﬁx}:ﬁmﬂm Requi ts Defipffion | Requiresnents
: Process Definition Process
System Requirements Analysis V&V System Fequirements System R System Fequirements
Analysis Process Analysis Pfocess Analysis Process

System Architecture Design V&V

N

) TenT System Architectural Systef Architectural System Architectural
gzﬂ:ﬁecg:;:gmxxgv sign Process Defizn Process Design Process
System Implementation V&V /S oftware Requirements Hardware
Software/Hardware V&V Activities Amnalysis Process Fequirements
TR Software Architectural Analysis Process
— C t V&V Y
onu:f!p i Design Process Hardware Architectural
— FRequirements V&V Software Detailed Design Process
— Design V&V System Implemp{tation Design Process Hardware Fabrication
. - - Software Construction Process
— Implementation/Fabrication V&V Process Hardware Test Process
— Integration Test V&V Software Integration Hardware Integration
— Qualification Test V&V Process o TestProcess
[ oftware Qualification Hardware Qualification
— Acceptance Test V&V esting Process Test Process
reer Ve i Supkert Svstem Support System
System Integration V&V / System Integration Process ImtesNion Process Intesration Process
All verification activities of the System Verification SoftwareN{erification Hardware Verification
IEEE 1012 life cycle Process Process Process

System Transition V&V
Software Installaton and Checkopf V&V i - Software Installabgn Hardware Transition
" System Transition Process
(Transition) B Process Process
Hardware Transition V&V
All validation activities gfthe ~ ST Software Validation N\ Hardware Validation
IEEE 1012 life cycle /ﬁl System Validation Process Process 0Cess
System Operation Y&V i . }
Software Operatigh V&V System Operation Process gfﬁ“afe Operation . are Operation
Hardware Opepftion V&V peess oee
System M renance v S.L"u . System Maintenance Software Maintenance Hardware Maintenance
Software Mlaintenance V&V Process Process Process
Hardwafe Maintenance V&V 3 3 )
Syspm Disposal V&V i S .
Sgftware Disposal V&V System Disposal Process Software Disposal Hardware Disposa
. o - Process Process
ardware Disposal V&V

(Peleted)

NOTE 1—Not all life cycle processes from ISO/IEC/IEEE 15288:20082015(E) [B16] and ISO/IEC
12207:2008 [B11] have V&V tasks specified in this standard. The V&V processes also interact with

the other system and software processes not included in this table, such as providing inputs and

receiving outputs that are used in the V&V effort.
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NOTE 2—V&V practitioners provide feedback on noted deficiencies or areas for improvement-{e-g-

NOTE 3—Each HEEE-ISO/IEC 12207 software specific process is a specialization of its corresponding
process in ISO/IEC-/IEEE

15288:20082015(E) [B16]. Users may consider claiming conformance to the ISO/IEC/IEEE 15288
process rather than the HEEE-ISO/IEC 12207 process.

NOTE 4—Each hardware process that corresponds to an HEEE-ISO/IEC 12207 software specific

process is a specialization of its corresponding process in ISO/IEC/IEEE 15288.

Figure 6 —Mapping of V&V activities to system, software, and hardware

processes

The life cycle model, including selected processes, defines the evolution of the system, software, and

hardware elements throughout life cycle stages. To achieve the verification and validation processes

outcomes for each life cycle process, this standard is organized by life cycle process, and within each

life cycle process the verification and validation activities and tasks for that life cycle process are

identified. Figure 7 illustrates that organization for system life cycle processes. The listing of all

verification and validation activities and tasks to specific system, software, or hardware life cycle

processes are depicted in Figure 1a (Common V&V), Figure 1b (System V&V), Figure 1c (Software

V&V), and Figure 1d (Hardware V&V). The mappings of ISO/IEC/IEEE 15288 processes and

activities with IEEE Standard 1012 V&V activities and of ISO/IEC 12207 processes and activities with

IEEE Standard 1012 V&V activities are shown in Annex A.
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System Life Cycle Technical Processes

Business or Mission Analysis
8.1 Business or Mission Analysis V&V Process

Stakeholder Needs and Requirements Definition
8.2 Stakeholder Needs and Requirements Definition V&V Process

System Requirements Definition

8.3 System Requirements Definition V&V Process

Architecture Definition
8.4 Architecture Definition V&V Process

Design Definition
8.5 Design Definition V&V Process

Implementation

8.7 Implementation V&V Process

Integration
8.8 Integration V&V Process

Verification
8.9 Verification Process

System Analysis

v
w
@
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o
g
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e
v
w
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Transition
8.10 Transition V&V Process

Validation
8.11 validation Process

Operation
8.12 Operation V&V Process

Maintenance
8.13 Maintenance V&V Process

Disposal
8.14 Disposal V&V Process

New

NOTE —Each system, software, and hardware life cycle process defines the evolution of the system,

software, and hardware elements throughout life cycle stages. To achieve the verification and

validation process outcomes for each life cycle process, the standard is organized by life cycle

process and within each life cycle process the verification and validation activities and tasks are

identified. This figure illustrates that organization for system life cycle processes.

Figure 7 — V&V processes align with other technical life cycle processes
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5. Integrity levels

Integrity level determination guantifies establishes the importance of the system to the user and

acquirer based on complexity, criticality, risk, safety level, security level, desired performance,

reliability, or other system-unique characteristics-based-en-the-importance-of the system-to-the-user
and-aecquirer. Integrity levels are used to determine the V&V tasks, activities, rigor, and the level of

intensity of the V&V to be performed.

The following is a result of the integrity level determination:

a)  Anintegrity schema is defined.

b)  Integrity levels for all system entities are assigned.

c) Integrity assignments are used to determine V&V activities and tasks using Table 2a

through Table 2d.

d) A basis is established to review and revalidate the integrity levels throughout the V&V

effort.

The degree of rigor and intensity in performing and documenting the-task any V&V task associated

with a system, software, or hardware work product shall be commensurate with the integrity level.

As the integrity level decreases, so does the required scope, intensity, and degree of rigor associated

with the V&V task. For example, a—hazard—analysis—performed—system integration testing for
integrity level 4 seftware—might systems must be fermally-documented—and—considerfailures—at
performed independently by the medulelevelahazard-analysis V&V organization, whereas for an
integrity level 3 seftware-may-consider system the V&V organization need only significantseftware
failures-and-be-documented-informally-as-part-of the-design-review proeess the results from systems

integration testing.
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Use the integrity schema established for the system, software, or hardware, if one exists. An

integrity level seheme schema shall be specified if one is not already defined. Establish gradations of
criticality and or integrity to assure complete partitioning coverage of the petential-effeetsspaee risk

classes from “possible system behaviors from no effeet” risk to “worst case risk.” The integrity levels

established for a system element by the developer should result from agreements among the

acquirer and the supplier and remain consistent with the-regulatory requirements.

This standard was developed with a four-level schema to explain the minimum normative V&V
requirements. Other integrity schemas are acceptable. For any selected integrity schema, the selected

integrity levels shall be mapped into this standard’s four-level schema (and associated V&V criteria)

to demonstrate that the minimum V&V requirements are satisfied. Because V&V is applied
recursively from the system of interest down to each of the subsystems or elements at the next level,
it is not necessary to use the same integrity level schema for all the subsystems or elements of the

system of interest.

NOTE—A process for developing an integrity schema can be found in ISO/IEC 15026-:2011 [B12
B14].

The V&V criticality analysis task is used to classify the integrity level of every system (e.g.,
subsystem) or element in the system of interest. Integrity levels are assigned to requirements,
functions, groups of functions, components, or subsystems. The integrity levels characterize and
quantify the potential for undesirable effects and consequences resulting from integrity lapse,
unintended effects, failure mode effects, and unverified performance effects. The characteristics that

determine integrity level vary depending on the intended application and use of the system.
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Integrity level assignments shall be applied recursively to the components of each system element.
As the development stages progressively decompose the solution into more details, the criticality
analysis performed at each development stage assigns integrity levels to each function. By
recursively assigning integrity levels to individual solution parts, greater rigor and intensity is
applied to the higher integrity level elements. Progressive decomposition for criticality analysis and
assignment of integrity levels shall be applied to segregate parts that warrant high-integrity V&V
tasks from those parts that do not. This recursive assignment of integrity levels to solution parts
keeps the V&V effort focused on the high-integrity elements, making the V&V effort cost efficient

and technically effective.

From the system perspective, during integrity level analysis, software and hardware are treated as
functional elements. Subsystem components cannot have a higher criticality or integrity level than
the parent subsystem. The system shall be assigned the same integrity level as the highest level
assigned to any individual element. The integrity level assigned to the parent shall be as high as the
highest integrity level of the system elements. The system elements can have the integrity level of

the system parent or lower depending on the critical functions it supports.

The integrity level assigned to reused, COTS, and government off-the-shelf (GOTS) components
shall be in accordance with the integrity level seheme schema adopted for the system element into
which COTS or GOTS may be integrated for the project. The reused COTS or GOTS component shall
be evaluated for use in the context of its application. The design, development, procedural, and

technology features implemented in the system can raise or lower the assigned integrity levels.

The V&V criticality analysis task is used to classify the integrity level of enabling systems. The tools
that insert or translate code (e.g., optimizing compilers and auto-code generators) shall be assigned
the same integrity level as the integrity level assigned to the software element that the tool affects. If
the tool cannot be verified and validated, then the output of the tool shall be subject to the same

level of V&V as the software element.
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