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IEEE Standards documents are developed within the Technical Committees of the IEEEi&aiad the
Standards Coordinating Committees of the IEEE Standards Board. Members of the corseriteegsl-
untarily and without compensation. They are not necessarily members of the Institugtaidards devel-
oped within IEEE represent a consensus of the broad expertise on the subject within the Instituesas well
those activities outside of IEEE that have expressed an interest in participatingl@vel@pment of the
standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Sfatwks not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goodgasdedated

to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the timera istapgaoved
and issued is subject to change brought about through developments in the state of theoartreamdsc
received from users of the standard. Every IEEE Standard is subjected to reviasveatdpafive years for
revision or reaffirmation. When a document is more than five years old and has moeatiemed, it is
reasonable to conclude that its contents, although still of some value, do not whatlytheflgresent state
of the art. Users are cautioned to check to determine that they have the latest edition of anyr&#&H.Sta

Comments for revision of IEEE Standards are welcome from any interestedrpgatyless of member-
ship affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed
change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions afistasdhey
relate to specific applications. When the need for interpretations is brought to the attention ahEEEE,
Institute will initiate action to prepare appropriate responses. Since |IEEE Standards repcesesensus

of all concerned interests, it is important to ensure that any interpretation has alsal et currence

of a balance of interests. For this reason IEEE and the members of its technical coranaittextsable to
provide an instant response to interpretation requests except in those cases wheterthasmaeviously
received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

Note: Attention is called to the possibility that implementation of this standard may

require use of subject matter covered by patent rights. By publication of thig stan-
dard, no position is taken with respect to the existence or validity of any patentrights
in connection therewith. The IEEE shall not be responsible for identifying all patents

for which a license may be required by an IEEE standard or for conducting inquiries
into the legal validity or scope of those patents that are brought to its attentidn.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the approprist@éédto Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clear@nc€@ent
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (508) 750-8400. Permission to photocopy
portions of any individual standard for educational classroom use can also be obtained thrQoglythe

right Clearance Center.
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Introduction

(This introduction is not a part of IEEE Std 1044.1-1995, IEEE Guide to Classification foraBofwwomalies.)

On most projects, some formality in reporting anomalies allows you to recordctseafad impressions

about an anomaly when it is encountered so that it can be understood by someone at a lateroddite. Typi
information about what happened, how it happened, and the environment in which it happened are put into
the anomaly reports. IEEE Std 1044-1993 calls this information “supporting data items.” Armetisvith
information, the anomaly can be reproduced, a fix can be applied, and the new program can baatedfied

have the same anomaly symptoms. Many anomaly tracking information systems of this type are well
documented, have been used successfully for years, and are thought of as gooyl teaxckimeg systems.

However, when an organization begins to mature, the universal software quality queas&ads“How

best can we get rid of the bugs in our products or prevent them from happening?” To effectivehtl@aswe
guestion, you need more information about the anomalies that have been found in the software. Knowing the
date, submitter, software version, and module an anomaly was reported against oggaligtgoint in the
direction of problem areas. The information that will facilitate the discowéricommon errors made,”

“most effective activity to find anomalies,” “the place where anomalie® Wiest introduced,” and other

telling facts about your development process comes from classification analysis @neataly reported.

This is where application of the IEEE Std 1044-1993 classification scheme will prove bigalua

Implementing IEEE Std 1044-1993 can lead to better project management decisionsethdepth of data
analysis, and improved software development processes. The consistent hitaiedlows trend analysis
through several releases of the same project, several projects, and/or organizationsstdticsl hi
consistency of data makes it possible to measure the effects of any process gbariggdement from
release to release, project to project, or organization to organization. Additiarsitly, a database and
change control procedure reduces the labor of tracking changes, analyzing data, and providing ah audit tra
This guide provides the alternatives and methods for getting the most out of IEEE Std 1044-1993.

Many benefits of using IEEE Std 1044-1993 could be obtained by using any classification schenver,Howe
the big advantage of IEEE Std 1044-1993 is the effort saved by not re-inventing and debatimathest
bug taxonomy. Also, wide-spread use of IEEE Std 1044-1993 means that eventualgyimdde informa-

tion will be available to use for comparative purposes or to benchmark the process(es) scftdaire
development.
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|IEEE Guide to Classification for
Software Anomalies

1. Overview

1.1 Purpose

The purpose of this guide is to provide supporting information to assist users who are applying tS8&IEEE
1044-1993, IEEE Standard Classification for Software Anomalies, whether to conform completely to IEEE
Std 1044-1993 or just to extract ideas from it. The guide will enable users of IEEE Std 1044-1933 to imple-
ment and customize IEEE Std 1044-1993 for their organization in an effeati\effeent manner.

1.2 Scope
This guide accomplishes the following tasks:

a) Describes how to apply IEEE Std 1044-1993
b) Describes what is and is not compliant customization by
1) Providing examples of use and customization
2) Providing example definitions of classification terms and situations whereedifféefinitions

might be applicable
c) Provides some additional explanation of the “supporting data items” from IEEE Std 1044-1993
d) Provides examples of measures that can be derived from the classification data
e) Provides examples of where those metrics are useful
f)  Describes methods for analyzing the classification data

information about references can be found in clause 2.
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1.3 Goals
The goals of this guide are as follows:

a) To facilitate the determination of the level of conformance and amount of detail in IEEE Std 1044-
1993 that is appropriate to the organization

b) To define the difference between conforming to IEEE Std 1044-1993 and usirgriéfasence in
the organization’s anomaly classification scheme

1.4 Audiences

This guide serves two audiences. The primary audience is those persons working on a project reqgaiired to us
IEEE Std 1044-1993 and looking for information to help implement IEEE Std 1044-1993 on their project.
The second audience is comprised of the project managers or organization managers wishingrto sta
expand an anomaly tracking system and looking for proven methodologies to support that effort.

2. References

This guide shall be used in conjunction with the following publication:

IEEE Std 1044-1993, IEEE Standard Classification for Software Anonfalies.

3. Definitions

The IEEE Std 1044-1993 anomaly classification scheme consists of categories aifidatiass. The
classification scheme is hierarchical in nature. Categories, the topregwedsent attributes of an anomaly
you might want to classify. Classifications within each category are hierarchicalflisteices to describe
the attribute.

3.1 anomaly: Any condition that deviates from the expected based on requirements specifications, design
documents, user documents, standards, etc. or from someone’s perceptions or egpamemcalies may

be found during, but not limited to, the review, test, analysis, compilation, or use of sgftwdtests or
applicable documentation.

3.2 category:An attribute of an anomaly to which a group of classifications belongs. A specifichiigdie
division in a system of classification; class.

3.3 classification:A choice within a category to describe the category (attribute) of an anomaly.

3.4 supporting data item:Data used to describe an anomaly and the environment whereghe@sntered.

2IEEE publications are available from the Institute of Electrical and féteics Engineers, 445 Hoes Lane, P.O. Box 1331, Riseg,
NJ 08855-1331, USA.

Documents

5 Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:42:49 UTC from |IEEE Xplore. Restrictions apply.

Full document details: IEEE 1044.1-1995


http://www.avadocuments.com/doc/ieee-1044-1-1995
http://www.avadocuments.com/doc/ieee-1044-1-1995

IEEE
FOR SOFTWARE ANOMALIES Std 1044.1-1995

4. Getting started

So, how do you use IEEE Std 1044-1993 most effectively? To start, consider myfrethveant to review it
for ideas on enhancing your existing anomaly classification scheme, or whether yautimiemplement
IEEE Std 1044-1993 in your organization.

The following process can help you determine what makes the most sense for the project, software
development method, life cycle, and organization. These steps assume that yeeatldi#EE Std 1044-

1993 and recognize the terminology used in that standard. Use the following steps and questions as a guide
to determine the extent to which you want to use IEEE Std 1044-1993 within your organization:

a) What categories are you currently recording? Refer to clause 5 of this guide for a discussion of what
“categories” are, the usefulness of each, and which are mandatory for compliance tod HBEASt
1993.
1) None — go to next step
2) Some — list them and map them to IEEE Std 1044-1993 (the terms you currently used may be
different)

b) Is conformance to IEEE Std 1044-1993 required?
1) Yes — select mandatory categories, consider each of the optional categories
2) No — consider each of the categories

c) List the categories to be considered. For each category, ask the following questions:

1) Can it be classified easily within your organization?
i) Yes—selectit
i) No— continue with (2) below

3) Could you use the data now or at any time in the future? (Take a quick look at clause 10 to get
some ideas for how you might want to use the data)
i) Yes—selectit
i) No — continue with (3) below

3) Would you consider hiring a consultant to collect, analyze, and/or produce this information?
i) Yes—selectit
i) No— do not select this category

d) For each category selected, decide which ones are essential for your business todgytiaemh ths
mandatory. Naturally, if conformance to IEEE Std 1044-1993 is required, then all of IEEE Std 1044-
1993's mandatory categories will be mandatory for your organization.

When you start using the new anomaly tracking system, it is suggested you minimize the mandatory
categories for which you require users to enter data. After the organization becomes canfortabl
with the anomaly database and realizes a need for complete data, then mandate adtitjoniisca

as appropriate. If you meet resistance to the data collection, asking people aftertthifiia the

blanks” encourages them to think about anomaly classification. Knowing how the data will be
analyzed and applied also encourages filling in the information—simply knowing that the data will
be analyzed (that the effort of providing the information is not futile) can provide sufficient
encouragement.

e) For each category selected, list the classifications to be used by your diganiZansider the
following, and refer to clause 6 of this guide for a complete discussion officiatésns, how to use
them, how to define them, how to select them, and how to augment them.

1) Start with the highest-level classifications
2) Classify a set of anomalies using the selected categories and the high-level ¢lassifica

3) Does this high-level scheme make sense to you?
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4) Add detail (lower hierarchy of classifications) to the categories thatnat sufficiently
differentiated

5) Create/invent new classifications within the categories for special cases found in your
organization and projects

f)  Document the categories. Define what the organization means by each category, using the
organization’s terminology and references. Use clause 5 and annex A of this guide toegkbatart
the definitions.

g) Document the classifications. Write sentences or paragraphs to describe exadtlthevha
classifications mean to your organization, using your organization’s terminology. Uardannex
A of this guide to get started on the definitions.

h) If conformance or reference to IEEE Std 1044-1933 is important to you, document your
implementation with respect to IEEE Std 1044-1993. Produce a traceability matrix (similar to that
shown in table 12) and provide a conformance rationale.

i)  The supporting data items complete the anomaly tracking system. Table 13 represerni®tesse
of information that may be used to isolate, fix, and track the anomaly. Read through the supporting
data items included in IEEE Std 1044-1993 to determine if there are any that sound like good ideas.
Remember, there is no requirement in IEEE Std 1044-1993 to use any of the supporting data items
They are listed merely as seeds to get you thinking. Clause 7 of this guide discusappdhéng
data items with a slightly different perspective from IEEE Std 1044-1993 in order to help yrau def
which supporting data items to collect.

j) Document all new supporting data items you are adding to your anomaly tracking system. Again,
use your organization’s terminology and pertinent examples.

k) For each category, identify when during your anomaly tracking process the data is available.
Clause 8 of this guide describes examples of anomaly processing, and suggests when during that
process (from a variety of perspectives) to collect classificatitmy da

[) Determine how you are going to incorporate the classification of data into your anomaly tracking
process. Clause 9 of this guide describes several different methodologies you may be using or may
want to consider.

m) Plan how you are going to use the data and how you are going to inform others of analysis
performed on the data. This will help you to answer the question in step c.2) above, and you plan for
getting the most out of using the classification scheme. Clause 10 of this guide desitbes v
statistical analysis and a variety of ways in which you can use the classifidata to improve your
project management, process improvement, and product assessment. Collectifivatobasdata
to answer the questions that are most important.

n) Provide training on the classification scheme to your users and to managamienyolir users so
they are starting with the same understanding. Make sure they know where to find definitions, and
make sure they know how you are planning to use the data. This is important to gain theitduy-in,
motivate them to take more interest, and to be more regular, sce@umd complete in their data
entry. Train your management on how you plan to analyze and use the data collected. This will give
them a greater interest in the data so that they will encourage their staff to be saudicdenplete
in their data entry.
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5. Categories

The mandatory categories established in IEEE Std 1044-1993 are the minimum set of categode® neede
establish a common definition and provide common terminology and concepts to communicate among
projects, business environments, and personnel. There is probably some overlapavitbudeurrently
collect. Implementation of IEEE Std 1044-1993 for compliance shall include documenting the traceability
matrix between the IEEE Std 1044-1993 codes and your classification schema. Think ot#aibilita

matrix as a way to audit conformance to IEEE Std 1044-1993.

Compare your current method with IEEE Std 1044-1993, looking for similarities and adding additional
classifications to your chosen categories where necessary. Include all of gogieatgou might use. If oth-

ers start using some of the categories and get feedback from the analysis of that data, they will want to us
more categories or greater levels of classification detail in order to learn more aboist dpiening. For

that reason, start by requiring the use of only your essential categories. The use of additional catikgories
follow naturally. Using the codes in IEEE Std 1044-1993 (RR100, V200, AC100, IM300, DP123, etc.),
even if strictly internal to the database, will facilitate comparison of data with otheesimdtlstry.

5.1 Category meanings

The following lists show each category, its associated process step, and thenghestcategory should
answer. According to IEEE Std 1044-1993, impact identification may occur at any time during the four
process steps; however, in practice, the impact categories generdisfiinto the Recognition and
Investigation anomaly processing steps.

The Recognition categories and their meanings are as follows:

Recognition categories Definition

Product Status What is the usability of the product
with no changes?

Project Activity What were you doing when the
anomaly occurred?

Project Phase In which life cycle phase is the
product?

Repeatability Could you make the anomaly happgn
more than once?

Suspected Cause What do you think might be the capise?

Symptom How did the anomaly manifest itself?

The Impact categories that might be classified during the Recognition step &daling:

Recognition _Impact Definition
categories
Customer Value How important a fix is to customers?
Mission/Safety How bad was the anomaly with respecf to
project objectives or human well-being?]
Severity How bad was the anomaly in more
objective engineering terms?
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The Investigation categories and their meanings are as follows:
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Definition

Investigation categories

Actual cause

What caused the anomaly to occur?

Source

Where was the origin of the anomaly?

Type

What type of anomaly/enhancement at {
code level?

The Impact categories that might be classified during the Investigation step fokothimg:

The Action categories and their meanings are as follows:

The Disposition category and its meaning are as follows:

Investigation impact Definition
categories
Priority Rank the importance of resolving the
anomaly (subjective)
Relative effect on the project budget to fix

Project cost

[=]

Project quality/reliability

Impact to the product quality or reliability
make the fix

Project risk

Risk associated with implementing a fix

Relative effect on the product schedule t fix

Project schedule

Impact to society of implementing the fix

Societal

Definition

Action categories

Corrective action

What to do to prevent the anomaly from

happening again
ly

Resolution

What action to take to resolve the anomd

Definition

Disposition category

Disposition

What actually happened to close the
anomaly

You may update the impact classifications during any of the steps of the anomaly process, or you might
restrict modification of certain Impact categories to certain steps. The qrarntiidescribed in the above

lists have been found to be practical for assigning classifications in the logpagories.
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5.2 Standard compliance at the category level
To comply with IEEE Std 1044-1993, an implementation shall include all 11 mandatory categanies fro

IEEE Std 1044-1993. Table 1 lists the mandatory categories according to IEEE Std 1044-1993.iftable 2 |
the optional categories.

Table 1—Category use required for compliance with IEEE Std 1044-1993

IEEE Std 1044-1993—Mandatory categories
Code Category
1V100 Actual cause
DP100 Disposition
RR100 Project activity
IM600 Project cost
RR200 Project phase
IM500 Project schedule
AC100 Resolution
IM100 Severity
V200 Source
RR500 Symptom
V300 Type

Table 2— Category use optional for compliance with IEEE Std 1044-1993

IEEE Std 1044-1993—Optional categories
Code Category
AC200 Corrective action
IM300 Customer value
IM400 Mission/safety
IM200 Priority
RR600 Product status
IM800 Project quality/reliability
IM700 Project risk
RR400 Repeatability
IM900 Societal
RR300 Suspected cause
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Exactly which categories you determine to be essential within your organization may vary. Foleexamp
table 3 shows the categories used by each of four organizations (A—D) who have experimenteBEBEvith 1E
Std 1044-1993. The final column in table 3 compares these organizations’ category choices ¢gdhiesat
labeledmandatory in IEEE Std 1044-1993.

Table 3—Mandatory categories used by four organizations compared to
IEEE Std 1044-1993

Organization

IEEE Std 1044-1993 Mandatory in IEEE

Category A B c D Std 1044-1993

Actual cause a O O a O

Corrective action

Customer value a O

Disposition O O O O

Mission/safety

Priority O g

Product status

Project activity ad g g ad ad
Project cost ad g ad
Project phase ad g g a ad

Project quality/reliability

Project risk

Project schedule a g g a ad

Repeatability

Resolution O O g O O
Severity a g g ad ad
Societal

Source g ] g g 0

Suspected cause

Symptom O O 0 O 0

Type O O O O
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In this example, organizations A and D can claim full compliance with IEEE Std 1044-1993 bedguse on
they use all categories definedraandatory in IEEE Std 1044-1993.

6. Classifications

There are several ways to customize the IEEE Std 1044-1993 classificatifoieves
a) Define the classifications
b) Add classifications

c) Ignore classifications
d) Rename classifications

6.1 Establishing classification definitions

IEEE Std 1044-1993 assumes you will provide definitions for the classifications you use. This waynyou c
create definitions to best fit your organization’s products. Example definitions are indtludadex A to
either use as is or to help you get started developing definitions customized to your toyaniza

The Customer Value field provides a useful illustration of how different definitions appdyjffesent
organizations. Table 4 shows the classifications for Customer Value from IEEIB&t-1993.

Table 4—Customer Value classifications from IEEE Std 1044-1993

IEEE Std 1044-1993—Customer Value
Code Classification
IM310 Priceless
IM320 High
IM330 Medium
IM340 Low
IM350 None
IM360 Detrimental

Tables 5 and 6 show two different examples of classification definitions for the same categoym@zu
Value). An organization selling commercial, off-the-shelf software to many customight use the
definitions for Customer Value shown in table 5, whereas an organization satisfifigéeacastomer might
instead use the definitions shown in table 6. Note that in table 6 the number dicelésss was reduced
from 6 to 4, so technically this example does not comply with IEEE Std 1044-1993 because dtdses n
all the first level classifications for Customer Value.
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Table 5— Example Customer Value classifications for commercial model

Commercial products—Customer Value

Classification Description

Priceless The customer cannot continue using the software, or the
customer will not buy the software until this anomaly is addresged.
(CUSTOMER VALUE = 1)

High The customer can still use the software, but cannot perform
a critical task, or the customer is seriously considering not
purchasing the product until this anomaly is addressed.
(CUSTOMER VALUE = 2)

Medium The customer can use the software (a workaround exists) buf
the defect is very annoying or the customer will purchase on the

assurance that the anomaly will be addressed in a future relegse.
(CUSTOMER VALUE = 3)

Low The customer is mildly interested in the anomaly though the work
around is an acceptable alternative, or the customer will purchase
without anomaly resolution. (CUSTOMER VALUE = 4)

None Several customers have indicated conflicting opinions about the
anomaly. (CUSTOMER VALUE = 5)

Detrimental Addressing the anomaly would have a negative effect on exidting
customers or could limit sales. (CUSTOMER VALUE = 6)

Table 6—Example Customer Value classifications for contract developers

Custom software development—Customer Value

Classification Description

Critical An immediate loss of revenue results from a non-conformance to
a contract requirement. (CUSTOMER VALUE = 1)

High A failure to comply with contract requirements or the require-
ments definition. (CUSTOMER VALUE = 2)
Medium A failure to comply with organization or project defined specifica-
tion, procedure or standard. (CUSTOMER VALUE = 3)
Low All other anomalies or action items. (CUSTOMER VALUE =4
Documents
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