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IEEE Standards documents are developed within the Technical
Committees of the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Board. Members of the committees
serve voluntarily and without compensation. They are not necessar-
ily members of the Institute. The standards developed within IEEE
represent a consensus of the broad expertise on the subject within the
Institute as well as those activities outside of IEEE which have
expressed an interest in participating in the development of the
standard.

Use of an IEEE Standard is wholly voluntary. The existence of an
IEEE Standard does not imply that there are no other ways to produce,
test, measure, purchase, market, or provide other goods and services
related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to
change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard
is subjected to review at least every five years for revision or reaffir-
mation. When a document is more than five years old, and has not
been reaffirmed, it is reasonable to conclude that its contents, al-
though still of some value, do not wholly reflect the present state of the
art. Users are cautioned to check to determine that they have the latest
edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any
interested party, regardless of membership affiliation with IEEE,
Suggestions for changes in documents should be in the form of a pro-
posed change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the
meaning of portions of standards as they relate to specific applica-
tions. When the need for interpretations is brought to the attention of
IEEE, the Institute will initiate action to prepare appropriate re-
sponses. Since IEEE Standards represent a consensus of all con-
cerned interests, it is important to ensure that any interpretation has
also received the concurrence of a balance of interests. For this reason
IEEE and the members of its technical committees are not able to
provide an instant response to interpretation requests except in those
cases where the matter has previously received formal consideration.

Comments on standards and requests for interpretations should be
addressed to:

Secretary, IEEE Standards Board
P.O. Box 1331

445 Hoes Lane

Piscataway, NJ 08855-1331

USA

IEEE Standards documents are adopted by the Institute of Electrical
and Electronics Engineers without regard to whether their adoption
may involve patents on articles, materials, or processes. Such adop-
tion does not assume any liability to any patent owner, nor does it
assume any obligation whatever to parties adopting the standards
documents.
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Foreword

(This Foreword is not a part of IEEE Std 1050-1989, Guide for Instrumentation and Control Equipment Grounding in
Generating Stations.)

The typical environment in a large generating station provides many sources of electrical
noise (eg, static switching, switching of large inductive loads, high fault currents, and high-
energy, high-frequency transients associated with switching at the generator or transmission
voltage levels). The increasing use of solid-state equipment, computer- or microprocessor-based
control and signal multiplexing systems in these applications introduces a number of specific
concerns with respect to electrical noise control. This document is a guide that discusses methods
for the grounding of instrumentation and control equipment and circuits in this environment.

The membership of the Working Group during the preparation of the final draft was:

M. V. Thaden, Jr., Chairman D. M. Sawyer, Vice Chairman
B. W. Crowly, Secretary
P. P. Aouad M. M. McClay
L. E. Durham S. Nikolakakos
L. A. D. Grant W. C. Nachefski
J. R. Jancauskas B. A. Oliver
W. J. Spengel
When the IEEE Standards Board approved this standard on February 2, 1989, it had the following
membership:
Dennis Bodson, Chairman Marco W. Migliaro,Vice Chairman
Andrew G. Salem, Secretary
Arthur A. Blaisdell Kenneth D. Hendrix John E. May, Jr.
Fletcher J. Buckley Theodore W. Hissey, Jr. Lawrence V. McCall
Allen L. Clapp John W. Horch L. Bruce McClung
James M. Daly David W. Hutchins Donald T. Michael*
Stephen R. Dillon Frank D. Kirschner Richard E. Mosher
Donald C. Fleckenstein Frank C. Kitzantides Stig Nilsson
Eugene P. Fogarty Joseph L. Koepfinger* L. John Rankine
Jay Forster* Edward Lohse Gary S. Robinson
Thomas L. Hannan Donald W. Zipse

*Member Emeritus

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

Contents

SECTION PAGE
B 1 o PRI R 9
B2 5% o1 Yo 40T 7 o'« R R F R T 9
B TR 0 - 58 4012 10 o Y- 10
b T N3 o103 (5 o WO 5 -3 A R TR 11
4. Design Considerations for Electrical Noise Minimization...............ocooiiiiin, 1
4.1 Typical Noise Sources and Their Characteristics................coooiiiiiiiiinnn 11
4.1.1 Natural SouUTCes ...oviieiiiiititttet ittt ittt eaaareenseeesetiiiiines 11

4.1.2 Incidental SoUTCes .....oointiiitt ittt i e e e as e 1

4.1.3 Intentional SOUTCeS .....oviiiiiiiiiiiireet ittt 15

4.2 Noise-Coupling Methods..........coiiiiiiiiiiiiiii i it e 15
4.2.1 Characteristics of Electromagnetic Fields...............coooiiiiiiiiiiiiins 16

4.2.2 Common Impedance Coupling (Conductive).........cccccviiiiiiiiiiiiniiniiiinneens 16

4.2.3 Capacitive Coupling (Electric) .......ccoevviiiiiiiiiiiiiiiiiiii i iiiiiiiiiineaniaees 16

4.2.4 Inductive Coupling (Magnetic)..........ccovviiniiiiiiiiiiiiiiiii i iiiiiiiiieesaaenees 17

4.2.5 Radiative Coupling (Electromagnetic).........ccoooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeen. 18

4.2.6 Interference Modes ......c.viiiiiiiiiieii et eeeaiiitts et iiiiraaeaeeraiiiaaanees 18

4.3 Techniques for Electrical Noise Minimization ..........cccceiiiiiiiiiiiiiiiiiiiiiieeienenenen, 19
4.3.1 Suppression at the SoUTCe.........ooiviiiiiiiiiiiii i iiieeeerseerereraerrsersannarens 19

4.3.2 Positioning and Isolating Control Cables............ccoooiiiiiiiiiiiiiiiiiiiiiiiinn., 20

4.3.3 Shieldinmg.....oouuiniriitiiti it ittt srnaeeannetssseaerassssisraranrannaes 21

s B S € 5 T o X' 0 ¢V 23

0 I8 T - o PP 24

4.3.6 Other Noise Minimization Techniques.............ooiiiiiiiiiiiiiiiiiiii 25

4.3.7 Summary—Minimization Techniques Classified by Coupling Mechanism ........ 25

€5 o 11 8 o S « = 26
5.1 Grounding Philosophy .....coiiiiiiiiiiiiiiiii e e 26
5.1.1 Principal Objectives .. iiiiriiiiiiiiti ittt iia ettt aaaaaaan 26

5.1.2 Generating Station Grounding System...............coooiiiiiiiiiiiiiiiiiiiii 27

5.1.3 Equipment Grounding for Electrical Safety...........cccovvvviiiiiiiiiiiiiiiinn,.. 27

5.2 Other Grounding Considerations...........ooviiiiiiriiiiiiiiiiiiiiiiiii e 27
5.2.1 AC and Signal Ground Buses...........coviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiies 27

5.2.2 Ground Conductor Lengths ..........ccoiiiiiiiiiiiiiiiii s 27

5.2.3 Generating Station-to-Substation Interconnect .................cn 27

5.2.4 CT, VT, and CCVT Grounding...........ooviuiiiiierriiiieeeesmiineesiiiiiineeeees, 27

5.2.5 Gas Insulated Switchgear...........ccoiiiiiiiiiiiiiiii 28

5.2.6 Conduit and Cable Tray Grounding.........c.c.ccovieiiieiiiiiiiniiiiiiiiiiiiinan, 28

5.3 Signal Ground Systems.....oovvviiiiiiiiiiiiiiiiiiiiiii i it s 28
5.3.1 Single-Point Ground System .............coiiiiiiiiiiiiiii i e 28

5.3.2 Multiple-Point Ground System...........ooiiiiiiiiiiiiiiiiiiiii i 29

5.3.3 Floating Ground System .........ccoviiiiiiiiii i i i i eraae e ees 29

5.4 Signal Cable Shield Grounding Requirements..........cccovvvvviiviiiiiiiieininiiiieiinnns 29
5.4.1 Cable Shield Requirements............cooviviiiiiiiiiiiiiiiiiiiiiiireneerteeeecaenanneees 29

5.4.2 Analysis of Shield Grounding Practices............ccooeviiiiiiiiiiiiiiiiiiiiiiiiin., 35

5.4.3 Central Distribution Frame (CDF) Grounding Practice...........cocoevveveiiiiinien. 38

5.4.4 Coaxial Cable.....o.viiiiiiiiiiiii it i e aeeanaes 39

5.4.5 Twisted-Pair Cable .........c.ooiiiiiiiiiii i i it e eeanes 39

r -
Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

SECTION PAGE

5.4.6 Balanced Circuits.......ccoeinuiiiiieiirieiiiiiit ittt e e 39

5.4.7 Other Cable Shielding Considerations .............cooovviviiiiiiiiiiiiiiiiiiiiiiiiienn, 41

5.4.8 Comparison of Cable Shielding Effectiveness...............covvieiiiiiiiiiiiiiii.., 41

6. Typical Grounding Requirements for Generating Station Applications................... 41
6.1 General Requirements for Control Loop Grounding..............coooiiiiiiiiiiiiiiiiiiiinnn, 41
6.1.1 Local Ground.......cieeiiiiiutettiriinrenreriiareetetriiinieeeeeeeraaaiieeseeeesiaieeeoes 41

6.1.2 Floating Ground.........c..iiiiiiiiiiiiittiiiiit et it e e e anaaaaanes 41

6.2 Application of Grounding Methods for I&C Systems.........cocovvivinniiiiiiiiiiii, 41
6.2.1 Single-Point Ground...........oiiiiiiiiiiiiiiiiiiii it iiiraaaaaaaas 41

6.2.2 Multiple-Point Ground.......c..coviviiiiiiiiiiieir it ee it eaiiiaaaes 43

6.2.3 Floating Ground ..........cooiiiiiiiiiiiiiiii i e 4

6.3 Grounding System Design ......ccvineriinniiiiiiiiiit i e 4
6.3.1 Equipment Ground (Mechanical or AC Ground)..........ccooviiiiiiireiiiniiiriennns 44

6.3.2 Signal Ground (Control or DC Ground) ..........cccoiiiiiiiiiiiiiiiiiiiiiiiiiiiiaaeess 4

6.4 Grounding of a Centralized System...........ccoiiiiiiiiiiiiiiii i 45
6.5 Grounding of a Distributed System..........cccooeiiiiiiiiiiiiiiiiiiii e 45
6.5.1 Floating Ground for Digital Communications in a Distributed System .............. 47

6.6 Grounding of Control Circuits Based on Susceptibility ..., 47
6.6.1 Grounding for High-Susceptibility Control Circuits................ccooiiiiiiinnee, 47

6.6.2 Grounding for Medium-Susceptibility Control Circuits ...............oovvvennen 47

6.6.3 Grounding for Low-Susceptibility Control Circuits................oooiiiiiiiiiii, 48

6.7 Grounding for High-Frequency Signals...........ccviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeaan, 49

AT -3 7 49
0 S 4T3 Y L P 49
7.2 Sources of Ground LoOPS . ...oviuiiiiiiiti ittt iiteaiite e eateeritteeeeeeaneeseaaeeeinnsearaes 49
7.3 Ground Loop Prevention and Detection ..............uuuiiiiiiiiiiiiiiiiriieeeeereaseeeneaneianens 49
7.4 Testing for Ground LoopsS. .....ouiiiiiit ittt it e et taeaaeeeeeaerennnaeesseonas 51
7.5 Signal Ground System Integrity...........coovviiiiiiiiiiiiiiiiiiiiirrcieeriiaeseoareiananss 52
7.6 Maintenance of the Signal Ground System............coviiiiiiiiiiiiiiiiiiieniiiiiiennn, 5

R 230 ST - o3 ¢ 2 52

T N
Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

FIGURES

Fig1l Line-Notching Waveshape ............ooiiiiiiiiiiiiiii i e 13
Fig 2 Electrostatic Discharge Noise Generation.............coooiiiiiiiiiiiiiiiiiiiiinii e 15
Fig3 Example of Common Impedance Coupling (Ground Loop).............coeviiiiiiniiiniiiinnn, 16
Fig4 Example of Capacitive Coupling ...........ooviiiiiiiiiiiiiiiiiiiiiiiiiiii s 17
Fig5 Example of Inductive Coupling........cooviuiiiiiiiiiiiiiiiiiiiiiiii e eeaiiaes 18
Fig 6 Example of Common and Differential Mode Interference...................ooiiiiiiinnn. 19
Fig 7 Suppression with a Diode and Series Resistance...........cc..coooviiiiiiiiiiiiiiiiie, 20
Fig 8 Capacitance versus Conductor Separation ............cccevviiiiiiiiiiiiiiaiiiiiiiaeaiiaiees 22
Fig9 Waveguide Beyond Cutoff Frequency...........ccoovivviiiiiiiiiiiiiiiiiiiiiiiiiinieinnaenn, 23
Fig 10 Diagram of a Closed EMI Barrier........cc..viiiiiiiiniiiiiiiiiiiiiiiii i e enaaanaaeees 24
Fig 11 Realization of Fig 10 .. .ccciiiiiiiiiiiiiniiiiiiiiirieeiitieesrrteineestessessureensnnnnannes 24
Fig 12 Single-Point Ground System ...........cooiiiiiiiiiiiiiiiiii i 29
Fig 13 Single-Point Ground System with Locally Floating Subsystems ...................coiveii 30
Fig 14 Multiple-Point Ground System for High-Frequency Signals ...............ccooveiiiiiia. 31
Fig 15 Multiple-Point Ground System for Low-Frequency Signals with Large Separation........ 2
Fig 16 Floating Ground System ..........coouiiiiiiiiiii it eaeanas 3
Fig 17 Twisted-Pair Control Cables without Shield.....................oooiiiiiiiiiiie H
Fig 18 Differential Mode Voltage Vppym as a Function of Circuit Balance............cccccoeiiinne H
Fig 19 Shielded Circuit Grounded at One End...........c.ooviiiiiiiiiiiiiiiii e, 35
Fig 20 Shield Grounded at Signal Source.........ccccoiiiiiiiiiiiiiiiiiiiiiiiiiiieas 36
Fig 21 Shield Grounded at Both Ends—Ideal............ccooviiiiiiiiiiiiiiiiiiiiiiiiiii e, 37
Fig 22 Shield Grounded at Both Ends—Actual...........c..coouiiiiiiiiiiiie it ieeceeens 38
Fig 23 Common Mode Rejection with Balanced Circuits..........coivrviviieeiiinniiiiiiiieniiininnn, 40
Fig 24 Common Mode Rejection Nullified by Ground............ccoviiiiiiiiiiiiiiiniiiiiiiiinn, 40
Fig 25 Examples of Locally Grounded Instruments ............cooiiiiiiiiiiiiiiiiiiiiirinieiiiiiinnes 42
Fig 26 Examples of Floating Instrumentation Loops ...........ccceeiiiniiiiiiiiiiiiiiiiiiiiiiinenn, 43
Fig 27 Distributed I&C Grounding Arrangement .............coevvvuernnerneiiiiiniiinneenseniniens 46
Fig 28 Grounding Differential Drivers and Receivers ...........coiiiiiiiiiiiiriiiinnneeeeininiannns 47
Fig 29 General Control Signal Grounding........c.c.ccccviiiiiiiiiiniiiiiiiiiiiiee, 48
Fig 30 Test for Detection of Ground LoopS........c.cuviiiiiiinieiriieeiiieiiiiiiiiie i iaeeaenns 50
APPENDIX

PN 03 073 1 ¥ § o S O O PN 56
APPENDIX FIGURES

Fig A1 Example of CDF Grounding Arrangement ...........ccooeeiiiiiiiiiiiiiiiiiiniiiineieiininn. 56
Fig A2 Analog Control Loops—Ideal.........ccoiiiiiiiiiiiiiiiiiiiiiii s 57
Fig A3 Analog Control Loops—CDF ......oiiiiiiiiiiiiiiiiiiiii e iariicee et e reaarnnannes 58
Fig A4 Floating Signal Loops—Ideal.........c..oooiiiiiiiiiiiii e 59
Fig A5 Floating Signal Loops—CDF.....cciiiiiiiiiiiiiiiiiiiiiiieeeirreeeenecrriseneneaneases 60
Fig A6 Grounded Signal Loops—Ideal .............coiiiiiiiiiiiiiiiiiic i 61
Fig A7 Grounded Signal Loops—CDF ... ittt it ener e aae e 62
Fig A8 Digital (Dry Contact) Input—Ideal.............ooiiiiiiiiiiiii i i eeenees 63
Fig A9 Digital (Dry Contact) INput—CDF .. .....oouiiitiiiiiiitieieiiterteririiteierearerrnseinenes 64
Fig A10 Computer Analog Input Connections—Ideal....................coiiiiiiiiiiiiiiins 65
Fig A11 Computer Analog Input Connections—CDF..........cicuiiiiiiiiiiiniiii i ienneanens 66
Fig A12 Vibration Signals—Ideal...............ccooiiiiiiiiiiiii i e eaes 67
Fig A13 Vibration Signals—CDF ... .o e e 68
Fig A14 Thermocouples—Ideal.............ooiiiiiiiiiiii i i e e eaas 69
Fig A15 Thermocouples—CDF .. . i i e e e aaaeas 70
Fig A16 Grounded RT D s—Ideal. .. ... i e e 7
Fig A17 Grounded RI D s—CDF . ... oottt e e er e et eeaaas 2

1 _
Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

SECTION PAGE

Fig A18 Ungrounded RTD’s—Ideal..........coiuiiiiiiiiiiiiiiiiiiiiiiiiiii it es e 73
Fig A19 Ungrounded RTD's—CDF ...ttt 4
Fig A20 Core Detector—Ideal.........cccoiiiiiiiiiiiiiiiiiiiii i (5]
Fig A21 Core Detector—CDF ... .. .uuiiiiiiiiiittiitiit ittt e ree st saeeaneenas 76
Fig A22 Ton Chamber—Ideal..........coouiiiiiiiiiiiii it e s e i)
Fig A23 Ton Chamber—CDF ... ....ccoiuuiuiiiiiiiiiiiiii i enaas 78
Fig A24 Installation Methods for Packaged Systems—Ideal ..............oooiiiiiiiiiiiiiiii, 79
Fig A25 Installation Methods for Packaged Systems—CDF..........c.oooiiiiiiiiiiiiiiiin, 80
Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

IEEE Guide for Instrumentation and Control
Equipment Grounding in Generating Stations

1. Scope

This application guide was developed to
identify instrumentation and control (I&C)
equipment grounding methods to achieve both
a suitable level of protection for personnel and
equipment, and suitable electric noise immu-
nity for signal ground references in large
central generating stations. Both the ideal the-
oretical methods and accepted practices in the
electric utility industry are presented. Special
applications relating to advanced energy
storage and conversion technologies (pho-
tovoltaics, fuel cells, etc) have not been con-
sidered.

The purpose of this guide is to provide guid-
ance for the design of grounding systems for
instrumentation and control equipment spe-
cific to the generating station. It also includes
consideration of the requirements for the
grounding of systems associated with the
interconnection of the station to adjacent sub-
stations since these are a large source of elec-
trical noise. It should be recognized that there
are numerous accepted grounding techniques
and that the actual installation of a ground
system should be made in consultation with
1&C equipment manufacturers.

The grounding methods in this guide are
intended to minimize degradation of instru-
mentation and control signals in generating
stations. By contrast, the station grounding
system is mainly oriented toward meeting the
safety requirements of various codes, ie, a
system which will provide a low-impedance
path to ground in order that high voltages can-
not exist on equipment or structures due to
lightning surges, electrical faults, circulating
currents, or static charges. This guide is
complementary to ANSI/IEEE Std 518-1982
(B5]1 and ANSVIEEE Std 665-1987 [B7).

IThe numbers in brackets correspond to the references
listed in Section 8 of this guide.

ANSIVIEEE publications are available from the
Institute of Electrical and Electronics Engineers, Service

2. Introduction

The low-level electrical signals transmitted
from various instrumentation and control
equipment in a generating station through
long cables may undergo signal distortion as
they travel to the receiving end. This distor-
tion is normally caused by noise pickup either
at the signal source or along the cable run.

The level of noise on the received signal can
cause errors in measurement and control
functions (and in extreme cases, damage to
equipment) which in turn may result in costly
unit downtime. The use of proper grounding
along with proper shielding techniques can
solve a large percentage of noise problems.

This guide is intended to give information
on grounding methods for generating station
instrumentation and control equipment.
Grounding design is normally based on the
concept of two separate grounding systems:

1. The equipment ground

2. The signal ground or control common

ground

The grounding of instrument chassis,
racks, cable sheaths, or cable shields and sig-
nal pairs requires special care to ensure that

a. Personnel working on equipment are

adequately protected against electrical
shock hazards during abnormal con-
ditions.

b. Interference signals are not inadver-

tently coupled into signal circuits.

¢. Multiple-signal grounds or inadvertent

grounding paths that can give rise to
interference on signal conductors are
eliminated.

The basic theory and guidelines that should
be understood before designing 1&C ground-
ing are presented in Section 4. Section 5 pro-
vides guidance for grounding of equipment
associated with generating station I&C sys-

Center, Piscataway, NJ 08854-1331 or from the Sales
Department, American National Standards Institute, 1430
Broadway, New York, NY 10018.
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tems and presents various approaches to pro-
viding a signal ground system. Section 6 pre-
sents accepted practices in grounding I&C
equipment and circuits in generating stations
for various circumstances. General consid-
erations for equipment grounding are dis-
cussed in ANSI/IEEE Std 665-1987 [B7]. The
signal ground is defined as the zero potential
reference point to which electronic hardware
and analog loops in a localized area are
referenced. ANSVIEEE Std 518-1982 [B5] pro-
vides a general discussion on the application
of these two grounding systems in typical in-
dustrial environments.

3. Definitions

attenuation. A general term used to denote a
decrease in signal magnitude in transmis-
sion from one point to another.

central distribution frame grounding. A type
of grounding system where all signal grounds
are referenced to a central point rather than at
their respective signal sources.

common mode noise (longitudinal). The
noise voltage that appears equally and in
phase from each signal conductor to ground.
Common mode noise may be caused by one or
more of the following:

1. Electrostatic induction. With equal ca-
pacitance between the signal wires and
the surroundings, the noise voltage de-
veloped will be the same on both signal
wires.

2. Electromagnetic induction. With the
magnetic field linking the signal wires
equally, the noise voltage developed will
be the same on both signal wires.

coupling. The mechanism by which an inter-
ference source produces interference in a sig-
nal circuit.

crosstalk. The noise or extraneous signal
caused by ac or dc pulse-type signals in ad-
jacent circuits.

* An asterisk denotes definitions not in ANSIIEEE Std
100-1988, Standard Dictionary of Electrical and
Electronics Terms, fourth edition [B3).

IEEE GUIDE FOR INSTRUMENTATION AND CONTROL

cutoff frequency.

1. (General) The frequency that is iden-
tified with the transition between a pass-
band and an adjacent attenuation band
of system or transducer.

2. (Of a waveguide) for a given trans-
mission mode in a nondissipative wave-
guide, the frequency at which the propa-
gation constant is 0.

distributed control network.® A system com-
prised of software, hardware, cabling, sen-
sors, and activators, which is used to control
and monitor equipment.

electromagnetic compatibility. The capability
of electronic equipment or systems to be oper-
ated in the intended operational electromag-
netic environment at designed levels of effici-
ency.

electromagnetic interference. Impairment of
a wanted electromagnetic signal by an elec-
tromagnetic disturbance.

equipment ground.® For the purpose of this
guide, shall be the safety ground connection to
the conductive, noncurrent-carrying parts of
electrical equipment.

ground. A conducting connection, whether
intentional or accidental, by which an elec-
tric circuit or equipment is connected to the
earth, or to some conducting body of relatively
large extent that serves in the place of the
earth.

neutral. For use with the figures in this guide,
the term neutral is understood to be the center
tap of a three- or four-wire transformer.

Since only single-phase loads are depicted,
the other phases of the supply transformer have
been omitted for clarity.

noise (electrical). Unwanted electrical sig-
nals that produce undesirable effects in cir-
cuits of control systems in which they occur.

normal mode noise (transverse or differen-
tial). The noise voltage that appears differen-
tially between two signal wires and acts on the
signal sensing circuit in the same manner as
the desired signal. Normal mode noise may
be caused by one or more of the following:

10
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1. Electrostatic induction and differences
in distributed capacitance between the
signal wires and the surroundings

2. Electromagnetic induction and mag-
netic fields linking unequally with the
signal wires

3. Junction or thermal potentials due to the
use of dissimilar metals in the con-
nection system

4. Common mode to normal mode noise
conversion

signal ground. For the purpose of this guide,
shall be the grounding system to which
signals are referenced.

susceptibility. The property of an equipment
that describes its capability to function accept-
ably when subjected to unwanted electromag-
netic energy.

3.1 Acronym List

CCVT—Coupling Capacitor Voltage Trans-
former

CDF—Central Distribution Frame

CM—Common Mode

CT—Current Transformer

DM—Differential Mode

EMC—Electromagnetic Compatibility

ESD—Electrostatic Discharge

EMI—Electromagnetic Interference

GIS—Gas Insulated Switchgear

I1&C—Instrumentation and Control

In—Noise Current

RF—Radio Frequengy

RTD—Resistance Temperature Detector

SFg—Sulfur Hexafluoride

Vs—Signal Voltage

Vom—Common Mode Voltage

Vpm—Differential Mode Voltage

VN—Noise Voltage

Vr—Voltage Transformer

0V RTN—Zero Volt Return (Signal Ground
Reference)

4. Design Considerations for Electrical
Noise Minimization

4.1 Typical Noise Sources and Their Charac-
teristics. Noise sources can be divided into
several categories:
1. Natural sources—These happen inde-
pendently of human activity; but their
effects can be controlled.

1
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2. Incidental sources—These are caused by
human activity; but they are not inten-
tional,

3. Intentional sources—These are emis-
sions of potentially interfering energy
produced for other purposes.

4.1.1 Natural Sources. Probably the most
severe noise source to which any control
system will ever be exposed is lightning.
While most electronic control systems will
probably fail under a direct lightning strike,
even a remote strike can cause interference as
the lightning-induced surge travels along
power lines and is dissipated by the power
distribution grounding system.

A typical lightning flash is comprised of
a downward-stepped leader stroke, usually
negative, a first upward positive return stroke,
then two or more downward leader strokes,
each followed by a positive return stroke. On
average, subsequent strokes contain about 40
percent of the first stroke amplitude.

A continuing current is usually present
between stroke sequences. There may be as
many as twenty stroke sequences in a typical
lightning flash. Characteristics of a typical
lightning flash are as follows:

Potential 30000000V
Peak current 34000A
Maximum di/dt 40 000 A/jus
Time interval between strokes 30 ms
Continuing current 140A
Continuing current duration 150 ms

Analysis of the continuing current compo-
nent of the lightning flash indicates that it
initially behaves as a traveling wave and
subsequently as a de source.

4.1.2 Incidental Sources. Since one of the
largest potential sources of electrical noise is a
substation located adjacent to the generating
station, some of the incidental sources men-
tioned in this section originate predominately
in the substation environment.

4.1.2.1 High-Voltage Switching. This is
the most frequent source of large transients in
electric power systems. Opening or closing a
disconnect switch to deenergize or energize a
section of bus is accompanied by arcing
between the switch contacts which in turn
produces damped oscillatory transients. The
transients generated are very steep fronted
waves which can be electrostatically or
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electromagnetically coupled to nearby cables.
Typical values are:

Voltage 200% of Rated Voltage
Oscillation Frequency

IEEE GUIDE FOR INSTRUMENTATION AND CONTROL

system conductors constitute a resonant cir-
cuit whose frequency can be in the MHz range.
Any oscillatory high frequency transients
occurring on the high voltage bus can give rise
to high-frequency currents that flow down

Line disconnect switch 50-300 kHz . . .

Bus disconnect switch 300-600 kHz through the coupling capacitors via the con-
Intbw'{(l’}::ge Switd}ll 300-2000 kHz nection to the station ground grid.

erva. ween eac. 1

decaying oscillation 10 ps-16 ms The transformer located in the base 9f the

Duration of string 1 ms—4 sec CCVT contains a distributed stray capacitance
Decay time 24c of a few hundred pF between the secondary
Source impedance 5-200 Q

As a general rule of thumb, for two parallel,
multiple-conductor cables separated by 2 in, up
to 50 percent of a transient’s magnitude on one
cable may be transferred to the adjacent cable.

4.1.2.2 Capacitor Bank Switching, Al-
though not the most prevalent source of noise
in electric power systems, capacitor bank
switching produces the most severe transients.
The transients produced by the switching of
three-phase capacitor banks consist of two
components:

1. Those due to the lumped parameters of the
circuit are in the kHz frequency range
as determined by the equivalent capaci-
tance of the phase capacitors and by the
inductance and resistance of the buses,
current-limiting reactors, and ground
path.

2. Those due to the distributed parameters of
the circuit are in the MHz frequency
range and are the result of the propaga-
tion and reflection of the switching step
wave along the line.

If other nearby capacitor banks are con-
nected to the same line, they lower the
impedance seen by the switched capacitor
bank, thereby increasing the magnitude and
frequency of the transients. Energy stored in
the nearby bank may further contribute to the
severity of the transient.

4.1.2.3 Transmission Line Switching.
Transmission line switching is similar to
capacitor bank switching with the difference
being the purely distributive nature of the
inductance and capacitance of the line. The
magnitude of the line-charging current tends
to be substantially less than that for capacitor
bank switching. The frequency of the tran-
sient is inversely proportional to line length.

4.1.2.4 Coupling Capacitor Voltage Trans-
former (CCVT). The capacitors in these de-
vices along with the inductance of the power

winding and the core and the Faraday shield.
This capacitance is the circuit element closing
a loop which in turn links the transient mag-
netic flux between the ground conductor and
the signal cable. Transient potentials of up to
10 kV have been measured in signal cables.

Almost identical problems are present in
current transformers having wound capaci-
tance bushings.

4.1.2.5 Gas Insulated Switchgear (GIS).

During the operation of GIS, the high-voltage
gradients caused by restrikes between contacts
induce traveling waves that are confined to the
inside of the GIS enclosure by skin effect.
They travel along the GIS, are divided and
reflected at junctions, but are confined by the
open circuit breakers or disconnect switches.
Only when discontinuities or breaks in the
enclosure are encountered do potentials trans-
fer to the exterior enclosure surface and resuit
in noise voltages. The most common enclo-
sure discontinuities are SFg-to-air termin-
ations, cable potheads (with insulated flanges)
and, for some switchgear, current transfor-
mers. However, the SFg-to-air termination
represents by far the largest enclosure discon-
tinuity and hence the largest source of noise
voltages in most GIS.

Typical values for GIS measured at the
bushing:

Voltage: 40%—-70% of rated voltage

Oscillation Frequency: 5-50 MHz

Duration at Flashover: 40 ns

Duration at Disconnect Operation: 170 ms string of
pulses

The GIS ground connections are often too
inductive to effectively reduce these high-
frequency noise voltages.

4.1.2.6 Ground Potential Differences. Both
electromagnetic coupling and conduction can
contribute to substantial ground potential
differences, particularly during high-fre-
quency transients and fault conditions.
Ground grids that extend over large areas
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Fig1

Line-Notching Waveshape

have sufficient inductance to cause high
potential differences. Electromagnetic cou-
pling to the ground grid is directly propor-
tional to the rate of change of flux, the length
and orientation of the current-carrying con-
ductor, and inversely proportional to the height
of the conductor above the ground grid. Con-
duction of power system transients to the
ground grid is typically provided through
metallic grounding of transformer neutrals
and capacitive paths such as bushings and
coupling capacitors. These are low-impe-
dance, high-energy sources that can induce
common mode voltage on control circuits.
4.1.2.7 Current Transformers (CT’s). Sa-
turation of current transformers by ac can
induce very high voltages in the secondary
windings. This phenomenon is repeated for
each transition from saturation in one dir-
ection to saturation in the other. The voltage
appearing in the secondary consists of high-
magnitude spikes having alternating polarity
and persisting for a few milliseconds every
half-cycle.
4.1.2.8 Rotating Equipment. Rotating
equipment contains many possible internal
sources of high-frequency interference. These
include
1. Partial discharges (eg, corona dis-
charge) within the stator winding insul-
ation.

2. Slot discharges between coil surfaces
and the stator iron.

3. Sparking from exciters with brushes.

4. Arcing associated with conductor
strands that have fractured from copper
fatigue. This arcing is not continuous
but is caused by a movement of conductor
surfaces as a result of steady-state and
transient magnetic forces.

5. DC machine brushes.

4.1.2.9 Thyristors. When thyristors
(sometimes referred to as silicon-controlled
rectifiers) are used for switching ac voltage,
they generally must have additional circuitry
to control the voltage rise time. If the voltage
rise time is not controlled, it can even inter-
fere with the operation of the thyristor itself.
When a pair of thyristors is used for three-
phase motor control, a noise condition called
“line notching” can occur (see Fig 1). When
the switchover occurs from one power line to
another, one thyristor is turning off while the
other is turning on. Because of the inductive
load, there may be an instant when both are
conducting. The resulting short across the two
lines produces a notch transient in the power
line.

4.1.2.10 Computer Systems. The noise
generated by microprocessor and memory
boards within a computer is dependent pri-
marily upon their clock frequency (300 kHz-
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10 MHz). The highest noise frequency, how-
ever, will be a function of the rise and fall
times of the clock pulse. A digital signal with
a rise time of 5 ns is roughly equivalent to a
100 MHz sine wave. While this noise is
usually well shielded within the computer
cabinet, the various computer subsystems and
peripheral devices can contribute significant-
ly to the noise generated by the total computer
system. The major contributing devices have
the following characteristics:

1. CRT display. Noise sources within a
CRT display are the video circuitry
(typical 2050 V swing at 10-20 MHz)
and the horizontal yoke drive circuitry
(typical 3 A peak-to-peak amplitude at
10-20 MHz).

2. Disk drives. Noise generated by these
devices is dependent upon the data pro-
cessing rate (400 kHz-2 MHz for floppy
drives and 1-10 MHz for hard disk
drives).

3. Switching power supply. The noise
generated by these devices is dependent
upon the switching frequency (typical
10-100 kHz) and the switching ampli-
tude.

4. Printers. The major noise sources for
these devices are the printhead solenoids
and the carriage positioning motors a-
long with the associated drivers.

5. Cabling. One of the most overlooked
sources of noise in a computer system is
the interconnect cabling. The noise gen-
erated is dependent upon the signal level,
the number of conductors within each
cable, and the type of shielding provided.
This subject will be fully covered in later
sections.

4.1.2.11 DC Control Circuits. The internal
source of transient overvoltages within a dc
control circuit is the energizing and deener-
gizing of an inductance within the circuit.
This induced voltage may be defined as
e = L di/dt and is directly proportional to the
supply circuit impedance. The inductance
may consist of the distributed inductance of the
circuit and/or discrete inductive circuit ele-
ments. Surges in excess of 3 kV can be pro
duced by interrupting the current in highly in-
ductive devices such as a solenoid or breaker
trip coil. As a general rule, 60 Hz ac voltages

IEEE GUIDE FOR INSTRUMENTATION AND CONTROL

induced in dc control circuits are small in
magnitude when compared to the internal
transients.

4.1.2.12 Mechanical Vibration. Mechani-
cal vibration and shock can produce noise
wherever electrical connections are present by
causing switch contacts to open or close and
produce an arc discharge. This is true even for
low-voltage circuits, since voltages as low as
9 V across gold alloy contacts can produce an
arc discharge.

Terminal blocks with loose connections
can also produce an arc discharge. When
conduit fittings necessary for ground in-
tegrity vibrate loose, they also can produce an
arc discharge and introduce noise into the
ground system.

4.1.2.13 Chemical Contamination. Most
plant atmospheres contain suspended chemi-
cals; ie, oil, coolants, degreasing solutions,
which may settle on electrical equipment.

Even though gas-tight electrical connections
should be immune to this method of contami-
nation, vibration and temperature changes
may compromise the electrical connection.
Vibration causes gas-tight connections to
flex and permit the entrance of chemical
drops. Since many electrical connections are
made with dissimilar materials having dif-
ferent coefficients of expansion, temperature
changes will also cause the connection to flex
and permit contaminants to enter.

Moisture and chemical droplets in the
atmosphere can create unwanted noise from
galvanic action. Moisture between connec-
tions made with dissimilar metals produces a
wet cell, with the result being an unwanted
voltage that can become a noise source.
Current through the contacts will contribute to
the corrosion, causing bad connections and
noise.

4.1.2.14 Human Interaction. The Electro-
Static Discharge (ESD) that occurs when an
operator touches metallic equipment controls
during low-humidity conditions is a potential
noise source. For example, if (as shown in Fig
2) a metallic switch body is mounted on a
printed circuit board but is isolated from the
conductive cabinet, the ESD current will create
noise as it flows to ground via the printed
circuit board and wiring capacitances.

A typical discharge would be a 5000 V, 5 A
current pulse of 200 ns duration. While the
energy contained in this pulse is only about

14
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Electrostatic Discharge Noise Generation

1.25 mJ, this is sufficient to interfere with
computer logic levels. An arc discharge does
not have to occur for an electrostatic field to
interfere with a control circuit. Any object that
has picked up a large electrostatic charge can
create a voltage shift of several volts when
brought in close proximity to a control circuit
or cable.

4.1.2.15 Cable Resonance. Avoiding reso-
nances at radio frequencies has become in-
creasingly important as the clock frequencies
of digital circuits have increased beyond the
3-10 MHz range. Resonance is related to the
velocity of propagation of electric signals in
the conductors and the repetition rate of a
series of signals. Electrical disturbances
travel at 186 000 mi/sec in a vacuum, slightly
slower in conductors.

For example, a voltage wave will travel 30 m
in free space during one cycle of a 10 MHz
clock signal in a modern computer. In a
grounding conductor, it may travel only 27 m.
If a conductor is continuous for only 27 m, the
voltage wave will reflect from the open end
and arrive back at the beginning at the same
instant that another cycle arrives. If the ar-
riving new wave and the reflected wave are in
phase, resonance will occur and line oscil-
lations will be greatly magnified. If one end
of the conductor is grounded, the first reso-
nance at 10 MHz occurs when the conductor is
only 6.7 m or 1/4 wavelength long.

At this frequency, a ground conductor 6.7 m
long appears to be virtually an open circuit or
at least a very high impedance. It is incapable
of equalizing the voltages appearing between
its ends. A conductor longer than 1/20 of a
wavelength cannot be counted upon to equalize

voltages between its ends. This amounts to
only 1.4 m at 10 MHz. At high frequencies,
signal lines are often terminated in their
characteristic surge impedance to kill most of
the reflection and resonance. However, single
ground conductors can no longer provide a
virtual short circuit between one end and the
other at the high-frequency portion of a broad
frequency range.

4.1.2,16 Other Incidental Sources. Noise
can also be generated by such sources as
transformer and motor inrush currents, load
tap-changing, flashover of gaps due to over-
voltages, ferroresonance, impluse testing,
megger testing, low-voltage breakers and con-
tactors, and corona discharge from high-
voltage transmission lines. Noise from trans-
mission line corona can occur miles from the
point of generation by propagating along the
line.

4.1.3 Intentional Sources. Many devices
intentionally use Radio Frequency (RF)
energy to accomplish their function, such as
radios (eg, security guard transceivers, CB’s,
etc), RF-stabilized arc welders, induction
heaters and RF drying equipment. These de-
vices produce considerable amounts of RF en-
ergy, which generally is not contained and,
therefore, can reach control equipment.

4.2 Noise-Coupling Methods. Noise can be
coupled into (or transmitted from) control cir-
cuits by any one of four different methods:

Conductive (direct contact)
Capacitive (electric)
Inductive (magnetic)
Radiative (electromagnetic)

el S

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 05:47:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1050-1989


http://www.avadocuments.com/doc/ieee-1050-1989
http://www.avadocuments.com/doc/ieee-1050-1989

IEEE
Std 1050-1989

Both capacitive and inductive coupling refer
primarily to near field coupling. A control
circuit or cable is considered to be in the near
field of an electromagnetic source when the
source to circuit distance is less than one-sixth
the wavelength (A/27m) of the highest source
frequency. Radiative coupling refers to cir-
cuits located in the far field of a source where
the source’s emissions are seen as a true pro-
pagating wave.

Each of these coupling methods will be de-
tailed in a following section.

4.2,1 Characteristics of Electromagnetic
Fields. Electromagnetic waves consist of two
oscillating fields at right angles to one
another: the electric field (E-field) and the
magnetic field (H-field). The electromagnetic
wave impedance (Zy) in Q is defined as the
ratio of the E-field intensity expressed in V/m
to the H-field intensity expressed in A/m. E-
fields are generated by and most easily
interact with high-impedance, voltage-driven
circuitry, such as a straight wire or dipole. H-
fields are generated by and most readily
interact with low-impedance, current-driven
circuitry, such as a wire loop.

Both the electric and magnetic fields are
perpendicular to the direction of propagation of
the electromagnetic wave. The value of Zy, for
a plane wave propagating through air is 377 Q.

4.2.2 Common Impedance Coupling (Con-
ductive). As shown in Fig 3, when two or more

IEEE GUIDE FOR INSTRUMENTATION AND CONTROL

circuits share a wire or junction point, com-
mon impedance coupling is a potential noise
source. The point of common impedance may
be intentional for grounding purposes (ground
loop problem) or may be undesired leakage
conductance between circuits. Current in one
circuit can then cause a noise voltage to appear
in another circuit. The level of interference is
dependent upon the magnitude of the common
impedance.

4.2.3 Capacitive Coupling (Electric). As
shown in Fig 4, every portion of an electric
system has capacitance between it and every
other portion. Any voltage change, regardless
of location, tends to drive a current through
these capacitances and produce noise accord-
ing to the following formula:

I=Cde/dt

where: I is the current flow through the
circuit capacitance.
C is the capacitance between the two
circuits.
de/dt is the voltage change rate in the
first circuit.

For capacitive coupling, the coupling de-
creases as the distance between the conductors
increases. High-impedance circuits are more
susceptible to capacitively coupled noise.

Fig3

Example of Common Impedance Coupling (Ground Loop)
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Example of Capacitive Coupling

4.2.4 Inductive Coupling (Magnetic). The
various circuits of any system exist as closed
loops. These loops have mutual inductances
that are directly proportional to the area en-
closed by the loops (see Fig 5). Interaction be-
tween the loops is essentially a transformer
action between the interference source and the
sensitive circuit. Even dc circuits produce a
changing magnetic field when their current is
periodically or intermittently interrupted.

When a current change occurs in one of
these circuits, a changing electromagnetic
field through the area of its loop is produced. A
voltage will be induced when some of this
magnetic flux passes through a second circuit.
The amplitude of the induced voltage is di-
rectly proportional to the area of the second cir-
cuit which encloses the flux from the disturb-
ing circuit. The induced voltage is deter-
mined from the following formula:

17

E=Mdi/dt

where: E is the induced voltage in the
second circuit.
M is the mutual inductance (amount
of flux).
di/dt is the current change rate in the
first circuit.

For magnetic coupling the mutual induc-
tance is a direct function of the coupled length
of the conductors and an inverse function of
the distance between conductors. Low-impe-
dance circuits are more susceptible to induc-
tive coupling.

Both capacitive and inductive coupling are
functions of the time derivative or rate of
change of the source field. Therefore, the in-
terference coupling factor increases with the
higher frequency content of the transient.
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Example of Inductive Coupling

4.2.5 Radiative Coupling (Electromag-
netic). High-frequency signals produced by
an external source may transfer a significant
amount of energy to the control circuit by ra-
diative coupling. Even though the interference
frequencies are usually much higher than
those to which the control circuit will respond,
they can become troublesome if they are mod-
ulated by the ac power frequency or its har-
monics and then picked up and demodulated
by the control circuit. This process of pickup
and demodulation can produce spurious sig-
nals at the ac power frequency.

42,6 Interference Modes.

4.2.6.1 Common Mode Interference (Lon-
gitudinal Mode). This type of interference is
introduced into the signal channel from a
source having at least one terminal that is not
part of the legitimate signal channel (see
Fig 6). The equipment chassis will always
count as one terminal if it is not separated
from the circuit network. Common meode cur-
rents are most commonly caused by a potential
difference between ground points or by elec-
trical pickup in a pair of conductors. Common
mode interference acts indirectly on the re-
ceiver. Therefore, a signal error must be pre-
ceded by a conversion from common mode in-
terference to differential mode interference. A
purely common mode surge that is applied to

an unbalanced circuit will produce a differ-
ential mode surge.

In a two-wire line, the common mode noise
current induced in each wire is more or less of
equal amplitude and in phase. The degree of
line amplitude balance usually increases with
frequency.

Common mode interference originates from
sources like licensed transmitters, arc wel-
ders, and fluorescent lamps. Common mode
transients are more likely to cause dielectric
failure than differential mode transients.

4.2.6.2 Differential Mode Interference
(Normal Mode, Transverse Mode). This in-
terference is introduced into the signal chan-
nel through the same path as the legitimate
signal. No current paths exist for the interfer-
ence current except those of the signal channel
itself (see Fig 6). The interference can be pro-
duced by the conversion of common mode cur-
rent to differential mode noise. The full mag-
nitude of the interference is directly coupled to
the system. Differential mode interference
will often have frequency characteristics that
differentiate it from the desired signal.

In a two-wire system, the normal signal
current in each wire is usually of equal am-
plitude and opposite in phase. The differential
mode interference current is also equal and
opposite.
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Example of Common and Differential Mode Interference

Differential mode types of interference orig-
inate primarily from transients produced by
other users on the same power main. Differ-
ential mode transients are more likely to
produce misoperation of equipment than com-
mon mode transients.

4.2.6.3 Crosstalk. When transmitting
either an ac or a pulsating dc signal on one
pair of a multiple-pair cable, there is a ten-
dency for the signals to be superimposed on
signals being carried in adjacent pairs due to
a combination of both inductive and capacitive
coupling. Both of these coupling methods are
directly proportional to the frequency of the
signal. By changing the impedance of the sig-
nal path, however, the change in the amount of
capacitive coupling will be directly propor-
tional, while the change in the amount of in-
ductive coupling will be inversely propor-
tional.

Therefore, the way in which a change of
circuit impedance affects the total amount of
crosstalk will depend on which factor is
greater, capacitive or inductive coupling. If
these two quantities are equal, then there will
be practically no change in the magnitude of
the crosstalk when the impedance is varied.

4.8 Techniques for Electrical Noise Mini-
mization.

4.3.1 Suppression at the Source. One of the
most effective means for reducing transients
in a system is to reduce their amplitude at the
source.

4.3.1.1 Suppression of Noise Generated by
Solenoid-Relay Coils. Placing a diode in
parallel with a magnetic coil is the simplest
principle of suppression in a dc circuit to pre-
vent the voltage across the coil from exceeding
the supply voltage. The diode itself has the dis-
advantages of:

1. Switch off delay.

2. A diode failure may short circuit the
device.

3. Forward overcurrent when the supply is
interrupted can destroy the diode.

4. Overvoltage in the reverse direction
(possibly caused by spikes from unsup-
pressed loads) can destroy the diode.

5. It may cause additional switching cur-
rent when “on” or additional leakage
current when “off.”

The diode should be properly chosen to have

high-reverse overvoltage and high-forward
overcurrent characteristics. Addition of a se-
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Suppression with a Diode and Series Resistance

ries resistance chosen as approximately equal
to the coil resistance significantly reduces the
switch off delay and eliminates the short cir-
cuit if the diode fails. This technique is illus-
trated by Fig 7.

Variations of this technique using transorbs
or metal oxide varistors can be used. It is still
possible, however, that some high-frequency
pulses will remain. If this is a problem, an R-
C filter is introduced across the coil. If the
leads to the coil are long, it may be necessary
to place a second filter across the initiating
contact since the cable inductance could cause
contact sparking.

4.3.1.2 Suppression of Thyristor Recti-
fiers, Motors, and Generators. Small capaci-
tors are used to damp high frequencies gener-
ated by these devices. They must be placed as
close to the interference source as possible to
prevent the emission of RF interference.

4.3.1.3 Suppression of Input Signal Noise.
It is quite normal to arrange suitable filtering
circuits directly onto electronic circuit boards
to provide them with an inherent transient
immunity. (A detailed discussion of this is
outside of the scope of this guide.) If this proves
to be inadequate, then it is necessary to provide
additional external filtering. R-C filters, ze-
ners, and varistors can be used as was re-
commended for solenoid circuits, but it is ne-
cessary to keep lead lengths to an absolute
minimum.

4.3.2 Positioning and Isolating Control
Cables.

4.3.2.1 Cable Routing. The physical ar-
rangement of the control cables is an impor-

tant factor affecting surge voltage levels.
Techniques for minimizing noise pickup in
control circuits include:

1. Radial routing of control cable. Circuits
should not be looped from one piece of
equipment to another with the return
conductor in another cable. All supply
and return conductors should be in a
common cable to avoid the large electro-
magnetic induction possible because of
the very large flux loop that such an ar-
rangement would produce. This means
that both secondary leads of CT’s should
be in the same cable, both positive and
negative dc leads should be in the same
cable, and all three phases and neutral of
Voltage Transformer (VT) secondary
leads should be in the same cable, etc.

If the supply and return signal lines
are discrete wires, they should be laid as
close to each other as possible within the
cable tray or duct to present a minimum
loop for the pickup of interference. If
possible, a gentle twisting of the two
wires (1 turn/m) can further reduce the
magnitude of the induced noise.

2. Orienting the control cables at right an-
gles to buswork and power conductors
where primary transient currents can
exist so as to minimize the coupled length
of the cables. Where this is not possible,
the separation distance from parallel
buses should be maximized.

3. Locating the control room in a centralized
location so as to minimize control cable
runs.
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4. AC power, which enters control cabinets,
should be routed as close as possible to the
conductive cabinet, while the control ca-
bling should be routed within the interior
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80 dB-120 dB is above average shielding.

Shielding effectiveness above 120 dB is diffi-
cult to achieve.

of the cabinet to minimize any coupling SE (dB) Attenuation Ratio % Attenuation
between the two. 20 10:1 90.0
4.3.2.2 Physical Separation. Circuits op- 40 10%1 99.0
erating at different voltages (and sometimes 60 103:1 99.9
different energy levels) should be physically 80 10%:1 99.99
separated. Voltage separation is defined in 100 105:1 99.999
ANSI/IEEE Std 422-1986 [B4]. For example, 120 10%:1 99.9999

low-energy analog signals should not be run
in the same cable as higher energy control
signals. Similarly, dc battery and ac sec-
ondary circuits are not to be placed into the
same cable and neither circuit should be in the
same cable with the station ac service. Like-
wise, these segregated cables should also be
grouped according to function and separated
by a reasonable distance. When dissimilar
circuits are run parallel to each other in a ca-
ble tray for any distance, consideration may
have to be given to separating the two circuit
types by a grounded metallic barrier.

Refer to 4.3.3, Fig 8. It is of interest that the
knee of the curve for calculated capacitance
(and hence shielding effectiveness) is between
150-250 mm separation. Most utilities require
300450 mm separation between cable trays,
chiefly for reasonable installation practice. It
is this separation of trays which is of great
benefit in a power generation station to reduc-
ing noise interference between long runs of
cables.

4.3.3 Shielding. Any barrier placed between
an emitter and a susceptor that diminishes the
strength of the interference can be thought of as
an EMI shield. How well the shield attenuates
an electromagnetic field is referred to as its
Shielding Effectiveness (SE). The standard
unit of measure for shielding effectiveness is
the decibel (dB). The decibel for this applica-
tion is expressed as 20 times the logarithm of
the ratio of two values of electromagnetic field
strength where the field strengths are com-
pared before and after the shield is in place. It
is defined as:

E-Field, SE = 20 log E1/E;
H-Field, SE = 20 log H/H,

In most shielding applications, shielding
effectiveness below 20 dB is considered only
minimal shielding; 20 dB-80 dB covers the
normally acceptable shielding range, and

21

The loss in field strength due to a shield is a
function of the shield material (permeability,
conductivity, and thickness), the frequency of
the interference and the distance from the EMI
source to the shield. At 50-60 Hz, nonmagnetic
material of any practical thickness will not
provide much shielding against electromag-
netic fields.

4.3.3.1 Electronic Equipment Shielding.
E-field induction can be significant when
lines are not shielded with a grounded metal-
lic shield. The magnitude of the induced volt-
age depends on the relative values of capaci-
tances between the noise source conductors
and the signal circuit conductors. E-field cou-
pling increases with increasing frequency
and proximity and predominates over mag-
netic coupling when the victim circuit has a
high impedance. Figure 8 illustrates the mod-
el for E-field coupling and provides calculated
capacitance/ft between common-size power
conductors and no 16 AWG instrumentation
conductors versus separation distance.

Most electronic apparatus is housed in con-
ventional steel cabinets. While these cabinets
provide some degree of shielding, their shield-
ing effectiveness is compromised by the need
for normal cabinet discontinuities, such as
seams, cable penetrations, and apertures. Any
discontinuity will degrade the shielding in-
tegrity of the cabinet and provide the possibil-
ity of electromagnetic coupling both in and out
of the cabinet. The efficiency of the coupling
will depend upon the size of the hole or seam
with relation to the wavelength of the interfer-
ence. Any opening in an enclosure can pro-
vide a highly efficient coupling path at some
frequency. As an opening increases in size,
its coupling efficiency also increases.

An opening larger than the wavelength (A)
divided by 20 (A/20) will permit electromag-
netic energy to pass freely through the opening
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Capacitance versus Conductor Separation
without being attenuated. Therefore, openings 4. When openings are provided for meters
larger than A/20 should be avoided. Since most or displays, specially fabricated shield-
EMI coupling problems are broadband in na- ing windows should be used to maintain
ture, the wavelength must be that of the highest the conductive barrier of the cabinet.
interference frequency. These windows are typically fabricated
Whenever an opening must be present in a by applying an optically clear conductive
cabinet, protective measures should be taken to layer to the viewing window or by cast-
reduce the threat of coupling. These protective ing a finely woven wire mesh screen
measures include within the window itself.
1. Keeping the longest dimension of aper- 5. Cabinet seams
tures in cabinets less than A/20. Openings a. All mating surfaces that are electri-
larger than this will require additional cally conductive should be free from
protective measures. paint, anodization, oxides, grease, etc.
2. Where cable penetrations occur in a cab- b. The two surfaces of a seam should over-
inet, shielding can be accomplished by lap. Since the two surfaces of the seam
using waveguides operating beyond cut- form a capacitor, sufficient capacitive
off frequency. This can be done by con- coupling should be provided for the
necting a conductive shaft to the inside of seam to function as an electrical short
the cabinet as shown in Fig 9. Since the at high frequencies. Minimum seam
cutoff frequency of a waveguide is a width should be five times the maxi-
function of twice the maximum width of mum expected separation between mat-
the waveguide, the length of the conduc- ing surfaces.
tive shaft should be at least four times the ¢. Firm electrical contact should be made
width of the cable penetration. at intervals of no greater than A/20 a-
3. Electronic systems that are packaged in long the length of the seam. This con-
cabinets of plastic or other nonconductive tact can be provided by screw fasteners,
materials should have their cases treated grounding pads, contact straps across
with a conductive material to provide the seam, or conductive gaskets.
shielding. The most frequently used 4.3.3.2 Cable Shielding. This section will
technique is to spray the inside of the only deal with the special case where there is
cabinet with a special conductive paint an overall cable shield provided over individ-
containing metal particles. ually shielded conductors or conductor pairs.
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Waveguide Beyond Cutoff Frequency

In most cases, only a single overall shield
or individual shields are used, since the ca-
pacitance per unit length greatly increases
when both are used. For example, digital sig-
nals commonly use only an overall shield.
Generalized cable shielding practices are con-
tained in 5.4.

The action of an ideal shield conductor can
best be illustrated if it is assumed that any
magnetic flux, which links the signal conduc-
tor, also links the cable shield. The shielding
effect is the result of eddy currents set up in the
shield by the external magnetic field. These
eddy currents set up magnetic fields opposing
and counteracting the disturbing magnetic
field and will exist regardless of whether or
not the shield is connected to ground.

The cable shield should be thought of as a
barrier element that connects the barriers
formed by the cabinets containing the control
circuits (see Fig 10). The shield can take such
forms as metallic conduit or ductwork, copper
braid, copper tape, or aluminized mylar.
Because the cable shield is part of the barrier
that protects the interconnected circuits from
noise sources outside the barrier, the shield
should be made continuous with the cabinets to
which it is connected so as to close the barrier.
Whether or not the shield is grounded, it must
be closed to protect the internal circuits from
wideband external interference (see Fig 11).
In general, the individually shielded conduc-

tors or conductor pairs should have their
shields connected to ground at the signal
source. Copper tapes and aluminum foils give
a very poor performance in a double-grounded
arrangement because of their high resistance.
In addition, symmetry of the shield is partic-
ularly important, so it is most practical to use
longitudinally wrapped copper or aluminum
(corrugated) shields.

4.3.4 Grounding. Grounding techniques are
covered in detail in Sections 5 and 6. The fol-
lowing paragraphs, however, discuss certain
aspects of grounding that pertain to the shield-
ing recommendations in 4.3.3.

Ideally, the ac grounding conductor should
not penetrate an equipment cabinet. When ac
ground conductors do penetrate a cabinet they
can serve as a path along which EMI can
propagate and effectively reduce the shielding
of a cabinet to 0 dB.

The important thing to remember is that an
EMI barrier should be closed, regardless of
whether it is connected to ground. An inappro-
priategrounding technique will probably cause
more EMI control problems than it will cure.
Cable shields are a prime example of this,
since many attempts to ground a cable shield
have resulted in opening an EMI barrier. The
shielding techniques described in 4.3.3 will
provide protection against externally gen-
erated interference and will help prevent the
escape of internally generated interference.
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*Cable contains individually shielded signal pairs that are
grounded according to the guidelines presented.

Fig 11

Realization of Fig 10

Proper grounding techniques will help to
eliminate noise generation from both internal
and external sources.

4.3.5 Filters. All leads are capable of con-
ducting interference into equipment cabinets.
This includes power conductors, the ac ground
conductor, output leads, and any control or
logic lines. Once high-frequency noise enters
a sensitive instrument, there is a good chance
that some portion of the high-frequency signal
will appear as noise in the control circuits.
High-frequency noise currents can be kept
away from the inside of instruments by
draining the currents to a proper ground by
filters.

Filters can range anywhere from simple
capacitors and ferrite beads to sophisticated
bandpass filters. The configuration of the fil-
ter will naturally depend upon the characteris-
tics of the noise to be filtered. Since different
filter configurations will affect signal pa-

rameters such as pulse rise time and wave-
shapes of both digital and analog circuits, both
the positive and negative effects must be con-
sidered when applying filters. Filters have
also been known to cause detrimental ringing
of digital circuits.

Power line filters should preferably be of the
hybrid common mode/differential mode type
in order to combat both types of conducted EMI.
Power line filters should be located with re-
gard to the following considerations:

1. Keep the unfiltered portion of the power
cord that is inside of the equipment as
short as possible.

The filter should optimally be mounted in
the bulkhead of the cabinet to protect against
input-output parasitic capacitance coupling at
high frequencies.

2. Avoid recoupling of the filtered and non-

filtered power leads due to routing the
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filtered leads close to the incoming un-
filtered leads.

3. Avoid coupling of the power leads with

signal/logic cabling.

A major source of noise interference in-
volves the ac ground wire. Since this wire is
shared by many users, any unwanted current
flow generated by these outside sources can be
conductively coupled into the control circuits.
Separate safety conductors can be used for sen-
sitive equipment; or this conductor can be de-
coupled by a suitable RF choke. Absorption de-
vices such as ferrite beads can be used to de-
couple the external field produced by high-fre-
quency common mode interference.

Many high-frequency transients can be
prevented from entering control enclosures by
bypassing each control conductor to ground
with a 0.1 uF capacitor at the terminal block
where the cable enters. For this method to be ef-
fective, the leads of the bypass capacitors
should be kept as short as possible. Care should
be taken in evaluation if this method will
cause an undesirable time delay of the
signal.

In order for a filter to be effective, it is
assumed that the interference frequency can
be determined to be different than that of the
signal frequency.

4.3.6 Other Noise Minimization Tech-
niques.

4.3.6.1 Isolation Transformers. Isolation
transformers can be used to balance the signal
circuit. When both ends of a wire pair are fed
by isolation transformers, the wires become
isolated from ground potential differences in
the terminal equipment. The use of isola-
tion transformers is only possible for ac
signals.

4.3.6.2 Neutralizing Transformers. Neu-
tralizing transformers can be used to elim-
inate the effects of ground potential rises. All
incoming control cables will pass through the
neutralizing transformer and become sepa-
rate secondary windings. The primary wind-
ing has the same number of turns as each of
the secondaries and is energized by the ground
potential rise of the station; one end is con-
nected to the station ground and the other is
connected to ground at a sufficient distance
not to be affected by station fault currents.
Thus, a voltage equal to the ground rise is in-
duced in the control circuits and the ground
rise potential is not present between the in-
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coming cables and the control circuit. The
neutralizing transformer has the advantage
because it can be used for both ac and de
signals.

4.3.6.3 Differential Amplifiers. The use
of differential amplifiers is an effective
means of reducing common mode noise. Even
though the common mode tolerance of most
integrated circuit differential amplifiers is
only a few volts, common mode voltages of up
to several thousand volts can be tolerated by
using the proper input attenuation scheme.

4.3.6.4 Increase the Signal-to-Noise Ra-
tio. Care must be exercised in using this meth-
od for, although it will reduce the induced
noise in one region of frequency, it will cause
an increase in noise in another region.
Changing the circuit impedance to reduce the
noise induced by either a primarily inductive
or capacitive source is subject to the same
warning as increasing the signal-to-noise
ratio.

4.3.6.5 Fiber Optic Cables. Use fiber optic
cables since they are immune to the inter-
ference sources which plague standard cur-
rent-carrying control cables.

4.3.7 Summary—Minimization Techniques
Classified by Coupling Mechanism. It should
be noted that, in real world applications, the
minimization techniques used will need to be
optimized based on the type of interference
encountered. Accordingly, some of the tech-
niques that follow are at odds with each other
since each is optimized to reduce a specific
coupling mechanism,

4.3.7.1 Common Impedance Coupling.

1. Eliminate as many common impedance
points between circuits as possible by not
using any conductor as part of more than
one circuit.

2. Optimize circuit impedances for min-
imum coupling. Maximum power will be
coupled between circuits when the source
and load impedances are equal.

3. Make ground connections as short as
possible.

4. Reduce the resistance and impedance of
ground conductors.

4.3.7.2 Capacitive Coupling,

1. Reduce the impedance of the sensitive
circuit.

2. Position and connect conductive shields
so that capacitively coupled noise cur-
rents are returned to ground without
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