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IEEE Standards

 

 documents are developed within the Technical Committees of the
IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Board. Members of the committees serve voluntarily and without compensation.
They are not necessarily members of the Institute. The standards developed within
IEEE represent a consensus of the broad expertise on the subject within the Institute
as well as those activities outside of IEEE that have expressed an interest in partici-
pating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard
does not imply that there are no other ways to produce, test, measure, purchase, mar-
ket, or provide other goods and services related to the scope of the IEEE Standard.
Furthermore, the viewpoint expressed at the time a standard is approved and issued is
subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to
review at least every Þve years for revision or reafÞrmation. When a document is
more than Þve years old and has not been reafÞrmed, it is reasonable to conclude that
its contents, although still of some value, do not wholly reßect the present state of the
art. Users are cautioned to check to determine that they have the latest edition of any
IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party,
regardless of membership afÞliation with IEEE. Suggestions for changes in docu-
ments should be in the form of a proposed change of text, together with appropriate
supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions
of standards as they relate to speciÞc applications. When the need for interpretations
is brought to the attention of IEEE, the Institute will initiate action to prepare appro-
priate responses. Since IEEE Standards represent a consensus of all concerned inter-
ests, it is important to ensure that any interpretation has also received the concurrence
of a balance of interests. For this reason IEEE and the members of its technical com-
mittees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331
USA

IEEE standards documents may involve the use of patented technology. Their
approval by the Institute of Electrical and Electronics Engineers does not mean that
using such technology for the purpose of conforming to such standards is authorized
by the patent owner. It is the obligation of the user of such technology to obtain all
necessary permissions.
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Introduction

 

(This introduction is not a part of IEEE Std 1059-1993, IEEE Guide for Software VeriÞcation and Validation Plans.)

 

The purpose of this guide is to provide guidance in preparing Software VeriÞcation and Validation Plans
(SVVPs) that comply with IEEE Std 1012-1986

 

*

 

 (referred to throughout as the Standard). The Standard
speciÞes the required content for an SVVP. This guide recommends approaches to VeriÞcation and Valida-
tion (V&V) planning. This guide does not present requirements beyond those in the Standard.

When describing speciÞc information to be placed in sections of an SVVP, this guide quotes extensively
from the Standard. Not all of the Standard is reproduced. The Standard is a prerequisite for the use of
this guide.

This guide does not provide a comprehensive view of the veriÞcation and validation process itself. It does
provide an overview of the process of creating an SVVP. For each section in a plan, it presents a list of topics
that could be addressed when preparing that section. The guide is not speciÞc to any application area.

This guide includes the following:
a) Recommended planning procedures (e.g., criticality analysis) to aid in selecting speciÞc V&V tasks

for each phase
b) General guidance on the topics that shall be addressed in the life cycle phase sections of a plan (e.g.,

task descriptions, methods and criteria, and inputs and outputs)
c) SpeciÞc guidance in planning the V&V tasks required by the Standard
d) Samples of V&V planning based on the elevator system, which is described in annex A

As with the Standard, this guide is directed at the development and maintenance of critical softwareÑ
software in which a failure could affect personal or equipment safety, or could result in a large Þnancial or
social loss. The guidance may also be applied to noncritical software. Determination of criticality should be
carefully considered.

The Standard and this guide employ a speciÞc life cycle model of the software development process,
although plans written in the Standard may make use of a different model.

This guide may be used where software is the system or where software is part of a larger system. When
software is part of a larger system, software V&V should be integrated into a system-level V&V effort cov-
ering critical hardware, software, and interfaces to operators.

This guide is primarily directed to those preparing SVVPs. This guide may be used by project management,
system and software developers, quality assurance organizations, purchasers, end users, maintainers, and
those performing V&V.

Neither the Standard nor this guide assumes that the V&V effort is necessarily independent of the develop-
ment effort. V&V tasks may be performed by personnel doing development tasks, by a separate team within
a single organization, by a completely independent organization, or by some combination as assigned within
the SVVP.

 

*

 

Information on references can be found in clause 2.
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IEEE Guide for Software VeriÞcation 
and Validation Plans

 

1. Overview

 

This guide is the explication of IEEE Std 1012-1986

 

1

 

 (referred to throughout as the Standard). This Standard
speciÞed the required content of a Software VeriÞcation and Validation Plan (SVVP). This guide provides
the guidance and background discussion that a user of the Standard may need in order to write a plan.

This guide is divided into four clauses. Clause 1 provides the overview and scope of this guide. Clause 2
lists references to other standards. Clause 3 deÞnes the terms, conventions, and acronyms used in this guide.
Clause 4 provides an overview of software V&V, general planning guidance, and a description of the major
V&V activities that continue across more than one life cycle phase (e.g., traceability analysis, evaluation,
interface analysis, and testing). Clause 5 provides a sequential review of each of the sections of the SVVP,
providing speciÞc guidance for each section. In many cases, the guidance for a section or task is in the form
of a list of questions or activities to consider. Note that these lists are not complete because for any given sit-
uation there will be other questions or activities that can be addressed. Also, all items in a given list may not
be applicable to any given situation.

This guide also contains three annexes. Annex A describes the elevator example that was used to develop
sample plan extracts. These sample extracts are also presented in this annex. Annex B describes and over-
views software criticality planning analysis. Annex C provides guidance for the seven planning topics that
are aimed at V&V tasks in an SVVP.

 

1.1 Scope

 

This document provides speciÞc guidance about planning and documenting the tasks required by the Stan-
dard so that the user may write an effective plan. Some guidance is in the form of checklists, questions, or
activities to consider.

This guide does not present requirements beyond those found in the Standard. Mention of certain methods or
activities in this guide does not mean that the user of the Standard must include these in a plan in order for
that plan to comply with the Standard. There may be other methods or activities that are relevant to a speciÞc
software project or product. The user of this guide is encouraged to survey the standards referenced in clause
2 for additional guidance, particularly guidance for speciÞc tools or techniques.

 

1

 

Information on references can be found in clause 2.
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2. References

 

This guide shall be used in conjunction with the following publications:

IEEE Std 610.12-1990, IEEE Glossary of Software Engineering Terminology (ANSI).

 

2

 

IEEE Std 730-1989, IEEE Standard for Software Quality Assurance Plans (ANSI).

IEEE Std 828-1990, IEEE Standard for Software ConÞguration Management Plans (ANSI).

IEEE Std 829-1983 (Reaff 1991), IEEE Standard for Software Test Documentation (ANSI).

IEEE Std 830-1993, IEEE Recommended Practice for Software Requirements SpeciÞcations.

IEEE Std 1008-1987, IEEE Standard for Software Unit Testing (ANSI).

IEEE Std 1012-1986, IEEE Standard for Software VeriÞcation and Validation Plans (ANSI).

IEEE Std 1016-1987, IEEE Recommended Practice for Software Design Descriptions (ANSI).

IEEE Std 1042-1987, IEEE Guide to Software ConÞguration Management (ANSI).

 

2

 

IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA.
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3. Conventions, deÞnitions, and acronyms and abbreviations

 

3.1 Conventions

 

Below are a number of conventions adopted within the body of this guide.

Ñ

 

Standard

 

 refers to IEEE Std 1012-1986.
Ñ

 

Plan

 

 refers to a Software VeriÞcation and Validation Plan (SVVP).
Ñ

 

Shall

 

 or the imperative form indicates an item or activity required by the Standard.
Ñ

 

Should

 

 indicates a recommended item or activity.
Ñ

 

May

 

 indicates an item or activity appropriate under some, but not all, conditions; for which there are
a number of acceptable alternatives; or for which there is no professional consensus.

Ñ

 

Life cycle model

 

 is taken from the Standard. As stated in the Standard, a different model of the
life cycle may be used, provided the SVVP written for that model includes cross-references to the
original model.

Ñ

 

System

 

 is used to denote the item that will contain the developed software.
Ñ Material quoted from the Standard is indented and italicized and is followed by a reference to the

section (or, in some cases, part of a table) of the Standard.

 

3.2 DeÞnitions

 

This guide is consistent with other IEEE standards in its use of terms. For a complete list of deÞnitions, refer
to IEEE Std 1012-1986. 

Note that deÞnitions for the terms 

 

veriÞcation

 

 and 

 

validation

 

 may be used differently by other
standards organization.

 

3.3 Acronyms and abbreviations

 

The following acronyms and abbreviations are used in this guide:

COTS  Commercial-off-the-shelf

CPM  Critical path method

IV&V  Independent veriÞcation and validation

PERT  Program evaluation review technique

QA  Quality assurance

SDD  Software design description

SQA  Software quality assurance

SRS  Software requirements speciÞcation

SV&V  Software veriÞcation and validation

SVVP  Software veriÞcation and validation plan

SVVR  Software veriÞcation and validation report

TBD  To be determined

V&V  VeriÞcation and validation
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4. Software veriÞcation and validation 

 

Software VeriÞcation and Validation (V&V) is a disciplined approach to assessing software products
throughout the product life cycle. A V&V effort strives to ensure that quality is built into the software and
that the software satisÞes user requirements. V&V provides software management with insights into the
state of the software project and products, allowing for timely change in the products or in the development
and support processes.

Software veriÞcation and validation employs review, analysis, and testing techniques to determine whether a
software system and its intermediate products comply with requirements. These requirements include both
functional capabilities and quality attributes.

These quality attributes will differ from project to project. Quality attributes that are identiÞed serve the
userÕs need for a software product that is capable of meeting its objectives with adequate performance with
no unexpected side effects. The following list enumerates quality attributes that may be speciÞed.

Ñ accuracy
Ñ completeness
Ñ consistency
Ñ correctness
Ñ efÞciency
Ñ expandability
Ñ ßexibility
Ñ interoperability
Ñ maintainability
Ñ manageability
Ñ portability
Ñ readability
Ñ reusability
Ñ reliability
Ñ safety
Ñ security
Ñ survivability
Ñ testability
Ñ usability

The objectives of the V&V effort are to Þnd defects and to determine if required functions and attributes are
built into the software system. The activities of V&V operate on the products of software development and
support the following:

a) VeriÞcation that the products of each software life cycle phase
1) Comply with previous life cycle phase requirements and products (e.g., for correctness, com-

pleteness, consistency, and accuracy)
2) Satisfy the standards, practices, and conventions of the phase
3) Establish the proper basis for initiating the next life cycle phase activities

b) Validation that the completed end product complies with established software and
system requirements

A V&V effort is typically applied in parallel with software development and support activities. Some V&V
tasks may be interleaved with the development and support process. A V&V effort consists of management
tasks (e.g., planning, organizing, and monitoring the V&V effort) and technical tasks (e.g., analyzing, evalu-
ating, reviewing, and testing the software development processes and products) to provide information about
the engineering, quality, and status of software products throughout the life cycle.
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Planning for a V&V effort begins early in the project so as to aid in assessing the scope of the V&V effort as
part of the total effort. This is necessary in order to ensure that V&V resource needs are included in the total
project planning. The initial SVVP may provide insights to the Þnancial sponsor of the project concerning
development or support plans. It also provides enough information for the sponsor to approve the plan and to
monitor its implementation.

It is important on each project to clarify how V&V Þts into the overall project life cycle and relates to all
project entities (e.g., user, developer, buyer, software conÞguration management, software quality assurance,
etc.). Sometimes the V&V effort will be performed by an entirely different organization, often directly for
the buyer of the software. This situation is referred to as Independent VeriÞcation and Validation (IV&V).
V&V tasks may be performed internally by a completely separate organization within the company or per-
haps by the systems engineering group or product assurance group. Selection of some tasks may depend on
how a project is organized (e.g., consider not only how the V&V tasks serve immediate V&V objectives, but
also how they serve the total project).

The Þrst V&V tasks begin early, with concept documentation evaluation, requirements analysis, and accep-
tance test planning. Planning the V&V should be closely coupled to the planning of the rest of the project.
The planner should anticipate and schedule regular updating of the SVVP to reßect changes in the overall
development effort.

Software veriÞcation and validation tasks support one another and combine to become a powerful tool that
does the following:

Ñ Discovers errors as early as feasible in the software life cycle
Ñ Ensures that required software qualities are planned and built into the system
Ñ Predicts how well the interim and Þnal products will result in Þnal products satisfying

user requirements
Ñ Assures conformance to standards
Ñ ConÞrms safety and security functions
Ñ Helps prevent last-minute problems at delivery
Ñ Provides a higher conÞdence level in the reliability of the software
Ñ Provides management with better decision criteria
Ñ Reduces frequency of operational changes
Ñ Assesses impact of proposed changes on V&V activities

 

4.1 Software V&V planning guidance

 

This subclause describes activities required for effective V&V planning. The purpose of planning and plan
documentation is to employ the V&V resources efÞciently, to monitor and control the V&V process, and to
allow the identiÞcation of each participantÕs role and responsibility. Planning results in a well-structured,
thorough, and realistic SVVP that provides the foundation for a successful V&V effort. Documentation of
the scope and explicit statement of the objectives provides all parties with an understanding of what is going
to be achieved and what is not.

Each project needs its own SVVP, based on the generic plan identiÞed in the Standard. The speciÞc plan will
be tailored to the project. The plan may be modiÞed at times in response to major changes. While the basic
objectives of the V&V effort are not likely to change over time, there may be major changes that require
response. These changes may be associated with development activities (e.g., signiÞcant delays in sched-
ules, unanticipated technological changes) or V&V tasks (e.g., loss of resources, inability to develop tools in
time). Therefore, procedures for modifying the plan should be included in the plan.

V&V planning, which should be thought of as an integrated part of overall project planning, may be broken
down into the following steps:
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a)

 

Identify the V&V scope

 

. DeÞne a set of software tasks as early as possible. The tasks should be tai-
lored and take into consideration several software factors (e.g., criticality, complexity, available
resources including development environment and tools). Determining which V&V tasks to perform
requires a decision-making methodology. One such methodology, criticality analysis, is presented in
annex B.

Before beginning the next step, the recommended V&V tasks should be reviewed by all participants,
especially the user and customer. The next step should begin only after agreement is achieved.

b)

 

Establish speciÞc objectives from the general project scope

 

. Detailed, measurable, and achievable
objectives establish the conditions of satisfaction with the V&V effort. These conditions of satisfac-
tion provide the basis for assessing and enforcing V&V performance. Measurable criteria, such as
deÞned load limits and response time, are desirable because of the objectivity they afford. Also, the
discipline and effort required to formulate measurable objectives reveal ambiguities and differences
of expectations early in the V&V effort.

It is important to identify only achievable objectives. The presence of unachievable objectives
reduces the credibility of a plan, and of the V&V effort itself, before the execution of the plan
begins. A realistic plan enhances the motivation of all parties in a project and increases the value of
the V&V effort.

c)

 

Analyze the project input prior to selecting the V&V tools and techniques and preparing the plan

 

.
Input analysis identiÞes all the speciÞc products, information, and other documentation that will be
available during the project phases. Examples of such products are given in Þgure 1 of the Standard
and are reproduced here in Þgure 1. Input can be divided into two typesÑthe products and informa-
tion available at project start and the products and information that will become available in the later
phases of the development cycle. The items that are available during the planning stage are either
project- or product-related. Project-related information includes the budget, manpower and other
resources, development schedules and milestones, and any other project-speciÞc considerations,
such as contractual requirements. Product-related information includes concept documentation,
requirements speciÞcations, or other formal speciÞcations for the product being developed. Note
that terminology for these products varies according to the user or developer environment.

Historical defect data from previous versions of the same or similar software, if available, can be a
great aid. Such historical data will be available only if planned for (e.g., by archiving and analyzing
anomalies). When planning the V&V effort, prediction and analysis of the nature and number of
expected defects aid in the selection of V&V tasks and help to determine the resources required to
perform the tasks. 

d)

 

Select techniques and tools

 

. Identify those tools and techniques (such as those that support traceabil-
ity analysis) that are available and applicable to the project, and gather sufÞcient information in
order to choose among alternatives. For techniques, this information includes input needed, range of
applicability, and resources and skills needed. For tools, this information includes availability of tool
and associated documentation, applicability, and resource requirements including cost of operation
and training.

SpeciÞc information about the software development environment, methodology, and tools should
be considered when selecting the tools and techniques to be used in V&V. Techniques and tools need
to be selected with the format, structure, and schedule of the development products in mind. Also,
while in some cases it is appropriate to have separately developed and qualiÞed tools, it may be
more cost effective to use a common set of tools for similar functions.

Obtain a subset of tools and techniques that are tailored to the particular constraints and needs of the
project. When doing so consider the skills and training of the personnel and the availability of the
other necessary resources.

e)

 

Develop the plan

 

. Review the results of the previous steps and prepare a detailed set of tasks
(addressing the seven topics discussed in 3.5 of the Standard and annex C of this guide) to meet the
V&V goals, objectives, and constraints.

Authorized licensed use limited to: Tsinghua University. Downloaded on March 06,2026 at 04:27:21 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1059-1993

http://www.avadocuments.com/doc/ieee-1059-1993
http://www.avadocuments.com/doc/ieee-1059-1993


 

IEEE
VERIFICATION AND VALIDATION PLANS Std 1059-1993

 

7

 

F
ig

u
re

 1
Ñ

S
o

ft
w

ar
e 

ve
ri

Þ
ca

ti
o

n
 a

n
d

 v
al

id
at

io
n

 p
la

n
 o

ve
rv

ie
w

Authorized licensed use limited to: Tsinghua University. Downloaded on March 06,2026 at 04:27:21 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1059-1993

http://www.avadocuments.com/doc/ieee-1059-1993
http://www.avadocuments.com/doc/ieee-1059-1993


 

IEEE
Std 1059-1993 IEEE GUIDE FOR SOFTWARE

 

8

 

4.2 Integrating and continuing V&V tasks

 

Several tasks, as described by the Standard, collectively make up continuing activities that go across the dif-
ferent life cycle phases. These general activities are traceability analysis, evaluation, interface analysis, and
testing. Two other activities also discussed in the Standard are management and reporting. Management is
described in 5.5.1 of this guide. Reporting is described in 5.6.

These activities are horizontal threads that tie together the subsequent phase activities and allow veriÞcation
to be more effectively conducted. The V&V planner should plan to integrate and share resources throughout
the life cycle so that planning and implementation of all tasks of a continuing activity are more effectively
performed. See table 1.

In order to avoid redundancy, only the general characteristics of these activities are described in this sub-
clause. Phase-speciÞc applications are described in 5.5. Each activity is described in terms of the functions
performed, the kinds of problems it will uncover, the signiÞcance of the problems, and the relationship of
this activity to other activities.

 

4.2.1 Traceability analysis

 

The Standard requires traceability analysis in the requirements, design, and implementation phases. Trace-
ability is the ability to identify the relationships between originating requirements and their resulting system
features. It permits tracking forward or backward through the network of interrelationships that are created
as requirements are decomposed and reÞned throughout a systemÕs life cycle. Traceability provides the

 

Table 1ÑRelationships between tasks

 

Contribution of 
Task

Task

 

Traceability 
Analysis Evaluation Interface Analysis Testing

 

Criticality Analysis IdentiÞes critical 
features for tracing.

IdentiÞes critical 
areas for evaluation.

IdentiÞes critical 
interfaces.

Establishes
priorities for testing.

Traceability 
Analysis

Maps the location of 
each feature to be 
evaluated.

IdentiÞes where 
interfaces are 
required between 
dependent
components, and the 
information to be 
passed.

Traces test
documents. Assists 
in developing a test 
strategy by
determining how 
functions are
distributed.

Evaluation Assures the 
structural validity 
of the distribution of 
function.

Establishes that 
interfaces are
appropriate and are 
correctly
implemented.

IdentiÞes attributes 
that require 
dynamic validation, 
and the extent of 
testing that will be 
needed.

Interface Analysis

Establishes the 
need for traceability, 
and assures that 
dependent elements 
can communicate.

IdentiÞes explicit 
relationships 
between elements, 
and their input and 
output
requirements.

Establishes the 
framework for
integration test 
planning.

Testing ConÞrms the
traceability and the 
distribution of
functions.

ConÞrms the
evaluation.

ConÞrms that 
interfaces are 
operational.
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thread that links one element to another. When an element is traced to another, and that element is traced on
to another, a chain of cause and effect is formed.

Traceability allows veriÞcation of the properties set forth in the concept and that requirement speciÞcations
have been 

a) Carried forward to the design speciÞcations
b) Implemented in the code
c) Included in the test plan and cases
d) Provided to the customer and user in the resulting system

Traceability, with the aid of forward and backward tracing, facilitates the construction of efÞcient test plans
and permits veriÞcation that the resulting test cases have covered the permutations of functional and design
requirements/features.

When the trace from all software requirements back to the concept documentation and system requirements
is veriÞed, then successive traceability analysis occurs, beginning from the software requirements through
all the development representations, user documentation, and test documentation. Each trace is analyzed for
consistency, completeness, and correctness to verify that all software requirements are implemented in the
software and are associated with the correct design, code, and test information.

In the course of performing traceability analysis, some errors are readily apparent, such as a requirement
with no design element, or a design element with no source code, or the converse of these. The analyst
examines each trace path to ensure that the connected pieces are the proper ones. To be able to do this the
analyst has to understand the intent of both requirements and design.

Traceability analysis can be used to support conÞguration management, test coverage analysis, analysis of
V&V results, regression testing, criticality assessment, and V&V management decisions. Also, traceability
analysis is useful in evaluating the software development effort for good software engineering practices.

Traceability analysis is performed to assure that

Ñ Every requirement in the speciÞcation is identiÞed correctly
Ñ All traces are continuous from the prior phase through the current phase
Ñ Forward and backward traces between adjoining phases are consistent
Ñ The combined forward traces originating from each speciÞcation, fully support that speciÞcation
Ñ Each current speciÞcation or feature is fully supported by traceable predecessor speciÞcations

 

4.2.2 Evaluation

 

Evaluations ascertain the value or worth of an item and help to assure that a system meets its speciÞcations.
Evaluations are performed by many persons across all life cycle phases, on both interim and Þnal software
products, and may be either a comprehensive or selective assessment of a system.

Evaluations uncover problems in the different products and their relationships. These problems relate to the
basic user need for the system to be Þt for use in its intended setting. For a product to be Þt for use, an eval-
uation may be used to assure that

Ñ The product conforms to its speciÞcations.
Ñ The product is correct.
Ñ The product is complete, clear, and consistent.
Ñ Appropriate alternatives have been considered.
Ñ The product complies with all appropriate standards.
Ñ The product meets all speciÞed quality attributes.
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Evaluations not only identify problems, but may help to determine the progress of software development by
recommending that the project

Ñ Continue on to the next stage
Ñ Correct speciÞc items Þrst, then continue
Ñ Go back several steps and correct some problems
Ñ Perform additional evaluations, such as a simulation, before that part of the system is further reÞned
Ñ Monitor the progress of an item whose quality may be doubtful
Ñ Make changes in methodology or software tools
Ñ Make changes in schedules
Ñ Make stafÞng decisions, such as additional resources, additional training, or changes in assignment

Evaluations are used through all phases and for all types of software products, including user documents,
manuals, and other project documents. These may be of many forms, such as text or graphic representations,
and in various media, such as paper, magnetic tape, diskette, and computer Þles. This range of product types
and forms requires a large variety of techniques for performing and managing software evaluations.

When evaluating system products, there will be a change in emphasis from one development stage to the
next. As the product progresses from a concept to a Þnal product, its functional requirements are Þrst
deÞned. Next, the organization and structure of design elements are established. Then, all executable proce-
dures are prepared. Questions of Òwhat and why,Ó Òwhat-if,Ó Òalternatives,Ó and Òbetter-or-bestÓ will pre-
dominate during the earlier development stages, while issues of Òhow,Ó Òcorrectness,Ó and ÒconformanceÓ
will be more frequent in the later development stages.

When selecting evaluation strategies, the V&V planner Þrst uses the features and characteristics of the
system as a guide in the selection of the evaluation techniques. The planner shall question the systemÕs
functions, how they will be addressed, and what types of problems might be encountered. Second, the
V&V planner derives additional evaluation techniques from quality attributes that may be speciÞed for the
system. Third, the V&V planner considers other evaluation methods, based on special V&V concerns
and experience.

It may be helpful for the V&V planner to consider these three approaches when selecting techniques for
evaluating the product:

a) Static analysis of the speciÞcation (e.g., reviews, inspections, structure analysis)
b) Dynamic analysis of expected software behavior (e.g., simulation, prototyping, screen emulation,

branch execution analysis)
c) Formal analysis (e.g., mathematical proofs)

All these evaluation types can be used in conjunction with one another to provide a powerful
synergism. Selection of a particular type of evaluation depends on the results required, tool availability, and
cost trade-offs.

Static analysis detects deÞciencies and errors through the examination of the software product, manually or
automatically, without executing the software code. For example, static analysis can be applied to evaluate
the form and content of the speciÞcation. It is usually straightforward. It frequently employs various types of
reviews. Applicable to all levels of speciÞcation, it is able to detect ßaws that could preclude or
make meaningless the other forms of analysis, or prevent inadequate testing of the product. Static analysis
focuses on the form, structure, and content of the product; its interfaces and dependencies; and on the
environment in which it is to be used. Static analysis may be applied at all phases of development, and to all
documented deliverables.

Dynamic analysis requires the execution of the software itself, or a model or simpliÞed version of the soft-
ware, to determine the validity of some of its attributes. Dynamic analysis can produce results that are not
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available or are more time consuming with the other techniques. Dynamic analysis may also be more tracta-
ble than formal analysis, as there are a variety of tools expressly designed to support it.

Formal analysis uses rigorous mathematical proof techniques to analyze the algorithms or properties of the
software. It can provide a strong conclusion regarding certain properties of an approach, but it is limited by
the difÞculty of its application and the general scarcity of automated support. Formal techniques generally
require both a formal speciÞcation and a formal implementation. For example, the correctness of a natural,
English-language requirement could not be proven. Certain assertions could be drawn from the requirement
though, and proved to satisfy a set of conditions, thereby increasing the conÞdence that could be placed in
the requirements for those conditions. Formal analysis is frequently used to verify sections of a speciÞcation
that handle security requirements.

 

4.2.3 Interface analysis

 

When information is passed across a boundary (e.g., hardware to software, software to software, software to
user) there is always the possibility of losing some information or altering the information content. The task
of interface analysis serves to ensure the completeness, accuracy, and consistency of these interfaces. Inter-
face requirements at the design and implementation phases should be identiÞed and analyzed at the func-
tional, physical, and data interface level. The goal of interface analysis is to evaluate the speciÞc software
deliverable (e.g., requirements, design, code) for correct, consistent, complete, and accurate interpretation of
the interface requirements.

Interface analysis is concerned with data that ßows from one part of the system to another. The sources
of this information are important in assuring that the intended ßow is feasible. Information about the
recipient of the interface data is needed to assure that each interface is indeed necessary and sufÞcient. The
correctness of the interface will rely on the use to which it is put, and its form and content will be part of
the analysis.

Interface analysis should focus on three interface areas:

a)

 

User interface

 

. This should analyze what the human interfaces to the software product are, such as
required screen format, protection mechanisms, page layout and content of the reports, relative tim-
ing of inputs and outputs, etc.

b)

 

Hardware interface

 

. This should analyze what the logical characteristics of each interface are
between the software product and the hardware components of the system. Identify electronic
devices, Þrmware, communication devices, and output devices. Then identify applicable standards
for these interfaces and verify the current applicationÕs interface.

c)

 

Software interface

 

. This should analyze what the interfaces to other required software products are
(e.g., data management system, operating system, or a library package), and interfaces with other
application systems. Identify applicable standards for any other software products and interfaces to
other application systems. Verify correct software interfaces to them.

In planning interface analysis consider the following:

Ñ

 

Are the interface objectives technically adequate and well understood?

 

Ñ

 

Are all data elements well deÞned?

 

Ñ

 

Are all restrictions and constraints clearly deÞned?

 

Ñ

 

Were all the different kinds of interfaces taken into account and properly described?

 

Ñ

 

Are all hardware-to-software functional interfaces speciÞed in quantitative terms such as units, bits
per second, message formats, priority rules, word length, timelines, and protocols?

 

Ñ

 

Are all software-to-software interfaces functional, and are all data interface levels speciÞed in quan-
titative terms, such as data timeliness, data deÞnition, data formats, priority rules, message content,
and communication protocols?

 

Ñ

 

Are the interface performance requirements well deÞned, and are the limits speciÞed?
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Ñ

 

Is the criticality of the interface taken into consideration?

 

Ñ

 

What are impacts if the interface is degraded?

 

Ñ

 

Are the interfaces testable and maintainable?
Ñ Have all appropriate standards been identiÞed for the interfaces, including those from the current

software application to its environment?

 

4.2.4 Testing

 

Testing is the process of analyzing a software item to detect the differences between existing
and required conditions (that is, bugs) and to evaluate the features of the software item.

 

In the context of software veriÞcation and validation, testing can be deÞned as the testing that is performed
in support of the V&V objectives. These objectives may differ from those of the developer. For example,
V&V testing may focus on a narrow or critical area or on ensuring compliance to planned testing by the
developers.

The scope and organizational responsibilities for the testing deÞned in an SVVP will depend on project-spe-
ciÞc considerations. Once V&V objectives are established, the testing performed is in support of those
objectives. Recognize there may be other testing activities beyond those of software veriÞcation and valida-
tion and there may be other organizations involved. Testing performed as part of V&V may be performed by
personnel who generated the software or by personnel independent of the original developers.

The remainder of this subclause provides a description of testing activities performed during software veriÞ-
cation and validation. It is not meant to be a guide to testing, but to clarify the concepts and terminology of
the Standard, and to be a basis for V&V test planning.

 

4.2.4.1 Levels of testing

 

Testing is performed at several points in the life cycle as the product is constructed component by compo-
nent into a functioning system. These points in the life cycle can be viewed as levels of capabilities that need
to be tested. The levels progress from the smallest or single component through combining or integrating the
single units into larger components or stages. The Standard describes these levels as component, integration,
system, and acceptance. Table 2 further describes these levels of testing.

 

4.2.4.2 Test planning

 

V&V test planning is a continuing activity performed throughout the life cycle, starting from the require-
ments phase up to the test phase. Test plans are developed for each level of testing. These plans correspond
to the developed products of the phase. The requirements phase produces the system requirements speciÞca-
tion and acceptance and system test plans. The design phase produces the system design document and the
component and integration test plans. The implementation phase produces the software product and test
cases, test procedures, and component level execution. In the test phase, acceptance test procedures are pro-
duced and integration system and acceptance tests executed. An additional beneÞt of test planning is the
additional review of the requirements, design, and interface descriptions.

The Standard provides for the creation of the test plan components in stages at appropriate points and times
in the life cycle. Table 3 shows the stages and sequences. Following the table is an explanation of the various
test activities.
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Table 2ÑLevels of testing

 

Testing DeÞnition in the 
Standard Purpose Traceability

 

Component Testing Testing conducted to ver-
ify the implementation of 
the design for one soft-
ware element (e.g., unit, 
module) or a collection of 
software elements.

Ensures program logic is 
complete and correct. 
Ensures component 
works as designed.

From each test to detailed 
design

Integration Testing An orderly progression of 
testing in which software 
elements, hardware 
elements, or both are 
combined and tested until 
the entire system has been 
integrated.

Ensures that design 
objectives are met.

From each test to the high-
level design

System Testing The process of testing an 
integrated hardware and 
software system to verify 
that the system meets its 
speciÞed requirements.

Ensures that the software 
as a complete entity 
complies with its 
operational requirements.

From each test to the 
requirements

Acceptance Testing Formal testing conducted 
to determine whether or 
not a system satisÞes its 
acceptance criteria and to 
enable the customer to 
determine whether or not 
to accept the system.

Ensures that customersÕ 
requirements objectives 
are met and that all 
components are correctly 
included in a customer 
package.

From each test to 
customer-speciÞc 
requirements

 

Table 3ÑTest activities in life cycle phases

 

Activities Requirements Design Implementation Test

 

Test Plan Generation - System
- Acceptance

- Component
- Integration

Test Design 
Generation

- Component
- Integration
- System
- Acceptance

Test Case 
Generation

- Component
- Integration
- System
- Acceptance

Test Procedure 
Generation

- Component
- Integration
- System

- Acceptance

Test Execution - Component - Integration
- System
- Acceptance
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4.2.4.2.1 Test plans

 

A test plan spells out the scope, approach, resources, and schedule of the testing activity. It indicates what is
to be tested, what is not to be tested, testing tasks to perform, people responsible, and risks. Key points in
planning include

Ñ Transitioning from one phase or level to another
Ñ Estimating the number of test cases and their duration
Ñ DeÞning the test completion criteria
Ñ Identifying areas of risks
Ñ Allocating resources

The testing tasks performed during the requirements phase involve planning for and generating the system
and acceptance test plans. Since these tests attempt to demonstrate that both the operational concept and the
requirements are satisÞed, planning may begin as soon as the requirements are written, although completion
of the test plans shall await Þnishing other requirements phase V&V tasks. More detailed levels of prepara-
tion of test procedures and test cases will be performed in later phases.

The system design document is a key input to planning for component and integration test in the design
phase. By developing the test plans early, there is adequate time to put test resources in place and to ensure
that any untestable design features are identiÞed prior to implementation.

Identifying methodologies, techniques, and tools is part of planning for testing. Methodologies are derived
from the overall testing strategy. Techniques and tools are identiÞed according to the speciÞed methodolo-
gies. The speciÞc methodologies, techniques, and tools selected will be determined by the type of software
(e.g., application, operating system) to be tested, the test budget, the risk assessment, the skill level of avail-
able staff, and the time available.

In planning for veriÞcation and validation testing, the V&V planner should answer the following questions:

Ñ

 

Who is responsible for generating the different levels of test designs, cases, and procedures?

 

Ñ

 

Who is responsible for executing the different levels of tests?

 

Ñ

 

Who is responsible for building and maintaining the test bed?

 

Ñ

 

Who is responsible for conÞguration management?

 

Ñ

 

What are the criteria for stopping test effort?

 

Ñ

 

What are the criteria for restarting test effort?

 

Ñ

 

When will source code be placed under change control?

 

Ñ

 

Which test designs, cases, and procedures will be placed under change control?

 

Ñ

 

For which level of tests will anomaly reports be written?

 

It is often difÞcult to determine when to stop testing or when a reasonable number of defects have been
detected. In fact, it may be unreasonable to expect that all defects will be detected. Therefore, completion
criteria should be provided as a guideline for test completion. There are at least two common types of com-
pletion criteria. One criterion, test case completion, requires that all resultant test cases are executed without
observing defects. A second criterion is fault prediction. For example, since the objective of testing is to Þnd
defects, the second criterion might be to test until a predeÞned number of defects have been found (or, con-
versely, a number of successful tests has been executed).

 

4.2.4.2.2 Test design

 

The test plan is followed by the development of test designs in the design phase. Test designs reÞne the test
planÕs approach, identify speciÞc features to be tested by the design, and deÞne its associated test cases and
procedures. Whenever possible, tests should be designed to be suitable for regression testing; that is, tests
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previously executed and veriÞed can then be repeated at a later point in development or during maintenance
of the installed system.

Consider the following when developing test designs:

Ñ Required features to be tested
Ñ SpeciÞed quality attributes
Ñ Load limits
Ñ Stress tests
Ñ ConÞgurations that the software may need to support
Ñ Compatibility with existent or planned system components
Ñ Security of the system
Ñ Storage limits of the software, and related data
Ñ Performance (such as accuracy) response times, and throughput
Ñ Installability, primarily in the user environment
Ñ Reliability/availability to the speciÞcations
Ñ Recovery from software and data failures
Ñ Serviceability requirements
Ñ UsersÕ guides
Ñ Human factors for usability and acceptability
Ñ Interfaces with other system components
Ñ Hardware interfaces

 

4.2.4.2.3 Test case

 

The test cases and test procedures are developed in the implementation phase. A test case speciÞes actual
input values and expected results. The goal in the generation of test cases is to exercise the componentÕs
logic and to set up testing scenarios that will expose errors, omissions, and unexpected results. In developing
test cases, one desire is to produce the smallest set of cases possible that will still meet the goal. Use of a
matrix relating requirements to test cases aids in determining completeness and overlap.

 

4.2.4.2.4 Test procedure

 

A test procedure identiÞes all steps required to operate the system and exercise the speciÞed test cases
in order to implement the associated test design. Refer to IEEE Std 829-1983 for a discussion of
test procedures.

 

4.2.4.2.5 Test execution

 

Test execution is the exercising of the test procedures. Test execution begins at the component level of test-
ing in the implementation phase. The remaining levels of testing (e.g., integration, system, acceptance) are
executed in the test phase.
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5. SVVP guidance

 

The following provides detailed information about each section of an SVVP. The information here is orga-
nized in the same order as an SVVP and written in accordance with the Standard. In most cases, the follow-
ing subclauses begin by quoting the requirements of the Standard for that section. Immediately following is
the section number or subsection number where this quote can be found in the Standard.

 

The Software VeriÞcation and Validation Plan (also referred to as the Plan) shall include the
sections shown below to be in compliance with this standard. If there is no information per-
tinent to a section or a required paragraph within a section, the following shall appear
below the section or paragraph heading together with the appropriate reason for the exclu-
sion: This section/paragraph is not applicable to this plan. Additional sections may be
added at the end of the plan as required. Some of the material may appear in other docu-
ments. If so, reference to those documents shall be made in the body of the Plan. [3]

 

When preparing an SVVP, include the following additional information prior to the Þrst section of the plan,
when appropriate to the particular project.

a)

 

Cover or title page.

 

 This will typically include the title of the plan, a document or conÞguration con-
trol identiÞer, the date, and the identiÞcation of the organizations by whom and for whom the SVVP
is prepared.

b)

 

Signature lines or page.

 

 In many cases, the SVVP will require the signature or signatures of the per-
sons responsible for writing or approving the plan.

c)

 

Revision history.

 

 If the SVVP is updated by issuing change pages, it is helpful to include a list of
such pages at the front of the SVVP. A brief history of the document and change bars or some other
form of attention to changed material are useful regardless of the distribution method.

d)

 

Preface or foreword.

 

 This will typically include a brief description of the project and identiÞcation
of related documents (e.g., project management plan, software quality assurance plan, conÞguration
management plan).

e)

 

Table of contents.

 

 A table of contents is required if the reader is to make efÞcient use of the plan.
f)

 

Lists of Þgures, tables, or illustrations.

 

 If there are more than a few Þgures, tables, or illustrations, or
if these are referenced at widely-scattered points in the text, reference lists similar to a table of con-
tents should be included. These items are typically listed separately.

g)

 

Assumptions.

 

 Indicate any assumptions on which the plan is predicated, such as anticipated deliver-
ies, availability of input, or intermediate products.

Include the following material after the last section of the SVVP, when appropriate to the project:

Ñ

 

Glossary.

 

 DeÞne project-speciÞc terms and acronyms.
Ñ

 

Procedures.

 

 Provide a clear understanding of the SVVP. In many cases, it is useful to separate the
high-level planning information from the detailed procedures. These procedures may also be pro-
vided in a separate document referenced in the body of the SVVP.

Ñ

 

Report formats and standard forms.

 

 Furnish samples of reporting forms that will be useful. If
large numbers of standard forms and report formats are to be included, these are best placed in
an appendix.

 

5.1 Purpose

 

(Section 1 of the Plan.) This section shall delineate the speciÞc purpose and scope of the
Software VeriÞcation and Validation Plan, including waivers from this standard. The soft-
ware project for which the Plan is being written and the speciÞc software product items cov-
ered by the Plan shall be identiÞed. The goals of the veriÞcation and validation efforts shall
be speciÞed. [3.1]
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See annex A, A.3.1.

The purpose statement of the SVVP provides the highest level description of the software V&V effort. The
following topics should be addressed in the purpose statement:

Ñ Identify the project to which the SVVP applies and describe why the plan is written.
Ñ State the goals to be satisÞed by the SVVP. For example, a speciÞc V&V effort may intend to vali-

date that all security requirements are satisÞed. Another plan may be concerned only with validating
performance requirements.

Ñ Clearly summarize the V&V effort and the responsibilities conveyed under this plan.
Ñ DeÞne the extent of the application of the SVVP to the software. Explicitly cite each part of the soft-

ware to which the SVVP applies and each part not covered by the SVVP. For example, perhaps only
two of three subsystems of a computer system will fall under the SVVP (the third component may be
unchanged from a previous system), or the SVVP may be invoked only for design veriÞcation.

Ñ Identify waivers and changes if the StandardÕs requirements have been tailored for this SVVP.
Examples include items such as addition or removal of sections or use of a different life cycle model.
SufÞcient detail should be included to demonstrate compliance with the Standard if the SVVP
is audited. Descriptions of extensive changes may be placed in an appendix or a separate
tailoring document.

 

5.2 Referenced documents

 

(Section 2 of the Plan.) This section shall identify the binding compliance documents, docu-
ments referenced by this Plan, and any supporting documents required to supplement or
implement this Plan. [3.2]

 

This section of the SVVP should

Ñ Specify documents completely, using any serial or publication numbers available.
Ñ Make certain the correct version of the document is cited.
Ñ Note clearly changes to referenced document list when SVVP is revised.
Ñ List all documents referenced in the plan.
Ñ Be consistent with other referenced document lists in other project documentation or explicitly indi-

cate differences and reasons.

 

5.3 DeÞnitions

 

(Section 3 of the Plan.) This section shall deÞne or provide a reference to the deÞnitions of
all terms required to properly interpret the Plan. This section shall describe the acronyms
and notations used in the Plan. [3.3]

 

For this section of the SVVP

Ñ Include only terms necessary for understanding the SVVP.
Ñ Keep the list short by referring to lists of deÞnitions in other project documentation.
Ñ If separate lists are maintained in different project documentation, be sure to use the same deÞnitions

in each list. It is helpful, to this end, to have a single database of project deÞnitions and acronyms.
Ñ Use deÞnitions from IEEE Std 610.12-1990 and the series of IEEE glossaries where possible.
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5.4 VeriÞcation and validation overview

 

(Section 4 of the Plan.) This section shall describe the organization, schedule, resources,
responsibilities, tools, techniques, and methodologies necessary to perform the software
veriÞcation and validation. [3.4]

 

5.4.1 Organization

 

(Section 4.1 of the Plan.) This section shall describe the organization of the V&V effort. It
shall deÞne the relationship of V&V to other efforts such as development, project manage-
ment, quality assurance, conÞguration or data management, or end user. It shall deÞne the
lines of communication within the V&V effort, the authority for resolving issues raised by
V&V tasks, and the authority for approving V&V products. [3.4.1]

 

See annex A, figure A.3.

The speciÞc organizational structure of the V&V effort will depend on the nature of the system under devel-
opment, the developing and acquiring organizations, and the contractual arrangements. Each organization
responsible for a V&V effort may want to arrange the V&V effort differently. A V&V effort is simply the set
of V&V tasks deÞned by the SVVP to be performed to achieve a quality product. Organization of the effort
is then the assignment of each task to some appropriate person or organizational entity. There is no single,
correct organization for all projects.

When planning for the organization of a V&V effort, consider the following:

Ñ Assigning speciÞc responsibility for each task (e.g., accepting the input, performing the task, analyz-
ing the results, reporting the results, making decisions based on the results) where responsibility may
be shared

Ñ In the case of overlapping responsibilities, being precise about these assignments
Ñ Using diagrams to show the control and data ßow of V&V efforts to clarify responsibilities

 

5.4.2 Master schedule

 

(Section 4.2 of the Plan). This section shall describe the project life cycle and milestones,
including completion dates. It shall summarize the scheduling of V&V tasks and shall
describe how V&V results provide feedback to the development process to support project
management functions (for example, comments on design review material).

If the life cycle used in the Plan differs from the life-cycle model in the standard, this section
shall show how all requirements of the standard are satisÞed (for example, cross reference
for life-cycle phases, tasks, inputs, and outputs). When planning V&V tasks, it should be rec-
ognized that the V&V process is iterative. The summary of tasks may be in narrative, tabu-
lar, or graphic form. [3.4.2]

 

The master schedule summarizes the various V&V tasks and their relationships within the overall project
environment. The objective is to spell out the orderly ßow of materials between V&V activities and project
tasks. This helps to ensure that V&V tasks are appropriately placed and their deliverables are identiÞed
within the larger project environment. Be aware that the development of the master schedule will be an
iterative process.

In developing the master schedule, the V&V planner should focus on V&V tasks and their placement within
the project schedule and highlight the key V&V tasks, deliverables, and completion dates. If an independent
V&V effort is being conducted, the interfaces for delivery of materials, reviews, completion meetings, etc.
need to be highlighted. There are many formats for schedule presentation (e.g., Gantt Charts, PERT, CPM)
and in some cases analysis of schedule ßow. The approach used should be consistent with other
project elements.
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5.4.3 Resource summary

 

(Section 4.3 of the Plan.) This section shall summarize the resources needed to perform the
V&V tasks, including stafÞng, facilities, tools, Þnances, and special procedural require-
ments such as security, access rights, or documentation control. [3.4.3]

 

An overview of the resources needed for the V&V effort should be presented. The planner should not repeat
the resource requirements of the individual tasks; instead, overall requirements should be summarized and
potential conßicts for resources, long-lead items, inefÞcient uses of resources, and alternative resource
options should be identiÞed. For very small plans, all resource information could be placed in this
section, rather than in the task discussions. It may be valuable to collect the detailed resource information in
an appendix.

Resource types include labor or stafÞng, facilities, equipment, laboratories, the conÞguration of the laborato-
ries, tools (both software and hardware), budget and Þnancial requirements, documentation, special proce-
dures and conditions (such as, security, access rights, and/or controls).

Ñ Use graphs and tables as an effective means of presenting resource use. Graphs of resource use ver-
sus calendar time or life cycle phase give a quick grasp of the relative amounts of effort involved in
the different tasks or phases. Tables of resource use, again by calendar time or life cycle phase, aid in
comparing resource use with a budget or with the requirements of other project efforts.

Ñ Include in the equipment and laboratories summary the type of equipment needed, duration needed,
particular conÞgurations, and other peripheral facilities that will be needed to perform the total
V&V operations.

Ñ In the tools section of the summary list the various tools that are to be used throughout the V&V
effort. The tools can be subdivided into software and hardware.

Ñ In the budget and Þnancial requirements, take all the resources into account and allow for additional
tools and staff to cope with contingencies.

 

5.4.4 Responsibilities

 

(Section 4.4 of the Plan.) This section shall identify the organizational element(s) responsi-
ble for performing each V&V task. It shall identify the speciÞc responsibility of each element
for tasks assigned to more than one element. This section may be a summary of the roles and
responsibilities deÞned in each of the life-cycle phases. [3.4.4]

 

See annex A, table A.1.

There are two levels of responsibility for the V&V tasksÑgeneral responsibilities assigned to different orga-
nizational elements throughout the project and speciÞc responsibilities for the tasks to be performed. A sum-
mary of the general responsibilities may be described in this section of the SVVP or in another project-level
plan (e.g., a project management plan). If described in another document, this section should contain a sum-
mary and a reference to the other document. The speciÞc responsibilities may be described in this section, or
this section may summarize the responsibilities deÞned in the life cycle phase sections of the SVVP.

 

5.4.5 Tools, techniques, and methodologies

 

(Section 4.5 of the Plan.) This section shall identify the special software tools, techniques,
and methodologies employed by the V&V effort. The purpose and use of each shall be
described. Plans for the acquisition, training, support, and qualiÞcation for each shall be
included. This section may reference a V&V Tool Plan. [3.4.5]

 

Describe the V&V approach, tools, and techniques and their roles in the V&V effort. This may be in narra-
tive or graphic form. References to technique or tool descriptions should be included. A separate tool plan
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may be developed for a software tool acquisition, development, or modiÞcation. In this case this section of
the SVVP should refer to the tool plan. If a tool is to be acquired or developed, its acquisition or develop-
ment schedule should be included in the V&V schedule. Determine whether sufÞcient time and appropriate
tasks are allowed for tool acquisition or development.

When planning the use of tools, techniques, and methodologies, consider the following:

a) A description of, or reference to, the methodology selected for the V&V approach
b) Staff experience and training needed
c) Special tools and speciÞc techniques for the methodology
d) How each tool and technique enhances the methodology
e) Risks associated with a tool or technique
f) Status of each tool

1)

 

Is it a new acquisition?

 

2)

 

Are changes needed or is it completely ready for use?

 

3)

 

Is the required quantization available?

 

4)

 

Is its documentation acceptable?

 

5)

 

Is the tool proprietary?

 

g) Acquisition or development schedule
h) Necessary support (hardware, other software)
i) Alternate approach for a high-risk tool

 

5.5 Life cycle veriÞcation and validation

 

This subclause parallels 3.5 of the Standard, using the same life cycle model. The Standard points out that
any life cycle model can be employed for development and V&V activities. The Standard can then be
adapted to it as long as there is a clear mapping from one life cycle model to the other.

While many tasks can be thought of as going across life cycle phases, most SVVPs are likely to be written
and managed with tasks assigned to a particular life cycle phase. Each of the following subclauses ampliÞes
the requirements of the Standard. (See 4.2 of this guide for further guidance on planning the tasks that go
across life cycle phases.)

Additionally, the Standard deÞnes management as one of the phases. Of course, management is not a single
life cycle phase activity, but rather an activity that goes across all of the individual phases and that ties all of
the activities together into a coherent, useful program.

 

5.5.1 Management of V&V

 

(Section 5.1 of the Plan.) This section of the Plan shall address the seven topics identiÞed in
section 3.5 of this standard. The management of V&V spans all life-cycle phases. The soft-
ware development may be a cyclic or iterative process. The V&V effort shall reperform pre-
vious V&V tasks or initiate new V&V tasks to address software changes created by the
cyclic or iterative development process. V&V tasks are reperformed if errors are discovered
in the V&V inputs or outputs.

For all software, the management of V&V shall include the following minimum tasks:

1. Software VeriÞcation and Validation Plan (SVVP) Generation

2. Baseline Change Assessment

3. Management Review of V&V

4. Review Support [3.5.1]
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The primary tasks of V&V management are planning, review, and control. The Standard maps these respon-
sibilities into four fundamental tasks for V&V managementÑSVVP Generation, Baseline Change Assess-
ment, Management Review, and Review Support. Conceptually, managementÕs responsibility is to ensure
the positive, successful interaction between the V&V activities and other software development activities to
ensure the creation of defect-free software. The planning of the management tasks shall recognize the itera-
tive nature of V&V tasks (e.g., determining when to reanalyze amended software products, when to revise
V&V plans to reßect changes in the development process).

 

5.5.1.1 Software VeriÞcation and Validation Plan (SVVP) generation

 

Generate SVVP (during Concept Phase) for all life cycle phases in accordance with the
standard based upon available documentation Include estimate of anticipated V&V activi-
ties for Operation and Maintenance Phase. Update SVVP for each life cycle phase, particu-
larly prior to Operation and Maintenance. Consider SVVP to be a living document, and
make changes as necessary. A baseline SVVP should be established prior to the Require-
ments Phase. [Table 1, 5.1 (1)]

 

See annex A, A.3.4.

The Standard speciÞes the required content and format for an SVVP. From this starting point, V&V planners
should tailor these requirements to the operating environment and the development environment. Tailoring
considerations include the following:

Ñ Software development environment and methodology
Ñ Size and complexity of software being veriÞed and validated
Ñ Risk management considerations
Ñ Organization and number of personnel performing V&V tasks
Ñ Relationship of personnel performing V&V tasks to other development personnel, management,

and user
Ñ Approvals required for the SVVP
Ñ Method of conÞguration control, maintenance, and updating of SVVP
Ñ Special focus of V&V required (e.g., safety or security)

V&V planners may be dependent on things outside of their control. As a consequence, the plan may need to
be able to respond to occasional, controlled changes to support the overall project milestones and objectives.
At the same time it should remain constant in its quality goals and V&V objectives. Some of the uncertain-
ties that should be considered include the following:

Ñ Timely delivery of products
Ñ Whether the quality of the products will be sufÞcient to allow meaningful veriÞcation and validation
Ñ Availability of staff and resources needed to perform the planned tasks

V&V planning is most effectively performed in conjunction with the overall software development
planning. Revisions to the plan are prepared regularly throughout the software development life cycle,
usually at the completion or initiation of each life cycle phase. The plan, to be effective as a complete speci-
Þcation of the tasks required to achieve the established V&V objectives, shall be thorough, comprehensive,
and speciÞc.

The SVVP is often best developed incrementally. An SVVP will start small, based on an early, perhaps
incomplete, view of the project. The SVVP will grow and incorporate changes as the software is developed.
Eventually, the SVVP will be completed and serve as a record of the complete and detailed plan for the
projectÕs V&V activities.
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This should not be taken to mean that the plan should be continually revised throughout the life cycle
phases. Only those changes needed to provide further or more detailed task management for the future or
to make corrections should be made. Revisions to the plan should not be made retrospectively; that is, as
a way of removing deviations from the plan. Deviations that arise during the execution of the plan, neces-
sary for project changes or external factors, are addressed in the Software VeriÞcation and Validation
Reports (SVVRs).

Incremental planning may be prudent for at least two reasons.

a)

 

It allows for a more realistic view of what is possible in planning in the early stages of a project.

 

 Too
often, much time and attention is spent overplanning future life cycle phases when there is the likeli-
hood of signiÞcant changes in those phases. For example, certain design and implementation ques-
tions may be unanswerable in the concept phase and, as a consequence, precise planning for design
and implementation of V&V may not be possible. As decisions are made and results and products
obtained throughout the life cycle, more careful planning of subsequent phases is meaningful.

b)

 

If a plan is to be effective (e.g., if people are to use it to identify responsibilities, to prepare for future
tasks, to measure past performance) it should be realistic and achievable.

 

 It should reßect the
changes that are inherent in the other development process activities. It cannot be a static view of the
desires of management at the outset of the V&V effort without regard to actual developments. The
plan should represent reasonable and achievable objectives.

The SVVP is thus referred to as a living document because it may undergo changes and expansion over
time. At its Þrst publication (in most cases at the beginning of the life cycle) it will contain detailed plans
about the near-term activities and only cursory descriptions of the later phases. When generating input for
the SVVP, be prepared to revise and update the SVVP at Þxed points. Most effectively, plan for review and
revision at the end of each life cycle phase.

Additionally, during life cycle phases it sometimes may be advisable to incorporate revisions to the plan in
response to signiÞcant changes in other project plans, and to include references to those revised plans. Plan
for the maintenance of the SVVP under conÞguration identiÞcation and control. This can be accommodated
by maintaining the SVVP on electronic media or in a hard copy format that can be easily updated.

The SVVP should be an item under conÞguration management. Plan to establish the baseline SVVP prior to
the Requirements Phase if V&V begins early enough. In other cases, baseline the SVVP no later than at the
end of the current life cycle phase. The use of a conÞguration identiÞer and change notations (such as
change bars) will allow effective control of the conÞguration and status of the document.

 

5.5.1.2 Baseline change assessment

 

Evaluate proposed software changes (for example, anomaly corrections, performance
enhancements, requirements changes, clariÞcations) for effects on previously completed
V&V tasks. When changes are made, plan iteration of affected tasks which includes reper-
forming previous V&V tasks or initiating new V&V tasks to address the software changes
created by the cyclic or iterative development process. [Table 1, 5.1 (2)]

 

Baseline change assessment may be the most dynamic task performed during a V&V effort. Any change
proposal could affect an unknown amount of previously completed development and V&V work. A V&V
task should examine the change to determine the nature and extent of the V&V rework required by the
change. Because changes will be proposed asynchronously, the SVVP cannot, before the fact, contain
detailed planning for any given change assessment; rather, it shall contain general guidance for allocating
resources to change proposals as they occur.

The request for baseline change assessment should be documented in a change proposal. The change pro-
posal should indicate the perceived severity of the anomaly (if any), the immediacy of the change, and the
systems affected so that the criticality of the software can be determined.
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5.5.1.3 Management review of V&V

 

Conduct periodic reviews of V&V effort, technical accomplishments, resource utilization,
future planning, risk management. Support daily management of V&V phase activities,
including technical quality of Þnal and interim V&V reports and results. Review the task and
V&V phase summary reports of each life-cycle phase. Evaluate V&V results and anomaly
resolution to determine when to proceed to next life-cycle phase and to deÞne changes to
V&V tasks to improve the V&V effort. [Table 1, 5.1 (3)]

 

See annex A, A.3.5.

Management review comprises all of the general responsibilities of management for the monitoring, control-
ling, and reporting of the V&V effort and, in effect, the managing of this plan. In this task, V&V manage-
ment is responsible for creating the positive interaction between the V&V activities and the other
development activities. V&V management is responsible, in particular, for reviewing on-going efforts,
accomplishments, and the use of resources. This section of the SVVP addresses only V&V-speciÞc issues in
project management review. While not stated earlier, a manager sufÞciently technically expert in the system
under development and in the process of software V&V is necessary to make informed and useful decisions
throughout the project. This need is most keenly felt in the task of management review.

The results and Þndings of V&V tasks will have a signiÞcant impact on the development effort. (See also 5.7
of this guide for control and administrative procedures relating to the distribution of V&V products.) Early
identiÞcation and correction of defects is one obvious beneÞt. The monitoring and reporting of levels and
types of defects may identify other quality engineering issues in the development process.

Careful management attention to the technical quality and accuracy of the V&V products is particularly
important. It is important that inaccurate or incorrect reports are not distributed to development or manage-
ment personnel lest unnecessary effort be expended responding to illusory or imprecisely stated anomalies.

When reviewing reports, consider the following:

a)

 

Is the report complete?

 

b)

 

Is the report technically accurate?

 

c)

 

Is the report judicious in its use of language?

 

1)

 

Does it restrict itself to the technical issues under discussion?

 

2)

 

Is it restricted to the tasking direction?

 

3)

 

Is its tone positive? 

 

4)

 

Does it support development success?

 

d)

 

Does the report support effective management decision-making?

 

e)

 

Does it discriminate between levels of severity?

 

f) D

 

oes it clearly identify impact?

 

g)

 

Does it propose alternate approaches?

 

Prepare summary documents to make them as useful as possible to development and acquiring organization
management. When organizing the results, consider the following:

Ñ Summary assessment
Ñ Itemization of critical outstanding problems and the impact of their not being resolved
Ñ Recommendations about corrective course of action
Ñ Summary of rescheduling impact, V&V, and resource requirements
Ñ Distribution of anomalies according to some predeÞned categorization scheme and the signiÞcance

of this distribution
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