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Abstract: Medical devices that offer a communication interface as specified by the IEEE 11073
Service-oriented Device Connectivity (SDC) standards can be integrated into a health IT system
to jointly execute system functions. However, implementing the IEEE 11073 SDC communication
protocol is not sufficient to demonstrate safety, effectiveness, and security of system functions
resulting from the combination of system function contributions from two or more medical devices.
SDC participant key purposes (PKPs) are sets of requirements that allow for manufacturers to
have certain expectations about BICEPS participants from other manufacturers. This common
understanding enables the manufacturers to perform risk management, verification, validation,
and usability engineering for the safe use of system functions. This standard specifies
requirements for the allocation of responsibilities to SDC base participants.

Keywords: base PKP; BICEPS; communication protocol specification; documentation and
process responsibilities; dynamic medical device interoperability; IEEE 11073-10700™;
integrated clinical environment; participant key purpose; point-of-care medical device
communication; risk management; SDC; service-oriented device connectivity; safety,
effectiveness, and security; system function; system function contribution; usability engineering
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers), appear
in all standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement IEEE Standards documents do not
guarantee safety, security, health, or environmental protection, or guarantee against interference with or
from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS
IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by
any other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon
their own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board
of Governors are not able to provide an instant response to comments, or questions except in those cases
where the matter has previously been addressed. For the same reason, IEEE does not respond to
interpretation requests. Any person who would like to participate in evaluating comments or in revisions to
an IEEE standard is welcome to join the relevant IEEE working group. You can indicate interest in a
working group using the Interests tab in the Manage Profile & Interests area of the IEEE SA myProject
system.! An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable
regulatory requirements. Implementers of the standard are responsible for observing or referring to the
applicable regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action
that is not in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https:/standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in
copyright to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard
number and year of approval to access the web page of the published standard. Errata links are located
under the Additional Resources Details section. Errata are also available in IEEE Xplore. Users are
encouraged to periodically check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.

4 Available at: https:/standards.ieee.org/standard/index.html.
> Available at: https://standards.iece.org/about/sasb/patcom/materials.html.
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Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard’s development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 11073-10700-2022, Health Informatics—Device Interoperability—Part
10700: Point-of-Care Medical Device Communication—Standard for Base Requirements for Participants in a Service-
Oriented Device Connectivity (SDC) System.

The IEEE 11073 Point-of-Care Medical Device Communication Standards enable communication between
health IT elements in a HEALTH IT SYSTEM including MEDICAL DEVICEs. They provide automatic
and detailed electronic data capture of patient vital signs information and device operational data. The
primary goals are to:

— Provide real-time plug-and-play interoperability for MEDICAL DEVICEs. “Real-time” means that
data from multiple MEDICAL DEVICEs can be retrieved, temporally correlated, displayed, and
processed in fractions of a second. “Plug-and-play” means that there are no recurring configuration
steps necessary to enable data exchange between MEDICAL DEVICEs.

— Facilitate the efficient and effective exchange of vital signs and MEDICAL DEVICE data acquired
at the PoC in all health care environments. “Efficient and effective exchange of MEDICAL
DEVICE data” means that data captured at the PoC, e.g., patient vital signs, can be received,
parsed, and interpreted by different types of applications without the loss of safety-critical
information.

The IEEE 11073 Point-of-Care Medical Device Communication Standards are targeted at surgical as well
as acute and continuous care devices, such as patient monitors, ventilators, infusion pumps, ECG devices,
endoscopic camera systems, insufflators, dissectors, etc. They build a family of standards that can be bound
to one another to provide optimized connectivity for devices at the PoC.

Within the context of the ISO/IEEE 11073 family of standards for Point-of-Care Medical Device
Communication, this standard defines the requirements for SDC BASE PARTICIPANTSs in an SDC
SYSTEM that comprises an IT NETWORK of MEDICAL DEVICEs to enable safe and secure
contribution to SYSTEM FUNCTIONS.
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Health Informatics—Device Interoperability

Part 10700: Point-of-Care Medical
Device Communication—Standard for
Base Requirements for Participants in
a Service-Oriented Device Connectivity

(SDC) System

1. Overview

1.1 Scope

This standard specifies the base set of Participant Key Purposes (PKPs) for the Service-oriented Device
Connectivity (SDC) series of standards. PKPs are role-based sets of requirements for products in order to
support safe, effective, and secure interoperability in medical IT networks at point-of-care environments
such as the intensive care unit (ICU), operating room (OR) or other acute care settings. This standard
specifies both product development process and technical requirements.

1.2 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to0).%’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may
equals is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

¢ The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.
7 The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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1.3 Service-oriented Device Connectivity standards

The SDC STANDARD:Ss are a subset of the IEEE 11073 standards and define requirements for MEDICAL
DEVICEs and other participants that exchange physiological or technical information or enable external
control while being operated in an IT NETWORK.

The SDC STANDARDSs comprise the specification of a domain and message model (IEEE Std 11073-
10207) and transport technology (IEEE Std 11073-20702) that form a service-oriented MEDICAL
DEVICE architecture (IEEE Std 11073-20701).% These SDC core standards constitute the technical
building blocks for foundational, structural, and semantic MEDICAL DEVICE interoperability over secure
data transmission. The SDC PKP STANDARDs (see 1.4) and particular SDC Device Specializations
address additional levels.

1.4 Participant key purposes

MEDICAL DEVICEs that offer a communication interface as specified by the SDC STANDARDs can be
integrated into a HEALTH IT SYSTEM on behalf of the SYSTEM OWNER, establishing an SDC
SYSTEM to be used by the HEALTHCARE DELIVERY ORGANIZATION.

The SYSTEM FUNCTIONs made available in an SDC SYSTEM depend on the individual SYSTEM
FUNCTION CONTRIBUTIONS of its BICEPS PARTICIPANTS. Accordingly, the MANUFACTURER of
a BICEPS SERVICE PROVIDER can only specify its INTENDED SYSTEM FUNCTION
CONTRIBUTIONS, whereas the MANUFACTURER of a BICEPS SERVICE CONSUMER can specify
the intended SYSTEM FUNCTIONSs as well as the SYSTEM FUNCTION CONTRIBUTIONSs required
from BICEPS SERVICE PROVIDERs in the SDC SYSTEM.

But to verify the safety, effectiveness, and security of these SYSTEM FUNCTIONS, only implementing the
communication protocol based on the SDC STANDARD:s is not sufficient. The safety, effectiveness, and
security of the SDC SYSTEM is based on allocating responsibilities to the individual BICEPS
PARTICIPANTS according to the requirements of the SDC PARTICIPANT KEY PURPOSEs (PKPs) they
assume.

The responsibility for the individual products as BICEPS PARTICIPANTSs in an SDC SYSTEM remains
with the MANUFACTURERs whereas the SYSTEM OWNER is responsible for integration of the
products into a HEALTH IT SYSTEM and the ADMINISTRATOR is responsible for operation and
maintenance of the HEALTH IT SYSTEM (see ISO 81001-1:2021, Clause 4.5 [B16]).? In addition, the
SYSTEM OWNER and ADMINISTRATOR take the responsibilities placed on them by declarations in the
ACCOMPANYING INFORMATION of the individual products that are to be integrated, e.g., pertaining to
configuration, NETWORK BANDWIDTH, etc.

The SDC PKP STANDARD:s specify the allocation of responsibilities and allow for MANUFACTURERSs
to have certain expectations about BICEPS PARTICIPANTSs from other MANUFACTURERSs. Conformity
to SDC PKP STANDARD:s and indication of this conformity creates confidence in these expectations and
enables MANUFACTURERS to take the responsibilities for SYSTEM FUNCTION CONTRIBUTIONS of
their BICEPS PARTICIPANTSs in an SDC SYSTEM. These responsibilities pertain to technical design,
implementation, verification, validation, RISK MANAGEMENT, USABILITY ENGINEERING, and
labeling of BICEPS PARTICIPANTS.

This standard defines the SDC BASE PROVIDER and the SDC BASE CONSUMER PKPs. They comprise
the base requirements for MANUFACTURERs to support safe, effective, and secure operation of their
SDC BASE PARTICIPANTS in an SDC SYSTEM.

8 Information on references can be found in Clause 2.
? The numbers in brackets correspond to those of the bibliography in Annex D.
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MANUFACTURERSs of SDC BASE PROVIDERSs can assess and specify which requirements need to be
fulfilled by SDC BASE CONSUMERs for the safe use of SYSTEM FUNCTION CONTRIBUTIONS.
Based on conformity of SDC BASE CONSUMERSs to this and other SDC PKP STANDARDs, SDC BASE
PROVIDERS can restrict access to BICEPS SERVICEs in the HEALTH IT SYSTEM.

For exchanging metric data, ALERT information, and external control commands, conformity with further
SDC PKP STANDARDs is recommended. Requirements that relate to specific SYSTEM FUNCTIONSs or
SYSTEM FUNCTION CONTRIBUTIONs can be specified in additional SDC PARTICIPANT KEY
PURPOSE:s.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 11073-10101™, Health informatics—Point-of-care medical device communication—Part 10101:
Nomenclature.!% 1!

IEEE Std 11073-10207™, Health informatics—Point-of-care medical device communication—Part 10207:
Domain Information and Service Model for Service-Oriented Point-of-Care Medical Device
Communication.

IEEE Std 11073-20701™, Health informatics—Point-of-care medical device communication—Part 20701:
Service-Oriented Medical Device Exchange Architecture and Protocol Binding.

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online should be consulted for terms not defined in this clause.'?

ACCOMPANYING INFORMATION: Information accompanying or marked on a MEDICAL DEVICE
or accessory for the USER or those accountable for the installation, use, processing, maintenance,
decommissioning and disposal of the MEDICAL DEVICE or accessory, particularly regarding safe use.
(adapted from ISO 20417:2021 [B14])

NOTE 1—The ACCOMPANYING INFORMATION is regarded as part of the MEDICAL DEVICE or accessory.'?

NOTE 2—The ACCOMPANYING INFORMATION can consist of the label, marking, INSTRUCTIONS FOR USE,
technical description, installation manual, quick reference guide, etc.

19 The IEEE standards or products referred to in this annex are trademarks owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

" [EEE publications are available from The Institute of Electrical and Electronics Engineers (https:/standards.ieee.org/).

12 |[EEE Standards Dictionary Online is available at: http:/dictionary.icee.org. An IEEE Account is required for access to the
dictionary, and one can be created at no charge on the dictionary sign-in page.

13 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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NOTE 3—ACCOMPANYING INFORMATION is not necessarily a written or printed document but could involve
auditory, visual, or tactile materials and multiple media types (e.g., compact disc/digital video disc, USB stick,
website).

NOTE 4—Definition has been modified by deleting Note 4 through Note 7.

ADMINISTRATOR: Legal person responsible for the ongoing operation of the implemented HEALTH
IT SYSTEM and ensuring it is safeguarded and maintained on an ongoing basis. (adapted from ISO 81001-
1:2021 [B16])

NOTE—Definition has been modified by replacing “person with role” with “legal person.”

ALERT: Generic term for physiological alarm conditions, technical alarm conditions, and conditions
resulting in advisory signals. (adapted from IEC 60601-1-8:2006/AMD 2:2020 [B3])

NOTE—Definition has been modified by replacing “synonym for the combination of” with “generic term for” and
“advisories” with “conditions resulting in advisory signals.”

BICEPS CONTAINMENT SUBTREE: A BICEPS CONTAINMENT TREE ENTRY and all child
elements of that BICEPS CONTAINMENT TREE ENTRY, transitively including children of children etc.
A BICEPS CONTAINMENT SUBTREE also includes all elements of any XML Schema type that extends
pm:AbstractState that use @DescriptorHandle to refer to a node within the BICEPS CONTAINMENT
SUBTREE as well as the element content, attributes, and child elements of these elements.

NOTE—This includes child elements of any XML Schema type that extends pm:AbstractDescriptor.

BICEPS CONTAINMENT TREE: Capability description and configuration state of a MEDICAL
DEVICE SYSTEM. It constitutes a rooted tree of BICEPS CONTAINMENT TREE ENTRIEs, the
hierarchy of which is specified in IEEE Std 11073-10207-2017, 5.3 [B10]. Its root node is a BICEPS
CONTAINMENT TREE ENTRY of the XML Schema type pm:MdsDescriptor.

NOTE—There can be zero, one, or multiple BICEPS CONTAINMENT TREEs within a BICEPS SERVICE
PROVIDER’s MDIB.

BICEPS CONTAINMENT TREE ENTRY: Single element of any XML Schema type that extends
pm:AbstractDescriptor. It includes its element content, attributes, and those child elements that are not of
any XML Schema type that extends pm:AbstractDescriptor. A BICEPS CONTAINMENT TREE ENTRY
also includes all elements of any XML Schema type that extends pm:AbstractState that use
@DescriptorHandle to refer to the node as well as all the element content, attributes, and child elements of
these elements.

BICEPS PARTICIPANT: A network node that is part of a SOMDS and exchanges information by
providing BICEPS SERVICEs, consuming BICEPS SERVICEs, or both.

BICEPS SERVICE: Interface as specified in the IEEE 11073-10207 Service Model.

BICEPS SERVICE CONSUMER: BICEPS PARTICIPANT that consumes at least one BICEPS
SERVICE.

BICEPS SERVICE PROVIDER: BICEPS PARTICIPANT that provides at least one BICEPS SERVICE.

CERTIFICATE: Electronic document that is digitally signed by a certification authority and that a
participant in an IT NETWORK uses for proving its identity and authenticity.

NOTE—A common format for public key CERTIFICATEs is defined in ITU-T X.509 [B18].
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CLINICAL FUNCTION: Function or feature intended to be used for one or more specific medical
purposes including but not limited to examination, monitoring, or modification of the structure or function
of an individual’s body; prediction, prevention, diagnosis, prognosis, treatment, or alleviation of a medical
condition.

CLINICAL USER: USER with clinical knowledge who is using a MEDICAL DEVICE in accordance
with its intended medical purpose.

DISTINGUISHED NAME: Section in a CERTIFICATE that uniquely identifies and binds an entity to the
authority that signed and issued the CERTIFICATE.

NOTE—ITU-T X.509 [B18] defines a minimum set of attributes for its DISTINGUISHED NAME.

EXCESSIVE LOAD CONDITION: IT NETWORK load that exceeds the MAXIMUM LOAD
CONDITION.

EXTENDED KEY USAGE: Indication of one or more purposes for which the public key of a
CERTIFICATE can be used.

NOTE—ITU-T X.509 [B18] specifies an EXTENDED KEY USAGE public key CERTIFICATE extension.
EXTENSION: An element that is a child of an ext:Extension element.

HEALTH IT SYSTEM: Combination of interacting health IT elements that is configured and
implemented to support and enable a HEALTHCARE DELIVERY ORGANIZATION’s specific health
objectives. (adapted from ISO 81001-1:2021 [B16])

NOTE 1—Such elements include health software, MEDICAL DEVICEs, IT hardware, interfaces, data, procedures, and
documentation.

NOTE 2—Definition has been modified by replacing “an individual or organization” with “a HEALTHCARE
DELIVERY ORGANIZATION.”

HEALTHCARE DELIVERY ORGANIZATION: Facility or enterprise such as a clinic or hospital that
provides healthcare services. (ISO 81001-1:2021 [B16])

INSTRUCTIONS FOR USE: Portion of the ACCOMPANYING INFORMATION that is essential for the
safe and effective use of a MEDICAL DEVICE or accessory directed to the USER of the MEDICAL
DEVICE. (adapted from ISO 20417:2021 [B14])

NOTE 1—For the purposes of this document, instructions for the professional processing between uses of a MEDICAL
DEVICE or accessory can be included in the INSTRUCTIONS FOR USE.

NOTE 2—The INSTRUCTIONS FOR USE, or portions thereof, can be located on the display of a MEDICAL
DEVICE or accessory.

NOTE 3—MEDICAL DEVICEs or accessories that can be used safely and effectively without INSTRUCTIONS FOR
USE are exempted from having INSTRUCTIONS FOR USE by some authorities having jurisdiction.

NOTE 4—Definition has been modified by deleting Note 1 and Note 5.

INTENDED SYSTEM FUNCTION CONTRIBUTION: Functional capability of a BICEPS
PARTICIPANT that is intended by its MANUFACTURER to contribute to a SYSTEM FUNCTION.

NOTE—The actual SYSTEM FUNCTION CONTRIBUTION is determined when the BICEPS PARTICIPANT
interoperates with a suitable counterpart and they execute a SYSTEM FUNCTION together.
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INTENDED USE: Use for which a MEDICAL DEVICE, process, or service is intended according to the
specifications, instructions, and information provided by the MANUFACTURER. (ISO/IEC Guide 63:2019
[B17])

NOTE—The intended medical indication, patient population, part of the body or type of tissue interacted with, USER
PROFILE, USE ENVIRONMENT, and operating principle are typical elements of the INTENDED USE.

IT NETWORK: System or systems composed of communicating nodes and transmission links to provide
physically linked or wireless transmission between two or more specified communication nodes. (ISO
81001-1:2021 [B16])

LOCALIZATION SERVICE: A service interface that allows a BICEPS SERVICE CONSUMER to
retrieve human-readable texts in different languages from a BICEPS SERVICE PROVIDER. (adapted from
IEEE Std 11073-10207-2017 [B10])

NOTE—Definition has been modified by replacing “interface” with “service interface,” “SERVICE CONSUMER”
with “BICEPS SERVICE CONSUMER,” and “translation table” with “BICEPS SERVICE PROVIDER.”

MANUFACTURER: Natural or legal person with responsibility for the design, manufacture, packaging,
or labeling of medical electrical equipment, assembling a medical electrical system, or adapting medical
electrical equipment or a medical electrical system, regardless of whether these operations are performed
by that person or on that person’s behalf. (IEC 60601-1:2005/AMD 1:2012/AMD 2:2020 [B2])

MAXIMUM LOAD CONDITION: Maximum IT NETWORK load specified for an SDC BASE
PARTICIPANT in NORMAL USE.

NOTE—MAXIMUM LOAD CONDITIONSs can be derived from the minimum required network data rate specified,
the maximum number of concurrent subscriptions, or the maximum rate of services being consumed, among others.

MEDICAL DEVICE: Instrument, apparatus, implement, machine, appliance, implant, reagent for in vitro
use, software, material or other similar or related article, intended by the MANUFACTURER to be used,
alone or in combination, for human beings, for one or more of the specific medical purpose(s) of

— Diagnosis, prevention, monitoring, treatment or alleviation of disease

— Diagnosis, monitoring, treatment, alleviation of or compensation for an injury

— Investigation, replacement, modification, or support of the anatomy or of a physiological process

— Supporting or sustaining life

—  Control of conception

— Disinfection of MEDICAL DEVICEs

— Providing information by means of in vitro examination of specimens derived from the human
body

and which does not achieve its primary intended action by pharmacological, immunological or metabolic
means, in or on the human body, but which can be assisted in its intended function by such means.
(ISO/IEC Guide 63:2019 [B17])
NOTE—Products which can be considered to be MEDICAL DEVICEs in some jurisdictions but not in others include:
— Disinfection substances
— Aids for persons with disabilities
—  Devices incorporating animal and/or human tissues

—  Devices for in-vitro fertilization or assisted reproductive technologies

Documents
16

Copyright © 2023 IEEE. All rights reserved. Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 09:20:55 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 11073-10700-2022


http://www.avadocuments.com/doc/ieee-11073-10700-2022
http://www.avadocuments.com/doc/ieee-11073-10700-2022

IEEE Std 11073-10700-2022
Health Informatics—Device Interoperability—Part 10700: Point-of-Care Medical Device Communication
Standard for Base Requirements for Participants in a Service-Oriented Device Connectivity (SDC) System

MEDICAL DEVICE SYSTEM: Object-oriented abstraction of a device system comprising zero or more
subsystems, all of which always operate within the same context, that provides information objects as
defined in IEEE Std 11073-10207.

NOTE—Device systems or subsystems thereof are typically MEDICAL DEVICEs.
NETWORK BANDWIDTH: The maximum rate of data transfer across an IT NETWORK.

NORMAL USE: Operation, including routine inspection and adjustments by any USER, and stand-by,
according to the INSTRUCTIONS FOR USE or in accordance with generally accepted practice for those
MEDICAL DEVICEs provided without INSTRUCTIONS FOR USE. (IEC 62366-1:2015/AMD 1:2020
[B5])

NOTE 1—NORMAL USE should not be confused with INTENDED USE. While both include the concept of use as
intended by the MANUFACTURER, INTENDED USE focuses on the medical purpose while NORMAL USE
incorporates not only the medical purpose, but maintenance, transport, etc. as well.

NOTE 2—USE ERROR can occur in normal use.

NOTE 3—MEDICAL DEVICEs that can be used safely without INSTRUCTIONS FOR USE are exempted from
having INSTRUCTIONS FOR USE by some authorities with jurisdiction.

OBJECTIVE EVIDENCE: Data supporting the existence or verity of something. (IEC 60601-
1:2005/AMD 1:2012/AMD 2:2020 [B2])

NOTE—OBJECTIVE EVIDENCE can be obtained through observation, measurement, testing, or other means.

REFERENCE IDENTIFIER: A unique, symbolic, and programmatic form of a nomenclature term.
(adapted from IEEE Std 11073-10101-2019 [B9])

NOTE 1—The form is correlated to a context-free code, both of which are defined by the standards of the IEEE 11073
Nomenclature series.

NOTE 2—Definition has been modified by replacing “for the term” with “of a nomenclature term.”

REFERENCE SYSTEM: An SDC SYSTEM consisting of BICEPS PARTICIPANTS that complement
one SDC BASE PARTICIPANT’s INTENDED SYSTEM FUNCTION CONTRIBUTIONS to emulate a
realistic USE ENVIRONMENT.

NOTE 1—A REFERENCE SYSTEM is used to demonstrate an SDC BASE PARTICIPANT’s capability to execute
SYSTEM FUNCTIONS together with other BICEPS PARTICIPANTS.

NOTE 2—A REFERENCE SYSTEM can be fully or partially simulated.

REMOVABLE SUBSYSTEM: A subsystem of a BICEPS SERVICE PROVIDER that can be attached to
or removed from the BICEPS SERVICE PROVIDER and that is represented in the MDIB.

REPRESENTATIVE SDC PARTICIPANT: A BICEPS PARTICIPANT in a REFERENCE SYSTEM
that either uses a SYSTEM FUNCTION CONTRIBUTION of an SDC BASE PROVIDER under test in
order to provide a (simulated) SYSTEM FUNCTION of its own or provides one or more SYSTEM
FUNCTION CONTRIBUTION:S that are required by an SDC BASE CONSUMER under test.

NOTE—A REPRESENTATIVE SDC PARTICIPANT can be an SDC BASE PARTICIPANT.
RESIDUAL RISK: RISK remaining after risk control measures have been implemented. (ISO/IEC Guide
63:2019 [B17])
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RISK: Combination of the probability of occurrence of harm and the severity of that harm. (ISO
14971:2019 [B13])

RISK MANAGEMENT: Systematic application of management policies, procedures and practices to the
tasks of analyzing, evaluating, controlling, and monitoring RISK. (ISO/IEC Guide 63:2019 [B17])

SDC BASE CONSUMER: An SDC PARTICIPANT KEY PURPOSE that a BICEPS SERVICE
CONSUMER can assume.

SDC BASE PARTICIPANT: BICEPS PARTICIPANT that assumes the SDC BASE CONSUMER PKP,
SDC BASE PROVIDER PKP, or both.

SDC BASE PROVIDER: An SDC PARTICIPANT KEY PURPOSE that a BICEPS SERVICE
PROVIDER can assume.

SDC PARTICIPANT ENSEMBLE: Logical system of SDC BASE PARTICIPANTSs within an SDC
SYSTEM that are intended to execute one or more SYSTEM FUNCTIONSs together through their
individual SYSTEM FUNCTION CONTRIBUTION:S.

NOTE 1—An SDC PARTICIPANT ENSEMBLE can be used to indicate a common context of SDC BASE
PARTICIPANTS, which facilitates them to safely execute SYSTEM FUNCTIONS .

NOTE 2—Membership in an SDC PARTICIPANT ENSEMBLE expresses the intent to have the SDC BASE
PARTICIPANT contribute to the joint execution of SYSTEM FUNCTIONs with other members.

NOTE 3—An SDC BASE PROVIDER is a member of an SDC PARTICIPANT ENSEMBLE for as long as the
corresponding ensemble context state is associated and validated.

SDC PARTICIPANT KEY PURPOSE: A set of requirements that describes a role that a BICEPS
PARTICIPANT can play in a SOMDS.

NOTE—The allocation of responsibilities according to SDC PARTICIPANT KEY PURPOSEs facilitates trust
between BICEPS PARTICIPANTS.

SDC PKP STANDARD: Any SDC STANDARD that defines one or more SDC PARTICIPANT KEY
PURPOSE:s.

SDC STANDARD: IEEE 11073 parts 10207, 207xx, and 107xx (where “x” is a placeholder for a single
digit), which cover Service-oriented Device Connectivity (SDC).

SDC SYSTEM: Part of a HEALTH IT SYSTEM that constitutes a SOMDS operated in an IT
NETWORK.

SERVICE-ORIENTED MEDICAL DEVICE SYSTEM: Instance of a distributed system that
implements a service-oriented architecture composed of BICEPS SERVICE PROVIDERs and BICEPS
SERVICE CONSUMERSs. (adapted from IEEE Std 11073-10207-2017 [B10])

NOTE—Definition has been modified by replacing “SERVICE PROVIDERs and SERVICE CONSUMERs as defined
for IEEE Std 11073-10207” with “BICEPS SERVICE PROVIDERs and BICEPS SERVICE CONSUMERs.”

SYSTEM FUNCTION: CLINICAL FUNCTION executed by two or more BICEPS PARTICIPANTS that
are part of an SDC SYSTEM.

SYSTEM FUNCTION CONTRIBUTION: Function of a BICEPS PARTICIPANT that contributes to a
SYSTEM FUNCTION.
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SYSTEM FUNCTION USE SPECIFICATION: Section of the USE SPECIFICATION in accordance with
IEC 62366-1 describing intended medical indication, intended patient population, intended part of the body or
type of tissue applied to or interacted with, intended USER PROFILE, intended USE ENVIRONMENT,
operating principle, and preconditions for the SYSTEM FUNCTIONs made available by an SDC BASE
CONSUMER making use of SYSTEM FUNCTION CONTRIBUTIONs of SDC BASE PROVIDERSs.

NOTE—SDC BASE PROVIDERs can declare limitations regarding BICEPS SERVICE CONSUMERs and their
configuration for safe and effective use as specified in DR1034.

SYSTEM OWNER: Legal person accountable for ensuring the HEALTH IT SYSTEM being acquired and
implemented will meet the HEALTHCARE DELIVERY ORGANIZATION’s needs for its INTENDED
USE. (adapted from ISO 81001-1:2021 [B16])

NOTE—Definition has been modified by replacing “senior executive” with “legal person” and “their organization’s
healthcare delivery services needs” with “the HEALTHCARE DELIVERY ORGANIZATION’s needs.”

USABILITY ENGINEERING: Application of knowledge about human behavior, abilities, limitations,
and other characteristics to the design of MEDICAL DEVICEs (including software), systems and tasks to
achieve adequate usability. (adapted from IEC 62366-1:2015/AMD 1:2020 [B5])

NOTE 1—Achieving adequate usability can result in acceptable RISK related to use.
NOTE 2—USABILITY ENGINEERING provides OBJECTIVE EVIDENCE that USERs can use a MEDICAL

DEVICE safely and effectively, based on USER PROFILEs and the corresponding tasks and responsibilities USERs
have in their daily work.

NOTE 3—USABILITY ENGINEERING is synonymous with human factors engineering.

NOTE 4—Definition has been modified by adding Note 2 and Note 3.

USE ENVIRONMENT: Actual conditions and setting in which USERs interact with the MEDICAL
DEVICE. (IEC 62366-1:2015/AMD 1:2020 [B5])

NOTE—The conditions of use or attributes of the USE ENVIRONMENT can include hygienic requirements,
frequency of use, location, lighting, noise, temperature, mobility, and degree of internationalization. Social attributes
such as team versus individual, chaotic versus calm, stress level and length of shift can also play a role.

USE ERROR: USER action or lack of USER action while using the MEDICAL DEVICE that leads to a
different result than that intended by the MANUFACTURER or expected by the USER. (IEC 62366-
1:2015/AMD 1:2020 [B5])

USE SPECIFICATION: Summary of the important characteristics related to the context of use of the
MEDICAL DEVICE. (adapted from IEC 62366-1:2015/AMD 1:2020 [B5])

NOTE 1—The intended medical indication, patient population, part of the body or type of tissue interacted with, USER
PROFILE, USE ENVIRONMENT, and operating principle are typical elements of the USE SPECIFICATION.

NOTE 2—Intended medical indication can include condition(s) or disease(s) to be screened, monitored, treated,
diagnosed, or prevented.

NOTE 3—Patient population can include age group, weight range, health, or condition.

NOTE 4—The summary of the MEDICAL DEVICE USE SPECIFICATION is referred to by some authorities having
jurisdiction as the ‘statement of intended use’.

NOTE 5—The USE SPECIFICATION is an input to determining the INTENDED USE of ISO 14971:2019 [B13].

NOTE 6—Definition has been modified by adding Note 2 and Note 3.
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USER: Person interacting with (i.e., operating or handling) the MEDICAL DEVICE. (IEC 62366-
1:2015/AMD 1:2020 [B5])

NOTE 1—There can be more than one USER of a MEDICAL DEVICE.

NOTE 2—Common USERs include clinicians, patients, cleaners, maintenance, and service personnel.

USER GROUP: Subset of USERs who are differentiated from other USERs by factors that are likely to

influence their interactions with the MEDICAL DEVICE. (IEC 62366-1:2015/AMD 1:2020 [B5])

USER PROFILE: Summary of the mental, physical, and demographic traits of a USER GROUP, as well
as characteristics, such as knowledge, skills, and abilities, which can have a bearing on design decisions.
(IEC 62366-1:2015/AMD 1:2020 [B5])

3.2 Acronyms and abbreviations

ARP
ASN.1

BICEPS

DiffServ
ECG
EKU
HDO
ICMP
ICS
IFU
1P
MDIB
MDS
NTP
OID
PKP
PoC
Refld
SDC

SOMDS

Address Resolution Protocol

Abstract Syntax Notation One

Basic Integrated Clinical Environment Protocol Specification; non-normative name of

IEEE Std 11073-10207-2017
Differentiated Services
Electrocardiography

EXTENDED KEY USAGE
HEALTHCARE DELIVERY ORGANIZATION
Internet Control Message Protocol
Implementation Conformity Statement
INSTRUCTIONS FOR USE

Internet Protocol

Medical Data Information Base
MEDICAL DEVICE SYSTEM
Network Time Protocol

Object Identifier

Participant Key Purpose

Point-of-Care

REFERENCE IDENTIFIER
Service-oriented Device Connectivity

SERVICE-ORIENTED MEDICAL DEVICE SYSTEM
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