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Coordinating Committees of the IEEE Standards Board. Members of the committees serveilycdurttawithout
compensation. They are not necessarily members of the Institute.ahidarsts developed within IEEE represent a
consensus of the broad expertise on the subject within the Institute as well as thdmsantigide of IEEE that have
expressed an interest in participating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE &fadwkss not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and sereidds teéascope of the IEEE
Standard. Furthermore, the viewpoint expressed at the time gasfais approved and issued is subject to change
brought about through developments in the state of the art and comments receivecfsoof thee standard. Every
IEEE Standard is subjected to review at least every five years for revision onraiffir. When a document is more
than five years old and has not been reaffirmed, it is reasonable to concluile ¢batents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to d#tatritieg have the
latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested pantyleeg of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of textwitigether
appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portitasdefds as they relate to
specific applications. When the need for interpretations is brought to the attention othEH#EStitute will initiate
action to prepare appropriate responses. Since IEEE Standards representsusafsall concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balaasts. iRbr this reason
IEEE and the members of its technical committees are not able to providgan response to interpretation requests
except in those cases where the matter has previously received éomsideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

IEEE standards documents may involve the use of patented technology. Their apprdwal lbstitute of
Electrical and Electronics Engineers, Inc. does not mean that using such tgghfwmidhe purpose o
conforming to such standards is authorized by the patent owner. It is the obligation of tifesush technology
to obtain all necessary permissions.
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Introduction

[This introduction is not a part of IEEE Std 1212.1-1993, IEEE Standard for Communicating Among Prauesstespherals
Using Shared Memory (Direct Memory Access—DMA).]

This document describes a DMA Framework that is an optional addition to the IEEE Std 1212-1991 alttaFdSt
Control and Status Register (CSR) Architecture for Microcomputer Buses. The CSR Architedcharealedgister set
to be used for control, configuration, identification, and diagnostics between nodes tenmalsysinterconnect. The
CSR Architecture and DMA Framework documents may be cross-referenced by other fimpes, such as
Futurebus+ (the IEEE 896 series) or Serial Bus (IEEE P1394), other bus statel@idped in the future, as well as
other standards in the IEEE 1212 series itself. The goal of the IEEE Std 1212 CSR Architetdupeovide a
scalable, extensible bus-independent framework for interoperability among nodele edgammunicating across a
system interconnect. The goal of this document is to specify the recommended archim@mutustandard building
blocks with which standard 1/0 Function interfaces can be built (e.g., LAN and disc insgrface

This document evolved from rough draft documents originally developed within the P1212 Working Group. 8/ork wa
later moved to a separate working group in order to expedite completion of the IEEE Std 1212-1991 @&&ukech

It is anticipated that additional documents will be added to the |IEEE 1212 series in the futesea(iple, for
standard system boot, specific standard 1/0 Unit interfaces, etc.) and tlaatrdtain other series will also be based on

this work.

It is not necessary to read IEEE Std 1212-1991 in order to obtain an overall understanding of thanbdel
document. Also, many aspects of this framework are expecteal tiedful in systems that are not compatible with

IEEE Std 1212-1991.

The concepts in this document are based primarily on the work of Jon Crowell, Steve Dedbur®an, Frank
Fiduccia, Jim Leahy, Richard Napolitano, Dan O'Connor, Chet Pawlowski, and MikeeMWenz
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IEEE Standard for Communicating
Among Processors and Peripherals
Using Shared Memory

(Direct Memory Access—DMA)

1. Overview

1.1 Scope of DMA recommendations

This document describes a DMA Framework that provides recommended architeftiureigh-performance
interfaces between Functionand System Memory, connected by buses that are generally compatibleew Et Eh

Std 1212-1991 CSR Architectufesuch as Futurebus+ [B1] , [B2] and Serial Bus [B'il]These buses are
characterized by high bandwidth, but have significant delays ceapaProcessor access to cache, particularly when
used to interconnect multiple buses or large numbers of mostly independent imitesign models defined by this
DMA Framework assume that transaction latencies could be large. Four modelodesder to I/O Function
communication and one model for I/O Function to I/O Function communication are describedi€dthas may be
appropriate for single-board systems, where the 1/O related Function has immediate accessntd/8ysory and
Processor resources.

Other DMA architectures are possible in systems conforming to IEEE Std 1212-1991. benensphasized that the
objective isnot to arrive at a single DMA model that will be welded forever to IEEE Std 1212-1991. DMA
specifications should be optional to allow for newer and better schemes, or ones tedrsugiven application. Yet

a point of departure is needed that will guide the initial development of comteofaaes.

The approach of this document is to define very primitive yet high-performance meansrgf paessages across the

bus, between the Processor and some form of intelligence in the 1/0O Unit's Function (e.g.,ad B@essor or
intelligent frontplane chip}. This message-passing scheme should make minimal demands on the instruction set and
hardware required. In addition, several simple conventions are defined foruttarstrof the messages passed to do

1Refer to 3.3 for definitions of terms.

2Information on references can be found in clause 2.

3The numbers in brackets preceded by the letter B correspond to those of the bibliageapigx F.

4All the models in this document assume relatively intelligent I/O Uhis can provide a “do this"/*OK, | did it"-style mesggainterface. This
minimizes the interrupts and Processor stalls that would otherwise be ngtessad Unit CSRs. The working group was unabldefine general,
device-independent DMA models for non-intelligent units.
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common operations in a common way. The most important convention is the vectarstusetd for representing
buffer segments of user data. These message-passing and structure deforitiothe building blocks for specific
interfaces; for example, LAN, disk, and printer interfaces.

This document isiota complete interface standard. It is a standard architectural framewoskipipatts the detailed
definition of application-dependent I/O Unit and Function interface standards, but standard general-purpose bus
interfaces and DMA-related hardware, to support one or more of these standards, can be dedigrsedthe
primitive definitions of this document.

This framework is recommended to guide system designs. The intention is to resirirei-vendor compatibility and
to maximize the possibility that general-purpose integrated circuits will be lzledita a wide range of applications.

1.2 Objectives
The DMA Framework was designed to meet the following objectives:

1) Configuration flexibility—The DMA Framework should be capable of being implemented on a wide range of
system configurations, including the following:

a) Wide range of peripherals—Including disk, tape, and communications devices, as well as system-
internal memory-to-memory transfers. These peripherals should be directly sipgoot should be
supportable indirectly using shared communication links (like SCSI or IPI). A periphayaalso be a
processor, since the DMA model is useful for processor-to-processor communications.

b) Coherent and noncoherent systemfllow 1/0O Units to efficiently support cache-coherent,
noncoherent, or partially coherent systems (see annex B).

c) Multiple implementation technologiesSupport unit implementations based on powerful processors, I/
O coprocessors, low-end microprocessors, or custor ICs.

d) Processor/memory environmenBe compatible with the CSRs and transaction set defined by the IEEE
Std 1212-1991 CSR Architecture. The cost of specialized hardware that is provitlesivekcto
support the DMA Framework should be minimized. Optional transactions should not be used, since
these are not supported on all bus standfards.

e) Physical addressing-Be based on physical addresses rather than virtual. The support of virtual
addressing would be more expensive and is highly vendor-dependent.

f)  Configuration size-Support designs optimized for simple single-bus uniprocessor systems as well as
for multiple-bus systems with large numbers of multiprocessors.

g) Reliability—Maximize system reliability for a wide range of configurations where 1/0 nodes may b
independently powered or reset.

h) Backward compatibility—Avoid requiring modification of existing processors, memory controllers, a
bus bridges on system buses that are bridged to IEEE Std 1212-1991 compatthle bus

2) Architecture flexibility—The DMA Framework should efficiently support a wide range of 1/O driver software
environments, whose requirements include but are not limited to the following:

a) Multiple I/O transactions-Support the queuing of multiple I/O transactions on a single DMA channel.
Once they are removed from the queue, the processing order for these 1/O transstidiféer from
their enqueuing order (actions may be completed out of order).

b) Interrupts—Support synchronous and asynchronous interrupts. Synchronous interrupts are generated at
the completion of a pre-specified data transfer. Events not associgtedeviompletion of active DMA
transfers generate asynchronous interrupts.

SExcept for processor-interrupt registers, avoid specifying CSR read or wrisetghastics that would require custom hardwareat each CSR
as though it could be read or written by a microprocessor in the Unit. Thid imclude avoiding bits that don't set whentten, reads that produce
side-effects, writes that cause instantaneous results, etc.

80perations should especially be avoided that retain bus tenure for miiltipteansactions in order to obtain an atomic téeu., read-modify-
write), since these are not well supported by many existing bus standardarlgjmminimize the use of noncoherent spin-gckhese operations
waste bus cycles, waste processing time, distort system priorities, anehfiggasult in contention for a lock. Note thhistdiscussion does not
apply to swap or similar transactions that do not tie up thermithat obtain an atomic result by combining operationsértsid destination unit
(e.g., within a memory controller).

i Copyright © 1993 1ELE Al Q&&gments
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¢) Contiguous memory-Avoid the use of physically accessed data structures that are larger than®ne pag
(4 Kbyte typical) in size. On a virtual-memory-based system, such contiguous physicetlysadidata
structures are hard to allocate.

3) Performance-The DMA Framework should equal or surpass the performance provided by alteDidfive

architectures on today's systems. The following design strategies are ashikte this objective:

a) CSR Reads-Avoid requiring the Processor to read CSRs on an I/O Unit for normal operation. Such
reads are expected to be slow, and the Processor is expected to sthiéuatid has completed.

b) CSR Writes-Require the Processor to write at most one Unit CSR for each I/O tiansaibte that
the latency of CSR writes can often be hidden by buffering the write (the Boocestinues before the
write completes at the Unit).

c) Transfer size-Efficiently support small (< 20 bytes) as well as large (Kbyte) transfers.

d) Transaction counts-Minimize the number of bus transactions required to implemerMA Dansfer.
Each transaction that is not part of a contiguous data transfer has somevezhead.

e) Interrupt counts—Interrupt the Processor at most once per I/O transaction. When multl
transactions are completed nearly simultaneously, these interrupts shouidbieate into one.

f) Interrupt efficiency—Require the DMA Unit to provide sufficient information for the Procedsor
quickly dispatch the proper interrupt-service routine. This should be possévlevinen large numbers
of Functions share the same processor interrupt bit.

g) Overhead—Minimize data moved through the bus that is of no interest to the consumer or that is only an
artifact of the DMA model itself, and this data should provide efficient means for the preéalvegieve
state information related to the 1/O transaction.

h) Optimization—Optimize for typical command and data sizes, and provide expansion mechanisms to
cover the worst case.

1.3 Overview of DMA
1.3.1 Bus topologies considered

The primary emphasis of this document is on the communication between Processor units and I(&lthimigh
these concepts also may be used for Processor-to-Processor rioation). This clause will discuss the assumed
environment for this communication, some problems considered, and tidigpafar communication.

Figure 1.1 shows the topologies considered. These include both single-bus and multigstdras, the latter having
one or more levels of bus bridges. Processors, 1/0 Units, and bridges may be cache-cama@mtrent, or mixed.
Mixed coherence occurs when the Processors are cache-coherent but the l/&ahd) pivssibly the bridges are not
(please refer to annex B for more details on mixed coherence). I/O Units are normally expectedirntd@utn
Processors, possibly by as many as two orders of magnitude in large systems. Alt3/6f literest have read/write
access to System Memory. Therefore, DMA hardware is normally part of thinlf@self, rather than a separate bus
entity. Generally, this read/write access is characterized by high bandwidtighititant delay—much larger delay
than when accessing first-level cache or other intra-nodal RAM.

For performance reasons, Processors are expected to reside on the samedtamagl@nory and are expected to
share the same power source. On large, multiple-bus system topologies, l/@&jnitside on remote buses that are
separately powered. This leads to the primary system failure mode. DMA protocols shoulsshesmtihat a bus that
has lost power does not affect the continued operation of the remainingfarsesample, if an I/O Unit on a remote
bus loses power, data structures and locks should be left in a non-corrupt statetls® tbstt of the system can
continue to function.

1.3.2 1/O transaction flow and use of memory

The communication of interest here is symmetrical at the most primitiveagesgsieuing level, and mostly
asymmetrical at the higher memory-management and message-selealt. For common I/O transactions, the
Processor is the initiator and the 1/0 Unit is the respontes. Processor provides the related buffer space and
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generally functions as a master over the I/O Unit. The initiation/completion neelssadshake pair is expected to be
a very common paradigm for DMA communication, independent of Processor-to-1/O Unit relationsitiiyag, it is
also expected to be useful for Processor-to-Processor or I/O Unit-to-1/0O Unitwwooation. A typical I/O transaction
illustrating all of these concepts may proceed as follows (see figure 1.2):

1) The Processor sets aside data buffers in System Memory, and ensutes ttah is accessible by I/O Units.
If I/O transactions are not performed coherently with the Rsmrés cache (by the I/O Unit or a bus bridge),
this may require explicit flushing of Processor cache lines.

2) The Initiator (Processor) puts a transaction-initiation message in the initiation (outbound) queue
corresponding to the Responder (I/O Unit). This may involve placing the message in an irgtiatienin
System Memory or writing it directly to Unit registers.

3) The Initiator triggers the Responder to service the initiation queue.

4) The Responder consumes the message from the initiation queue, parses expticibdsnm the initiation
message (if any), and schedules the message-related event for Functisaipgoce

5) During event processing, the Responder block-copies data between System Memory and a remote device or
memory area.

6) When the data in System Memory is stable, the Responder (1/0O Unit) puts a transauofitetion message
in the completion (inbound) queue for the Initiator (Processor).

7) The Responder triggers the Initiator to service the completion queue.

8) The Initiator consumes the transaction-completion message.

9) The Initiator (Processor) delivers read data and status to the user'stiyppéiod reclaims the data buffer
space.

Simple Sinale-Bus Svstems

Processor Memory 1/0

Multiple-Bus Configurations

Processor Memory

System Bus

Existing I/0 Bus New I/O Bus

Figure 1.1—Representative bus topologies

The DMA models in this document will concentrate primarily on the operation of the gtremselves, since
synchronization of operations between the producer(s) and consumer is the primary problerddresspad. The
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gueue items represent “event” messages that pass through tleétherscontaining data and commands directly or
pointing to buffers in System Memory. Recommended message contents and conventighe ([Retransaction-
initiation/completion paradigm) are optional. For example, for a disk interface, an outbound eumeusoitd
represent the I/O transaction initiation for a disk seek, and an inbound queuaitgmepresent I/O transaction
completion. Queue items also may be used for one-way Processor-to-Unit commands lmroasyscUnit-to-
Processor status indications, such as a signal that a new disk has conee DMKnqueues may be used in similar
initiation/completion or one-way paradigms for peer-to-peer communication—Processor-to-Girocedsvice-to-
device.

<#['(3)'"1 initiations ]4"(2)" -

Memory
Responder T Initiator
(/O Unit) [*|(5)'™ ~(9) == === == -»] (Processor)

==(6) " ->| completions | = (8) = a| o=

LN v AR EEEEEE R o

1) Processor (Initiator) allocates system memory, writes structures and data
2) Initiation message (with data pointers) put in initiation (outbound) queue
3) Responder triggered to service initiation queue

4) Responder consumes initiation message from initiation queue

5) Responder block-copies data to/from System Memory

6) Responder puts completion message in completion (inbound) queue

7) Responder triggers Initiator to service completion queue

8) Initiator consumes completion message from completion queue

9) Processor delivers inbound data and frees resources

Figure 1.2—DMA execution model

Note that the messages and signals may not be related one-to-one. Several byffterpassed at once in Step 2 or
several completions signalled at once in Step 6. Also, for some applications, ajomessage may be delivered via

the outbound or inbound queues with only a simple signal of consumption. Furthermore, some DMA schemes can
combine steps.

Since I/O Units have access to System Memory, the communication paradigm employed is a hybndyibeotvi
message-passing and shared memory. Buffers and parameter block stingtlveng bulky information or needing
long-term storage are located in System Memory. “Long-term” is used in this document to theareeis of
milliseconds (e.g., during a disk latency) or seconds (e.g., for a data link connection thekesl loly flow control.)

The transaction initiation and completion events themselves assegped by messages. These event messages point
to the shared memory areas. They also contain a sufficient amount ofatitorrfor the receiving unit to know the
operations involved and to find the resources required to process the event

Event messages between the Processor and 1/0 Unit are intended to befquengda very short time until the
receiving unit can service a related interrupt or poll for message events. Therefoeey pmessages are normally
used to pass events across the bus. Function-dependent software and firmware enRrottesor and the 1/0 Unit's
Function provides long-term storage of event-related state information. Queuing delays foyr priessages should
be short. Therefore, there should be little need for priority queuing of the primary_messagewvésetdaadling of
event priorities should be provided by Unit-dependent functions that decidealsbvnew event should be handled
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with respect to other events and activitieso priority queuing of the event will be handled after the event message is
received (see the discussion of priority handling below).

Note that the discussion in this clause concentrates primarily on Processord/@téfactions with some degree of
state and semantic content. The queue structures in this document may be used ésmiatgrage when simple
FIFO processing is involved: e.g., for a stateless, datagram I/O Unit Function or ficesder to supply pools of
empty memory blocks to an 1/O Unit.

1.3.3 Node and queue topology

In the following discussion, recall that the IEEE Std 1212-1991 CSR Architectuneslafiodeas having a 4 Kbyte
(minimum) initial address space containing a set of defined control and statugse@istenode contains the standard
registers involved in self-identification, system power-on, fatal error handling;-#te basic registers involved in
system hygiene that are not normally involved in the main perfarenpath. Aunitis a subcomponent of a node that
provides processing, memory, or I/O functionality and a register interface for I/O difivearso

In this document, we define an IfGnctionas being a logically separate component of a unit that may or may not have
external registers and that operates mostly independently (e.g., a LAN or disk frontplaokecprSince the DMA
schemes involve the use of registers, DMA queues are owned by units. Of inteeetst that one or more functions
may be reached via a given DMA queue.

Subclause 1.3.2 described the simplest node and queue topology. I/0 nodes will often contain more thaname Functi
This subclause considers some of the alternatives for Function-to-Node réipsoasd how they can affect the
layout of DMA queues. The selection of the optimal system configuration depends on thalgiackaging, system
performance, system cost, and application. Although the DMA Framework can support any of thiefsmetian

system topologies, the selection of the appropriate topology is beyond the scope of the DMAdFAkamew

It is important to understand that message queuesphigkicalentities, like Processor and 1/0O Unit processors or
intelligent frontplane controllers. The DMA hardware for a unit will normally only support a small number of
physically separate queues (e.g., 2 to 8). For this reason, all messagansepair of physical entities will normally

be multiplexed onto a small number of queues—often a single pair: one for each consuityngdefar as the
message-passing mechanisms are concerned, there is no relationship among messagddsalelgiven queue. Unit
and Function specifications superimpose multiplexing relationships on the message cohtantecessary.

1.3.3.1 One function per node

The DMA gueue applications are described in terms of unit architectures, where one l&DdJniite Processor unit
are associated with each pair of inbound and outbound queues. In the simplest coimpleuedntations, a single
Function would be contained within a Unit and a single Unit would be contained within a node.

One pair of inbound-outbound queues would be associated with each Unit (and in this illustration, each node) and the
Function would be accessed through the queue pair associated with the containing unit, asdillasfigure 1.3

(which does not show the similar node-unit-function composition for the node containingtéme Byscessor). Since

all DMA schemes require the use of CSRs, the queues must be managedby Unit hardware, nairigyichs

directly. The figure illustrates this by the way the boxes are nested.

"The handling of event priorities and commands (e.g., device oection resets) can vary widely among applications. Thelideais to isolate
the primitive, low-level, message-passing mechanisms from carapfgication dependencies. See the discussion in annex C.
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" """"=1 initiations I‘----.-.
| Function0 i o i
=1t completions I""""'>
Node0

Memory Processor
| Function1

@===""=1 initiations I<----.-.
Node1

Linit

e ww a completions '-------»

Linit1
[ ]

Figure 1.3—One function per node

1.3.3.2 One function per unit

Multiple Functions could be placed on one node by defining distinct Units, with aheedister set for each of the
Functions, as illustrated in figure 1.4 (which, again, does not show the cammpagithe system Processor's node).
Although this is a natural extension of the one Function per node model, it may be stesffemtive to share the
DMA queue pair among multiple Units, as described in 1.3.3.3.

= <""""'I initEation% I‘"""'
Function0 g = =
("1 completions mumun
Node0 Memory Processor
_ <""""'I initi-ation; I‘"""'
Function1 s ........>I cor}]pleti‘}ns l......-»

Figure 1.4—Multiple units per node

1.3.3.3 Multiple functions per unit

Multiple functions on one node could share a single register set and DMA queue pair. In this casétjdlee mu
functions share a common resource (i.e., the register set and queues) and are peetefbeesingle unit. The Unit
hardware uses a message field, like the channel_number to demultiplex outbosademesd deliver them to the
related function, as illustrated in figure 1.5.

Figure 1.5 also illustrates the composition of the node containing the system Rrdtessale contains the system
Processor Unit, which in turn contains multiple functions corresponding to the drivers f@ therdivare in the 1/0
node. The channel_number (or transaction_ID) field also multiplexes inbound messagteefFamctions into the
shared inbound queue. Function-independent interrupt dispatch and message delivarg softve Processor unit
must use something like a channel_number to demultiplex these inbound messhgesiver them to the related
Function driver or perhaps a transaction_ID to deliver the message to a spstficénof the function driver.

Copyright © 1993 IEEE All Rights Reserved Docu ments

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 11:59:43 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1212.1-1993


http://www.avadocuments.com/doc/ieee-1212-1-1993
http://www.avadocuments.com/doc/ieee-1212-1-1993

IEEE Std 1212.1-1993

IEEE STANDARD FOR COMMUNICATING AMONG PROCESSORS AND PERIPHERALS

channel_number
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Function1 Mmoo completions (oo b Function1
1/0 NodeO Memory Processor Node

Figure 1.5—Multiple functions per unit

For example, 1/0 Node 0 could be a multi-function 1/O card containing a disk function and a LAN fufittéon.
functions in the Processor node would be the corresponding drivers.

1.3.3.4 Shared inbound queues

The DMA models do not require a distinct inbound/outbound queue pair. There may be multiple queues in eithe
direction (as seen in 1.3.3.5). But the Circular Queue and Dispatch List rdoded$ support queues being shared by
multiple 1/O Units. For the Shareable List and Mailbox models that do support hagngsthe inbound queues can

be allocated based on the number of processors or the number of I/O priority levels, for exampltharattier
number of Functions. If all inbound DMA messages were handled by one Processor, for egamipibound queue

could be shared by multiple 1/0O Units, as illustrated in figure 1.6. Again, theneh number (or transaction_ID)
fields in the inbound messages are used to route messages to the propé&irtdtiestance).

It is also not a rigid requirement that the inbound and outbound queues even use the same DMAomedet, it is
a practical necessity to provide some convenient means for the closetfhrewf shared memory, including the
memory used by the DMA message and data structures.

NodeO

Node1

= I initiations

i I initiations

‘---

mEEpem ';I completions
.

-

Memory

-l = " ™

E =

Processor

Figure 1.6—Shared inbound queue
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1.3.3.5 Multiple channels per function

IEEE Std 1212.1-1993

Subclause 1.3.3.3 illustrated the use of channel_numbers to multiplex messages from Fouitipdas onto a single

Unit queue, with one logical channel per Function. For all the function-to-node and function-to-queude sersiesd

in 1.3.3.1 through 1.3.3.4, each Function will often require the backplane interface between pipaiicafentities

to support a large number lafgically separate channels or connections. Also, each logical channel will often carry
event messages of varying priority and significance.

As noted above, the Function's application superimposes relationships on the messate Thetnrelationships
may be very simple or enormously complex, varying greatly among applications. By studying theflataklistic
application, it will be more clear why a more primitive degree of DMA queue functionality sirapiifee overall

implementation.

Consider the example of an X.25 Function in figure 1.7. In this example, the uBeatigys are aware of separate
X.25 virtual circuits (connections), as is the X.25 Controller. The application entities in both tkedéroand the I/O
Function must have state records for each of a potentially large number of connectionstm apéeate.

[ Application A ] Application B o0 Application Q
L
c lConn#1 Conn#2 | Conn#3 Conn#N
L ‘ .
HostOS  "“»., Y 4
Interface 2,
-l
Host Driver
R———
Host Processor ! Inbound Queue
8 !
T B
1 1
[

Standard Bus

1/0 Unit

Outbound Queue
{ ]

Backplane

Interface

A
Conn-State#1

~

X.25 Controller

: .

N T
Toal ) 1

Conn-State#2

Conn-State#N

-

I
Y

LAPB Link

Connections are only known to
application, not to backplane I/F

Figure 1.7—Logical connections: X.25 example
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The relationships between the physical and logical components of a data charbellzestrated as follows. When
an inbound packet is received over the LAPB link, the X.25 Controller will retaexirtual-circuit number from the
leading header bytes to determine which connection the packet is related wartialscircuit number is mapped to

a connection state record (“A” in figure 1.7). The connection state record containsantrol and network flow-
control variables that are used to maintain the virtual circuit, as well as infonnthat is used to link the virtual
circuit to the Processor application. When the X.25 Controller has stripped the header bytes and finiss&dgroce
the packet, it records this linking information (a channel_number), together with othet-paleked parameters, in an
inbound DMA message that is delivered by the backplane interface to the inbound queue (“BtpcEssd? driver
then reads the DMA message from the inbound queue and delivers it to the Host OS Interface. The Ho&€@S Inte
uses the linking information to determine which user interface data structure to queue the messadjevhich
process to signal, indicating arrival of the message (“C"). In this manner, a single seticdlpnysues and related
DMA hardware can be used to handle a very large number of connections. Notice that the DMA hardiwaesitsel
not required to know that multiple X.25 connections were being served.

Beyond the details of application-dependent channel multiplexing, there are even mpe#lingmeasons for making
the DMA hardware independent of long-term message queuing requirements. For each X.25 conesxtan the
events related to normal data delivery, expedited data, resets (which dump all data thawvisreddedfore the reset),

a connection abort, intra-machine control and status, etc. Some of these levalitde handled at varying degrees
of priority, some are executed immediately, and some affect therterof the queue itself. These operations vary
greatly, depending on the application.

For example, an inbound X.25 Reset event requires all data sent in either directiorthzeforent to be discarded
without affecting data sent after the event (and without disrupting unrelated local cdfetatus messages). This
selective, application-dependent discarding would be very difficult to do if data wenedjlong-term in the DMA
queues. Instead, these queues can be kept mostly empty and the reset event handied.asffetloeceiving the
Reset packet from the LAPB link, the X.25 Controller sends a Reset BEgsage to the Host OS Interface. It then
discards all internally queued data for either direction related to the state Vélotm the Host OS Interface sees the
Reset DMA message, it also discards all queued application data for this connedtgends a Reset Handshake
message back to the X.25 Controller. The X.25 Controller watches the outbound DMA message strearefat the
Handshake. It discards any outbound data messages it sees for this connection before rez&eisef Handshake
message, since these are known to have been sent before the Hoger@28el saw the Reset. Once the Reset
Handshake message is received, the X.25 Controller knows that all data has bedrtHhasigd the queues in both
directions and that his partner on the other side of the bus has completed handlingtlesdRés

In summary, rather than complicate the inbound and outbound queues with thesei@applegandent requirements,
these special queuing requirements will be provided by the applisdtiemselves, tied to the channel state records.
The DMA queue simply provides a high-performance means of delivering evethisiriarder of occurrence, across
the bus between the Processor and the frontplane controller. Each interface egsagemesild contain aspcode
indicating the event type,@iority field, and achannel_numbereferencing the related connection. The significance
of each event is sorted out on the other side of the interface afteredsage is delivered, affecting application-
dependent scheduling and data structures. An event message only sits in the outbounchgeneeidih to get the
frontplane controller's attention, and in the inbound queue long enough to get the Prodtestio's. a

Note that this DMA Framework doewmt restrict the number of queues per entity pair. Only one pair is normally
needed. There may be additional queues, if required. For real-time applicationsimhegast extremely tight, for
example, there could be a separate queue for high-priority events (see thaatiszlupsiority handling in 1.3.4).
Similarly, a separate inbound queue could be used for delivering error events eventléhtity or handling them at

a higher priority.

1.3.4 Message priority handling

Most applications can be satisfied by fair, non-prioritized message handling. When the cdimsinesrthe handling
of each message, for example, it checks the queue of unserviced messages agsesptoe®ldest one.
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A simple extension that supports most prioritized needs is to process the highest priority echseedgsage, rather
than the oldest. This is analogous to sorting all newly delivered mail, thdimgethe oldest, most important letter.
When the I/0O Unit, for example, finishes the handling of eachteitecan check for the arrival of new messages from
the Processor, parse them, update a priority-ordered list of pending events (possibly deléimpgvents that have
been cancelled), and then continue with extended processing of the event at the hedistofRtiority is only
distorted by the time needed to finish processing the current (possibly lowyprémént and sort the new messages.

Tighter priority handling requires preemptive scheduling. This is analogous tgysadtde the letter you're reading
whenever mail is delivered, sorting it, and reading a new one if it is more importartteh@metyou were working on.
For DMA, this would involve waking up a preemptive, high-priority process or interrupt service routinevethane
event message is delivered to the DMA queue. This process examines theigdates application data structures
(requeuing the event in an application-dependent manner), and possibly alters the scheduénce for application
processing. When it is finished sorting new messages, it transfers contrahightbst priority event-handling process
now ready to run. Therefore, the event vectoring process can preempt the processing of nhevantevhen
necessary to handle an event at a higher priority. Priority is only distorted by the time reedpdrate the low-
priority message events from higher priority ones, which usually requires only a few instructions.

For extremely time-critical priority handling, separate message queues and inpeiotipes can be added. This is
analogous to having a dedicated mailbox with a buzzer for urgent mail—when the buzzereingsy, thrgent letter

is read immediately. For DMA, each queue can then have its own preemptive everitgeantd handling process.
This would avoid the sorting time for lower priority messages. Sorting is done automatically when the seciger sel
the queue. But this is at the expense of providing, checking, and maintaining separateRyigitgss only distorted

by the time to switch process or interrupt contexts: the best that can be done without dedicatiegsoPor I/O Unit

to a given priority.

For all these levels of time-criticality, the Function must always ensure that evesggeespace is available for higher
priority messages.

2. References

This standard shall be used in conjunction with the following publications:
ANSI X3.159-1989, Programming Language—SC.

IEEE Std 1212-1991, IEEE Standard Control and Status Register (CSR) Argkitémt Microcomputer Buses
(ANSI).°

3. Document structure and notation

3.1 Document structure and conformance requirements

This document describes a number of criteria and problems to be dealt with in providing high-perfatatance
transfer, together with techniques and overall frameworks for addressing thenofNtastinformation is necessary
background for understanding the detailed DMA specifications and recommendatimerscl@ises contain analysis,
recommendations and examples of application.

8ANSI publications are available from the Sales Departmemgrfican National Standards Institute, 11 West 42nd Stré#t,Floor, New York,
NY 10036, USA.

9IEEE publications are available from the Institute of Electrical andtiBieics Engineers, Service Center, 445 Hoes Lane, Bo®.1331,
Piscataway, NJ 08855-1331, USA.
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Four basic models of DMA are described: Circular Queue, Dispatch List, Shareapntistailbox DMA. These
are followed by optional enhancements, hybrids that combine the basic modeés neodel for Device-to-Device
DMA. Note that these DMA models do not interfere with one another. Different models magt éGoeke same
system.

Required specifications are located in clauses 5. through 9. for each indidM#éainodel, clause 11. for all DMA
models in common, and 10.2 for the minimum format requirements for DMA messages. To aviiatidaphnd
unintended divergence, specifications common to all models are collocated. So, for examflarehitecture based
on the Shareable List model should conform with the specifications in clause 11. (whickoagdpmodels), clause
7. (which describes the model itself), and 10.2. Model-specific requirements aréngigéle 3.1.

Table 3.1—Applicable specification clauses for each model

DMA model Applicable specification
Circular Queue Clauses 5.,10.2, 11
Dispatch List Clauses 6., 10.2, 11
Shareable List Clauses 7., 10.2, 11
Mailbox Clauses 8., 10.2, 11

A given I/O Unit or Function architecture standard should specify the DMA model toelde the structure and
semantics of the DMA messages exchanged, the contents of the unit_initialization_bthddsoé flow control to
be used, how system memory is to flow in a closed-circuit fashion, how interrupts are td,betaisselecting from,
and building on, the specifications and recommendations in this document. To titaleattenessages from multiple
standard Functions are multiplexed through shared queues for a given standard 1/@ thait, messages from
multiple I/O Units are multiplexed through shared queues (e.g., for an inbound Progasse), common
conventions for general message structure and flow control must alsade atrong these Functions or Units. This
document gives many recommendations in these areas, butcsgecisions are left to follow-on activity to define
standard Functions and Units.

3.2 Conformance levels
Several key words are used to differentiate between different levels of requiremeoptiandlity, as follows:

expected.Describes the behavior of the hardware or software in the design models assumed by theaDBROFK.
Other hardware and software design models can also be implemented.

may. Indicates flexibility of choice with no implied preference.

shall. Indicates a mandatory requirement. Designers are required to implement all suctoryared@irements to
ensure interoperability with other conformant products.

should. Indicates flexibility of choice but with a strong preference. “Should” is interchangeable isith “
recommended.”

3.3 Technical glossary

The IEEE 1212 series uses many technical terms related to buses and interconrtiterinathe terms used in the
IEEE Std 1212-1991 CSR Architecture specification, the terms used in this documentabeddslow:

3.3.1 32-bit supportive:Uses 32-bit addresses when accessing System Memory.
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3.3.2 64-bit supportive:Uses 64-bit addresses when accessing System Memory.

3.3.3 address-invariant:A convention for defining the byte-ordering of DMA messages and data. The first byte in a
contiguous set corresponds to the lowest order address, the second byte corresponds to the nextadtisss, e
independent of how these addresses are sequenced onto a serial buseat tsplgysical positions and sequenced on

a parallel bus. When different bus types are connected within a syegehbridge is expected to map the respective
byte lanes and sequential positions to maintain address-invariance.

3.3.4 agent:An active component or bridge that acts on behalf of the real target for an actiemafgle, a DMA
queue could be placed in a bus bridge in order to perform special operations when crossing agdvession
domain boundaries.

3.3.5 always_swapA bus transaction that atomically writes a new value to an address and returns the pedusous
(see table 7.2).

3.3.6 atomic transactions:Transactions that are indivisible with respect to other transactions. Other concurrent
transactions will either see the state of memory as it wasebife atomic transaction or after, but not a mixture. For
example, a write4 transaction is atomic if no observer of the same address can see somikduesd new byte
values, and two write4's for the same address are atomic with respedt tiheadf one overwrites the other without
mixing bytes.

3.3.7 barrier transaction or write barrier: A transaction that ensures that all previously generated write transactions
have the global appearance of having been written to memory. This is used before sigo#iiegreoncoherent unit,

or one in a different coherence domain, that the data is available. In sopras\téiis is an explicit bus transaction
that will be treated specially by the bus bridges (e.g., that may not return a eegptihall write buffers for the unit

are flushed). For buses that delay the write-response until write bus transdwive been adequately completed, a
separate barrier transaction is not needed since the effect of a barrimr @eieved by waiting for all outstanding
write-responses.

3.3.8 big endian:A multibyte data value that is stored in memory with the most significant daahrglugh least
significant data byte in the lowest through highest memory addresses, respectively.

3.3.9 big endian processorA processor architecture that is optimized for the processing of big endian dat aalue
opposed to little endian data values.

3.3.10 block_descriptor:A cell in a block_vector containing a pointer to the first byte of a contiguous storage block,
the size of the block, and a flag. The flag indicates whether the storage block contaimisatatxtension to the
block_vector.

3.3.11 block_vector:An effective_length parameter and an array of block_descriptors referencing storage locations
for application data or unit-dependent information. The referenced blocks are physically sdgbuentgically
contiguous. The descriptor array may also be segmented and one flagged descriptor pgraeraynsay be used to

point to an extension of the vector. The effective_length parameti¢s the transfer of data bytes. See 10.2.3.1.

3.3.12 channelA logically independent data path between two Functions. Multiple channels can be used to reach
different Functions or to represent independent instances of inter-unit communieagiorX.25 connections, 1/0
operations on different discs, datagrams to different network SAPs, etc.). Chaanetither be provided by
physically separate queues or by multiplexing a shared queue.

3.3.13 channel_number:A system-dependent, system-global value that is used by communicating Functions to
designate a channel.

3.3.14 Circular Queue:A software array of message storage locations for which the last cell is logically adjacent to
the first. Itis a first-in-first-out (FIFO) queue where the producer leads the contuoggh the array, wrapping back
to the first cell when the end is reached.

3.3.15 compare_swapA bus transaction that takes a test value and a new value as inputs, compasts/iiee to
the current contents of an address and, if equal, atomically writes the newoslleeddress and returns the old (see
table 7.2).

3.3.16 completion queue: A DMA queue that is used primarily to pass I/O transaction-completion messages.
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3.3.17 consumerA unit that removes messages from a DMA queue.
3.3.18 CSRA 4-byte control or status register in a unit's interface that is accessibleystean address.

3.3.19 CSR Architecture:Refers to IEEE Std 1212-1991 , the parent document of this series. It specifiesr#ile ove
architecture of a node on conformant standard buses and specifically the stnudtuse &f its CSRs and standard
ROM locations.

3.3.20 Dispatch List:A DMA model where the DMA queues are linked lists of dispatch_items. Each dispatch_item
contains a pointer to the next dispatch_item and a message being passed taithercons

3.3.21 DMA: A direct memory access (or simply DMA) architecture is an optional capability of an 1/O lemtro
After being started by the Processor, 1/O controllers with DMA capabilities cassatbedr commands, fetch data, and
report status by accessing System Memory directly.

3.3.22 DMA Framework: Refers to this document: a description of the fundamental structures and protocols for the
overall exchange of messages and data via shared memory. In this framegieek, RMA model is not a complete
interface specification, but rather a skeleton. To it must be added tiomgefor message contents, semantics, and
allowed sequences in order to define application-dependent 1/0 Unit and Function intaridesdst.

3.3.23 eventA semantic construct associated with a point in time that may result in arcmstfigorocessing or state
transitions on the part of the receiver. Events are usually carried between entities by DMA messagasple, an
inbound DMA event message may indicate an asynchronous error requiring Processor attention.

3.3.24 externally visible:Actions or values that can be seen by other Units, as opposed to those thataieatait-
Externally visible conditions are specified by this document, unit-private ttomgliare not.

3.3.25 first-in-first-out (FIFO) queue: A data structure from which entries are removed in the same order that they
were added. In this document, entries are added at the “tail” of the queue and rexmovén f*head.”

3.3.26 flow control: A mechanism for signaling the producer when messages may or must not be sent. It is used to
avoid overrunning the limits of the consumer, memory, queue-depth, or messagg-faskiies.

3.3.27 Function or Unit Function: A logical component of a unit that operates mostly independently. A function is
independent of bus interface and node topology: a unit has registers that are exteceaflipke in the bus address
space, a function may or may not. For example, a multi-function node may contain SCSI conbllerdrface,

and terminal interface Functions that are accessed via a shared DMA multipteA function may also be a
software entity (e.g., a Function driver), especially when messagesused for Processor-to-Processor
communication.

3.3.28 Function driver: A software function in the Processor that is a logical peer to a hardware or firmware function
in an 1/0 Unit. For example, a SCSI Function driver is the target of an 1/O completion migesageSCSI Controller
Function on an /O module.

3.3.29 Futurebus+:A name that refers to IEEE 896.1-1991 [B1] and companion 896 series standardshu=itu
defines a physically bussed backplane bus standards, which supports 32-bit and 64-bit physss#sadBEE Std
896.3-1993 [B2] discusses bridge and other architectural considerations.

3.3.30 inbound queueA queue carrying messages from one or more 1/0 Unit Functions to a Processor.

3.3.31 initiator: The function that starts an 1/0 transaction-initiation/transaction-completraege by sending an
initiation message to the responder.

3.3.32 initiation queue:A DMA queue that is used primarily to pass I/O transaction-initiation messages.

3.3.33 I/O Unit memory: Memory that is located in the 1/O Unit. For most purposes in this document, énaadit
visible locations may interchangeably be in either the initial node spakay({ds) or unit-extension (or even the
memory-extension) areas defined in IEEE Std 1212-1991.

3.3.34 Linked List: A software data structure composed of individually allocated memory objects, in whidkegach
points to the next. It is used as a FIFO queue in this document.
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3.3.35 little endian:A multibyte data value that is stored in memory with the most significant detaHgugh least
significant data byte in the highest through lowest memory addresses, respectively.

3.3.36 little endian processorA Processor architecture that is optimized for the processing of little endian data
values, as opposed to big endian data values.

3.3.37 Mailbox: A register that maps write data to unit-internal message storage locations. Thagriagipieen
registers and message-storage locations is transparent to the one or more prodoessaga is sent to a mailbox by
performing an atomic block copy of the message bytes to the mailbox register. Followingeisage write, the
mailbox hardware moves the mapping to the next message storage location ® forethar next message write.

3.3.38 messageA value or set of values representing an interface event between imdhe term as used here is
intended to be very primitive, not implying a particular structure or interface protocol unless modified by a
appropriate adjective (like transaction-initiation message). A message canbitrarily simple (a signal) or
complicated.

3.3.39 message_extensioAn allocated buffer in System Memory containing items that either would not fit in the
primary_message or that are only needed for unusually large messages.

3.3.40 message queud: data structure and related procedures for passing a sequence of primary_messages from one
or more producers to a consumer.

3.3.41 outbound queueA queue carrying messages from a Processor to an 1/0O Unit, or from Processoess@roc

3.3.42 primary_messageThe part of the interface event message carded by the DMA mech#sedf. The
primary_message may point to message_extensions.

3.3.43 ProcessorA main system processor unit that executes operating system code and nsgetggesesources.
It is usually constrained on the number of CSRs it can devote to the functions of a given 1/0 Unit.

3.3.44 producer:A unit that adds a message to a DMA queue.
3.3.45 reply:See:transaction completion.
3.3.46 requestSee:transaction initiation.

3.3.47 responder:The function that completes an 1/O transaction-initiation/transaction-completion nepechoy
sending a completion message to the initiator.

3.3.48 sequence variableA flow-control component involving a public location in System Memory or a CSR,
holding the sequence number of the current message. The first messagmwode&s sequence number one, etc. This
sequence number is operated modulo the variable size (i.e., when the maslwenis veached, it rolls over to zero).

3.3.49 Serial BusA bit-serial interconnect defined by IEEE P1394 [B4].

3.3.50 Shareable ListA DMA queue composed of a linked list of items. Each item contains a pointer to the next item
and the message being passed to the consumer. Swap transactions are used tshsuppatcess by multiple
producers.

3.3.51 spin-wait:A condition during multi-unit synchronization where a processor remains in a tight loop, retesting a
variable while waiting for the value to be changed by another unit. This conditiowasség processor time and cost
considerable bus bandwidth if the test variable must be read from system memory in another unit.

3.3.52 state spaceMemory that is used to store the parameters, variables, work spegcerektted to an 1/0
transaction that is currently being processed.

3.3.53 System MemoryRead/write memory accessible by both the Processor and I/Orlthié isystem address
space. It is usually thought of as being in one or more third-party nodes, but it could alternatively be whollylpr partia
located in the communicating Processor or /O nodes.

3.3.54 transaction, I/O: An instance of activity between Functions, usually composed of an Initiation and a
Completion, although not necessarily bound one to one. A disk read and network data delivery are exaf®ples
transactions.
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3.3.55 transaction completion (reply):A reply generated by a function in response to one or more 1/O transaction
initiations. The completion returns status and sometimes data. In a disk/@adnsaction, for example, the
completion returns the data and status from the disk and the function in the I/O Unit tochesBr.

3.3.56 transaction_ID:A value selected by an initiator to designate a given I/O transaction. It is included either
explicitly or implicitly in a transaction-initiation message and returned in a thosecompletion message.

3.3.57 transaction initiation (request):A request generated by the initiator to start an action by the responder. An
initiation message usually transfers a command and sometimes data. koreadiBO transaction, for example, the
initiation transfers the address and command.

3.3.58 unit_initialization_block (UIB): : A contiguous buffer in System Memory used to pass Unit-dependent
parameters to the I/O Unit during initialization or on command during normal DMA operation. The Processor writes
the address of this block in a Unit-global CSR or passes it in a message, respectively

3.3.59 user:The ultimate human interface or top-most application program. For example, text typed intomal term
interface can be referred to as “user data.” This document does not use the ISO Opes “Byste user” concept, in
which each module in a vertical stack is the “user” of the adjacent, lower enodul

3.4 Data structure notation

This specification shows all multibyte data structures in address-invariant format (moalbtomicreasing byte
addresses). The DMA Framework supports unit architectures based on both little endian and bigeltiige
integer formats. Although this specification illustrates only the big endian datatéorima little endian equivalent
representation can be generated, if necessary, by mapping bytes istomtheddress position in the little endian
notation. For bit-level subfields, the equivalent little endian data structanelsecderived by placing the subfields in
the most-significant or least-significant bit positions as indicated by the text (see tiN isb position in figure 3.2
and figure 3.3). Since there is widespread confusion related to how byte asldrestay these two endian orderings,
this subclause describes each.

3.4.1 Address-invariant (DMA) notation

The address-invariant notation used in this document shows structure fieldsrifothagions in monotonically
increasing address positions in a byte stream. In figures, this is folded, fouabgitéme, and scanned left-to-right,
top-to-bottom. As an example, the format of a data block in memory could be specifigidobigy or little endian
processors, as illustrated in table 3.2 and figure 3.1. The same data stwarksedor either processor, since the
default ordering for multibyte integers is processor-architecture-dependentoenmless generally work with
monotonically increasing addresses.

Table 3.2—Ambiguous C structure for big or little endian

typedef struct {
octlet addé4;
quadlet count32;
doublet status;
byte info;
byte fill;

} example_struct;
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0 1 2 3 byte offset

quadilet offset 0
4
8
12

Figure 3.1—Address-invariant (DMA) representation

Notice that the position of the most and least significant bits in each subfield in figure 3.1, is inddtesinice it
depends on the endian being used by the system. But the fields are defieed tbe addresses shown.

3.4.2 Big endian notation

For a big endian processor system, this ambiguous data structure is eqtiveienfprocessor-context-insensitive)
data structure in table 3.3 and figure 3.2.

Table 3.3—C structure for big endian
/* big_xxx is an integer data type,

0 is the most-significant byte */

typedef struct {

big_octlet add64;
big_quadlet count32;
big_doublet status;
big_byte info;
big_byte fill;

} example_struct;

0 1 2 3 byte offset

quadlet offset 0
4
8

12 status info fill

Figure 3.2—Big endian representation
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Within the DMA Framework, the address-invariant notation happens to map onto the big endian notatiosebyte
except now the position of the most and least significant bits is known. This is shown ‘DY thie in the least
significant bit of the add64 field in figure 3.2.

3.4.3 Little endian notation

For a little endian processor system alternative, the ambiguous datarstrofictable 3.2 is equivalent to the well-
defined data structure in table 3.4 and figure 3.3.

Table 3.4—C structure for little endian

/* little_xxx is an integer data type,
0 is the least-significant byte */
typedef struct {
little_octlet add64;
little_quadlet count32;
little_doublet status;
little_byte info;
little_byte fill;
} example_struct;

byte offset 3 2 1 0

0 quadiet offset

status info fill 12

Figure 3.3—Little endian representation

A little endian data structure places the data at the same byte-address locations, lesttbieasignificance of bytes
within a multibyte object. This little endian alternative could be illustrateth@srsin figure 3.3 (using a consistent,
right-to-left-scanning, little endian notation).

Note that the address-invariance property can be used to determine the mapping oftéiefds Iitle endian
representation. The data objects are always located at the same byte adttiessatidress sometimes appears at a
different left/right location within a quadlet.

As mentioned above, for bit-level subfields, the illustrations in this documenttekegosition for big endian systems,
but the text takes precedence by indicating the true position. For example, for even-aligices] tigeleast-
significant bit of a pointer is used to indicate null when one. The position afuhiiag indicated in this document
is as shown by “N” in figure 3.2. For little endian systems, the actual positiald be as shown in figure 3.3.
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The little endian and big endian data structures are incompatible, in EddAa-unction designed to operate with
integers of one endian order will not automatically work with data structures using the ®@ppdsitn order. However,
DMA units may be designed to handle data structures of either endian order, using data-sizextbptndeap
logic to convert multi-byte subfields. For example, a little endian 1/0 Unit in a big endséensygan retrieve the
proper value of count32 by extracting the bytes at offsets 8—-11 and swapping byte 8 with byteytd @mdth byte
10. Note that no conversion is necessary when the I/O Unit and system share thedsamece for fields that are
uninterpreted by the 1/0 Unit (e.g., transaction_ ID values).

Systems are expected to be configured with DMA Units that support the sarae endiér as the Processorj(%).

Some DMA Units may be designed to support either endian order (the order can dkystatifigured during system
initialization). DMA Units may also be designed to support only one endian order, when use by Processors of th
opposite endian order is not expected. The IEEE Std 1212-1991 CSR Architecture, which defineddsoand units

are identified and initialized, requires that the basic registers are alveaysdiras big endian. This provides the
necessary rendezvous mechanism for a configuring Processor to initially commuwiticaeonfigurable node to set

the endian order to be used during on-line operation. Please see thkdsatission in 11.3.3.

Similarly, some buses may be both 32-bit supportive and 64-bit supportive. For theseDibi8esnits may be
designed to support both address models (the address size can be statically configuregstemnigitalization).
DMA units may also be designed to support only one address model, when use with the otksrraddetis not
expected.

3.5 Node description (capitalization)

Description of the DMA models involves defining the actions of two or more entities that cacateunia shared
memory. From the viewpoint of the bus system and system performance, ytsggveficant that the DMA entities are
often located in units on different nodes. A system Processor unit will commendcted in one node, a System
Memory unit in another, and the I/O Units and their Functions in additional nodes. To concisely refer émtities
and yet attempt to remind the reader of these relationships, capitalization will be usetbréh&Processor” will be
synonymous with “the system processor unit in a separate processor node,” “System Methd'system memory
unit in a separate memory node” (although shared memory could also be on either the'prodemesumer’s nodes),
“I/O Unit” with “an I/O Unit in a separate I/O node,” and “Functions” with an “I/O Functionsearate I/O node.”

3.6 Notation used for algorithms

The programming language C is used to help clarify the specification text for eachrdiEl. These code fragments
are intended to be unit- and system-architecture-independent descriptions of functional bEheyiare unlikely to
resemble an actual implementation and are not intended to imply one.

3.6.1 Notation for variables

All local variables in these algorithms are assumed to be unit-local (e.qg., stored in |/RAWNNdr efficient processor
cache). For Processors, they are actually likely to be stored ienS¥semory, requiring bus activity to access.

Local variables use the same names defined for all DMA models in clause hilther individual models. For
example, interrupt_address and interrupt_value would be unit-local variables containingn¢hdaseribed in 11.5.
The Unit's own CSRs are treated like local variables.

10This was also considered to be most reasonable since a microprocessor on &gveit hay use an endian that differs frohe tsystem
Processor as well as from other /O Units. This avoids the need for both the Bra@ces§O Unit to be prepared to convertd&n orders and
ensures that endian representations are consistent within a given systera wih-time switches. See 11.3.3 for a descnptibhow the endian
of a Unit is configured.
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“A” is a predefined constant, giving the number of bytes in width of system addresgéss 4ob a 32-bit supportive
system, 8 bytes for 64-bit supportive.

“PtrA” is a predefined typedef that contains a properly supportive system address va

“Msg” is a predefined typedef that is an array of bytes containing the Unit-deperaéatofi the primary_ message
(see clause 10.) Other structure types will be defined by each DMA model description.

3.6.2 Notation for bus interface access

The prefix “B_" on a C function call will be used to indicate a bus access. Titaf ths C function name will indicate

the type of bus access or bus interface functionality that is being accessed. These hdrae¢kensame as the bus
transactions listed in 11.1.1 (or, for special transactions, at the beginning of each BdéAdescription; e.g., table

7.1) or the DMA Controller functions described in 11.2. The body of the C function would involve whatever
implementation-dependent actions are required to access this funtfidhadi the examples below.

The suffix on a bus transaction access name will indicate the data size in by@éy thés will be a number. The
suffix “A” will signify an address-width transaction, either 4 bytes for a 32-bit supportstersyor 8 bytes for a 64-
bit supportive one. Nodes that can be configured to be supportive of either are expautkdie parallel routines,
one for each width. The suffix “N” will signify the largest configured allowable trarsfe (often 64 bytes or 256
bytes).

Note that these suffixes refer to ttheta width, not the width of the address used to access the affected locations in
System Memory. The address of the affected location will be the same for sdidtians for a given system, 32 or 64
bits. The first parameter in these bus-access calls is the addressecbmd parameter is the unit-local data variable's
address.

Examples of applying these prefix and suffix rules, assuming a 16-bit micrepavcare as follows (referring to
11.1.1 and 11.2.1.2):

0 “B_writel6(sys_addr, loc_data)” would be a call to a bus interface chip function that might@bytes of
unit-local data, starting at the node-internal address loc_data, into gisgers, load the affected system
address value, sys_addr, into chip registers, and command the chip to do the writelGshatdran

0 “B_writeA(sys_addr, loc_ptr_value)” would be a similar call that would load 8sbfdr a 64-bit supportive
system, or 4 bytes for a 32-bit supportive system, from the unit-local variable, loc_ptr ingduehip
registers and then command the chip to do a write8 or write4 bus transaction, repectiv

0 “B_readN(sys_addr, loc_dest)” could be a function that copies the pointers integisifgrs and commands
the chip to do a read64 bus transaction.

0 “B_get block(sys_addr, loc_dest, num_bytes)” would be a similar acctsstitock-copy DMA Controller
function to move a variable number of bytes into unit memory (referring to1ahig.

This notation is used both for Processors and 1/0 Units in order to highlight bus aEtvifrocessors in cache-
coherent systems, this may not accurately reflect the actual bus activit;e'nh%lv

3.6.3 Special macros and functions

Several special macros or functions will be used to simplify the notation and understanding:

11some bus standards attempt to accommodate 32-bit supportive noddshit supportive system by using the 32-bit wide formlaen possible

for the lowest order portion of the address space and for addressing CSRseaythpper end of the address space. In thestems, the 32-bit
supportive nodes will continue to operate as they would in a 32-bit sivepsystem. The 64-bit supportive nodes are expdotativays use 64-

bit wide storage areas for general pointers, but will generate a 32-bit widssddrelated bus transactions if the poimgdue falls into one of the
two appropriate ranges. The use of this “A” notation is not intended to irhatythese nodes should always generate 64-biteages. The
individual bus standards take precedence on the proper width to be generategdarcasg.

12r0r example, the cache could snoop values when they're written to system meizowodld result in one trip of the data across the bus, when
the notation used would imply two: one for the write and another for the read.
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“ALLOC(item_address_ptr, item_size)” allocates a new chunk of system memorytamisra pointer to the new
chunk. This chunk also may be allocated from a pool of resources that were passed tdthpramibus messages.

“ALLOCATE_MSG_RESOURCE S” represents unit-dependent activity to allocate neesgégnsion blocks, user
data buffers, etc., related to a message. These resources may bedadliveetly from system memory or from a pool
of resources that were passed to the unit by previous messages.

“B_WRITE_BARRIER” returns when all previous writes have been completed. This is smacilfanction that in
actuality must encompass the various aspects of write-ordering discussed in 1k1thBins expected to be a
relatively short delay, the algorithms are written such that executiomesswith the next line.

“DEALLOC(item_address)” returns a chunk of system memory éosffstem memory manager or to a unit-internal
pool to be reused for the messages it sends. (A unit-internal pool is conceptually whery fnem a transaction-
initiation message may be held until a transaction-completion message)is se

“DEALLOCATE_MSG_RESOUR CES” represents unit-dependent activity to deallocate geess@nsion blocks,
user data buffers, etc., related to a message. These resouydes gien directly to the system memory manager or
deposited in a unit-internal pool of resources to be reused for the messages.it s

“FILLBYTES(byte_ptr, fill_value, object_size)” fills any object with the given \alurhis is used mainly for
initialization.

“IS_NULL_PTR(pointer_name)” is a macro that efficiently tests a pointer for nulerGilre pointer conventions in
this document, this involves a test for all-ones, or for fields wheneuhélag is used, simply a test for one in the least
significant bit of the pointer value. The macro results in a value of TRUE gfdimeer is null.

“EXIT_UNTIL_INTERRUPT” exits the routine and arranges for application-dependertiedating, such that the
entire routine is repeated later. Since the wait for an interrupt is expected to h&elydtang delay, the algorithms
are written to exit at this point, rather than loop.

“READ_UNIT_MSG(primary_msg)” represents unit-dependent activity to read and prolcesfields of the
primary_message in unit-local memory, as well as any message-related memosyitblegktem memory. These
message-related memory reads involve bus activity via calls to B_get_block.

“WRITE_UNIT_MSG(primary_msg)” represents unit-dependent activity to produce and write tte &elthe
primary_message in unit-local memory, as well as any message-related memosyitblegktem memory. These
message-related memory writes involve bus activity via calls to B_put_block.

“Mext indicates an implementation- or application-dependent action that cannot be captured wiitiethmtation

in this clause.

4. Background concepts

Following the discussion of background concepts common to all models, this clause describes féaifanode
primitive DMA building blocks: Circular Queues, Dispatch Lists, Shareable Lists, anddwes. The interface
examples in annex A show that these primitive building blocks can be used in many ways to constfacésnt
adapted for specific applications.

4.1 Miscellaneous components

The following concepts are applied in several places.
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4.1.1 Expected interrupt mechanisms

The IEEE Std 1212-1991 CSR Architecture assumes that interrupt signals are intptbasewrite4 transactions. For
each DMA model, the producer and consumer use interrupt signals to “wake” one anothtreylmave taken some
action with respect to the DMA queue, if this wake signal isn't already a byproduct of some aher ngge in the
DMA algorithm. For each interrupt signal, the generator of the interrupt maintains an interruphesér.phirs may
be statically configured or dynamically passed via DMA messages (e.g., in amig@ctian-initiation).

An interrupt pair contains the address of an interrupt register and a value to be written to this CSR. The interrupt
address (either 32- or 64-bit) determines the unit(s) that receive the interrupt (i.e.,uptadignal). The (32-bit)
interrupt value is used by the unit owning the interrupt register (the receiver ofatrepii to directly or indirectly
dispatch the proper function. When the generator of an interrupt wants to get the other unit's attenites,the
interrupt value to the interrupt location. What becomes of the interrupt value is dependent GSRise
implementation, but two overall schemes will be described here: interrupt-bits andptatpreue.

The selection of the optimal interrupt scheme is related to the selection of a DMA model.
4.1.1.1 Interrupt-bits

For the interrupt-bits mechanism, like the broadcast interrupts defined by the IEEE Std 1212SF98rchitecture,
the interrupt value results in one or several of the 32 bits being set (see figuke dnl)point in time, the value stored
in the CSR is the logical inclusive-OR of all the bits that have been set since the last time the ows#gioed the
CSR. Each bit is expected to correspond to a list of one or more DMA queue control structuresehaipi at
initialization time by the unit owning the interrupt register. To find the queuesngeselrvice, the interrupt service
routine is expected to atomically read and clear the value in the CSRxdmme all of the queue control structures
that correspond to each interrupt bit that was set in the register's value.

Once the queues needing service have been located, the interrupt service routinkesthe appropriate queue
service routines. If the number of queues times their number of priorities is less than 82cthbit may correspond
to one DMA queue that can quickly be located. However, checking of queue-control strudaseefficient if more
than one DMA queue corresponds to each interrupt bit.

The advantages of the interrupt-bits mechanism are that it is easy to implamiedefinite number of interrupts can
be queued, and the architectures for directed and broadcast interrupts are the sameadVaetatje is that the
information content of the interrupt register is insufficient to efficiently idghdérge numbers of interrupt sources.
Therefore, this model is most useful when the number of DMA communicantalls@mvhen the DMA models used
support the sharing of queues among multiple producers (e.g., the Shareadhel IN&ilbox models).
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Processor

interrupt_bits

[

0 31

' List of Queue Control Structures

queuel p=P»1 queue2 }.l queue3

one per queue
System Memory

Figure 4.1—An interrupt-bits method of interrupt dispatch

4.1.1.2 Interrupt-queues

The interrupt-queues scheme functions like the Mailbox scheme described ¥ write to the interrupt register
maps onto a FIFO queue where each four-byte interrupt value is stored. This schesthallanit to vector directly
to structures related to the interrupt's source.

The advantages of the interrupt-queues scheme are that a large number of interruptaauseauniquely identified

with very low software overhead. Its disadvantages are thettst special interrupt queue hardware, and that such
gueuing schemes could theoretically overflow unit-local memory (without management), resultisginterrupts.

This interrupt scheme is particularly useful when the number of DMA communicants is large and the DM& mode
used do not support the sharing of queues (e.g., Circular Queues and Disgiafch Li

4.1.2 Methods of flow control

The need for flow control is intrinsic to the producer-consumer paradigm. If the producer sesaganéaster than
the consumer can accept them, eventually all the resources available to the messagadjoe consumer holding
areas will be exhausted (e.g., all of System Memory for the Shareabieddsl). Therefore, every DMA application
must provide some form of flow control, regardless of the model used. Thgteamf the flow-control mechanisms
used and the closed-circuit flow of memory is an important part of every standasgesification that builds on this
DMA Framework.

However, there is no need for redundant levels of flow control. If flow-control mechanienestablished to manage
the utilization of the most scarce resource, unit operations can often be arrangéuhstiod producer is stopped
before there is any chance of other, more plentiful resources being overrun. For exarppl&afian code in the
initiator keeps a count of how many 1/O transactions are outstanding with the responder, aadsihtiessage storage
space available in the initiation queue for more messages than the maximi@r rmliowed to be outstanding, then
the application-level flow control will avoid the need for flow control at the DMA mesgagae level. This can be
used to simplify the DMA algorithms.

13This type of interrupt iseryclose to Mailbox DMA. The difference is that in Mailbox DMA the valuetteri to the register points to the message
rather than a queue.
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This clause briefly describes several flow-control technigues that can either be buileiwéoibus DMA schemes, or
superimposed on them at the application level.

4.1.2.1 Flow-control handshakes

The simplest form of flow control is a direct handshake, or request-reply pairing of messages.nifie,etke
Processor can monitor both the message-handling capacity of the I/O Unit and its ssagengueues. It can then
delay sending a transaction-initiation message to the 1/0 Unit until all the resources agedvailable in both
directions. When the flow of initiations is stopped, an inbound transaction-completion message from the I Unit ¢
then be used as a signal to initiate the next delayed I/O transaction.

A variation of this scheme is to dynamically allocate memory objects representing all the resequies for the
initiation and completion, and then attach them to the transaction-initiation message. Witemstion-completion
message returns, all resources can be reallocated to other uses.

Counts of usage can be kept per-channel, unit-global, or a combination of the twos \@rés of sophistication are
possible to fairly distribute system resources.

A disadvantage of this scheme is that it is somewhat inflexible. One-way events are hed magid Often extra
messages must be passed, or “dangling reads” left posted, just tothatidy-control scheme. This adds otherwise
avoidable message-handling and interrupt overhead.

4.1.2.2 Flow control using sequence variables

A flow-control scheme can be built using two sequence variables and knowledge ofximum consumer or
message queuing capacity. One variable corresponds to the sequence number of thealgstpretuced; the other

to the number of the last message consumed. The number of messages unctirsuomtesponds to the difference
(modulo the queue size) between the two values. When the diffégenem, the last message has been consumed.
This operates much like the “take a number” scheme, where the two vaniailtl be the next available ticket, and
the “now serving number X” display. The number of people in line is the modulo diffebetveen these values.
Knowing the length of the line discourages new entries.

A change in the value of a sequence variable also can be used as a simbIBysgg&ng the value change, the other
party can tell that a message has been produced or consumed, and that the messggeguiissiism may now be
serviced or resources reclaimed. In the analogy above, the server cahahgecustomer has arrived by observing a
change in the number of the next-available ticket.

4.1.2.3 Flow-control credits

This technique is similar to the sequence-variable method, excephelstorage capacity for a given channel can be
dynamically controlled by the consumer. This scheme is commonly used by network prdEacblsnessage carries
acreditfield to tell the other party how many messages can be sent before stopping. If there are no rezagalsme
going to the other party on which the credit field can be piggy-backed, then a dedicatechessdige can be sent.

This mechanism is very flexible. It does not fie inbound and outbound messages iest-regly pairs. But it is more
complicated than the other schemes.

4.1.3 Software access to bus transactions

Buses conformant with the IEEE Std 1212-1991 CSR Architecture are expected to provideea ofupdwerful
transactions (see 11.1 and 7.3). Some of these efficiently transfer a lafgermdiifoytes, while others perform special
operations. Some of the DMA models require software access to these largeioba®transactions; all models are
significantly more efficient when the optimum transactions are usagdetr, many of these bus transactions are not
accessible to software since most existing processors have no equivatantiors.
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Most processors provide atomic access to word-sized memory locations (4 or 8 bytes), and many prociitmnsst
to atomically handle double-word values (for floating point operations). But few providectimtiguto directly access
the larger Reads and Writes (16, 64, 256, N). These larger bus transacgi@esnmonly used by the cache system,
mostly transparently to software, and by I/O Unit block-copy engines. Instructigneenaovided to flush a line of
cache to its related address, but rarely to another target memoB8Roaddress.

Until direct software access to these bus transactions is provided in future processuosemtied approach is to use

a hardware “staging area,” preferably on the same node as the proifassume cases, the bridge to an 1/O bus may
be a more appropriate location.) This staging area could appear to the process@pedi@ aange of node-internal
memory or registers, as shown in figure 4.2. Most of the locations would be used to hold the operatuls for a
transaction while others would be used for control. The processor would write to the operaodddoatet up a bus
transaction, write to the control register to cause it to be generated, then read the resultesdpmmatid locations.

Node-Internal Storaae

Processor

Staai 4
aging (1) / S e
tagin ()’:,()'()
TTTTTTTTI

Operands Control
Ll

\ ~—A

\~—!——>(3)

Bus

(1) Processor writes operands for bus transaction to staging area
(2) Processor writes control register

(3) Staging area generates bus transaction

(4) Processor reads return values from staging area

Figure 4.2—Staging area for supporting bus transactions

For example, a write64 could be generated by using write4 or write8 instructions to wdttdhalues and target

address to the operand locations, then a “write64” opcode to the control registenp&reoswap8 could be generated
by using write4 or write8 instructions to write the target address, new value, tmdltesto the operand locations,

then write a “compare_swap8” opcode to the control register, followed by readd'sead8 to retrieve the return
value.

The disadvantages of this concept are the hardware cost and backward-cotypatihlems for existing processor
boards. Another problem is synchronizing access to the staging area by npritipésses. An interrupt service
routine, for example, may need to save and restore the operand registers torawptohgdheir use by a background
process. Still, these are node-internal design issues that may well frawalgeby improving overall system
performance.
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4.2 Circular Queue

The Circular Queue model is based on a simple, widely known data strudtedeaceircular queue. Circular queues
are typically implemented as an array and have two indexes associated withathEagucer_index and a
consumer_index (often called the head index and tail index). They are operated in FIFO fashien.qheie is only
used to pass messages in one direction, from a single producer to a specifieeconsum

A circular queue can be thought of as an array in a circle, rather than a straight line. In this wayg, a®itelded and
removed from the queue, the head will continually chase the tail around the arrajer&ndifimes the queue will
occupy different parts of the array, but will never run out of space unless the aridy éedupied. The queue item
storage cells around the circle are numbered froom8toWhen the index is moved pastl it starts over again at 0.

There are several ways to implement circular queues. The methods differway that the empty and full queue

cases are detected. The method described here always leaves one emptyipdbkiigueue. Leaving one empty
position, removes the ambiguity as to whether the queue is empty or full. The queueyis/berpthe producer and
consumer_indexes are equal. The queue is full when the producer_index is exactly one position behind the
consumer_index. See figure 4.3.

Empty Queue Full Queue Partially Full
0 0 0
1 1 1
2 2 jll— P 2 [ —
-— g —cC
lt— p
n-1 n-1 n-1
I:I Free, "owned" by producer P = Producer Index. Next item
to be written.
I:I Busy, "owned" by consumer
C = Consumer Index. Next
Unusable, one item storage cell item to be read
must be free

Figure 4.3—Circular queue computer science concept

If the queue is not empty, then all queue items from the one indicated by the consuméo thdétem one behind
the producer_index are “owned” (can be accessed) by the consumer. All quesidrdm the one indicated by the
producer_index to the item two behind the consumer_index are “owned” by the grqtiu®” because of the
reserved empty item). Based on these assumptions, here is a simple algorithm foitewhding the queue and for
removing them (see also table 4.1). When adding an item to the queue, the cqméudidted by the producer_index
is filled and producer_index is incremented (modoloWhen removing an item from the queue, the queue item
indicated by the consumer_index is emptied and the consumer_index is incremented.

The algorithm in table 4.1 becomes even simpler if higher layers prideideontrol (e.g., if the size of the Circular
Queue is larger than the number of messages potentially outstanding). Troemstiinmer _index can be private to the
consumer, and the producer can simply store each new message and update the produddreitides marked
“opt” in the C producer routine in table 4.1 can be removed.
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Table 4.1—Circular queue algorithms

Producer() Consumer()
¢ {
u_char next_p;
next p=(p+1)%n;
if (next_p ==c¢) { [*opt*/ if (p==c){
<queue is full>; *opt*/ <queue is empty>;
} I*opt*/ }
else { I*opt*/ else {
<fill p>; <empty c>;
p = next_p; c=(c+1)%n;
) }
i )

When applied to DMA, the Processor writes to an 1/0 Unit CSR to send it a sighal whesamgtleat it has processed
one or more messages in the Circular Queue. Similarly, the I/O Unit sendsraupinte the Processor to signal it
when necessary that it has affected a queue.

An attractive feature of Circular Queues is their synchronization mechanisms for menesy. &nly the producer is
allowed to write the producer_index as it fills the queue. Only the consumer is allowed thevdtmsumer_index as

it empties the queue. Therefore, there is no confusion about which queue items are in usen{fillddtaitems can

be read or written by each party. No semaphores or special bus transactions are neeeedtletpreducer and
consumer, since there is no danger of one party overwriting the other's values when thargueses properfy
This is fairly robust. Only the producer needs to write into queue item storageFmilcached Processors with
noncoherent I/O Units, this means only its own previously written values wilémvritten (by the same value) as a
side-effect of the cache flush during the write of a new item. Quems iheed not even be a multiple of the cache line
size.

Another feature is block access to messages. If the consumer falls behind the prodeia@rressages may be
retrieved in one block read (e.g., transfer to Unit memory, or a Processor fochedrias). By reading one index, the
consumer knows how many unread messages are pending, and the producer knows how much siadte iis thea
queue.

However, these synchronization mechanisms do not extend easily for use by multiple produCaul& Queues
are hard to share.

Other problems with the scheme include the need for a potentially large and fixed contigesusf themory for
item storage. It is difficult to expand this storage on-the-fly by stregathie block!® When idle, item-storage memory
cannot be used for other purposes. Queue items are fixed-size, which can bera jfrolelssages are variable-length.
These problems can be overcome by using a queue item only to point to variable-length items. Butdtiestou
additional memory manager overhead and additional block-copy operations. But siqgeltbe only hold messages
until the consumer can notice them (i.e., they contain no long-term stategsjze required may not be significant
for many applications.

1Note that only synchronization between a single producer @mslimer is being discussed here. Multiple producer procéssesample, may
need to use semaphores among themselves in order to act like a single producer
15see annex E.
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The reasons for using indexes instead of pointers include: They are more compactrteas—poormally only the
least significant byte will be used. There is only one size of concernl{eavidth of the index field) regardless of the
width of address values. Indexes are easy to update atomically. A shdegd/@due can easily be translated by a
Function driver into a cell's virtual address, and can also easily be translaed/ByFunction into a cell's physical
address. They are convenient for keeping parallel copies of module-interaah&amnation related to each queue
item (as illustrated in annex A). Since using an index implies using fixed-size geragetite consumer always knows
how many bytes to block-copy to pick up one or more items.

4.3 Dispatch List

The second DMA model is based on the cornerstone of all CS concepts: the linkBuidisubclause describes the
particular use of these structures.

The data structures in this scheme are operated in FIFO faskims: are only added to the back and removed from
the front. Items are not added or removed at other positions in the list (e.g., in priority Alstern this case, FIFO
only refers to the order of production and consumption of message-passing. haddegly that the events
represented by these message (e.g., disk reads) will necessarily betedrpthis order.

Dispatch Lists are conceptually simple but present a number of opportunities foonaiétions and hazards with
respect to the manipulation of their pointers. These problems exist between the producer anercemsn when the
list is not shared by multiple producers or consumers. This subclause deseibesttalgorithm arrived at that does
not require the use of special (swap) bus transactions, and the next describes an algostioalthae used when
these bus transactions are available.

This Dispatch List algorithm assumes that there is a single producersanglea consumer. However, higher level
multiprocessor synchronization mechanisms can be used to synchronize qassesto maintain the appearance of
a single producer or consumer.

A Dispatch List message queue is a chain of dispatch-items, each containing atpdheenext dispatch_item, and
a (small) primary_message that usually points to a message extensionread.figghows.

C P

1 1

1 1

v dispatch_item v
next disp [ ™| next disp [ null
ext_ptr ext_ptr null

ext_ptr subfields are
\ | minimal primary messages

Y

The producer pointer is not
visible to the consumer, and the
Msg Exten Msg Exten consumer pointer is not visible to
the producer. Only shared
dispatch_item and msg_item
structures are shown.

Figure 4.4—Dispatch list queue structure
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Unlike the Circular Queue and Shareable List schemes, the consumer pointesf(tealist) and producer pointer

(tail) are not visible to the other party. They may therefore be bdgatefficient unit-internal registers or cache. The
producer and consumer rendezvous at the dispatch_item at the tail of thEhdéist. is always at least one
dispatch_item on the list. So a stable list containsessages anu+1 dispatch_items.

Dispatch_items belong to the producer as long as the next_disp field is null. When theepiadile a new
dispatch_item by making the next_disp field of the old tail point to it (therefore, making it nonthelp)d tail
becomes the property of the consumer.

Figure 4.5 illustrates the specific steps in adding a message to the gheugroducer allocates a hew message
extension and fills in the contents. It then makes the primary_messateffigle old tail item point to the new
messagé.6 Then a new tail dispatch_item must be allocated and initialized to nulllyi-tha next_disp field of the
old tail is set to point to the new tail. This final step transfers control of the old takdhisfptem and the related new
message extension, from the producer to the consumer. The new null tail item wii ke list when the list is
emptied by the consumer.

c P
: : Previous tail
v ' disp_item New dispatch_item
. 4
next_disp - null | &) null 3)-
ext_ptr null null
(2
\i \i
1. Allocate and write msg exten
2. Set ext_ptr of tail to point
to new message extension
Msg Exten Msg Exten 3. Allocate new tail disp_item
4. Make old tail point to new
O disp_i
p_item

Figure 4.5—Adding a message to a linked-list queue

To remove an item from the queue, the consumer checks the next._disp field of the dispatththicehead of the
queue. If it is non-null, it consumes the dispatch_item and the attachedgmesdension, making the next
dispatch_item be the head of the list. When the consumer finds a dispatch_hesrnwik next_disp field, the queue
is empty. It must then wait for a signal from the producer to re-read the tatatisitem to retest it for ownership and
availability for consumption.

The tail dispatch_item is used as the rendezvous site between thegpraidiconsumer so that a given field has only
one writer at a time, and so that only one field is involved in the transfemafrstip between producer and consumer.
Other algorithms that use the head or tail pointer as a rendezvous site would regeimesans of synchronization
between the producer and consumer to protect write-access to the pointers and dispatclorisamite, there is

a race between the consumer taking the last message in the queue and the producer addirigtleditsad pointer
were a rendezvous site, the consumer would be trying to set the head pointer to null when theiptogingao link

a new message to the one consumed. The producer could be writing to the link field of a “deadi dispabr could

181t would be very helpful to the consumer if additional event-dispatchingniaftion were included in the primary_message db imethis way,
the consumer doesn't need to read the msg_item until the consumer is ready to process tlewventat8de 10.3.4 for a piitiwed list of
information to include as space permits.
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fail to update the head pointer to reference the new dispatch_item (thinking that the head still poivgeddently
consumed message).

These race conditions are resolved by the careful use of swap ti@msatthe Shareable List scheme in 4.4.

When applied to DMA, the Processor writes to an 1/0 Unit CSR to send it a sighal whesamgtleat it has processed
one or more messages in the outbound queue. Similarly, the I/O Unit sends an interrupt to the Proogsabit to si
when necessary that it has affected the inbound queue.

Note that for this scheme the allocation of the message extension and dispatcte demstep out of phase. Newly
allocated dispatch_items are not linked to the message thatidhegeallocation. Also, the overall message-passing
paradigm must make some arrangement for dispatch_items to be recirculated. Somehowsghbke a closed-circuit
allowing dispatch_items to flow back from consumers to producers. Since the digjeatshand message extensions

are not related, dispatch_items may need to be globally interchangeable. In other wordsiuter pvill need to get
dispatch_items back, butdannotcare about which ones it gets in exchange for the ones it gives away. For example,
a dispatch_item cannot repeatedly be suballocated from memory that is contiguous wsgagenextension. The

time when the message extension becomes available for reuse iteaieethe time when the dispatch_item becomes
available.

One way to return dispatch_items would be to provide one transaction-completion message for sactiotran
initiation message (paired request-reply). This would allow the responder to repkaatispatch_item when it

normally signals that the initiation message memory is available for reusehiBunay result in interrupt and
message-handling overhead that is otherwise avoidable when multiple completions carcdiediridi a single

completion message. Another way would be to include pointers in the transaction-complaageni®r passing
extra dispatch_items back to the producer. A third way would be to provide a separate revdisa-girege that is

only used for the return of excess dispatch_items. The only time a wake-up would need to be arrangeglitarehi
would be when the producer is waiting for a dispatch_item to become available.

As with the other DMA schemes, a worst-case number of dispatch_items can be preallotatedea in a free list
that is protected by higher-level flow control. Then, when everythingi®isady for an event message to be sent, a
dispatch_item would be guaranteed to be available. Alternatively, a Priosd#Sotransaction initiation could be
delayed until a dispatch_item is available for dynamic allocation.

4.4 Shareable List

This subclause contains a linked list algorithm that should be used insteadabfeime sn 4.3 when swap transactions
are available, both for multiple-producer and single-producer applications.

It would often be attractive if queues could be shared by multiple, independent prdleIBTE)MA applications, it
may help the system design if multiple 1/O Units could share an inbound queue (especiallthereeare many
Units). This would allow the Processor to avoid the need to poll or queue interrupt veatoder to know which
inbound queue has an item ready for service. Similarly, in a multiprocessor sisteay be somewhat desirable to
allow Processors to pass outbound messages independently to an 1®Itmiternal means of synchronization are
provided, then the Dispatch algorithms from the last subclause could be usarkta geue.

The swap or locked transactions are defined on all buses conforming to t&EEE1R-1991, although they are only
optionally available for some of these buses. These transactions, which applgdbathmemory, provide a basis for
sharing queues among independent entlieBigure 4.6 shows how the always_swap8transaction can be used to
provide synchronization among multiple producers. Note that the times in figure 4.6 corresfjotitbse in the

1"The use of multiple consumers is discouraged because of the unavoidable spinvaiies! in accessing the head pointer.

18This is not needed where Processors must synchronize among themselves aitlywagpect to /O Unit state (e.g., transacti@mdling
capacity).

9For a general discussion of software algorithms for queue-sharingthsise primitives, see [B5] .
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scenario in table 4.2. Always_swap8 is effectively an atomic write8 thattalsacally returns the 8-byte value that
was overwritten. Locked transactions can be used to synthesize an always_sweap@diyg an atomic read8-write8
pair. In this example, two producers are trying to add an item to the quewltasimously. All producers share the
producer_ptr. The consumer_ptr is treated by the producers as though thevaext_item field of a list item. It is
only written by the producers when the producer_ptr points to it. At all other times, it is only adnetsedonsumer.

Producer_ptr Consumer_ptr 1. Initially, the producer_ptr
__m points to the consumer_ptr
:l_ G and the consumer_ptr is
1

1 ~ null.
. ~~.(5 . (9
(6) ' Ll - ' ©) 5. First producer grabs

next_item |- - ----- next_item Cfon_sumer_!)tr and provides

e} list item1 with swap8 of

producer_ptr.

Primary Primary 6. Second producer grabs

Msg 2 Msg 1 list item1 and provides
list item2 with swap8 of
producer_ptr.

7. Second producer wins by
making list item1 point to
list item2.

9. First producer completes
queue addition by making
consumer_ptr point to
list item1.

list_items

Figure 4.6—Always_swap8 use by multiple producers

Note that the entire messages are usually included directly in each list itemmotiel instead of needing an indirect
message_extension as in the Dispatch List model: Shareabldtdrisd are not as limited for space as are
dispatch_items.

Both producers allocate and initialize their list_Items at Times 1 and 2. Around Time 3, bottepsdduto add their
messages to the list. The first producer (Producerl) accesses the prptifust, takes control of the consumer_ptr
and simultaneously provides a pointer to list_item1 by use of the always_busp@&nsaction. When the swap value
returns to Producerl, it effectively gives him permission to write to the consuméofite that the always_swap8
transaction always atomically leaves the producer_ptr pointing to the correct item foxttheodeccer, so subsequent
producers are never delayed. At Time 6, the second producer (Producer2) tal@ottist iteml1. The figure and
scenario illustrate what happens when Producer?2 finishes first. Each producer attemptsdotpade the consumer
by setting the next_item field of the previous list item (the one returned by tip sqaal to their contributed tail
item. If later-arriving producers finish first, then the queue data structure will monheritarin a piecewise-
continuous state. This will be corrected when the earlier producers (e.g., Prodinighiyf writing their next_item
values, completing the missing links. The consumer will not be abledb tea items on the other side of a missing
link (e.g., the link marked “9” in the figure). The worst that could happdmat Producer2 wakes up the consumer at
Time 8, allowing it to see a null in consumer_ptr or a next_item field. The consurhesnalude that the list is empty,
ignore both list_item1 and list_item2, and go back to sleep. But then at TinRrdblycerl would make both new
messages available and reawaken the consumer. (This impliesethvedkb-up signals for both producers must be
given the same priority.)

Normally, the consumer only needs to examine the consumer pointer. If it is not nulbvtsftitie pointer to the first
list_item on the list. If the next_item field is not null, then no race condition is imd@wnd it can simply process the
command and set the consumer_ptr equal to the next_item field of the message @épresumeng the first message
from the list. If the next_item field is null, then a race condition may exist.
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Table 4.2—Simultaneous access by two linked-list producers

Producerl Producer2 producer_ptr consumer_ptr list_iteml. | list_item2.
Time next_item next_item
1 Allocates list_item1 Allocates list_item2 &consumer_ptr  NULL X X
2 Fills in list_item1 Fills in list_item2 &consumer_pt NULL NULL NULL
3 Swap8(&prod_ptr, &consumer_ptr| NULL NULL NULL
&list_item1)
4 Swap8(&prod_ptr, &consumer_ptr| NULL NULL NULL
&list_item2)
5 Wins: returns &list_item1 NULL NULL NULL
&cons_ptr
6 Loses: returns &list_item?2 NULL NULL NULL
&list_item1
7 {Takes a little more Sets list_iteml.next_ &list_item2 NULL &list item2 | NULL
time ...} item = &list_item?2
8 Signals consumer &list_item2 NULL &list_item2  NULL
9 Sets consumer_ptr = &list_item2 &list_item1 &list_item2 | NULL
&list_item1
10 Signals consumer &list_item2 &list_item1 &list_item2  NULL

When the consumer sees a null consumer_ptr or a null next_item field in a commadbé racing a producer who
is trying to add another item to the tail of the list. To check for this, the consloesra compare_swap8 on the
producer_ptr. The input parameters of the compare_swap8 transaction include thegtinetearrent tail list item as
the test value and the consumer_ptr as the conditional new value. Tatiam atomically reads the current contents
of producer_ptr and if the test value matches, sets it to the new value. It then retwaki¢heead. So if the
producer_ptr were pointing to the tail list item being processed by the consumeiliraetbéthe compare_swaps, it
will now be pointing to the consumer_ptr. If the value returned by compare_swap8 is alscea tpoihé current
tail_item, then the consumer will know that the swap succeeded, and that thadistémpty. The consumer will do
a second compare_swap8 to see if the consumer_ptr still points to the old tail itema@rsitiftdo null. This sets the
list back to its initial condition. If either compare_swap8 fails (which the consumastsldély getting an unexpected
return value), then a producer is in the process of adding a new item to the &ilistf ththe compare_swap8 on the
producer_ptr fails, then the consumer leaves the existing tail alone and waits for ¢hepfedm the producer before
processing both the existing tail and newly added tail items. This case is illustrated in tabkk fig8ra 4.7. (Note
that the times in figure 4.7 correspond with those in table 4.3.) Since the compare_swap8 asutinecgtr is only
an attempt to set it back to its initial condition, if it fails no further action is needed bgriberaer since the producer
has removed the need for doing this by already setting it to its next value.
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Table 4.3—Simultaneous access by producer and consumer

Time Producer Consumer . .
Producer_ Consumer list_teml. list_tem2.
ptr _ptr next_item next_item
1 Allocates list_item2. Sees list_item1.next. | &list_item1 | &list_iteml | NULL X
item==NULL
2 Fills in list_item2 &list_item1 | &list_item1 | NULL NULL
3 Swap8(&prod_ptr, &list_item1 | &list_item1 | NULL NULL
&list_item2)
4 &list_item1 | &list_item1 | NULL NULL
Compare_swap8(
&prod_ptr, &list_
item1,&cons_ptr)
5 Wins: returns &list_item2 | &list_item1 | NULL NULL
&list_item1
6 Loses: returns &list_item2 | &list_item1 | NULL NULL
&list_item2
7 o ) ) &list_item2 | &list_iteml1 | &list_item2 | NULL
Sets list_item1. Consumer thinks list
next_item = empty; waits for
&list_item2 signal
8 Signals consumer &list_item2  &list_item] &list_item2  NULL
producer_ptr consumer_ptr 1 (_:ons“mer sees next_item
IS hull.
5. Producer grabs list_item1
5) " S~el - ! and provides list_item2 with
R (&)} v swap8 of producer_ptr.
next_item | ------ hext_item 6. Consumer uses compare_
@ swap8 to try to grab list
item1 & point producer_ptr
Primary Primary to consumer_ptr. Compare
Msg 2 Msg 1 fails, consumer leaves both
list items alone.
7. Producer finishes by
list items making list_item1 point to
- list_item2 and signaling
consumer.
Figure 4.7—Swap use for producer/consumer synchronization
This description also illustrates the negatives of Shareable Lists:
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1) All sharing entities must be of trusted reliability or else a failure could corruph&nedsdata structure. For
example, if a producer or bus bridge experienced a power failure before writing the nexeldethdi list
would be segmented.

2) Fast producers and consumers may be delayed by a slow producer sharing the queue

These problems would exist for any scheme that manages shared data stvicsgamphores or locks.

Figure 4.8 shows a useful producer optimization for cases where there are multipléoitengueue at once. The
producer can first link multiple items together off to the side. Since they are at thisqgropletely under its control,
atomic transactions or even reads of next_item pointers from system memory are not névessattye mini-list is
complete, the producer adds the mini-list to the queue as though it were one virtu8pieeifically, the producer
uses always_swap8 to make the producer_ptr reference the last item in the mini-list aredagtamter to the old
tail. The old tail is then made to point to the first item in the riagti-

Since the list is shared, care must be taken not to abuse the mapiilisization. Adding too long a mini-list to the
queue will keep an idle consumer waiting longer, rather than operating in paralldievigroducer (especially if the
producer waits to see if more items are coming). It can also distort fairness amongemadhile the mini-list is
being consumed.

producer_ptr consumer_ptr
e e
. 3 ~~—e i
next_item |-% ----- next_item [------- next_item
&) @
Primary Primary Primary
Msg 3 Msg 2 Msg 1
(new) (new) (old)

-t

. Initially, producer_ptr points to list_item 1; item1.next_item is null.
2. Producer links together new items in mini-list.
3. Producer uses swap8 to make producer_ptr reference last item
in mini-list.
4. Producer makes old tail item point to first item in mini-list.

Figure 4.8—Mini-list producer optimization

4.5 Mailbox

Mailboxes are primarily designed to handle a large number of producers gradefulg previous schemes, the
producer knew where each message was stored in System Memory, aareélemnent in a linked list or a cell in a
Circular Queue. To solve the problems of multiple producers contending over message space, ejtheta s
inbound queue was used for each producer or else special algorithms and compotanshatans were used. A

mailbox hides the message storage area from the producers. As defined by IEEE2St89Pand this documeftt,

to send a message, the producer simply uses an atomic write to a mailbox regstegister maps the write data

20There are other mailbox schemes where “sending to a mailbox” does not involve a registadaress in the system addressspThe mailbox
message storage area is also often hidden from both the sender and receiver.
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through to message storage locations inside the unit, as figure 4.9 shows. Nosnaftbitration provides
synchronization of mailbox access among multiple producers. The unit owning tlexrzan be as simple or
sophisticated as it wants about managing its message storage memory, queuing and,intihayttaffecting other
units.

Node-Internal Storage

Message Storage ltems

——p - -
A <
@
Mailbox Hardware

Register

(1) Remote node uses atomic write to mailbox register.
(2) Mailbox hardware writes to message storage item
and generates interrupt to the consumer.

Figure 4.9—Mailbox hardware hides message storage and synchronization

The structures used for the message storage items are only known insidg tiot tonthe remote message producers.
These may be provided by a FIFO buffer, a linked list (as shown), Circular Queues, etcddthesteuctures may
operate within the unit in a way similar to the DMA schemes described above. But seeedhails are unit-internal,
they are not of concern to other units on the external busr@ndot subject to standardizatio®nly the mailbox
hardware writes to the message storage items. Producers need only provide hardware to th) entei32, or
whatever size atomic write is needed to contain an entire neeSs&gThe target unit provides all special mailbox
hardware. Mailbox hardware can be very similar to that required for normal dual-pooryn€ir dual-port memory,
the writer gives the address of the RAM cells to be written. For the mailbox, the target unit knowsnibry mddress

a priori. Bus hardware may absorb data at the full line rate and then transiatahte RAM. This RAM is probably
confined to the same board as the one containing the register. But it could be tiee @atche mechanism and backed
by System Memory in another unit.

Note that the message_request and message_response target regis¢éelsndéfEE Std 1212-1991 for each node
can be accessed by write and broadcast-write transactions. In the case afdtraaitie transactions, all nodes on the
specified bus will receive the transaction. For this reason, broadcast timmsace not useful in the DMA Framework

2INotice that the auto-increment of data stream byte locatiodsrie behind the register, rather than on the bus side. Alstiatans through a
single register. In Futurebus+, mailbox registers are placed on 64-lytmalits to possibly simplify write hardware thatashe-aligned, and to
allow some of the least significant bits to be used for mask featittebnwadcast messages.

22The minimum, usable message size is one pointer wide. This can be usedt tip poinactual message body, stored in Systermavig.
Additional bytes are extremely helpful since they allow additional items (like thenaod and data size) to be known to thesconer for event
scheduling without reading System Memory.
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