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|IEEE Standar ds documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness
in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents arefssipplied “

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every |IEEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users ade caution

to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate acticaréo prep
appropriate responses. Since |IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its soci-
eties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered
the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08855-1331USA
NOTE—Attention is called to the possibility that implementation of this standard may require use of pubjec
matter covered by patent rights. By publication of this standard, no position is taken with respedt to the
existence or validity of any patent rights in connection therewith. The IEEE shall not be responsjble fo
identifying patents for which a license may be required by an IEEE standard or for conducting inquiries|into the
legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 1522-2004, |IEEE Trial-Use Standard for Tegtalitit Diagnosability
Characteristics and Metrics.

Publication of this trial-use standard for comment and criticism has been approved by the Insfitute of
Electrical and Electronics Engineers. Trial-use standards are effective for 24 rfinonthke date of
publication. Comments for revision will be accepted for 18 months after publication. Suggestigns for
revision should be directed to the Secretary, IEEE-SA Standards Board, 445 HoeBiteataway,
NJ 08855-1331, and should be received no later than 23 March 2006. It is expected that folloing the
24-month period, this trial-use standard, revised as necessary, shall bétesubbonthe IEEE-SA|
Standards Board for approval as a full-use standard.

As systems became more complex, costly, and difficult to diagnose and repaitiv@stwere started to
address these problems. The objective of one initiative, testability, was to make systents ézsti. To be
useful, this commercial standard must provide specific, unambiguous definitions ah doteassessing
system testability.

Recent initiatives by the Institute of Electrical and Electronics Engineers (IEEE), Incndarstizing test
architectures have provided an opportunity to standardize testability metrics. The IEEE A?®iial
Intelligence Exchange and Service Tie to All Test Environments (AI-ESTATE) seriésnofasds provide
the foundation for precise and unambiguous testability and diagnosability metrics.

It is the objective of this standard to provide notionally correct and inherently useful but ratthdiyn
precise definitions of testability measures that may be used to eitherm#astestability characteristics of
a system or to predict the testability of a system. Notionally correenmthat the measures are not in
conflict with intuitive and historical representations.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following _URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.btselrs are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reafititexpgee
index.html

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE stafalard
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Trial-Use Standard for
Testability and Diagnosabillity
Characteristics and Metrics

1. Overview

This standard was developed by the Diagnostic and Maintenance Control (D&MC) subcommittee of the
IEEE Standards Coordinating Committee 20 (SCC20) on Test and Diagnosis for Electronic Systems to
provide standard, unambiguous definitions of testability and diagnosability metrics and charactéhigtic
standard builds on fundamental definitions derived from elements in formal information models related to
test and diagnosis defined in IEEE Std 19320021

The goals of this standard are summarized as follows:

— Provide definitions of testability and diagnosability characteristics andon¢iiat are independent
of specific test and diagnosis technologies.

— Provide definitions of testability and diagnosability characteristics andon¢iat are independent
of specific “system under test” technologies.

— Provide unambiguous definitions of testability and diagnosability metrics used by procuesrdent
support organizations.

Over a century ago, Lord Kelvin commented: “When you can measure what you are speaking about and
express it in numbers, you know something about it; and when you cannot measure it, you cannot express it
in numbers, your knowledge is of a meager and unsatisfactory kind. It may be the beginning of knowledge,
but you are scarcely in your thought advanced to the stage of a science.” To add to Lord Kelvin's insight,
when different tools measure something differently, and the basis for the measurement is not known or
understood, it is neither knowledge nor science.

It is the objective of this standard to provide precise formal definitions of metrics that mayltie peedict

the testability of a system. Predictive metrics may be used iteratively duringivarfases of design and
diagnostic development to map the progress toward a project’s testability goals. On the other hand,
empirical metrics are derived from actual maintenance data to determine the testabéditgdchiring the

factory and field testing of a system.

Linformation for references can be found in Clause 2.
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It is the intent of this standard that predictive testability and diagnosability metricsibeddeased on
IEEE Std 1232-2002. Where entities are required that have not been defined in theseimfamodels,

this standard will provide its own information model in the form of an AI-ESTATE extension to satisfy the
deficiency. It is not the intent of this standard to impose any implementation-spegjfirements for
actually computing the metrics; however, metrics not computed using the identified dtaridamation
models must be demonstrated to be mathematically equivalent to the definitions préwidhdrmore,
metrics defined in this standard are based on the assumption that no more than a sippehelénddéault
exists at the time of diagnostics. Multiple fault metrics are outside the scope of this standard bEeaus
lack of industry consensus as to how those metrics should be calculated.

1.1 Scope

This standard defines technology-independent testability and diagnosability characteristicetiacs] m
particularly those based on relevant standard information models, including standard AI-ESTATE
information models.

1.2 Purpose

This standard will provide consistent, unambiguous definitions of testability and diagnosability
characteristics and metrics. As a result, a common basis for systehilitgstad diagnosability assessment
will be provided.

1.3 Conventions used in this standard

The subclauses present specification formats using the EXPRESS language (ISO 10303-11:1994). All
specifications in the EXPRESS language are given in the Courier type font, which includes references
entity and attribute names in the supporting text.

This standard uses the vocabulary and definitions of relevant IEEE standards. In case of afonflict
definitions, except for those portions quoted from standards, the following precedence shall balobserve
(1) Clause 3; (2) SCC20 documentation and standards; anthe3Authoritative Dictionary of |IEEE
Sandards Terms, seventh edition [B4]. For clarity, portions of IEEE Std 1232-2002 are repeated in this
standard. In the event of revision to AI-ESTATE, the current, approved version of IEEE232-2002

takes precedence.

2. References
This standard shall be used in conjunction with the following publications.

IEEE Std 1232-2002, IEEE Standard for Artificial Intelligence Exchange and Service H# Test
Environments (AI-ESTATE?.

ISO 10303-11:1994, Industrial Automation Systems and Integration—Product Data Representation and
Exchange—Part 11: Description Methods: The EXPRESS Language Reference #anual.

2EEE publications are available from the Institute of Electrical and Electrongiadars, Inc., 445 Hoes Lane, Piscataway08854,
USA (http://standards.ieee.org/).

31SO publications are available from the ISO Central Secretariat, Case Postatei&éle Varembé, CH-1211, Genéve 20, Switzer
land/ Suisse (http://www.iso.ch/). ISO publications are also aveiialthe United States from the Sales Department, American
National Standards Institute, 25 West 43rd Street, 4th Floor, New Motk 0036, USA (http://www.ansi.org/).
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IEEE
DIAGONOSABLITY CHARACTERISTICS AND METRICS Std 1522-2004

3. Definitions

For the purposes of this standard, the following terms and definitions 8ppljwuthoritative Dictionary of
|EEE Standards and Terms, Seventh edition [B4] should be referenced for terms not defined in this lause.

3.1 characteristic: With respect to testability and diagnosability, this property or indicator of a system
describes its behavior under test. It may or may not be measurable during actual system operation or
maintenance.

3.2 diagnostic strategy: An approach taken to combine factors, including constraints, goals, and other
considerations to be applied to localizing faults in a system.

3.3 diagnosability: The degree to which faults within a system carcdo#idently andefficiently identified.
Confidently means frequently and unambiguously detecting and isolating faults when they occentBffici
means optimizing the resources required to achieve fault isolation.

3.4 fault detection: The process of identifying and reporting the presence of one or more faults within a
system.

3.5 metric: With respect to testability and diagnosability, this characteristic can be evabyaaedlysis or
measured during system operation and maintenance.

3.6 testability: A system design characteristic that allows its operational status to be detkemth¢he
isolation of faults to be performed efficiently.

4. Context

As systems became more complex, costly, and difficult to diagnose and repiaitiv@stwere started to
address these problems. Early on, these initiatives focused on having enough test points inpllaeefght

As systems evolved, it was recognized that the system design had to include charadienistike the
system easier to test. This recognition was the start of considering tgstha design characteristic. As
defined in MIL-STD-2165, testability is “alesign characteristic which allows the status (operable,
inoperable, or degraded) of an item to be determined and the isolation of faults within the item to b
performed in a timely manner” ([B1], emphasis added). The purpose of MIL-STD-2165 was to provide
uniform procedures and methods to control plannimglementation, and verification of testability during

the system acquisition process. This standard, although deficient in some areasd presfidieguidance to
government suppliers. Furthermore, lacking any equivalent industry standard, many commercial system
developers have used it to guide their activities, although it was not imposed as a requirement

Today, the discipline of testability is made up of two related practices. The first of thege, bediest
(DFT), facilitates the testing process by encouraging good design practices. Thetestaiility practice,

the one that is addressed within this standard, evalulbdgsosability. Thus far, formal, unambiguous
definitions of testability and diagnosability metrics and characteristics have beeiilablavahis standard
addresses this issue by building on the fundamental definitions in the information models of AI-ESTATE.
Specifically, this standard defines metrics related to fault detection and isolation.

Traditionally, fault detection metrics are represented as a ratio of detected or defact&ble the full set

of possible faults under consideration (often called a fault universe). Frequently, thiswatighited using

the failure rates of the faults within the fault universe so that it expresses the likelihood of a fault being
detected.

4The numbers in brackets correspond to those of the bibliography in Annex A.
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Traditionally, fault isolation metrics are based on a ratio of the number of faults in amigiguips of a
specified size (or less) to the total number of faults that can be isolated for a gieam. gyswith detection,
isolation calculations are frequently weighted using failure rates so that they express theotikelih
isolating a fault within an ambiguity group of a given size.

In addition to fault detection and fault isolation, testability has been concerned with, amonthioteer
attempting to predict and measure the incidence of false indication (i.e., frequency dildatseand
nondetection). False indication issues are complex, and no consensus exists innthestegtfor predicting

and measuring the incidence of false indication. Given this lack of consensus, this standard will defer
specification of metrics for false indication until such time as consensus is reached.

4.1 Predictive and empirical metrics

This standard distinguishes between two classes of metrics—predictive and empiratiativierenetrics
include all testability and diagnosability metrics that can be derived from a staticTRTEScompliant

model (i.e., the fault tree model [FTM], diagnostic inference model [DIM], or enhanced slisgnéerence

model [EDIM]) and thus provide a quantitative evaluation of how well the system can be diagnosed using
that diagnostic model. These metrics will be calculated differently depending on whethergihestita

model is developed in the form of a fault tree (FTM) or test-to-diagnosis inference relationships (DIM or
EDIM). Empirical metrics, as previously discussed, are derived from collected maicgedata and are
beyond the scope of this standard.

In defining the metrics for this standard, the following approach has been taken. Clause 5 proeides se
fundamental measures to be used in defining testability and diagnosability metrics. s€&uestal
fundamental functions are defined in 5.2, which aggregate basic elements from the AIHESIONEIs.

Next, functions are defined in 5.3 to estimate cost of tests or probability of faults based on the cost model
within AI-ESTATE. Third, several functions are defined in 5.4 to assist in traversing the diagnostic models
within AI-ESTATE. Although all of the fundamental measures under Clause 5 are defined using the Al
ESTATE information models, often multiple correct means compute the individual funtdmeAs it is

the purpose of this standard to provide sematically rigorous definitions, not to dictate the method(s) of
calculation, detailed algorithms are not provided for these fundamental measures. Finally6Clsese

these fundamental measures from Clause 5 to define the standard metrics for testability and diagnosabil

4.2 Relationship to AI-ESTATE standard

IEEE Std 1232-2002 (AI-ESTATE) is an information exchange standard for test and diagnosis. The
standard defines the architecture of an AI-ESTATE-conformant system, fiven&tion models for
knowledge and data exchange, and a set of standard software services to be provided by a diagnostic
reasoner in an open-architecture test environment. Because it provides formal defimiéianformation
modeling) of the information required for test and diagnosis—the same information required for
determining the testability and diagnosability of a system—the AI-ESTATE standard is used asstfug bas

the metrics defined within this standard.

A description of how to use the fundamentals to develop metrics is contained in Clause 6.

4.3 Conformance

This subclause defines the requirements for conformance to the standard testability and diagnosabili
characteristics and metrics defined in this standard. Conformance demands that @l lmetomputed as
specified in Clause 6.

SFailure rate was accounted for by extending the AI-ESTATE models withXTERD schema in 5.3.1.
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4.4 Extensibility

Although extensions are nonconformant, an extensibility mechanism is provided to facilitate future
enhancement of this standard. Extensions should be submitted to the D&MC Subcommittee tmlbredons

for inclusion in future versions of the standard. Proposed extensions to the metrics defmedtandard

are ranked in order of preference as follows:

a) Metrics derived strictly from the fundamental measures of Clause 5
b) Metrics derived from functions and measures based strictly on the AI-ESTATE models

c) Metrics derived from functions and measures based on the AI-ESTATE models in combination with
AI-ESTATE-conformant extensions (i.e., EXTEND schemata)

Extensions cannot be used to redefine any metrics defined in this standard.

5. Fundamental measures

The fundamental measures defined in this clause are categorizeceaagiffegation measures, cost-related
measures, or measures to support detection and isolation metrics. Thie speasures defined in this
clause are listed in Table 1.

5.1 Overview and assumptions

The approach being taken to define standard, unambiguous testability and diagnosability metigckds ba

the assumption that standard information models provide formal semantics for information of iotérest t
testability and diagnosability domain. In this section, several specific, fundamental medBuresiefined

using terminology from EXPRESS models defined in AI-ESTATE. The approach to specifying measures
will follow the conventions for defining services in AI-ESTATE (see 4.2).

The fundamental measures in this clause are based on the following propositions:

— The primary information models used to define these measures are drawn from the ANIEEST
standard. The specific models used include the AI-ESTATE common element model, fault tree
model, diagnostic inference model, and enhanced diagnostic inference model.

— All cost-related metrics shall be computed with respect to a siegteot repair within the Al-
ESTATE common element model as qualified by specifically identified @ingtrand types.

— To manage the complexity of computing isolation-related metrics and to remove dependence on
diagnostic and maintenance strategies, all isolation metrics shall be computed undairtigias
that no more than a single, independent fault exists at the time of diagnostics.

— When defining the measures for detection and isolation, it is clear that the type of underlying
diagnostic model (i.e., fault tree model, diagnostic inference model, or enhanced titagnos
inference model) will establish detectability and isolatability differently. Consglyiethese
measures will be defined with an identification of which of the model types provided in Al-
ESTATE is being used.

— Many measures are defined relative to a “level” defined within the AIAHETmodel. AI-ESTATE
defines the level entity to be “the level of indenture for a particular hierarchicabmieimhis
defines a common level for purposes of constraining diagnosis or analysis for testability and
diagnosability assessment.”
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Table 1—Defined fundamental measures

Aggregation functions
action_set

di agnosi s_set
failure_node_set
failure_set
fault _set
function_set
repair_item set
repair_set
resour ce_set

Cost functions

probabi lity_of _di agnosi s
probability_of _repair_item set
repai r_context_non_ti me_cost

repai r_context_time_cost
repai r_level _non_tine_cost
repair_level _tine_cost
repai r_non_ti me_cost

repair_tine_cost
test_context_non_ti me_cost
test _context _tine_cost
test_| evel _non_tine_cost
test |evel tine_cost
test_non_ti me_cost

test _tine_cost

total _repair_non_tinme_cost
total _repair_time_cost
total _test_non_tine_cost
total _test_tine_cost

Detection and isolation functions
get _| eaves

get _signature

get _anbi g_gr oup

get _di ag_anbi g_gr oup

get _si ze_n_anbi g_group

get _si ze_n_di ag_anbi g_gr oup
convert _repair_to_diag_anbiguity
convert _diag_to_repair_anbiguity
repair_itemanbiguity

di agnosi s_anbi gui ty

singl e_l evel _detection

i mpl i cat ed_di agnosi s_set
detectabl e_failure_set
detectabl e_fault_set
isolatable_repair_itemset

i sol at abl e_di agnosi s_set
isolatabl e failures_set
isolatable faults_set

faul t _anbi g_set
failure_anbig_set
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