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Abstract:  This guide is intended to facilitate the interoperability of distributed resources (DR) and 
help DR project stakeholders implement monitoring, information exchange, and control (MIC) to 
support the technical and business operations of DR and transactions among the stakeholders. 
The focus is on MIC between DR controllers and stakeholder entities with direct communication 
interactions. This guide incorporates information modeling, use case approaches, and a pro-
forma information exchange template and introduces the concept of an information exchange 
interface. The concepts and approaches are compatible with historical approaches to establishing 
and satisfying MIC needs.  The IEEE 1547™ series of standards is cited in the U.S. Federal 
Energy Policy Act of 2005, and this guide is one document in the IEEE 1547 series.   
 
This guide is primarily concerned with MIC between the DR unit controller and the outside world. 
However, the concepts and methods should also prove helpful to manufacturers and 
implementers of communications systems for loads, energy management systems, SCADA, 
electric power system and equipment protection, and revenue metering. The guide does not 
address the economic or technical viability of specific types of DR. It provides use case 
methodology and examples (e.g., examples of DR unit dispatch, scheduling, maintenance, 
ancillary services, and reactive supply). Market drivers will determine which DR applications 
become viable. This document provides guidelines rather than mandatory requirements or 
prioritized preferences. 
 
Keywords: communications; control; data acquisition; diesel generators; dispersed generation; 
distributed energy resources; distributed generation; distributed power; distributed resources; 
distribution system; electric power system; electrical network; energy management; energy 
storage; fuel cells; grid; IED; information exchange; intelligent electronic devices; interconnection 
requirements and specifications; meter; microturbines; monitoring; photovoltaic power systems; 
public utility commission; regulations; rulemaking, federal, national, regional, SCADA; standards; 
state; substations; supervisory; telemetry; utility grid 
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of 
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus 
development process, approved by the American National Standards Institute, which brings together volunteers 
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the 
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote 
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy 
of any of the information contained in its standards. 
 
Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other 
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly 
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document. 
The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly 
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific 
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents 
are supplied “AS IS.” 
 
The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, 
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint 
expressed at the time a standard is approved and issued is subject to change brought about through developments in the 
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least 
every five years for revision or reaffirmation. When a document is more than five years old and has not been 
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present 
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard. 
 
In publishing and making this document available, the IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other 
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the 
advice of a competent professional in determining the exercise of reasonable care in any given circumstances. 
 
Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to 
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate 
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is 
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason, 
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant 
response to interpretation requests except in those cases where the matter has previously received formal consideration. 
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that his or her views should be considered the personal views of that individual rather than the formal 
position, explanation, or interpretation of the IEEE.  
 
Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation 
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with 
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to: 
 

Secretary, IEEE-SA Standards Board 
445 Hoes Lane 
Piscataway, NJ 08854 
USA 

 
Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of 
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To 
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood 
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for 
educational classroom use can also be obtained through the Copyright Clearance Center. 
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Introduction 

This introduction is not part of IEEE Std 1547.3, IEEE Guide for Monitoring, Information Exchange, and 
Control of Distributed Resources Interconnected with Electric Power Systems. 
 
IEEE Std 1547.3 is one of a series of standards published by the IEEE or being developed by IEEE 
Standards Coordinating Committee 21 on Fuel Cells, Photovoltaics, Dispersed Generation, and Energy 
Storage concerning distributed resources interconnected with area electric power systems. IEEE Std 1547TM 
provides interconnection technical specifications and requirements as well as test specifications and 
requirements; IEEE Std 1547.1TM provides the test procedures for verifying conformance to IEEE Std 1547. 
The documents in the IEEE 1547 series are as follows: 
  

⎯ IEEE Std 1547TM, IEEE Standard for Distributed Resources Interconnected with Electric Power 
Systems.  

⎯ IEEE Std 1547.1TM, IEEE Standard for Conformance Test Procedures for Equipment 
Interconnecting Distributed Resources with Electric Power Systems. 

⎯ IEEE P1547.2TM, Draft Application Guide for IEEE Std 1547 Standard for Interconnecting 
Distributed Resources with Electric Power Systems.1  

⎯ IEEE Std 1547.3TM, IEEE Guide for Monitoring, Information Exchange, and Control of 
Distributed Resources Interconnected with Electric Power Systems. 

⎯ IEEE P1547.4TM, Draft Guide for Design, Operation, and Integration of Distributed Resource 
Island Systems with Electric Power Systems.   

⎯ IEEE P1547.5TM, Draft Technical Guidelines for Interconnection of Electric Power Sources 
Greater Than 10 MVA to the Power Transmission Grid.   

⎯ IEEE P1547.6TM, Draft Recommended Practice for Interconnecting Distributed Resources with 
Electric Power Systems Distribution Secondary Networks. 

The IEEE 1547 series of standards is an outgrowth of the changes in the environment for the production 
and delivery of electricity and builds on prior IEEE standards, recommended practices, and guides 
developed by the IEEE Standards Coordinating Committee 21 on Fuel Cells, Photovoltaics, Dispersed 
Generation, and Energy Storage. In 2005, the United States Federal Energy Policy Act cited and required 
the IEEE 1547 series of standards for interconnection.  
 
IEEE Std 1547.3 is intended to facilitate interoperability of distributed resources interconnected with an 
area electric power system. It is intended to help stakeholders in distributed resource installations 
implement optional approaches for monitoring, information exchange, and control to support the operation 
of their distributed resources and transactions among the stakeholders associated with the distributed 
resources. This guide describes functionality, parameters, and methodologies for monitoring, information 
exchange, and control related to distributed resources interconnected with an area electric power system. 
The focus is on monitoring, information exchange, and control data exchanges between distributed resource 
controllers and stakeholder entities with direct communication interactions. This guide incorporates 
information modeling and use case approaches, but it is also compatible with historical approaches to 
establishing and satisfying monitoring, information exchange, and control needs for distributed resources 
interconnected with an area electric power system.  
 
The data exchanges between the distributed resource controller and equipment or entities internal to the 
local electric power system are not addressed in this guide. The many potential paths of data exchanges 
among individual stakeholders are also beyond the focus of this document. This guide does not establish 
requirements for interconnection, protection, safety, or local and area electric power system operation 
functions. Further, it is beyond the scope of this guide to mandate the business or tariff requirements 
associated with distributed resources interconnected with an electric power system. However, monitoring, 

                                                 
1 Numbers preceded by P are IEEE authorized standards projects that were not approved by the IEEE-SA Standards Board at the time 
this publication went to press. For information about obtaining drafts, contact the IEEE. 
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information exchange, and control related to such issues and requirements may be ameliorated or satisfied 
by judicious use of this guide. Finally, specific hardware and software equipment, products, and services 
are not the subject of this guide.  

Notice to users 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL: http:// 
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for 
errata periodically. 

Interpretations 

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/ 
index.html. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence 
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying 
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity 
or scope of Patents Claims or determining whether any licensing terms or conditions are reasonable or non-
discriminatory. Further information may be obtained from the IEEE Standards Association.  

 v 
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IEEE Guide for Monitoring,  
Information Exchange, and Control of 
Distributed Resources Interconnected with 
Electric Power Systems 

1. 

1.1

1.2

1.3

Overview 

This overview is intended to provide a concise description of the scope, purpose, limitations, and application of this 
guide. Background information is provided in this clause, and detailed discussions of technical content are provided 
in the later clauses of this guide. The scope explains what is covered in the guide, the purpose explains why this 
guide’s project is needed, and a subclause on limitations is presented that identifies certain monitoring, information 
exchange, and control (MIC) aspects not covered in this guide. In other words, the technical boundaries of the guide 
are discussed in these opening subclauses. Following that, background and introductory information are presented 
on understanding this guide’s general application considerations.  

 Scope 

This document provides guidelines for monitoring, information exchange, and control of distributed resources (DR) 
interconnected with electric power systems (EPSs).  

 Purpose 

This document provides guidelines to facilitate the interoperability of one or more DR interconnected with EPSs. It 
describes functionality, parameters, and methodologies for MIC of DR interconnected with or associated with EPSs. 
DR technologies include fuel cells, photovoltaics, wind turbines, microturbines, and other distributed generators as 
well as distributed energy storage systems. 
 
This guide documents alternatives for sound practice based on current practice and includes both legacy and new 
MIC systems.  

 Limitations 

This guide is primarily concerned with MIC between DR units and the outside world. It is not intended for MIC 
within a device or among the components that make up a DR unit. The data exchanges between the distributed 
resource controller and equipment or entities internal to the local electric power system are not addressed in this 
guide. Refer to 1.7 for clarification. The many potential paths of data exchanges among individual stakeholders are 
also beyond the focus of this document. This guide does not establish requirements for interconnection, protection, 
safety, or local and area EPS operation functions.  

1 
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 with Electric Power Systems 

This guide does not attempt to judge the economic or technical viability of specific types of DR, but rather presents 
guidelines for MIC for specific use cases of DR. Market drivers will determine which DR applications become 
viable in these use cases. Further, it is beyond the scope of this guide to mandate the business or tariff requirements 
associated with DR interconnected with an electric power system. However, monitoring, information exchange, and 
control related to such issues and requirements may be satisfied by judicious use of this guide. 
 
The guide provides a description of the MIC characteristics that support DR installations. The guide is intended to 
aid DR-interested entities in the identification of MIC issues and solutions to support DR installations. This guide is 
not wholly comprehensive of the types of applications or the MIC desires of interested parties.  
 
This guide does not address the MIC within the local EPS. (See Figure 1.) It does not address MIC for protection, 
and it does not address MIC requirements associated with revenue metering. 
 
The guide is not part of any set of information exchange architecture standards for utility systems. Hence, 
conforming products to this guide does not guarantee they will be compatible with any utility system information 
exchange architecture.   
 
Finally, specific hardware and software equipment, products, and services are not the subject of this guide.  

1.4

1.5

1.6

                                                

 Alternative approaches  

This document provides guidelines rather than rigid requirements. This means alternative approaches to good 
practice are suggested but no clear-cut recommendations are made. This document states approaches relative to MIC 
for DR in EPSs. Example approaches are given, but there is more than one effective way to accomplish the desired 
results. One approach or another may be easier to implement in a specific user’s DR installation, and it is recognized 
that the user has a choice.  

 Different levels of stakeholder needs  

Stakeholder MIC needs vary with DR type, size, ownership, and location. In some situations, only minimal DR 
communications capabilities will be implemented. Additional capabilities may simply not be needed, or the 
functional benefit may not justify the expense. In other situations, a more comprehensive set of capabilities will be 
implemented to meet particular stakeholder needs or because the implementation cost is minimal. Although this 
document lists many potential MIC capabilities, it is important to remember that a wide range of stakeholder needs 
exists and that a corresponding range of MIC capabilities would be appropriate in these systems. In general, the size 
of the DR unit and the complexity of the application situation will help the user determine which MIC capabilities 
from the most relevant use case in this guide should be applied.  

 How to use this document    

This guide is intended to help stakeholders in DR installations implement alternative approaches for MIC to support 
the operation of DR and transactions among stakeholders associated with DR. The reader should become familiar 
with the overall structure and intent of this guide, especially as discussed in Clause 1 and Clause 4.  
 
Clause 1 provides an overview of the guide. Clause 2 presents references that are indispensable for the application of 
this guide. Clause 3 presents definitions and acronyms. Clause 4 introduces general technical content and application 
considerations of MIC of DR. Clause 5 contains basic MIC guidelines that focus on 4.16 of IEEE Std 1547™.1 
Clause 6 and Clause 7 present an in-depth treatment of MIC based on forward-looking approaches. In these clauses, 
guidelines are given for information modeling of DR interconnection applications. Clause 8 identifies example 
information technology protocol options and guidelines for protocols for MIC. Clause 9 provides guidelines for 
security issues for MIC in DR applications.  

 
1 Information on references can be found in Clause 2. 
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After these clauses, Annex A provides a bibliography. Annex B supports Clause 4 by presenting an annotated list of 
communications protocols, and Annex C supports this clause by providing additional information about open 
systems. Annex D is an introduction to business process concepts that supplements Clause 6 and Clause 8. Clause 6 
is also supported by Annex E, which provides a use case template, and Annex F, which provides sample use cases. 
Annex G supplements Clause 7 with sample information exchange agreements (IEAs). Finally, Annex H supports 
Clause 9 by providing additional information security information. 

1.7

Figure 1

 IEEE 1547.3 reference diagram for information exchange  

Figure 1 provides a reference overview of IEEE 1547.3 guidelines. Its emphasis is conceptual to focus the guidelines 
on the MIC that are relevant to DR interconnection. The diagram identifies the components that participate in 
processes of interest. These components are the subjects, or actors, of the process descriptions included in these 
guidelines. The components in this diagram are consistent with IEEE Std 1547. The new components of the diagram 
not defined in IEEE Std 1547 are defined in 1.7.1.  
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 — Reference diagram for information exchange  
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The upper ovals represent the roles of stakeholders who may need to exchange information with the DR system 
about its interconnection with the area EPS. Other stakeholders are acknowledged as important in the integration of 
these resources; however, those shown are the subject of the IEEE 1547.3 guidelines (see 1.7.1.2). 
 
The DR units are represented by the hexagons. There may be one or many DR units at a site, but there will be at 
least one DR controller that performs a monitoring and control function. The DR controller has the intelligence with 
which to collaborate with stakeholders and site equipment. Note that the DR controller may communicate with these 
other entities through a communication gateway component; however, for the purposes of the reference diagram, the 
DR controller subsumes this function. The DR units and controllers can be installed in a variety of configurations. 
DR units and DR controllers may be packaged together or separately, depending on the business strategy of the 
manufacturers and the requirements of the clients. 
 
The large circle represents a load. Some loads may be facilities with facility energy management system (EMS) 
controllers to optimize their operations. A building facility controller is represented as a rectangle and labeled 
building EMS. Because the focus of the guidelines is on the DR interconnection, coordination of the DR with 
specific loads on the local EPS may be needed. The building EMS represents the intelligent component for 
collaboration with the DR controller to enable such interactions as may be needed for combined heat and power 
applications. The building EMS operator and the DR operator would need to collaborate to ensure appropriate 
interaction between the DR controller and building EMS for this purpose. 
 
Connections of interest are presented as lines in Figure 1. Solid lines represent electrical connections, and dashed 
lines represent communication paths. The communication paths are further sub-divided into those that are relevant 
to the guidelines and those that are acknowledged as important in an installation but are not the focus of this work. 
Note that communications exist among the stakeholders; however, these are not the subject of these guidelines and, 
for simplicity, are not shown in the diagram. The heavy dashed lines between stakeholders and the DR controller 
indicate the focus of these guidelines. The lighter dashed lines are generally required for local monitoring and 
control of internal device parameters or connection points in the local EPS. They are addressed through various 
mechanisms (such as standards, de facto standards, and custom implementations) that are generally within the 
control of the DR site integrator and, therefore, are less relevant to the interconnection with the area EPS and 
interaction with the DR stakeholders. As noted in 1.3, limitations, local sensing, and control are not the concern of 
this guide. In addition, the light dashed line between the DR controller and building EMS is included in the diagram 
to acknowledge that these systems may be integrated at a site to coordinate capabilities such as combined heat and 
power, but the details of this interaction are not the concern of this guide. 
 
This guide can be thought of in terms of an information exchange interface for the DR device to communicate with 
remote parties. The information exchange interface could be an actual single point of interface for all remote 
information flows to and from the device, or it could be an abstraction that represents information flows by multiple, 
but coordinated, physical media. In either case, this document provides guidance for the information content (e.g., 
parameters, data, and data rates) that needs to be available at the information exchange interface. The information 
exchange interface is the information exchange counterpart of the point of common coupling (PCC) in the electrical 
system. 

1.7.1 Diagram terminology 

To clarify the terms and concepts in the reference diagram, definitions of the equipment and stakeholder roles 
follow. The term “role” represents that component of an organization that performs a certain job and interacts with 
other components in its duties. Organizations can be structured to contain different mixes of roles (e.g., a 
distribution system company may include area EPS operator (AEPSO), DR operator, and DR maintainer roles). By 
distinguishing among roles, the information exchange described by these guidelines can be applied to organizations 
with different combinations of roles. The same holds true for the combinations of equipment components in an 
installation and the roles they assume. 
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1.7.1.1 

1.7.1.2 

Figure 2

Equipment roles 

⎯ Building EMS: A system that supervises the scheduling and interaction among all building subsystems 
(e.g., chillers, boilers, and air-handling units) to meet facility needs with appropriate operator input. 
Building EMSs are also used to optimize building operations, start/stop, and demand control. Other names 
for these systems include building supervisory control systems, building automation systems, or facility 
management systems. Building EMSs may need to share information with the DR controller to coordinate 
supply and demand within a local EPS. 

⎯ DR controller: A device that manages the moment-by-moment operation of the DR device. These 
functions include fuel control, machine safety, and electrical protection as well as other functions that need 
tightly coupled monitoring and control. The DR controller has an interface that handles the slower 
communications requirements of the stakeholders and coordination with a building EMS. The DR 
controller can be incorporated into a DR device, or one DR controller may control several DR devices. The 
DR controller includes the functions of system control, electrical protection, and steady-state control, as 
described in the Definitions clause of IEEE Std 1547.1™. 

⎯ DR unit: Per IEEE Std 1547, the DR unit is a source of electric power that is not directly connected to a 
bulk power transmission system. DR units include both generators and energy storage technologies. 

⎯ Load: A point of delivery for end-use electrical consumption in the electric system. The load is usually 
made up of a combination of appliances (e.g., heating, ventilation, and air conditioning; refrigerators; 
lights; and other electric equipment) that is fed through a single point in the local EPS.  

Stakeholder roles 

The stakeholders with an interest in DR interconnection are people and organizations with complex groupings of 
responsibilities. Each organization is marked by its particular business strategies and structures, which have the 
capacity to evolve over time. The predominant roles that stakeholders assume are defined in this subclause. Any 
stakeholder organization may be composed of one or more of these roles. 
 
The stakeholder roles are distinguished into two categories based on their need for direct interaction with DR 
systems, as illustrated in Figure 2. Note that many paths of information exchange exist among these roles, but these 
are beyond the focus of this document. 
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 —Stakeholder roles relevant to DR interconnection   
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1.7.1.2.1 

1.7.1.2.2 

Roles with direct interaction 

The following stakeholder roles may have direct communications interactions with DR systems about their 
interconnection with the area EPS: 
 

⎯ Area electric power system operator (AEPSO): Responsible for the operations of the area EPS with 
which the DR is interconnected through the PCC. This operator is concerned with the safe and reliable 
operation of the distribution system and ensures that any misoperation of the DR will not affect other 
customers connected to the EPS. The AEPSO may need to interact with the DR unit to monitor its state or 
ensure its removal from the EPS to protect the safe and reliable operation of the EPS. In some cases, the 
AEPSO may also own and operate the DR. 

⎯ DR aggregator: Manages distributed electric energy resources that consist of more than one supply source 
(e.g., for the purpose of marketing energy and ancillary services to clients via the area EPS). The DR 
aggregator may interact with DR controllers to exchange economic or control information as well as 
information for contract settlement. 

⎯ DR maintainer: Maintains a DR unit for safe, reliable operation. The DR maintainer may interact with the 
DR unit to monitor its behavior, receive reports of problems involving maintenance, or otherwise review its 
health. 

⎯ DR operator: Controls the DR operation through local or remote means. It interacts with the DR unit to 
monitor its status and supervise its control. 

Acknowledged roles without direct interaction 

The following roles are acknowledged to play an important part of the successful integration of DR technology with 
the distribution system. They are distinguished from the roles with direct information exchange interaction because 
they gather their information needs visually or through others that have information exchange roles with the DR 
controller. 
 

⎯ Area EPS maintainer: Responsible for maintaining the EPS equipment on the area EPS side of the PCC. 
To safely maintain this equipment, the area EPS maintainer will need to know the operational state of the 
DR unit from the AEPSO and have visual assurances of important operational characteristics (such as de-
energized state). 

⎯ DR manufacturer: Manufactures, produces, or integrates components that make up all or part of the 
system referred to as the DR. This includes producers of DR controllers. The DR manufacturer may get 
diagnostic information from the DR controller through its own diagnostic communication mechanisms or 
through others, such as the DR maintainer or DR operator, that have information exchange. Manufacturer 
interfaces may be highly specialized and business-sensitive and thus are beyond the focus of these 
guidelines. 

⎯ DR owner: Owns in part or whole a DR unit. The DR owner may have no connection with the location or 
operation of the DR. It interacts with other stakeholder roles (e.g., the DR operator) to verify operations and 
maintenance aspects performed by the other roles. 

⎯ Regulator: Monitors agreed-upon aspects of DR and distribution system operations for proper behavior 
against established rules. The regulator gathers information through visual means and the records kept by 
those performing the other stakeholder roles. 
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2. 

3. 

3.1

                                                

Normative references 

The following referenced documents are indispensable for the application of this document.  For dated references, 
only the edition cited applies.  For undated references, the latest edition of the referenced document (including any 
amendments or corrigenda) applies.   
 
IEEE Std 1547, IEEE Standard for Interconnecting Distributed Resources with Electric Power Systems.2, 3

 
IEEE Std 1547.1, IEEE Standard for Conformance Tests Procedures for Equipment Interconnecting Distributed 
Resources with Electric Power Systems. 

Definitions and acronyms  

For the purposes of this guide, the following terms and definitions apply. The Authoritative Dictionary of IEEE 
Standards, Seventh Edition [B33]4 should be referenced for terms not defined in this clause. 

 Definitions   

3.1.1 actor: Term used in Unified Modeling Language (UML) to designate the role a human, an application, or a 
system plays in the function being modeled. 

3.1.2 aggregation: A special form of association that specifies a whole-part relationship between the aggregate 
(whole) and a component part.  

3.1.3 alarm: Change-of-state information that is important enough to warrant notifying a person or system.  

3.1.4 area electric power system (EPS): An EPS that serves local EPSs. 

3.1.5 association: The semantic relationship between two or more classifiers that specifies connections among 
their instances. 

3.1.6 authorization: The process of verifying that a user or process has permission to use a resource in the 
manner requested. To assure security, the user or process also needs to be authenticated before access is 
granted. 

3.1.7 class: A description of a set of objects that share the same attributes, operations, methods, relationships, 
and semantics. A class may use a set of interfaces to specify collections of operations it provides to its 
environment. 

3.1.8 class diagram: A diagram that shows a collection of declarative (static) model elements such as classes 
and types and their contents and relationships. 

3.1.9 collaboration: The specification of how an operation or classifier, such as a use case, is realized by a set of 
classifiers and associations playing specific roles used in a specific way. The collaboration defines an 
interaction.  

 
2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854, USA 
(http://standards.ieee.org/). 
3 he IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.  T
4 The numbers in brackets correspond to those of the bibliography in Annex A. 
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3.1.10 collaboration diagram: A diagram that shows interactions organized around the structure of a model by 
using either classifiers and associations or instances and links. Unlike a sequence diagram, a collaboration 
diagram shows the relationships among the instances. Sequence diagrams and collaboration diagrams 
express similar information but show it in different ways.  

3.1.11 command: Controllable point used to change system behavior (enable/disable). 

3.1.12 communication security: Protective measures for information transmitted between system components, 
over telecommunication links, and through networks to provide data confidentiality, integrity, and 
authenticity. 

3.1.13 communications security: The use of administrative, technical, or physical measures to deny unauthorized 
persons information from a computer or a communications network and ensure the authenticity and 
integrity of such communications. 

3.1.14 compromise: A violation of the security of a system such that an unauthorized disclosure of sensitive 
information may have occurred. 

3.1.15 control: Operational function used to change and modify, intervene, switch, set parameters, and optimize 
generation.  

3.1.16 data integrity: (A) The degree to which a collection of data is complete, consistent, and accurate. (B) The 
condition or state in which data has not been altered or destroyed in an unauthorized manner. 

3.1.17 distributed energy resource:  See: distributed resources.  

3.1.18 distributed generation or distributed generator: Electric generation facility connected with an area EPS 
through a PCC; a sub-set of DR. 

3.1.19 distributed resources (DR): Sources of electric power that are not directly connected with a bulk power 
transmission system. DR include both generation and energy storage technologies.  

NOTE—DR devices are also widely known as “distributed energy sources” and “distributed energy resources.” Both 
the terms DR and DER are used in other contexts to have a broader meaning than in this guide. 5

3.1.20 distributed resource aggregator: Manages distributed electric energy resources that consist of more than 
one supply source for the purpose of marketing energy and ancillary services to clients via the area EPS. 
The DR aggregator may interact with DR controllers to exchange economic or control information as well 
as information for contract settlement. 

3.1.21 distributed resource controller: A device that manages the moment-by-moment operation of the DR 
device. These functions include fuel control, machine safety, and electrical protection as well as other 
functions that need tightly coupled monitoring and control.  

3.1.22 distributed resource maintainer: Maintains a DR unit for safe, reliable operation. The DR maintainer 
may interact with the DR unit to monitor its behavior, receive reports of problems involving maintenance, 
or otherwise review its health. 

3.1.23 distributed resource operator: Controls the DR operation through local or remote means. It interacts with 
the DR unit to monitor its status and supervise its control. 

 

                                                 
5 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard. 
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3.1.24 distributed resource owner: Owns in part or whole a DR unit. The DR owner may have no connection 
with the location or operation of the DR. It interacts with other stakeholder roles (e.g., the DR operator) to 
verify operations and maintenance aspects performed by the other roles. 

 
3.1.25 distributed resource unit: Per IEEE Std 1547, the DR unit is a source of electric power that is not directly 

connected to a bulk power transmission system. DR units include both generators and energy storage 
technologies. 

3.1.26 distributed storage: An electric storage facility connected with an area electric power system through a 
PCC; a subset of distributed resources. 

3.1.27 domain: An area of knowledge or activity characterized by a set of concepts and terminology understood 
by practitioners in that area. 

3.1.28 electric power system (EPS): Facilities that deliver electric power to a load. 

3.1.29 electric power system, area: See: area electric power system (EPS). 

3.1.30 electric power system, local: See: local electric power system (EPS). 

3.1.31 enumeration: A list of named values used as the range of a particular attribute type. For example, RGB 
Color = {red, green, blue}. Boolean is a predefined enumeration with values from the set {false, true}. 

3.1.32 event: The specification of a significant occurrence that has a location in time and space. In the context of 
state diagrams, an event is an occurrence that can trigger a transition. 

3.1.33 extensible markup language: A specification developed by the World Wide Web Consortium, or W3C (a 
consortium of organizations that promotes interoperability on the Internet). Extensible Markup Language 
(XML) is a pared-down version of SGML designed especially for Web documents. It allows designers to 
create customized tags (data types), which enables the definition, transmission, validation, and 
interpretation of data among applications and among organizations. 

3.1.34 function: A task, usually automated but with possible actions by human users, that is performed in the 
control center or distributed resource system. 

3.1.35 generalization: A taxonomic relationship between a more general element and a more specific element. 
The more specific element is fully consistent with the more general element and contains additional 
information. An instance of the more specific element may be used where the more general element is 
allowed.  

3.1.36 information: Content of communication; data and metadata describing data. The material basis is raw data, 
which is processed into relevant information. distributed resource device information categories include 
source information (e.g., analogue and state information) and derived information (e.g., statistical and 
historical information). 

3.1.37 information exchange: Communication process between two systems, such as component and actor, with 
the goal to provide and get relevant information. Requires specific communication functions (services). 

3.1.38 interaction: A specification of how stimuli are sent between instances to perform a specific task. The 
interaction is defined in the context of a collaboration. 

3.1.39 interaction diagram: A generic term that applies to several types of diagrams that emphasize object 
interactions. These include collaboration diagrams and sequence diagrams. 

3.1.40 interconnection: The result of adding a distributed resource unit to an area electric power system. 
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3.1.41 interconnection system: The collection of all interconnection equipment and functions, taken as a group, 
used to interconnect a distributed resource unit with an area electric power system. 

3.1.42 island: A condition in which a portion of an area electric power system is energized solely by one or more 
local electric power systems through the associated point of common couplings while that portion of the 
area electric power system is electrically separated from the rest of the area electric power system. 

3.1.43 islanding: The process whereby a power system is split into two or more segments, each with its own 
generation. Islanding is a deliberate emergency measure, the result of automatic protection or control 
action, or the result of human error. 

3.1.44 local electric power system (EPS): An EPS contained entirely within a single premise or group of 
premises. 

3.1.45 measured value: A sample of an analog quantity over a specific time period. 

3.1.46 message: A specification of the conveyance of information from one instance to another, with the 
expectation that activity will ensue. A message may specify the raising of a signal or the call of an 
operation. 

3.1.47 monitoring: An operational function used for local or remote observing of the status and changes of states. 

3.1.48 object: An entity with a well-defined boundary and identity that encapsulates state and behavior. State is 
represented by attributes and relationships; behavior is represented by operations, methods, and state 
machines. An object is an instance of a class.  

3.1.49 ontology: In the field of information technology, an ontology defines the common words and concepts (the 
meaning) used to describe and represent an area of knowledge. It is an engineering product that consists of 
a specific vocabulary used to describe a part of reality, plus a set of explicit assumptions regarding the 
intended meaning of that vocabulary—in other words, the specification of a conceptualization. 

3.1.50 operational function: Used by actors for the normal daily operation of devices to obtain information about 
devices and send instructions to them. Types include monitoring, logging and reporting, data retrieval, and 
control. 

3.1.51 package: A general-purpose mechanism for organizing elements into groups. Packages may be nested 
within other packages. 

3.1.52 parallel operation: (A) The operation of interconnected power systems in synchronism. (B) The operation 
of network components—such as lines, transformers, and generators—connected in parallel. 

3.1.53 personnel security: Procedures to ensure that personnel with access to sensitive information and critical 
services have the appropriate authorizations and training. 

3.1.54 physical security: The protection of system resources from physical access, tampering, and destruction 
through the use of barriers, locks, seals, and intrusion detection systems. 

3.1.55 point of common coupling: The point at which a local electric power system is connected with an area 
electric power system.  

NOTE—See Figure 1 of IEEE Std 1547. 

3.1.56 protocol: A set of semantic and syntactic rules that determines the behavior of functional units in achieving 
meaningful communication. 
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3.1.57 relationship: A semantic connection among model elements. Examples of relationships include 
associations and generalizations. 

3.1.58 report: Historical information; event-driven or periodical notification of information comprising also 
statistical information and total performance.  

NOTE—The term “report” (or “reporting”) is also used for the communication service to send spontaneous 
data from a server to a client. 

3.1.59 role: The named specific behavior of an entity participating in a particular context. A role may be static 
(e.g., an association end) or dynamic (e.g., a collaboration role). 

3.1.60 scenario: A specific sequence of actions that illustrates behaviors. A scenario may be used to illustrate an 
interaction or the execution of a use case instance.  

3.1.61 scheduled operation: Operation of a selected generation set at constant power or on successive steps of 
power, the values of which are previously specified within a given period of time. 

3.1.62 security: The protection of hardware and software from accidental or malicious access, use, modification, 
destruction, or disclosure. Security also pertains to personnel, data, communications, and the physical 
protection of computer installations. 

3.1.63 security policy: The objectives and mandates for protecting information, services, and other resources in a 
system and the philosophy of protection for meeting those objectives. 

3.1.64 sequence diagram: A diagram that shows object interactions arranged in time sequence. In particular, it 
shows the objects participating in the interaction and the sequence of messages exchanged. Unlike a 
collaboration diagram, a sequence diagram includes time sequences but does not include object 
relationships. A sequence diagram can exist in a generic form (i.e., describes all possible scenarios) and in 
an instance form (i.e., describes one actual scenario). Sequence diagrams and collaboration diagrams 
express similar information but show it in different ways.  

3.1.65 set point: Controllable target (demanded) value for a process quantity. 

3.1.66 stakeholder: A person or group of people who has a share in something (an asset or a concept) and in the 
effect of its creation, alteration, or removal. 

3.1.67 state diagram: A labeled directed graph that consists of circles to represent states and directed line 
segments to represent transitions between states. 

3.1.68 subclass: In a generalization relationship, the specialization of another class; the superclass.  

3.1.69 superclass: In a generalization relationship, the generalization of another class; the subclass.  

3.1.70 system failure: Malfunctions in the hardware and software that could compromise the security of the 
system (for example, non-security-related failures and design flaws are not considered). The malfunctions 
include both intentional and inadvertent design or implementation flaws (including malicious hardware and 
software) and component failures. For intentional attacks, this threat area assumes that an intruder has 
access to the design or implementation processes of the system or to the operational system in such a way 
as to be able to cause a failure in a component. For inadvertent attacks, there may not be a specific intruder. 

3.1.71 Unified Modeling Language (UML): Language for specifying, visualizing, constructing, and 
documenting the artifacts of software systems as well as for business modeling and other non-software 
systems. The UML represents a collection of the best engineering practices that have proved successful in 
the modeling of large and complex systems.  
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3.1.72 use case: The specification of a sequence of actions, including variants, that a system (or other entity) can 
perform while interacting with actors of the system. 

3.1.73 use case diagram: A diagram that shows the relationships among actors and use cases within a system. 

3.2 Acronyms 

AE  alarms and events 
AEPSO  area electric power system operator 
AGA  American Gas Association 
CAN  controller area network 
CIM  Common Information Model 
COM  Component Object Model 
CORBA  Common Object Request Broker Architecture 
DA  data access 
DCOM  Distributed Component Object Model 
DDE  Dynamic Data Exchange 
DNP  Distributed Network Protocol 
DNP3  Distributed Network Protocol 3 
DR  distributed resource(s) 
DX  data exchange 
ebXML  Electronic Business Extensible Markup Language 
EMS  energy management system 
EPS  electric power system 
GPL  General Public License 
HDA  historic data access  
HTTP  Hyper Text Transfer Protocol 
ICCP  Inter-Control Center Communications Protocol 
IEA  information exchange agreement 
IEC  International Electrotechnical Commission 
IECSA  Integrated Energy and Communication Systems Architecture 
IP  Internet Protocol 
ISO  International Organization for Standardization 
LAN  local area network 
MIC  monitoring, information exchange, and control 
OPC   open connectivity 
OSI  Open Systems Interconnection 
PCC  point of common coupling 
PPP  Point-to-Point Protocol 
RADIUS  remote authentication dial-in user service  
RFC  request for comments 
SOAP  Simple Object Access Protocol 
TASE  Telecontrol Application Service Elements 
TCP  Transmission Control Protocol 
TLS  transport layer security 
UDP  User Datagram Protocol 
UML  Unified Modeling Language 
UTC  Coordinated Universal Time 
VPN  virtual private network 
W3C  World Wide Web Consortium 
WAN  wide area network 
WG  working group 
WINA  Wireless Industrial Networking Alliance  
XML  Extensible Markup Language  
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4.

4.1

 General information about monitoring, information exchange, and control      

This clause presents high-level background on MIC. DR can be used by, owned by, operated by, and maintained by, 
as well as provide services to, a multitude of stakeholders. The possible combinations of stakeholders and use cases 
are endless. However, a cross-section of specific use cases covers what are believed to be the most common 
scenarios in the foreseeable future. Such a cross-section is used as a basis for the MIC guidelines presented in this 
guide. 
 
Any monitoring and information exchange system for DR must meet the stakeholder requirements for data 
exchange, performance, and security for the application.  
 
MIC for DR systems should support interoperability between the DR devices and the area EPS. Interoperability is 
the ability of two or more devices to exchange information and work together in a system. This is achieved by using 
published object and data definitions, standard commands, and standard protocols. There are various levels of 
interoperability—a limited set of capabilities may be standard and available in a multi-vendor system, while 
extended capabilities may require proprietary commands.  
 
Other desirable capabilities are self-description and automatic (MIC) system configuration. These features should 
reduce costs by eliminating the need for data translation, equipment customization, and manual configuration. They 
would increase reliability by eliminating data and command translation errors. 
 
A further desirable capability is extensibility. Use cases and stakeholder needs are bound to further evolve. For this 
reason, all aspects of MIC systems should be extensible. For example, information models should be capable of 
extension to allow for new data items or device capabilities, and protocols should be capable of modification to 
support new physical media or application functions. It is recommended that open architecture standards be used as 
a path to the goal of interoperability.  
 
All engineered technologies go through a life cycle of creation, deployment, maintenance, and retirement. This is 
particularly apparent in software information systems in which changes can be made relatively easily and product 
life cycles can be relatively short. Legacy systems refer to the deployed parts of the system, which may no longer be 
the state of the art in the industry but continue to contribute valuable functions to system operations. Mature 
communication protocols and related specifications and standards can transition to legacy status when newer 
approaches begin to be deployed. The power system should accommodate the continual integration of new 
equipment and communication technologies if current technology is not adequate for operational needs. Because of 
the large installed base of existing legacy technology, integration approaches need to consider how new ideas and 
technology can be integrated.  
 
These guidelines look to the current trends in industrial communications and their improved aspects with the 
perspective that they should be able to be integrated with legacy components of the system. In addition, the trends of 
today will become the legacy components of the system tomorrow. More modern approaches should consider 
aspects that will ease their integration with the next generation of technology. 

 Interoperability  

Interoperability is the ability of two or more devices to exchange information and work together in a system. This is 
normally achieved using published object and data definitions, standard commands, and standard protocols. 
Interoperability also requires some level of automatic system configuration.  
 
Interoperability may be cost-effective if it eliminates the need for manual configuration, equipment customization, 
or data translation. It increases reliability by eliminating data and command translation errors. 
 
There are various levels of interoperability. For example, a limited set of capabilities may be available in a multi-
vendor system, extended capabilities may be proprietary, or significant manual configuration may be required to 
achieve interoperability. A well-recognized model for organizing communications concepts is the ISO (International 
Organization for Standardization) Open Systems Interconnection (OSI) seven-layer model, which is detailed in 
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Annex C. Agreement between interacting parties at specific layers of this model allows for interoperation at those 
layers. Greater interoperability of products has occurred because of standards agreements reached at various layers 
of this model.  

4.2

4.2.1

4.2.2

4.2.3

4.2.4

 Performance 

Communication systems implemented to meet the needs specified in this guide exhibit certain performance 
characteristics. This subclause describes how performance in communication systems is specified and how the end 
user can interpret the specifications to determine applicability to various DR applications. The parameters all 
interact, so the end user must determine how each parameter interacts with the others and the appropriate balance. 
Four critical performance parameters—throughput, latency, reliability, and security—can be used to characterize 
communication network performance. 

 Throughput   

Throughput measures the amount of user information that can be sent through the communication network 
continuously. It is expressed as kilobits per second (Kbs). It can be expressed as a maximum, minimum, or nominal 
value for the network. This should be specified from the end-user perspective and not from the raw-bit-rate 
perspective. The protocol overhead should be accounted for in this parameter. Any repeated transmissions because 
of errors must be accounted for as well. A critical design parameter is trading off the bit error rate and forward error 
correction with throughput because uncorrected errors in a packet will trigger re-transmission of the entire packet 
and thus affect realizable throughput. 

 Latency 

Latency is the time that elapses between the issuance of a request and the performance of the requested operation. It 
can be expressed as a minimum, maximum, or nominal value. The units are usually seconds. For example, a 
command to close a breaker sent to the field (from an arbitrary remote site) requires a finite amount of time before 
the breaker actually closes.  

NOTE—The communication required for confirmation of the action is not included in the measure of latency.  

 Reliability 

The mean time between failures for a communications network is an index of its reliability. This is the time (in 
seconds or years) that can be expected between communication failures—i.e., when a request sent fails to arrive or 
one of the other attributes fails to deliver in the expected (or required) range. 
 
This parameter includes what is normally referred to as the reliability, availability, and maintainability of the 
communications system. This measure takes into account failures caused by hardware or software malfunction, 
unavailability because of maintenance (e.g., for battery replacement), or downtime to reconfigure the 
communications network when new nodes are added or removed. It is a measure of the likelihood (or mean time 
between failure) that, if a command is issued to open a breaker at some arbitrary time, that breaker will actually 
respond within the timeframe allotted.  

 Security   

Security is the ability to protect against unauthorized access while providing authorized access. The measure is how 
rigorous the candidate system is with respect to this attribute. The unit can be time-based (e.g., how many years it 
would take for someone to invade the system), probability-based (e.g., the probability that an attacker is successful 
in the attack), or cost-based (e.g., the investment per event to protect against an attack versus the investment per 
access for authorized entities). An attack can be defined as intervention by an unauthorized entity that could destroy 
information, intercept information, degrade the integrity of information, or deny access to the information to 
authorized entities. An authorized entity can become an attacker, perhaps inadvertently, if the security system fails 
to provide adequate protection against inadvertent actions that could destroy or degrade information or intercept 
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information for which the entity has no authorization. An example is an operator who floods a network beyond 
capacity when he/she downloads his/her retirement data to his/her console. 
 
The cost of security is more than the cost of the procurement and installation of the hardware and software. Another 
critical cost parameter is the cost impact of the operation of the security system. For example, how much does it cost 
(in dollars) every time a display times out and requires password re-entry at a critical time in process operations? 
The ideal security system would prevent all unauthorized access and permit all authorized access without any cost 
impact.  

4.3

4.4

4.5

4.5.1

4.6

 Open systems approach   

It is not necessary to use open architecture standards, but this guide attempts to avoid inconsistency with 
expectations for future open communication architecture to make it easy to migrate to open communication 
architecture standards as they become available. It is impossible for the guide to assure compatibility with all the 
proprietary architectures in use, and no attempt to do so has been made. 

Open architecture standards 
 

⎯ Use non-proprietary methods and techniques. 

⎯ Have no license fees or royalties for their use or distribution. 

⎯ Are not limited with respect to areas of use, types of user, or particular products and technologies. 

⎯ Are (ideally) available and adopted as international standards.  

Annex C details what “open” means with respect to this guide.  

 Extensibility 

Use cases and stakeholder needs are bound to evolve. For this reason, all aspects of MIC systems should be 
extensible. For example, information models should be capable of extension to allow new data items and device 
capabilities, and protocols should be capable of modification to support new physical media or application functions.   

 Automatic configuration management  

Manual configuration of MIC systems and DR equipment is expensive and prone to error. It is important that DR 
devices simplify and automate this task as much as possible. At the power system level, work is being done on 
configuration languages that can describe and control the configuration process and on other activities to improve 
the automation of power systems.  

 Self-description    

One requirement for automatic configuration is self-description (also called interrogation). This is the ability of a 
device to describe itself in a standard way upon request by other DR devices or a central controller.    

 Information modeling   

Information modeling is used to describe systems whose components interact by exchanging information. The 
requirements definition and design process for software systems falls into this category. As software and 
communications technology penetrates coordination and control schemes in systems of physical devices, the same 
information modeling approaches apply. The description of DR monitoring and information exchange is an 
appropriate application of information modeling techniques. Applying the commonly understood techniques of 
information modeling to a monitoring and information exchange situation enhances the ability of system designers 
and implementers to clearly understand this guide.  
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To unambiguously understand the meaning of information communicated in an interaction between parties, a 
rigorous, systematic approach is needed. The definition of the common words and concepts used to describe and 
represent an area of knowledge (such as the integrated operation of a DR with an area EPS) is known in information 
modeling as an “ontology.” An ontology is an engineering product that consists of a specific vocabulary to describe 
a part of reality, plus a set of explicit assumptions regarding the intended meaning of that vocabulary—in other 
words, the specification of a conceptualization (The Semantic Web [B2]).  By specifying an ontology for DR 
information exchange, a common language for communication between parties (devices as well as humans) can be 
systematically established. 
 
Although a common vocabulary is an important component of an information model, interoperability between 
parties requires an understanding of the pre-conditions, the allowable sequence of interactions, and the expected 
conditions at the conclusion of an interaction. Information technologists refer to this interaction as the business 
process between parties. Business processes are best derived through the description of specific real-life scenarios 
that describe the system in action. A formalized description of a business process is a “use case.” Use cases that 
describe typical scenarios of DR interactions with a DR operator, AEPSO, DR aggregator, and DR maintainer reveal 
the information that needs to be exchange, the sequence of messages, and the expected pre-conditions and post-
conditions for proper operation. 
 
The generally accepted format for describing information models is the UML. UML is the standard language for 
visualizing, specifying, constructing, and documenting the artifacts of a software-intensive system. It can be used 
with all processes, throughout the development life cycle, and across implementation technologies. UML is based on 
object-oriented principles and supports methodologies that combine generally accepted good practices in the 
modeling of large and complex systems. This includes information modeling concepts such as business modeling 
(work flow and business functions), object modeling, and software component modeling.  
 
The UML modeling methodology is very powerful. It can be used from the highest overview level to actual software 
implementation. The key benefit of UML is that it provides consistent, well-defined concepts, terminology, and 
diagrams for visualizing the complex interactions that are implemented in the virtual cyber world. 
 
UML helps describe the viewpoints that are appropriate to the modeling aspects of this guide—the business 
processes, the information models, and the computational or interaction models. These viewpoints can be elaborated 
on as follows: 
 

⎯ The business process viewpoint describes the purpose, scope, and policies of the system under 
consideration. It describes the system and the environment with which the system interacts. It not only 
covers the human user roles, devices, and systems involved to accomplish a set of activities, but also it 
describes the contracts, regulations, and constraints applied on the system. The primary UML tool for 
describing business processes is called a uses case. Use cases describe typical scenarios that exercise the 
system and reveal the actors (types of people involved), the relevant subsystems, and their interactions. 

⎯ The information viewpoint specifies the ontology: types of things (classes), data attributes, relationships to 
other classes, and behavior. UML defines class diagrams for describing this type of information. 

⎯ The computational viewpoint describes the interactions among the components of the system, as described 
through their interfaces. It specifies the sequence and type of information exchanged. UML provides 
collaboration and sequence diagrams for this purpose.  

Clause 6 and Clause 7 provide the details of the processes and information models for DR MIC applicable to this 
guide.  

4.7 Protocols   

Protocols implemented in any communication system can be viewed as implementing one or more layers of the ISO 
OSI model. Details of the ISO OSI seven-layer model are included in Annex C. Details of that model and of how 
that model can be applied to issues associated with this guide are included in Clause 8.  
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5. 

5.1

Data exchange guidelines based on 4.16 of IEEE Std 1547 (Monitoring 
provisions)  

This clause addresses IEEE Std 1547, 4.1.6. There is a brief discussion of DR conversion technologies. All other 
requirements within IEEE Std 1547 that require data exchange are not addressed in this clause. 
 
Three classes are defined in Table 1 based on the rating of the DR installation. It is recognized that these class size 
breakdowns can be modified to accommodate local regulations and practices. More importantly, it is also recognized 
that the MIC guidance within each class may have to be altered to meet local regulations. 

 Overview 

In IEEE Std 1547, text in 4.1.6 states, “Each DR unit of 250 kVA or more or DR aggregate of 250 kVA or more at a 
single PCC shall have provisions for monitoring its connection status, real power output, reactive power output, and 
voltage at the point of DR connection.” 
 
The requirements of IEEE Std 1547 apply at the PCC unless otherwise noted, and 4.1.6 of IEEE Std 1547 states that 
the provisions for monitoring be provided at the point of DR connection, which may or may not be the PCC. 
 
For DR units or DR aggregate of 250 kVA or greater, the stakeholders may then choose whether to make use of 
those provisions to monitor the operation of the DR unit. The method to achieve the monitoring is not defined by 
IEEE Std 1547 and is left open to the stakeholders. This clause provides guidance for when these parameters should 
be monitored. 
 
Aggregate installations, by definition, are composed of multiple units, of which each may be rated at less than 250 
kVA. When the combined output of all of the DR units in an aggregate configuration exceeds 250 kVA at a single 
PCC, then 4.1.6 of IEEE Std 1547 applies. IEEE Std 1547, 4.1.6, may be met by a single provision for monitoring 
these parameters. However, the DR manufacturer, local EPS maintainer, or local EPS operator or owner may wish to 
have each DR unit monitored for his or her own needs, such as for performance troubleshooting. Frequently, there is 
a single point where the aggregated system connects within a local EPS. It is at this single point of aggregate DR 
connection where monitoring provisions of 4.1.6 of IEEE Std 1547 apply such that connection status, total real 
power output, total reactive power output, and voltage at that single point are required to be made available.  This 
point of aggregate DR connection may or may not be the PCC. Further, 4.1.6 of IEEE Std 1547 does not address 
communication details, such as sending information to the area EPS via a communication system. However, those 
details are significant and may be established by mutual agreement, such as through an IEA. 
 
The monitoring parameters may be available at various locations such as at a separate DR controller, at a remote 
terminal unit, or at another communication device. In addition, DR controllers are often integrated within the DR 
unit. These provisions meet the MIC guidance for aggregate installations. 
 
The monitoring provisions are intended to allow stakeholders to monitor a DR’s performance. If the monitoring is 
interfaced with the area EPS via SCADA, the DR operator needs to consider the scan rate and the communication 
protocol used by the AEPSO. Clause 4, Clause 6, Clause 7, and Clause 8 of this guide discuss these issues in more 
detail. 
 
IEEE Std 1547, 4.1.6, is not for revenue metering purposes. The AEPSO is likely to have specific revenue metering 
requirements. 
 
To maintain a reliable distribution system, the AEPSO, may need to control connected DR systems as established by 
connection agreements. To maintain system voltage within required American National Standards Institute ranges, it 
may be necessary for the AEPSO to control reactive power. During peak load situations, the AEPSO may need 
every DR to operate at full power. All such examples will require a secure, two-way communication system and 
appropriate interfaces between the AEPSO and the DR installations. 
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5.1.1

5.1.2

5.1.3

5.1.4

5.2

5.2.1

5.2.2

 Connection status 

In this guide, “connection status,” as used in 4.1.6 of IEEE Std 1547, means an indication of whether or not an 
individual DR is connected. 
 
An AEPSO is interested in the open/closed status of the sectionalizing device at the PCC. However, it is recognized 
that the PCC and the point of DR connection could be a considerable distance apart. For such installations, 
“connection status” can be interpreted as the open/closed status of the sectionalizing device at the point of DR 
connection. 
 
Connection status should not be confused with an indication of whether or not the DR is energizing the area EPS, 
available, or running. 

 Real power 

The monitoring provision for real power requires that each DR unit provide the ability for an external device to 
connect and monitor the real power output, at the point of DR connection of the DR unit. Real power may be 
measured (metered) for revenue purposes. Measuring a unit’s real power output can also be used to indicate when 
the unit is operating. 

 Reactive power 

The monitoring provision for reactive power requires that each DR unit provide the ability for an external device to 
connect and monitor the reactive power output, measured in kVAR, at the point of DR connection of the DR unit. 
Depending on the DR’s generating technology, the DR unit may be able to provide reactive energy, which may be 
measured (metered) for revenue purposes. 

 Voltage 

The monitoring provision for voltage requires that each DR unit provide the ability for an external device to connect 
and monitor the voltage, measured in volts, on the DR unit side of the point of DR connection to the local EPS. 
Monitoring of the DR voltage is often required for synchronism. 

 DR conversion technologies 

This subclause summarizes some of the key characteristics of the major types of DR conversion technologies. These 
characteristics are the partial basis for the MIC guidance given in this clause. 

 Inverters  

Inverters listed and labeled in compliance with UL 1741 [B61] include verification that they pass a non-islanding 
test in conformance with IEEE Std 1547.1. If the local EPS de-energizes, this type of inverter will cease to energize 
the local and area EPS. This type of inverter needs to sense the voltage and frequency so the DR will promptly cease 
to energize the area EPS during an outage and re-synchronize when power is restored in compliance with IEEE Std 
1547.1. 

 Induction generator 

An induction generator requires reactive power, generally from the area EPS, to produce real power. If the area EPS 
de-energizes, an induction generator will not continue to produce real power unless an alternate source of reactive 
power is available. The protection package for this generator will need to sense voltage and frequency from the area 
EPS to disconnect for an area EPS fault or abnormal operating condition. Normal area EPS voltage and frequency 
are also required before the DR unit can reconnect to the area EPS. 
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5.2.3

5.3

Table 1

 Synchronous generator 

A DR system that contains a synchronous generator requires monitoring of the area EPS voltage and current to 
maintain proper operation while in parallel with the area EPS. The protection package for this generator will need to 
sense voltage and frequency from the area EPS to disconnect for an area EPS fault or abnormal operation condition. 
Normal area EPS voltage and frequency are also required before the DR unit can re-synchronize to the area EPS. 

 DR installation rating class definitions 

This guide defines three classes based on the rating of the DR installation (see Table 1). It is recognized that these 
class size breakdowns can be modified to accommodate local regulations and practices. For DR aggregate 
installations behind a PCC, the total combined rating of all DR within the aggregate defines the class to which the 
aggregate installation belongs. 
 

 —DR installation classes   
Class DR rating 

Class 1 0 < DR rating < 250 kVA1 
Class 2 250  <= DR rating < 1500 kVA1 
Class 3 1.5 <= DR rating <= 10 MVA1 

NOTE 1— The 250 kVA and 10 MVA demarcations are established in IEEE Std 1547, 4.1.6. 
NOTE 2— The upper limit for this class may vary. 

 
MIC recommendations have been made for each class, but modifications within each class may have to be altered to 
meet local regulations. 

5.3.1 Class 1 

Class 1 includes DR units less than 250 kVA. DR systems that are likely to be encountered in this class include the 
following: 
 

⎯ Small (residential) photovoltaic systems 

⎯ Small wind turbines 

⎯ Microhydro systems 

⎯ Combined heat and power co-generation 

⎯ Microturbines 

⎯ Small fuel cells 

⎯ Energy storage devices 

⎯ Electric drive vehicle. 

 
IEEE Std 1547, 4.1.6, states that units in this class are not required to provide monitoring provisions; however, it 
may be desirable in some cases to monitor these and other parameters. 
 
Because installations in this class are relatively small, it is unlikely that the AEPSO will require monitoring. In rare 
instances, the AEPSO may want to know the connection status of the DR unit. In some instances, the DR owner may 
want to monitor the kilowatt-hour output of the DR in a billing cycle. Research and beta test projects may require 
additional MIC that may have to be met with additional monitoring equipment. 
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Units in this class may qualify for net metering tariffs, which may be available from the AEPSO. By definition, net 
metering installations require nothing more than the use of a revenue meter. 

5.3.2

5.3.3

6. 

 Class 2 

Class 2 includes DR units between 250 kVA and 1.5 MVA. IEEE Std 1547, 4.1.6, states that DR units in this class 
shall provide monitoring provisions. Class 2 installations could be an aggregate of smaller DR units. 
 
The display resolution of a typical area EPS EMS is 1 MW; therefore, the AEPSO may require the energy output of 
a Class 2 DR installation to be monitored by the EMS. It is highly unlikely that units in this class will be included in 
automatic generation control algorithms or be a part of the area EPS economic dispatch. 
 
As DR installations approach output levels of 1 MW, the DR owner may be required to communicate the DR’s 
connection status and output to the AEPSO. A Class 2 DR installation of 1 MW may need to communicate its status 
and output to an independent system operator. The independent system operator is likely to request the total 
megawatt-hour production on a daily basis. 
 
Class 2 DR installations are unlikely to impact system voltage at the PCC. Therefore, it is highly unlikely that the 
AEPSO will require voltage monitoring. Additionally, Class 2 DR installations are unlikely to be contracted to 
provide voltage regulation. 
 

 Class 3 

Class 3 includes DR units between 1.5 MVA and 10 MVA. IEEE Std 1547, 4.1.6, states that DR units in this class 
shall provide monitoring provisions. 
 
DR installations in this class could have a significant impact on the area EPS system to which it is connected. As a 
minimum for most DR installations of this class, the AEPSO is likely to require status of the DR. Commonly, the 
DR’s real and reactive power will be monitored and telemetered to the AEPSO. In such a case, the AEPSO’s 
SCADA system may be used. This interfacing of the DR with the area EPS SCADA system may require integration 
with the scan rate and the protocol currently in use by the AEPSO. 

Business and operations processes  

A standard information technology approach should be used to capture the MIC interactions and information 
exchange necessary to accomplish the many functions involving interconnected DR sites. These functions cover 
operational requests for dispatch as well as monitoring of the operational aspects of DR. In the information 
technology community, these processes are termed “business processes.” They describe the scenarios of various 
parties and equipment accomplishing business objectives. Business process modeling reveals the requirements 
embedded in these interactions and identifies commonalities of interaction and information exchange in different 
processes. A popular language for modeling these processes and the information involved is UML. 
 
For background on business process concepts and the use of UML, see Annex D. 
 
This clause describes the organization of the many processes relevant to the scope of monitoring and information 
exchange in this guide. It begins with a summary of the aspects of UML that will be used to model these processes, 
interactions, and information. Next, it organizes the business and operations processes in a rational way to describe 
the range of usage and ensure that the major areas of MIC functionality are addressed. UML defines the mechanism 
to describe a business process as a use case. By using the use case methodology, one can identify the information to 
be exchanged and constraints on the sequence of operation for DR MIC. The attributes of a use case pertinent to this 
guide are presented next. This clause ends with representative samples of business processes. Because the business 
processes captured in use cases are numerous, the full uses cases are documented in the Annex F. Besides 
identifying general DR interconnection scenarios, these sample use cases serve as examples of how individual MIC 
interaction requirements can be captured. 
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6.1

6.2

 Developing business processes using UML 

Object-oriented methodologies for information modeling often use UML concepts and conventions. The approach 
for using UML to develop business-process use cases is as follows:       
 

a) Select a business process (e.g., basic dispatch of a DR unit for energy). 

b) Describe the business process in narrative form.   

c) Determine all the actors (e.g., DR operator and AEPSO). 

d) Determine the use case systems involved (e.g., the DR controller). 

e) Describe all performance requirements, pre- and post-conditions, and other assumptions (e.g., a response to 
a request for status information shall be within 30 s, and the post-condition is that the DR unit is shut down 
and ready for dispatch in the future). 

f) Draw and describe the interactions between the actors and use cases, including the information exchanged, 
the sequences of steps, and the decisions affecting information flows (e.g., sequences for starting a DR 
unit). These can be documented in activity diagrams, sequence diagrams, collaboration diagrams, and state 
diagrams, along with text to clarify the interactions. 

 How business processes are addressed 

As mentioned earlier, use cases capture the MIC interactions between the users of DR and the DR. The categories of 
information to capture in a use case are included in Annex E. These items include the following: 
 
⎯ The name of the use case. 

⎯ A brief description. 

⎯ A narrative that describes the usage scenario that is about to be described. (This is a less formal account of the 
interactions that allows the reader to more easily understand the capability that is being exercised.) 

⎯ The actors involved in the use case. 

⎯ The systems that are participating in the use case. 

⎯ Any assumptions and design considerations of the use case. This can include limitations, constraints, or 
variations that may affect the use case including: 

⎯ Regulations, policies, and financial considerations 
⎯ Performance and timing requirements 
⎯ Frequency of use or wait periods between use 
⎯ Sizing, configuration of equipment and systems, numbers of devices, and volume characteristics 
⎯ Quality of service 
⎯ Information security and privacy issues 
⎯ Physical operations security issues (e.g., stability and voltage control) 

⎯ The pre-conditions assumed at the initiation of the use case. 

⎯ The normal sequence of steps that describe the interactions between actors and the system and the information 
being exchanged at each step. This represents the main part of the use case. 

⎯ Any alternative or exception sequences. Separating the alternative sequences helps keep the normal sequence 
clear and as simple as possible. 

⎯ The post-conditions assumed at the conclusion of the normal sequence. 

⎯ Any references to other use cases or relevant documentation. 
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⎯ A list of the outstanding issues associated with the use case. 

⎯ A revision history indicating the versions of the use case, what was done in each version, and who did it. 

⎯ Any diagrams that help clarify the use case. These are expected to follow the UML diagram conventions.  

6.3 Representative business processes 

Information exchanges are determined by the MIC functions required for monitoring, controlling, maintaining, and 
managing DR devices and installations. There are many business processes to consider when exploring relevant 
functionality to these guidelines. Rather than present details on all of them, a small number of representative use 
cases are developed to present the breadth of common MIC interactions related to interconnected DR operation. 
These use cases were selected to demonstrate patterns of interactions for MIC and may not represent the most 
common operations. 
 
In particular, much of the information to be exchanged is the same for many use cases, and the availability of 
different types of information will be determined by the equipment capabilities, the installation choices, and the 
degree of precision that the business processes necessitate. A few representative business processes that cover key 
information exchange requirements have been identified. These selected business processes can be assessed in detail 
to determine the minimum information exchange needs as well as the optional information exchange needs that may 
typically be encountered. In addition, aspects of multiple use cases can be combined to create new use cases that 
may span multiple interactions between parties. Table 2 contains examples of use cases.  
 

Table 2 —Example use cases  
Use case Description 

DR unit dispatch The DR operator dispatches a single DR unit for parallel operation with the area EPS and 
coordinates with the AEPSO for economic energy (no ancillary services) for shaving peak. 
This is a diesel generating unit that requires environmental monitoring. 

DR unit dispatch for energy 
export 

The DR operator of a single-unit 1.1-MW wind turbine intends to operate as an independent 
power producer. The DR operator will dispatch his DR unit with the intention of selling 
energy back to the owner of the area EPS. 

DR unit scheduling A DR operator creates, edits, and deletes schedules to dispatch commands to a DR unit. The 
DR operator’s system communicates the scheduled operation to the DR controller, who 
invokes commands to the DR unit at appropriate times and notifies the DR operator of status. 

DR aggregation The DR operator dispatches multiple DR units during peak periods of energy usage per 
information (e.g., real-time pricing, dispatch request, and interruptible rate) provided by the 
DR aggregator and coordinated with the AEPSO. The DR aggregator monitors net metering 
information from the site. 

DR maintenance A DR owner contracts with a DR maintainer to periodically service a DR unit and perform 
emergency repairs. The DR maintainer monitors key performance indicators and coordinates 
with the DR operator when service is required. 

DR ancillary services The DR may be utilized to provide any or all of the following ancillary services:  load 
regulation, energy losses, spinning and non-spinning reserve, reactive supply. 

DR providing reactive supply The DR unit may provide reactive supply by absorbing VARs or producing VARs by 
changing the field current to match a pre-established schedule. Alternatively, a stated power 
factor on the high side of the interconnection transformer or PCC can be established. 

 
See Annex F for the use cases cited in Table 2. The following list summarizes the nature (stakeholders and DR 
technology) of the use cases found in the annex: 
 
⎯ The DR unit dispatch use case provides the basic information exchange interactions between a DR operator and 

a DR site and the coordination with an AEPSO. The use case assumes that the DR site does not back feed 
energy into the area EPS. It also presumes a fossil-based prime mover so that environmental information 
exchange can also be explored.  
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⎯ The aggregation of energy use case presents a situation in which a DR aggregator is involved to coordinate 
several DR sites in packaging a significant amount of energy for the marketplace or area EPS needs. Net 
metering issues are also introduced in this use case.  

⎯ The DR unit scheduling use case explores the possibility of a DR operator configuring a DR controller with 
operation schedules to be executed at a future time. Coordination with an AEPSO is also in this case.  

⎯ The DR maintenance use case considers the needs of a maintenance provider to be able to remotely monitor and 
access information concerning a DR unit’s performance.  

⎯ The DR unit dispatch for energy export use case looks at a wind farm installation in which energy can flow 
back into the area EPS. 

⎯ The DR ancillary services and DR reactive supply use cases explore DR uses to supply ancillary services to the 
area EPS. 

7.

Figure 3

 Information exchange model 

Suppose two parties, Party A and Party B (e.g., a DR controller and an AEPSO), decide to collaborate on an activity. 
Once they agree on what information is required to support their application, they need to agree on the method they 
will use to get this information to flow between them. The framework for discussing this is called an information 
exchange model. The information exchange model defines general concepts that can be used in specific designs that 
become implemented with real DR units, real protocols, and real communication channels.  
 
This clause does not prescribe specific designs or implementations but provides a conceptual framework from which 
commonly held ideas and vocabulary can be applied to DR MIC. Rather than being “plug and play,” a shared 
information exchange model facilitates the mapping to specific implementations. Implementations can be based on 
industry standards or proprietary solutions, or because there are many levels for agreement to achieve interoperation, 
an implementation can be a combination of these. The information exchange model does not rule out any of these 
approaches or the creation of new standards and solutions. 
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7.1

7.1.1

7.1.2

7.1.3

7.1.4

 Information exchange model elements 

As shown in Figure 3, for any interaction to succeed, the parties involved must agree on several elements of 
communication. The elements of an information exchange model are described in an information exchange (or 
collaboration) agreement. This agreement specifies the interface that each party exposes to the outside world. The 
interfaces send or receive messages that contain information in a certain form and understandable content. The data 
exchanged can be specified in an agreed-upon structured vocabulary that is common or shared between the two 
parties. This shared vocabulary is referred to as the DR MIC ontology. 
 
Ontologies are constructed, shared, and standardized throughout enterprises and trade organizations as a way to 
develop consistency of nomenclature and relationships within a topic community (or “domain”). For example, if the 
topic is “cinema,” then an ontology might include concepts such as cinema, genre, movie, and musicals. Properties 
of these things include actor, actress, cinema name, director, duration, music director, producer, and so on.  
 
Though the information exchange model elements are provided to provide context, the focus of this guide is on the 
ontology for DR MIC and a template for specifying the important components in an IEA. 

 Information exchange agreement  

The information exchange agreement (IEA) describes the roles and capabilities of the parties to achieve a shared 
outcome. It specifies the interface, message definition, and message content supported between two transacting 
parties. In some sense, it is similar to a protocol; however, beyond the form of handshaking, the IEA explains what 
actions (or services) its interface can perform, what format it expects in the message being communicated, what 
approach of securing the interaction is used, and what things that are contained in the message mean (the ontology). 

 Interface 

An interface is the point of contact that a software component has with its interacting partners. The interface 
describes the services that a party agrees to support. Some interfaces are defined by the protocol they support [e.g., 
Distributed Network Protocol 3 (DNP3) or open connectivity (OPC)], which in turn, define a generic set of services 
(e.g., read, write, publish, subscribe). In some approaches, the designer has the flexibility to define services (e.g., a 
Web services approach). In this case, the services must be described and shared with the transacting parties so they 
know what is available and how to use them. Interfaces also specify the proper sequencing of information needed to 
affect an outcome. For example, before a switch can be opened, it must be selected for operation in a previous 
message exchange. 
 
Loosely coupled networked systems, usually built on Internet-based technologies, are becoming popular in 
electronic business systems and are being applied for integrating DR MIC. A service-oriented architecture is a 
collection of services that communicate. The services are self-contained and do not depend on the context or state of 
the other service. They work within a distributed systems architecture. A service-oriented architecture environment 
has development and integration tools that allow interfaces to services to be defined and help the system integrator 
assemble solutions from these components. Web Services and Electronic Business XML, or ebXML, standards 
contribute to the support of the service-oriented architecture concept. 

 Message 

The message is the quantum of information that is communicated between parties. Protocols specify the format of 
the message and can have several layers of communication-related information. Here, the focus is on the action or 
service requested and the message content related to the business at hand, such as a DR unit parameter. 

 Resource registration and discovery  

Modern information exchange technology includes methods to interrogate what an interface has to offer, including 
the services it supports, the information able to be exchanged (including type of DR device and size), and the 
identity (unique identifier and human-readable names) of the objects (things) that form the content supported by the 
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interface. The support of an interrogation (discovery) service allows a service requestor to find out which specific 
set of objects is involved in the communication.  
 
To help system engineers integrate devices involved in the information exchange, the resource discovery interface 
can be used to browse (look up) the objects at a site and configure the collaboration. Although unique identifiers are 
needed to unambiguously identify an object, human-readable names are easier for an integrator to use. For this 
reason, naming rules are instituted so that ambiguity is diminished as integrators traverse commonly used paths 
through the information. These rules are specified in namespaces. For example, a discovery service at a DR site 
could be used to find all the DR units managed by a DR controller. For each DR unit, the discovery service might 
provide information about its name and model number. The namespace may require uniqueness of names for the DR 
units managed by a DR controller so that people using the service can unambiguously reference each DR unit. 
 
In addition, implementations may make use of the concept of a registry. A registry is a separate set of software that 
stores information about the components involved in an information exchange as well as aspects of the IEA itself. A 
registry is a separate repository that is shared by a community of interested parties. It is much like a telephone book, 
though the community can decide to strictly control access to the registry. Parties can register their devices and 
interfaces with the registry. One can query the registry’s repository to find information about transacting parties and 
the communication mechanisms they support. For example, documents that contain the standard IEA that a party 
supports could be stored in a registry. Those wishing to conduct business electronically with this party could be 
directed to the registry, where (with permission) they can download a copy of the standard IEA. 
 
Because a registry is a service for a community of players, third parties may exist with the purpose of maintaining 
proper operation of the registry service. The concept of a registry could be applied to a limited, closed 
implementation integrates DR, or it could be open to a larger community. Registries can be automated for machine-
to-machine coordination, or they can be applied to support human look-up capabilities. 

7.1.5

7.2

 Ontology—shared vocabulary 

The ontology unambiguously defines the real-world concepts that are referenced in an information exchange. It 
provides a common language (shared meaning) about these things and their relationship to one another. Interacting 
parties commit to the ontology so that they can communicate about DR without necessarily committing to a globally 
shared theory of operation. Different information exchange implementations involving different approaches and 
protocols may call these things different names, but the ontology serves as a common point for interpretation. The 
terminology used in the ontology is derived from the information identified in the use cases described earlier. 
 
In database terms, an ontology is similar to a database schema; however, whereas a schema is implementation-
oriented, an ontology is more conceptual and can be used to derive different schemas depending on the way a 
designer wishes to map these concepts into data structures. Intelligent agents and other programs make use of shared 
ontologies to facilitate interoperation, and they are an important foundation for enabling the trends in the Internet 
community toward the Semantic Web. 
 
The maturation of ontologies has grown to the point that there are now standards for capturing and registering 
ontologies. For example, Web Ontology Language includes an XML-based language for writing ontologies based on 
Resource Definition Framework/Schema. A series of tools with graphic visualization support for capturing an 
ontology are based on UML (see Clause 6). These tools allow those specifying the ontology the ability to create a 
visual map that graphically shows the classes of interest and the relationships among them. Report tools also allow 
the user to list descriptions and associated parameters in a document format. 

 DR MIC ontology 
Establishing an ontology for DR MIC can significantly facilitate integration. By getting commonly accepted terms, 
definitions, and allowable relationships for DR MIC information, a user community can more quickly understand 
complex concepts, avoid re-inventing terms, and form the basis of something that can be improved in a controlled 
manner over time. 
 
The bulk of this subclause focuses on an ontology for DR MIC. 
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7.2.1

7.2.2

 UML approach to documenting the DR MIC ontology 

UML provides a widely accepted information modeling framework for representing an ontology. In the power 
system area, IEC 61970 [B26] has developed the Common Information Model (CIM) as an ontology for EMS 
integration and extended it for distribution systems and utility enterprise integration. The CIM contains classes 
(object types) such as substations, breakers, and work orders as well as other data typically found in an EMS, 
SCADA, distribution management system, or work and asset management system. The CIM is defined in UML and 
contains many basic modeling concepts (such as attribute units and resource naming) that can be borrowed for DR 
MIC. (See the IEC 61970-300 series [B27] for the CIM.) 
 
An ontology rendered in UML documents real-world things in terms of classes, attributes, and associations (i.e., 
relationships) and provides unique names and definitions to each object. 

 DR MIC ontology example 

This subclause describes an example of a DR MIC ontology. It is inspired from the relevant CIM classes of IEC 
61970-300 [B27] and extends them with classes and relationships proposed by recent work in this area. The 
following UML class diagram (Figure 4) graphically shows the classes (things) whose information is relevant to the 
content of DR MIC messages. The shaded boxes in the diagram indicate classes that already exist in the CIM. 
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Figure 4 —UML class diagram of DR MIC ontology 
 
Note that in Figure 4 the DR unit class inherits from the GeneratingUnit. The contents of this diagram can also be 
produced in tabular form that identifies each class, its attributes, and its associations, including those it inherits from 
other classes (IEC 61970-300 [B27]). 
 
Attributes exist for each of the classes in the ontology. The following is an abridged list of attributes for the DrUnit 
class that are identified in the use cases of Annex F. The use cases identify the information exchange needs for 
accomplishing real-world interactions. The names and concepts also need to be reviewed against similar attributes in 
the CIM to enhance consistency and completeness. Many attributes will be “inherited” from parent classes (e.g., 
DrUnit inherits the attributes from the CIM GeneratingUnit class). Attributes relevant to a specific type of DrUnit, 
such as engine temperature in ReciprocatingEngine, would be found under the specialized classes that inherit from 
the DrUnit class.  
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In the following example, the classes DrUnit and Breaker are described. DrUnit is shown to inherit some attributes 
and an association from the GeneratingUnit Class, while the remaining attributes and the association with the 
Breaker class are native. “Native” means that the attributes and associations are defined directly with the class in 
question. 
 
Example of Breaker DrUnit classes with attributes and associations 
 
Breaker 
A mechanical switching device capable of making, carrying, and breaking currents under normal circuit conditions 
and also making, carrying for a specified time, and breaking currents under specified abnormal circuit conditions 
(e.g., those of short circuit). The typeName is the type of breaker (e.g., oil, air blast, vacuum, or SF6). 
 
Breaker attributes 
Native attributes 

Name Units Definition 
Naming.aliasName (String) Free text name of the object or instance 
ampRating Amperes Continuous rating in amperes 
intRating Amperes Fault interrupting rating in amperes 
inTransitTime Seconds The transition time from open to close, in seconds 
normalOpenSwitch Boolean Set if the switching device is normally open 
 
Breaker associations 
Native roles 

Association name Related class Definition 

IsolatesDrUnit DrUnit A DrUnit may be isolated by a circuit breaker 

 
DrUnit 
 
The DR unit is a source of electric power that is not directly connected to a bulk power transmission system. DR 
units include both generators and energy storage technologies. 
 
DrUnit Attributes 
 
Native attributes 

Name Units Definition 
WattOutput Watts Real power output at DrUnit connection 
VarOutput VAR Reactive power output at DrUnit connection 
Voltage Volts Voltage at point of DrUnit connection 
OnOffStatus Enumeration Unit is on or off 
OperationalState Enumeration Starting, stopping, ramping 
ConnectionType Enumeration Three-phase or single-phase, delta, wye 
VoltageRating Volts Voltage rating of the unit 
AmpRating Amps Current rating of the unit 
NominalFrequency Hertz Nameplate frequency 
VoltAmpRating Volt-Amps Power rating 
MaximumWattRating Watts Maximum real power rating 
VarRating VAR Reactive power rating 
Synchronized Enumeration Unit synchronized to EPS or not 
OperationalTime Seconds Time unit has been operating since started 
TotalWatthours Watthours Total energy delivered since started  
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Attributes inherited from GeneratingUnit 
Name Units Definition 

Name String Free text name of the object or instance 
Identifier Binary Unique identifier (machine-readable) 
Location Global positioning 

system coordinates 
Global positioning system location of device 

 
DrUnit Associations 
 
Native roles 

Association name Related class Definition 
IsolatingBreaker Breaker A Breaker may isolate a DrUnit for protection and 

maintenance 
ControlledByDrController DrController A DrUnit is controller by a DrController 
GeneratesByElectricityConverter ElectricityConverter To produce electricity, the DrUnit has an 

associated converter 
 
Associations inherited from GeneratingUnit 

Association name Related class Definition 
UsesGenUnitOpSchedule GenUnitOpSchedule A generating unit may have an operating schedule, 

indicating the planned operation of the unit  

7.3 Information exchange agreement template 

The following template for an IEA provides a framework to capture the specification of technology and processes 
needed to support interoperable interactions between parties in the use of a DR unit. 
 

1. Introduction 
2. Theory of Operation Overview 
3. Shared Ontology 
4. Message Structure 
5. Interface Services and Collaboration Agreements 

5.1. Business (Workflow) Message Definitions 
5.2. Choreography Rules (order/sequence of messages in a transaction) 
5.3. Transaction Services 
5.4. Resource Identification 
5.5. Resource Registration and Discovery 
5.6. Data and Time Formats 
5.7. Time Synchronization 
5.8. Security Agreements 
5.9. Expected Standalone Behavior 

6. Performance Requirements and Constraints 
7. Communication Protocol Profile 
8. Version Compatibility 
9. Miscellaneous 
10. Example Usage 

 
The subsequent subclauses describe the contents of each of these headings. Annex G provides an example of an 
IEA. Other approaches for MIC of DR units can use this example to help clarify how the various sections of the IEA 
template can be used to document particular implementations or other popular DR MIC implementations. 
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7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

7.3.5.1 

7.3.5.2 

 Introduction 

Introduce the IEA and its typical applications. If the technology and interaction processes are already described in 
other specification documents, such as standards, then reference the overriding work that forms the basis for the 
agreement. 

 Theory of operation overview 

Describe the approach to interaction with the DR site and between parties of the information exchange. For example, 
some approaches may be command and control-oriented, while others offer information that allow the interacting 
party to decide the appropriate response based on local conditions and knowledge. 

 Shared ontology 

To understand the message content, the meaning of the terms and their relationships used in the messages are 
captured in an ontology. Reference any standard or proprietary ontologies used, or document the special ontology 
used in this case. Mapping terms to the DR ontology provided in this guide can facilitate the understanding of terms 
among parties. In addition, semantic mapping tools (inference engines) can help automate the process of associating 
message content to a party’s local view of information. 

 Message structure 

Describe the message structure used primarily at the application layer of communications (i.e., the information 
associated with the application of the DR unit and its interaction with the other parties). Typically, this structure 
includes the envelope (the format of what goes around the message to package it), the header (the leading 
information that provides context for the main content of the message), and the payload (the main content of the 
message). The format of the information contained in this structure is important to describe. For example, the 
message payload may use XML. As another example, referencing Simple Object Access Protocol (SOAP) describes 
a complete message format with envelope, header, and payload structure. 

 Interface services and collaboration agreements 

An interface is the point of contact that a software component has with its interacting partners. An interface service 
provides clearly specified actions at an interface, such as establishing a connection, initiating transactions, and 
exchanging information models. Different types of interfaces are used for different types of devices and different 
installations. These interfaces may conform to different specifications (open or proprietary). Different generic 
services are supported by interfaces that follow various interoperation specifications (e.g., Web Services, ebXML, 
IEC 61850 [B14], OPC, BACnet, LonWorks®, ModBus®). This document does not define generic services or 
special services but states that they need to be specified as part of the IEA. 

Business message definitions 

Define the messages for accomplishing the work at hand (i.e., implementing a business process use case). Some 
approaches use generic messages such as the commands Get, Set, Report by Exception, or Query) and are qualified 
by reference to specific information items. Others may be more application-specific, such as Request Status, which 
may expect a fixed or variable response about the state of an isolation breaker, the real and reactive power output of 
a DR unit, and a time stamp. 

Choreography rules 

The order or sequence of messages in a transaction is important to understand for interoperation. For example, a 
Select-Before-Operate sequence may require acknowledgement as a part of the message exchange before subsequent 
messages will be issued. Interaction diagrams, such as used to describe use cases, can be used to depict 
choreography rules. 
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7.3.5.3 

7.3.5.4 

7.3.5.5 

7.3.5.6 

7.3.5.7 

Transaction services 

Transaction services provide options for message exchange between parties. These services can include the 
following: 
 

⎯ Reliable delivery 

⎯ Message delivery prioritization 

⎯ Synchronous/asynchronous communication 

⎯ Non-repudiation (log or audit trail) 

⎯ Exchanges of the ontological message structures 

⎯ Connection establishment and disconnection 

⎯ Security services 

⎯ Network management services 

⎯ Error and failure management services 

Resource identification  

Real-world objects are realized as instances of the conceptual classes specified in the ontology. To reference objects 
and distinguish among them, a resource identification system is needed. This subclause describes the approach that 
the interacting parties agree to regarding resource identification. Although all objects inherit a name attribute, there 
is a need for a unique identifier to preserve identity through equipment movement and modeling changes. This can 
also support the need for one or more human-readable names associated with an object, particularly because 
different users of the equipment may use different names. 

Resource registration and discovery 

This subclause describes the resource registration and discovery methods used among parties as appropriate. These 
methods could include completely manual methods (e.g., paper exchanges and subsequent data entry) or more 
automated methods. 
 
Information about resources or IEAs themselves can be made available through a registry. Describe such a facility 
as applicable to the agreement. 

Data and time formats 

Describe the format for data (such as the way integer, real, and text information is represented in a message). Also 
describe the format for time and date information, including what time zone is being used and how daylight savings 
time is handled, that is exchanged between parties. 

Time synchronization 

Interoperability generally requires time coordination between the transacting parties. The needs in this area depend 
on the application enabled between parties. Time synchronization can be handled by many mechanisms, ranging 
from manual entry of time to constant time updates from global positioning system sources. Describe the 
requirements for the degree of accuracy, the approach for coordinating time, and the expected response to failures in 
time synchronization. 
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7.3.5.8 

7.3.5.9 

7.3.6

7.3.7

Security agreements 

Describe the security agreements that are required for all interactions among the parties. These security agreements 
should cover both the broad security policies that include information handling by the parties involved and the actual 
security services that will be implemented for the electronic interactions. 
 
The security agreements should include the following: 
 

⎯ Security policy on information handling 

⎯ Agreements on the requirements for confidentiality, integrity, availability, non-repudiation, and 
accountability for each type of message exchange 

⎯ Specific requirements for access control, including role-based access structure, passwords (management 
and updates), other access control policies, and methods of enforcement 

⎯ Specific requirements for the authentication procedures and technologies  

⎯ Specific requirements for the authorization of end users and software applications 

⎯ Specific requirements for encryption and key management, including encryption algorithms, certificates 
(e.g., management, updates, revocation, and identification of certificate authorities if public key 
infrastructure is used for key management), and other methods of key management, if used 

⎯ Specific requirements for the logging and audit trails 

⎯ Agreements on intrusion detection and management, as well as intrusion recovery and forensics 

Expected standalone behavior  

Describe the expected operation of each party involved in an interaction in the event that communication is lost.  
 
When successful communication is compromised, system components need to move to operating positions that 
respect safety and overall system health. For a DR site, this may mean opening the electrical link to the area EPS 
depending on the situation, or it may mean leaving the link closed. All parties involved need to agree to the expected 
actions to take when communication is lost. 

 Performance requirements and constraints 

Describe the performance expectations for successful interaction. Aspects of performance include the following: 
 

⎯ Availability of each information flow 

⎯ Accuracy of data (i.e., data quality identification requirements) 

⎯ Information flow timing (e.g., start times, time windows) 

⎯ Error/failure recovery contractual time requirements 

⎯ Information retention 

⎯ Update/change management requirements 

 Communication protocol profile 

Describe the allowable communication protocol profiles that can be used by parties. The descriptions of the 
protocols should include all parameters and settings that are needed to ensure interoperability. 
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The messages are transported on a communication profile that specifies one or more protocols to cover the various 
ISO layers. Some protocols specify all the communications layers (see the OSI model in Clause 8). Others may only 
specify some of the levels. This section of the agreement needs to discuss the communication profile of one or more 
protocols that are needed for interoperation. 

7.3.8

7.3.9

7.3.10

8.

8.1

8.2

 Version compatibility 

Describe which versions of ontology, services, messages, protocols, and security will be supported while still 
maintaining interoperability. 

 Miscellaneous 

Provide a section to cover aspects of the agreement that do not fit in the other sections. 

 Example usage 

Provide examples of interaction sequences that exercise the IEA to illustrate the interoperation supported by the 
agreement. 

 Protocol issues      

 Purpose 

Clause 7 defined the information exchange models and standard interfaces that can be used in the DR MIC. The 
realization of those standard interfaces will depend on the protocols. Many protocols are used for various aspects of 
DR MIC (refer to Annex B). The protocols vary across a wide spectrum, from completely propriety and used only 
by the company that developed it to standardized and used across several industries. Protocols also span several 
stages of life cycles; some are new and employ the latest technology advancements, while others are quite old and 
primitive in their implementation. Therefore, it is beyond the scope of this document to pick and choose a set of 
protocols to be used in DR MIC. The document lays out several basic guidelines for protocol selection.  

 Desirable categories of protocols 

A protocol is a formal description of message formats and rules that two or more devices follow to communicate 
across a network. Before selecting a protocol, one should understand the categorization of protocols. One common 
way to partition various protocols is the ISO OSI seven-layer reference model, namely, “application,” 
“presentation,” “session,” “transport,” “network,” “data link,” and “physical” layer. A protocol typically spans 
several layers. Protocols can be grouped into profiles. A protocol profile is an agree-upon sub-set and interpretation 
of the OSI model. In Annex B, various protocols are grouped into three profiles to provide a simplified view of the 
protocol space. The A profile (A stands for application) spans the upper three layers. The T profile (T stands for 
transport) spans the middle two layers and the L profile (L stands for data link) spans the lower two layer. For 
example, OPC is an A profile data exchange protocol, which is built upon Microsoft .Net technology. It has also 
been extended to include XML technology so that a greater level of interoperability can be achieved. Another 
example is Transmission Control Protocol (TCP)/IP, which is a T profile protocol, which is widely used. An L 
profile protocol example is EIA RS-232 [B3], which specifies signal voltages, signal timing, signal function, 
mechanical connectors, and data exchange formats.  
 
Another way to categorize protocols is based on the concept of common services. A common service is a commonly 
defined functionality derived by identifying the cross-cutting distributed information requirements. For example, 
networks time synchronization is a common service, and NTP is a standard network time synchronization protocol 
to achieve this functionality. Another example is network management common service. The corresponding 
protocols are Simple Network Management Protocol and CMIP. A third example is security management.  
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8.3

8.4

                                                

 Evaluation criteria  

To meet information exchange requirements, a set of protocols—or, using more formal information technology 
terminology, a “profile” of protocols, is needed. For the data exchange requirements, one can consider the protocol 
selection based on the seven-layer model, or more coarsely, the A, T, and L profiles. Besides that, one should also 
decide how to achieve the common services such as network management, time synchronization, and security 
management, which have their own protocols. One can use several criteria to select a protocol “profile” to be used in 
DR MIC as follows:.  
 

⎯ Platform Independence: Having the ability to interface/share information with several platforms such as 
Microsoft Windows®, Linux®, UNIX®, and various embedded/real-time operating systems. An example of 
a protocol that does this very well is TCP/IP.6 Computers and computing devices can use TCP/IP no matter 
what operating system or platform they are running.  

⎯ Openness: Having published concepts, rules, and implementations with non-restrictive use. In other words, 
standardized protocols will better serve the needs of DR MIC. One example is the well-known Hyper Text 
Transfer Protocol (HTTP). It is built on top of TCP/IP and has well-published rules. Therefore, anyone can 
implement it as long as the rules are obeyed.  

⎯ Self-Describing: Being able to investigate the contents of protocol messages and understand their intent, the 
data contained, and the structure in which the data are being transferred. XML-based protocols are great 
examples of self-describing protocols because XML tags describe the data they represent in plain text.  

For more information about performance criteria, refer to Clause 4.  
 
Other criteria include deterministic, security, expandability, and upgradeability.  

 Mapping data into protocols 

Mapping data from DR sites into protocols can be difficult. Data from measuring devices must be fit into an 
acceptable form to be transmitted via the site communications protocol. Software data types are often used to make 
this mapping. This can result in problems because the data might not map into the data types of the protocol 
correctly. Data can be truncated or lost if the data type does not match the “real” world data correctly. Another issue 
with mapping data at DR sites is that data can come in several forms. Site devices transmit critical data over several 
media via several protocols. Mapping that data to provide a useful culmination of information from a DR site can be 
difficult because, unless there is a uniform protocol at the site, each protocol must be translated into a common 
format. 
 
This issue can be solved by clear definition of the IEA and wise selection of underlying protocols. From the protocol 
aspect, the general guideline is to choose open, standardized, and widely accepted protocols. One example is XML-
based protocols. The transport of XML can be based on SOAP, which, in turn, is built on HTTP. Therefore, it is 
platform-independent, and it is supported by Microsoft, Linux, and UNIX environments. Hence, mapping data to 
XML and then transporting that through SOAP could be a good way to handle information exchange for DR MIC. 

 
6 This information is given for the convenience of users of this standard and does not constitute an endorsement by the IEEE of these products. 
Equivalent products may be used if they can be shown to lead to the same results. 
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8.5

9.

9.1

9.1.1

9.1.2

  Protocol selection guidelines       

Hundreds of protocols have been developed, and many more are under development. Within the lifetime of this 
guide, it is assured a universal standard protocol will not be agreed upon. However, the following guidance is 
presented to assist stakeholders in addressing how to approach the problem of such a large number of protocols from 
which to choose. What can be employed is a separation of the message content (payload) from the protocol into a 
common meaning of information content (semantics) that can be used by any present or future industry. Devices at 
the information-gathering level made by hundreds of manufactures do a great job of pulling the information and 
making the data available. An alternative approach to transmitting data over several protocols in an ad-hoc fashion 
at the site is to pull all the data together into an XML format and then use the communications protocol to transfer 
the XML-based information to whatever entity might need the data. XML makes sense because it is not a protocol-
dependent format, it is interoperable, and it is self-describing. XML has also gained momentum across most 
industries as a popular means of data exchange, so if the data from a DR site needs to be exchanged with other 
systems in different industries chances are the XML format will be easily accepted. Besides message content, the 
actions (services) invoked or requested by a message and the sequencing rules for an action still need to be described 
by the information model, which includes the choices of protocols agreed to for interoperation.  

 Security guidelines for DR implementations   

 Introduction 

 Security challenges for MIC associated with DR 

The security of individual DR units, and possibly the whole area EPS, could be threatened by inadvertent actions, 
malfunctions, or deliberate manipulations of a DR remote monitoring and control system. Where DR monitoring and 
control is a part of the critical infrastructure of the interconnected electric power system, appropriate security 
measures are essential. An effective security strategy requires an ongoing, top-down management commitment. If 
MIC systems of a DR system are integrated with those of the stakeholders, it can be said that security issues really 
have no boundary. Even though the scope of this document is limited to DR, the issue of security is much more 
encompassing.  
 
DR monitoring and control systems face many security challenges. These include the following: 
 

⎯ The need to communicate with a wide range of stakeholders 

⎯ The increasing use of open infrastructures such as the Internet 

⎯ The need for integration of legacy systems 

⎯ The growing complexity in protocols and distributed computing 

⎯ The growing threats from and sophistication of hostile entities  

 Scope of security guidelines: information security 

Security for DR systems can be divided into the following four main areas: 
 

a) Information security for the MIC system covers cyber security, including communications links, 
databases, and interfaces among software applications.  

b) Physical security of the DR plant, DR communication links, and area EPS control systems influence 
information security but is outside the scope of these guidelines. 
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c) The effect of the communications system performance on the reliability of the DR unit itself and that of 
the interconnected electric power system is also outside the scope of these guidelines.  

d) Personnel security for the users of the DR plant, communications, and area EPS facilities is important to 
information security but is also outside the scope of these guidelines.  

This clause focuses primarily on information security because the scope of this guide is MIC of DR. Information 
security encompasses the following four requirements: 
 

1) Confidentiality of information 

2) Integrity of information 

3) Availability of information 

4) Accountability (non-repudiation) related to actions 

These concepts, and how they affect DR implementations, are discussed in the rest of this clause. 
 
Different DR installations will require different degrees of security. One size does not fit all. Therefore, an 
assessment of security requirements will be needed on a case-by-case basis and should be related to the criticality of 
the assets and the cost of security measures and their effect on operations. 
 
The severity of various risks should be balanced with the difficulty and cost of their prevention. This is best 
accomplished via a formal process of security risk assessment and development of a security policy. These issues 
are covered briefly in Annex E, but there are many documents that provide a more detailed framework for this 
process (e.g., ISO/IEC 17799 [B50], NIST 800-12 [B54]). 
 
Security policies should continually evolve to address changing infrastructure while staying ahead of potential 
attacks from hostile entities. Constant vigilance (security monitoring and auditing) is needed, as is continuous 
adaptation to changes in the overall power system environment. There will always be residual risks that should be 
taken into account and managed, so DR systems need to be fault-tolerant and capable of appropriate autonomous 
operation. It is the very distributed and autonomous nature of DR that gives it the beneficial potential to increase the 
overall reliability of the entire power system.  
 
These guidelines discuss the security issues that should be taken into account and that may affect DR installations. 
They cannot provide a specific set of recommendations because security needs vary widely, as do the types of 
security measures available and their associated costs. Actual security measures for a specific DR implementation 
need to be determined on a case-by-case basis. 

9.1.3 Key security references 

Security is an area of technology that is being addressed by many industries, and it is by no means specific to DR. 
Therefore, the following references should be viewed as key sources of additional detailed information:  
 

⎯ ISO/IEC 17799 [B50] 
⎯ NIST 800-12 [B54] 
⎯ IETF RFC 2196 [B41]  
⎯ IETF RFC 2401 [B43] 
⎯ AGA 12 [B1], which provides “bump in the wire” security solutions  
⎯ NIST SP 500-166 [B55] 
⎯ EPRI 100174 [B4] 
⎯ EPRI 100898 [B5] 
⎯ OASIS Security Assertion Markup Language (SAML) V2.0 [B57]. 
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