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Abstract: A protocol is provided in this standard that enables precise synchronization of clocks in
measurement and control systems implemented with technologies such as network
communication, local computing, and distributed objects. The protocol is applicable to systems
communicating via packet networks. Heterogeneous systems are enabled that include clocks of
various inherent precision, resolution, and stability to synchronize. System-wide synchronization
accuracy and precision in the sub-microsecond range are supported with minimal network and
local clock computing resources. Simple systems are installed and operated without requiring the
management attention of users because the default behavior of the protocol allows for it.

Keywords: boundary clock, clock, distributed system, master clock, measurement and control
system, real-time clock, synchronized clock, transparent clock
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the
advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 1588-2008, IEEE Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems.

This standard defines a protocol enabling precise synchronization of clocks in measurement and control
systems implemented with technologies such as network communication, local computing, and distributed
objects. The clocks communicate with each other over a communication network. The protocol generates a
master—slave relationship among the clocks in the system. All clocks ultimately derive their time from a
clock known as the grandmaster clock. In its basic form, this protocol is intended to be administration free.

History

Measurement and control applications are increasingly using distributed system technologies such as
network communication, local computing, and distributed objects. Without a standardized protocol for
synchronizing the clocks in these devices, it is unlikely that the benefits will be realized in the multivendor
system component market. Existing protocols for clock synchronization are not optimum for these
applications. For example, Network Time Protocol (NTP) targets large distributed computing systems with
millisecond synchronization requirements. The protocol proposed in this standard specifically addresses the
following needs of measurement and control systems:

— Spatially localized
— Microsecond to sub-microsecond accuracy and precision
— Administration free

— Accessible for both high-end devices and low-cost, low-end devices

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at
http://ieeexplore.iece.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA Web site at http://standards.icee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/. Users are encouraged to check this URL for errata
periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a
statement of assurance that it will grant licenses under these rights without compensation or under
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for
which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope
of Patents Claims, or determining whether any licensing terms or conditions are reasonable or non-
discriminatory. Further information may be obtained from the IEEE Standards Association.
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IEEE Standard for a Precision Clock
Synchronization Protocol for Networked
Measurement and Control Systems

IMPORTANT NOTICE: This sta ndard is not intended to assure safety, security, health, or environmental
protection in all circumstances. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE d ocument is mad e _available for use sub ject to_important notices and legal disclaimers. These
notices _and disclaimers appear in_all publications co ntaining this do cument and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” They
can also be obtained on request from IEEFE or viewed at http:/standards.ieee.org/IPR/disclaimers.html,

1. Overview
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1.1 Scope

This standard defines a protocol enabling precise synchronization of clocks in measurement and control
systems implemented with technologies such as network communication, local computing, and distributed
objects. The protocol is applicable to systems communicating by local area networks supporting multicast
messaging including, but not limited to, Ethernet. The protocol enables heterogeneous systems that include
clocks of various inherent precision, resolution, and stability to synchronize_to a grandmaster clock. The
protocol supports system-wide synchronization accuracy in the sub microsecond range with minimal network
and local clock computing resources. The default behavior of the protocol allows simple systems to be
installed and operated without requiring the administrative attention of users._The standard includes mappings
to User Datagram Protocol (UDP)/Internet Protocol (IP), DeviceNet, and a layer-2 Ethernet implementation. It
includes formal mechanisms for message extensions, higher sampling rates, correction for asymmetry, a clock
type to reduce error accumulation in large topologies, and specifications on how to incorporate the resulting
additional data into the synchronization protocol. The standard permits synchronization accuracies better than
1 ns. The protocol has features to address applications where redundancy and security are a requirement. The
standard defines conformance and management capability. There is provision to support unicast as well as
multicast messaging. The standard includes an annex on recommended practices. Annexes defining
communication-medium-specific implementation details for additional network implementations are expected
to be provided in future versions of this standard.

1.2 Purpose

Measurement and control applications are increasingly using employing distributed system technologies such
as network communication, local computing, and distributed objects. Many of these applications will be
enhanced by having an accurate system wide sense of time achieved by having local clocks in each sensor,
actuator, or other system device. Without a standardized protocol for synchronizing these clocks, it is unlikely
that the benefits will be realized in the multivendor system component market. Existing protocols for clock
synchronization are not optimum for these applications. For example, the Network Time Protocol (NTP)
targets large distributed computing systems with millisecond synchronization requirements. The protocol
prepesed-in this standard specifically addresses the needs of measurement and control and operational systems
in the fields of test and measurement, industrial automation, military systems, manufacturing systems, power
utility systems, and certain telecommunications applications. These applications need:

— Spatially localized _systems with options for larger systems
— Microsecond to sub microsecond accuracy

— Administration-free operation
— Applicability Aeeessible for both high-end devices and low-cost, low-end devices

— Provisions for the management of redundant and fault-tolerant systems

Several different application areas such as industrial automation, telecommunication, semiconductor
manufacturing, military systems, and utility power generation have emerged that require the standard to be
revised.

1.3 Layout of the document

This standard, which defines the Precision Time Protocol (PTP), is divided into 19 clauses:

Clause Purpose
1 Provides the scope and benefits of this standard

2 Lists references to other standards
3 Provides definitions that are either not found in other standards or have been modified for use with this
standard
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4 Provides conventions for the notation used in this standard

5 Defines the data types used in this standard

6 Provides an overview of PTP

7 Defines characteristics of PTP entities

Defines PTP data sets

9 Defines PTP for ordinary and boundary clocks

10 Defines PTP for transparent clocks

11 Specifies PTP time computations and corrections

12 Specifies how to syntonize and synchronize clocks

13 Defines the format of messages passed between participating clocks
14 Specifies type, length, value (TLV) formats

15 Specifies management TLVs

16 Defines general optional features of this standard

17 Defines state configuration options of this standard

18 Defines forward and backward compatibility between versions
19 Defines requirements for conformance

Annexes are provided as follows:

Annex Purpose
Annex A Using PTP

Annex B Defines timescales and epochs in PTP

Annex C Examples of timing computations and message fields

Annex D Defines mappings of to User Datagram Protocol (UDP) over Internet Protocol version 4
(IPv4)

Annex E Defines mappings of UDP over Internet Protocol version 6 (IPv6)

Annex F Defines mappings of PTP over IEEE 802.3

Annex G Defines mappings of PTP to DeviceNet™"

Annex H Defines mappings of PTP to ControlNet™?

Annex I Defines mappings of PTP to PROFINET™?

Annex J Default PTP Profile

Annex K Defines an experimental security option

Annex L Defines an experimental cumulative frequency TLV Annex

M Bibliography

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must be
understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.
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IEC 61158-4-2:2007, Industrial communication networks—Fieldbus specifications—Part 4-2 (Ed.1.0): Data-

link layer protocol specification—Type 2 elements.

IEC 61158-5-2:2007, Industrial communication networks—TFieldbus specifications—Part 5-2 (Ed.1.0):
Application layer service definition—Type 2 elements.

IEC 61158-5-10:2007, Industrial communication networks—Fieldbus specifications—Part 5-10: Application
layer service definition—Type 10 elements.

IEC 61158-6-2:2007, Industrial communication networks—Fieldbus specifications—Part 6-2 (Ed.1.0):
Application layer protocol specification—Type 2 elements.

IEC 61158-6-10:2007, Industrial communication networks—Fieldbus specifications—Part 6-10: Application
layer protocol specification—Type 10 elements

"DeviceNet™ is a trade name of Open DeviceNet Vendor Association, Inc. This information is given for the convenience of users of this
standard and does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be shown
to lead to the same results.

’ControlNet™ is a trade name of ControlNet International. Ltd. This information is given for the convenience of users of this standard
and does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be shown to lead to
the same results.

SPROFINET™ is the trade name of the non-profit organization PROFIBUS Nutzerorganisation ¢.V. (PNO). This information is given for
the convenience of users of this standard and does not constitute an endorsement by the TEEE of these products. Equivalent

products may be used if they can be shown to lead to the same results.

*IEC publications are available from the Sales Department of the International Electrotechnical Commission, Case Postale 131, 3. rue de
Varembé, CH-1211, Genéve 20, Switzerland/Suisse (http://www.iec.ch/). IEC publications are also available in the United States from the
Sales Department, American National Standards Institute, West 43rd Street, 4th Floor, New York, NY 10036, USA

IEC 61784-1:2007, Industrial communication networks—Profiles—Part 1: Fieldbus profiles.

IEC 61784-2:2007, Industrial communications networks—Profiles—Part 2: Additional fieldbus profiles for
real-time networks based on ISO/IEC 8802-3.

IEC 62026-3:2007, Low-voltage switchgear and controlgear—Controller-device interfaces (CDIs)—Part 3:
DeviceNet.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.” ¢

IEEE Std 802.1AB™, IEEE Standard for Local Metropolitan Area Networks—Part 1AB: Station and Media
Access Control Connectivity Discovery.
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IEEE Std 802.1Q™-2005, IEEE Standard for Local and Metropolitan Area Networks—Part 1Q: Virtual
bridged local area networks

IEEE Std 802.3™-2005, IEEE Standard for Information Technology—Telecommunications and information
exchange between systems—I.ocal and metropolitan area networks—Specific requirements—Part 3: Carrier sense

multiple access with collision detection (CSMA/CD) access method and Physical Layer specifications.

ISO/IEC 10646:2003, Information technology—Universal Multiple-Octet Coded Character Set (UCS)—
Part 1: Architecture and Basic Multilingual Plane.’

3. Definitions, acronyms, and abbreviations
. : " o o TR

For the purposes of this document, the following terms and definitions apply.

3.1.1 accuracy: The mean of the time or frequency error between the clock under test and a perfect reference
clock, over an ensemble of measurements-. Stability is a measure of how the mean varies with respect to
variables such as time, temperature, and so on. The precision is a measure of the deviation of the error from
the mean.

3.1.2 atomic process: A process is atomic if the values of all inputs to the process are not permitted to
change until all of the results of the process are instantiated, and the outputs of the process are not visible to
other processes until the processing of each output is complete

3.1.3 boundary clo ck: A clock that has multiple Precision Time Protocol (PTP) ports in a domain and

maintains the timescale used in the domain. It may serve as the source of time, i.e., be a master clock, and may
synchronize to another clock, i.e., be a slave clock.

3.1.4 clock: A node participating in the Precision Time Protocol (PTP) that is capable of providing a

measurement of the passage of time since a deﬁned epoch Jrn—th+s—stanela¥d—the—te#n—eleek—ls—mterFeted

5

IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards/ieee.org/).

® The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers. Inc.
"ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA

NOTE—In the case of PTP ordinary and boundary clocks that are properly synchronized, the epoch is the epoch of the
timescale in use. In the case of PTP transparent clocks, the epoch is locally defined and not necessarily aligned with the

. 8
timescale.
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3.1.5 default: When applied to attribute values and options means the configuration of a Precision Time
Protocol (PTP) device as it is delivered from the manufacturer.

3.1.6 direct communication: A communication of Precision Time Protocol (PTP) information between
Two PP ordinary or boundary clocks with no intervening boundary clock

3.1.7 domain: A logical grouping of clocks that synchronize to each other using the protocol, but that are
not necessarily synchronized to clocks in another domain.

3.1.8 end-to-end transparent clock: A transparent clock that supports the use of the end-to-end delay
measurement mechanism between slave clocks and the master clock.

3.1.9 epoch: The origin of a timescale.

1 epoch: The rof e definine the oricinofati lo.

3.1.10 ev ent: An abstraction of the mechanism by which signals or conditions are generated and
represented.

3.1.11 foreign master: An ordinary or boundary clock sending Announce messages to another clock that is
not the current master recognized by the other clock.

3.1.12 fractional frequency offset: The fractional frequency offset (FFO) between a measured frequency
and a reference frequency is defined as follows:

_(FO —FR )
FR

FFO

where FO is the measured frequency and FR is the reference frequency.

3.1.13 grandmaster clock: Within a PTP-subdomain, a RTP clock that is the ultimate source of
time for clock synchronization using the protocol.

3.1.14 holdover: A clock previously synchronized/syntonized to another clock (normally a primary

reference or a master clock) but now free-running based on its own internal oscillator, whose frequency is

being adjusted using data acquired while it had been synchronized/syntonized to the other clock. It is said to
be in holdover or in the holdover mode, as long as it is within its accuracy requirements.

3.1.15 link: A network segment between two Precision Time Protocol (PTP) ports supporting the peer delay

mechanism of this standard. The peer delay mechanism is designed to measure the propagation time over
such a link.

3.1.16 management node: A device that configures and monitors clocks.

3.1.17 master clock: In the context of a single Precision Time Protocol (PTP) communication path, a clock
that is the source of time to which all_other clocks _on that path synchronize.
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3.1.18 message timestamp point: A point within a Precision Time Protocol (PTP) event A-distinguished
feature-of Syne-and DelayReq message serving as a reference point in the message. A timestamp is defined

by the instant a message timestamp point passes the elock-timestamp-peintinaprotocelstack reference plane
of a clock.

¥Notes in text. tables, and figures are given for information only and do not contain requirements needed to implement the standard.

3.1.19 multicast communication: A communication model in which each Precision Time Protocol (PTP)
message sent from any PTP port is capable of being received and processed by all PTP ports on the same PTP
communication path.

3.1.20 node: A device that can issue or receive Precision Time Protocol (PTP)
communications on a network.

3.1.21 one-step clock: A clock that provides time information using a single event message.

3.1.22 ordinary clock: A clock with that has a single Precision Time Protocol (PTP) port_in a domain and
maintains the timescale used in the domain. It may serve as a source of time, i.e., be a master clock, or may
synchronize to another clock, i.e., be a slave clock.

T cation: SR : PTP ink on | Jos.

3.1.23 parent clock: The master clock to which a clock is synchronized.

3.1.24 peer-to-peer transparent clock: A transparent clock that, in addition to providing Precision Time
Protocol (PTP) event transit time information, also provides corrections for the propagation delay of the link
connected to the port receiving the PTP event message. In the presence of peer-to-peer transparent clocks,
delay measurements between slave clocks and the master clock are performed using the peer-to- peer delay
measurement mechanism.

3.1.25 phase change rate: The observed rate of change in the measured time with respect to the reference
time. The phase change rate is equal to the fractional frequency offset between the measured frequency and the
reference frequency. See also: fractional frequency offset.

3.1.26 portNumber: An index identifying a specific Precision Time Protocol (PTP) port on a PTP eloeknode.

3.1.27 precision: See: accuracy.

3.1.28 _Precision Time Protocol (PTP): The protocol defined by thisstandard IEEE Std 1588-2008. As an
adjective, it_indicates that the modified noun is specified in or interpreted in the context of this-standard IEEE
Std 1588-2008.

3.1.29 primary reference: A source of time and or frequency that is traceable to international standards.
See also: traceability.

3.1.30 profile: The set of allowed Precision Time Protocol (PTP) features applicable to a device.

3.1.31-Precision Time Protocol (PTP) communication: Information used in the operation of the
PTP protocol, transmitted in a PTP message over a PTP communication path.
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3.1.32 Precision Tim e Pr otocol (PTP) communication path: The signaling path portion of a particular
network enabling direct communication between-twe-PTP eloeks-among ordinary and boundary clocks.

3.1.33 Precision Time Protocol (PTP) message‘ One of the ﬁv&ées&gﬂa{eé message types defined in this
standard IEEE Std 1588-2008. Sy

3.1.34 Precision Time Protocol (PTP) node: A PTP ordinary, boundary, or transparent clock or a device

that generates or parses PTP messages. A—ﬂed%%hat—rssues—&ﬂy—messag%that—\ﬂﬂ—b%feeewed%y—a—seeeﬁd

3.1.35 Precision Time Protocol (PTP) port: A logical access point of a PFP clock for PTP communications

eﬂ—a—smgl%P—T—P to the commumcatlons pa%lﬁr network

3.1.36 recognized standard time source: A recognized standard time source is a source external to
Precision Time Protocol (PTP) that provides time and/or frequency as appropriate that is traceable to the
international standards laboratories maintaining clocks that form the basis for the International Atomic Time
(TAI) and Universal Coordinated Time (UTC) timescales. Examples of these are Global Positioning System
(GPS). NTP, and National Institute of Standards and Technology (NIST) timeservers.

3.1.37 requestor: The port implementing the peer-to-peer delay mechanism that initiates the mechanism by
sending a Pdelay Req message.

3.1.38 responder: The port responding to the receipt of a Pdelay Req message as part of the operation of the
peer-to-peer delay mechanism.

3.1.39 stability: See: accuracy.

3.1.40 synchronized clocks: Two clocks are synchronized to a specified uncertainty if they have the same

epoch and their measurements of-any standard universe-consists-of any-time-interval-by-both-eloeks the time
of a smgle event at an arbltrary time differ by no more than that uncertalnty %ﬁmestamps#geﬂem%eé%y

3.1.41 syntonized clocks: Two clocks are syntonized if the duration of the second is the same on both, which
means the time as measured by each advances at the same rate. They may or may not share the same epoch.

3.1.42 timeout: A mechanism for terminating requested activity that, at least from the requester’s
perspective, does not complete within the specified time.
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3.1.43 timescale: A linear measure of time from an epoch.

3.1.44 traceability: A property of the result of a measurement or the value of a standard whereby it can be
related to stated references, usually national or international standards, through an unbroken chain of
comparisons all having stated uncertainties. (adapted from the International Vocabulary of Basic and General

Terms in Metrology [B151%)

3.1.45 translation device: A boundary clock or, in some cases, a transparent clock that translates the

protocol messages between regions implementing different transport and messaging protocols, between
different versions of IEEE Std 1588-2008. or different Precision Time Protocol (PTP) profiles.

3.1.46 transparent clock: A device that measures the time taken for a Precision Time Protocol (PTP)
event message to transit the device and provides this information to clocks receiving this PTP event
message. See also. end-to-end transparent clock; peer-to-peer transparent clock.

3.1.47 two-step clock: A clock that provides time information using the combination of an event message
and a subsequent general message. See also: one-step clock.

3.2 Acronyms and abbreviations

ARB arbitrary

BMC best master clock

CAN Controller Area Network

CP Communication Profile [according to IEC 61784-1:2007"]

CPF Communication Profile Family [according to IEC 61784-1:2007
DS differentiated service

E2E end-to-end

The numbers in brackets correspond to those of the bibliography in Annex M.
"Information on references can be found in Clause 2.

GPS Global Positioning System

IANA Internet Assigned Numbers Authority

ICV integrity check value

ID identification

IPv4, IPv6 Internet Protocol version 4 / 6

JD Julian Date

JDN Julian Day Number

MAC media access control [according to IEEE Std 802.3-2005
MID Modified Julian Day

NIST National Institute of Standards and Technology (see www.nist.gov)
NTP Network Time Protocol (see IETF RFC 1305 [B7])

OuIl organizational unique identifier (allocated by the IEEE

NOTE—The OUI is typically used in specifications or the implementation of devices for the purpose of
identification. It identifies the organization that owns the OUI-dependent subidentifier and may not necessarily be

the organization that defines the specification or provides the hardware. The IEEE OUI listing can be obtained at
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p2p peer-to-peer

PHY hysical layer [according to IEEE Std 802.3-2005

POSIX Portable Operating System Interface (see ISO/IEC 9945:2003 [B16])

PPS pulse per second

PTP Precision Time Protocol

SA security associations

SNTP Simple Network Time Protocol

SOF Start of Frame

TAI International Atomic Time

TC traffic class

TLV type, length, value [according to IEEE Std 802.1AB]

ToS type of service

UCMM UnConnect Message Manager

UDP/IP User Datagram Protocol (see IETF RFC 768 [B5]) / Internet Protocol
(see IETF RFC 791 [B6])

UTC Coordinated Universal Time

4. Conventions

4.1.1 Lexical form syntax
A lexical form refers to:

a) A name

b) A data type
The conventions illustrated in the following list regarding lexical forms are used_in this standard:

— Type names: e.g., FimeRepresentation ClockQuality (no word separation, initial letter of each word
capitalized)

— Enumeration members and global constants: e.g., PTR-SYNC-MESSAGE ATOMIC_CLOCK
(underscore word separation, all letters capitalized)

— Fields ef-struetnres—or within messages, instances of structures, and variables: e.g., seconds Field,
clockQuality. clock Identity (two-word field names at a minimum, no word separation, initial word

not capitalized, initial letter capitalization on subsequent words)

— Members of a structure: e.g., clockQuality.clockClass (structure name forsomethingfollowed by a
period followed by the member name)

— Data set name: e.g., defaultDS, parentDS, portDS, currentDS, timePropertiesDS (no word separation,
initial letter of each word not capitalized followed by the letters DS)
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— Data set members: e.g., defaultDS.clockQuality.clockClass (Data set name followed by a period
followed a type name followed by a period followed by the variable name)
— Message names: e.g., Sync, Delay Req (underscore word separation, initial letter of each word

capitalized)

— <localNameForSomething>: text enclosed in angle brackets < > is used where the standard
needs to refer to something whose syntax or lexical form is dependent on the local implementation
and language

When a lexical form appears in text, as opposed to in a signature;a type, or a format definition, the
form is to be interpreted as singular, plural, or possessive as appropriate to the context of the text.

4.2 Word usage
4.2.1 Shall

The word “shall,” which is equivalent to “is required to,” is used to indicate mandatory requirements,
strictly to be followed in order to conform to the standard and from which no deviation is permitted.

4.2.2 Recommended
The word “recommended” is used to indicate flexibility of choice with a strong preference alternative.
4.2.3 Must

The use-ef-the-word “must+
word-nstis-onh-usedto-desertbe” 1ndlcates an unavmdable 51tuat10ns

4.2.4 Should

The word “should,” which is equivalent to “is recommended that,” is used to indicate:

— Among several possibilities, one is recommended as particularly suitable, without mentioning or
excluding others

— That a certain course of action is preferred but not required

— That (in the negative form) a certain course of action is deprecated but not prohibited-

4.2.5 May

The word “may,” which is equivalent to “is permitted,” is used to indicate a course of action permissible
within the limits of the standard.

4.2.6 Can

The word “can,” which is equivalent to “is able to,” is used to indicate possibility and capability, whether
material or physical.

4.2.7 Optional

Clauses and text marked optional are not required to be implemented. If the option is implemented, then all
specifications of the clause or text, respectively, shall be implemented according to this standard.

NOTE— This definition is recursive, which means that options within options obey these same rules.
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4.2.8 Reserved

The word “reserved” indicates:

— If used in an assignment of values to an enumeration or an attribute that the values indicated are

reserved for use in future editions of this standard and shall not be used for any other purpose.

—If used in a field of a message that the field is reserved for use in future editions of this standard.
The field shall be present in the message with the size specified. No interpretation of reserved
fields is to be made for this edition of this standard, and the fields shall not be used for any other

purpose.

4.3 Behavioral specification notation

State transition diagrams are used to specify behavioral characteristics as illustrated in Figure 1. Each state
transition diagram is composed of the following components:

— Named boxes, representing states

—Directed arrows, indicating transitions from one state to the next.

Each transition is labeled with:
a) The enabling event or predicate label for a transition

b) The transition action label for a transition

i state 1
— ™ state | of
state 2

event1OR event?

L result] event3

result?
— state 2 T
@ result3

Figure 1—Mealy state transition diagram

The notation used describes state transition diagrams using the Mealy style, where actions are associated
with the transition from one state to another.

Events, for example “event 1,” “event 2,” and “event 3,” identify the inputs to the state machine. They
can be operation requests and responses, or internal occurrences such as timer expirations.
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Predicates, for example “event 1 OR event 2,” identify enabling conditions for transitions. The first
predicate encountered, evaluated from left to right, which is TRUE, selects the transition to execute and
therefore the next state.

Transition actions, for example “result 1,” are the actions that are executed before transitioning to the next
state.

The next state identifies the state for the state machine after the selected transition action completes. The value
of the current state changes as the transition to the next state occurs

A bold line for a state box indicates that the box represents multiple states. Any transition shown that
begins and terminates in such a state box indicates that there has been no change in state.

Transitions, for example the transition resulting in result 3, which have no indicated enabling conditions,
occur via unspecified mechanisms. Unless otherwise stated, in PTP, the events giving rise to these
mechanisms are implementation-specific and outside the scope of the standard.

A transition into a state machine, for example “(i),” is indicated by a transition arrow that has no source state.
A transition out of a state machine, for example “(d),” is indicated by a transition arrow with no destination
state.

£xampte-NOTE—For example, As a result of either event 1 or event 2 becoming TRUE, state 1 is replaced with the
value of the next state. In this example, the next state is state_2, which is specified as the name of the state box that is the
target of the transition arrow. Before the transition, result 1 occurs. “event 3” can occur in either state 1 or state 2. The
state is unchanged, but an action, result 2, occurs as the result of event 3.

5. Data types_and on-the-wire formats in a PTP system

5.1 General

The data types specified for the various PTP variables and message fields define logical properties;—sueh-as
roHoverfor-integers;— that are necessary for correct operation of the protocol or interpretation of PTP message
content.

The-definitionlmplementations are free to use any internal representation of data—ef-types—defined—in—this
staﬂdafd—skmn—b%em%eﬂy%ep#esaﬁedﬁ%eeal—systemaﬁepsuehPTP data h&s—been—eemmtmieafeed—ever

however, the 1nternal representatlon shall not change the semantlcs of any quantity Vlslble via PTP

communications _or the semantics of any specified operation of datatypes—into—their—on-the-wire—formatis
pebeeslespeeile Lo enel poteeaployrad g D ey o s 2 the protocol.
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DL typedef An-implementation-of PTP-Array-of the
<datatype> datatyper=datatype=
<datatypeAsray>ff
Wi : ! - —
<datatype2>; mean-that<datatype2>is-a-synonym
for=datatypet=

5.2 Primitive data type specifications

All nonprlmltlve PTP data types are derlved from the prlmmve tvpes listed in Table 1 These tvpes are not
tied to

%h%m&ppmg—m ny spec1ﬁc programming language The essent1a1 propertles of each type shall be as follows

— Integer: All integer types are of finite length as indicated by the network—speeifie-annexesshall
beusedfor-all PTP communicationsnumber associated with each, e.g.. Ulnteger48, and as signed
or unsigned as indicated by the absence or presence of a leading U. Numbers with these data types
obey the laws of arithmetic within the range represented by the length. Arithmetic operations are
treated as modulo the capacity of the data type: e.g.. the sum of two Ulnteger4d8 values is

computed modulo 2. Signed integers are represented in two’s complement form.

— Enumeration: All enumerations are of finite field length as indicated by the number associated
with each, e.g., Enumeration4. Unless otherwise stated in this standard, the only interpretations of
the bit pattern in the enumeration field are the associations between the bit patterns and the
assigned meanings of the enumeration.

— Boolean: The only interpretation is as logical values within the context of Boolean algebra.

— Nibble and Octet: These are 4 and 8 bit fields, respectively. The felewing nermative
definitions—are—used—in—this—elauseonly interpretations are those explicitly defined within this
standard.

Table 1—Primitive PTP data types

Data type Definition

Boolean TEIJE or FALSE.

Emmerationd 4-bit enumerated value

Emimerations 8-bit enumerated value
Enumerationl§ 16-bit enumerated value

Ulntegerd 4-bit unsigned infeger

Integers 8-bit signed integer

Ulntegerd 8-bit unsigned integer

Integerlf 16-bit signed integer

Ulntegerlt 16-bit unsigned infeger

Integer3? 32-bit signed mfeger

Ulnteger32 32-bit unsigned integer

Ulnteger48 43-bit unsigned infeger

Integertd 64-bit signed mfeger

Nibble 4-bit field not interpreted as a number
Octet 8-bit field not interpreted as a number | DOC uments
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Datatype Default value Definition
Boolean FALSE FRUE or FALSE
Integer8 0 8-bitsigned-integer

o

o

o

o

o

o

o
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5.3 Derived data type specifications

5.3.1 General

Arrays of any of the primitive data types are represented in the format <data type>[lengthField] <label>,
where <lengthField> indicates the number of instances of the data type in the array and <label> is the
lexical name for the array data type so defined.

Structures consisting of an ordered list of members are indicated with the following syntax:

struct <StructureName>

{

<DataTypel> <memberNamel>;

<DataType2> <memberName2>;

5

where <StructureName> is the lexical name for the data type so defined, <DataTypel> is the data type of
the first member, <memberName1> is the lexical name of the first member, and so forth.

The syntax typedef <DataType> <TypeName> is interpreted as defining a derived data type with the same
properties as the data type defined by <DataType> but with a new name given by <TypeName>.

The syntax typedef <DataType> [lengthField] <TypeName> is interpreted as defining a derived data type

consisting of an array of elements of type <DataType>, but with a new name given by <TypeName>.

5.3.2 Timelnterval

The Timelnterval type represents time intervals.

struct Timelnterval

1
Integer64 scaledNanoseconds;
b
The scaledNanoseconds member is the time interval expressed in units of nanoseconds and multiplied by
2+16.

Positive or negative time intervals outside the maximum range of this data type shall be encoded as the
largest positive and negative values of the data type, respectively.
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For example, 2.5 ns is expressed as 0000 0000 0002 8000;.

5.3.3 Timestamp

The Timestamp type represents a positive time with respect to the epoch.

struct Timestamp
1

5

Ulnteger48 secondsField; Ulnteger32
nanosecondsField;

The secondsField member is the integer portion of the timestamp in units of seconds.

The nanosecondsField member is the fractional portion of the timestamp in units of nanoseconds.

The nanosecondsField member is always less than 10°.

For example:

+2.000000001 seconds is represented by secondsField = 0000 0000 0002, and nanosecondsField= 0000 0001¢.

5.3.4 ClockIdentity
The ClockIdentity type identifies a clock.

typedef Octet[8] ClockIdentity;

5.3.5 Portldentity
The Portldentity type identifies a PTP port.

struct PortIdentity

{

ClockIdentity clockldentity:
Ulntegerl6 portNumber;

I

5.3.6 PortAddress

The PortAddress type represents the protocol address of a PTP port.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 19:38:30 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1588-2008


http://www.avadocuments.com/doc/ieee-1588-2008
http://www.avadocuments.com/doc/ieee-1588-2008

struct PortAddress

1
Enumeration16 networkProtocol;
Ulntegerl6 addressLength;
Octet[addressLength] addressField;
I

The value of the networkProtocol member shall be taken from the networkProtocol enumeration; see 7.4.1.
The addressLength is the length in octets of the address. The range shall be 1 to 16 octets.

The addressField member holds the protocol address of a port in the format defined by the mapping annex of
the protocol as identified by the networkProtocol member. The most significant octet of the addressField is
mapped into the octet of the addressField member with index 0.

5.3.7 ClockQuality
The ClockQuality represents the quality of a clock.

struct ClockQuality

{

Ulnteger8 clockClass; Enumeration8
clockAccuracy; Ulntegerl6
offsetScaledLogVariance;

IR

5.3.8 TLV
The TLV type represents TLV extension fields.

struct TLV
1

5

Enumeration16 tlvType; Ulnteger16 lengthField;
Octet[lengthField ] valueField;

The length of all TLVs shall be an even number of octets.
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5.3.9 PTPText

The PTPText data type is used to represent textual material in PTP messages.

struct PTPText
1

5

Ulnteger8 lengthField; Octet[lengthField]
textField;

The textField member shall be encoded as UTF-8 symbols as specified by ISO/IEC 10646:2003. The most
significant octet of the leading text symbol shall be the element of the array with index 0.

NOTE—A single UTF-8 symbol can be 1-4 octets long. Therefore, the lengthField value can be larger than the number of
symbols.

5.3.10 FaultRecord

The FaultRecord type is used to construct fault logs.

struct FaultRecord

{

Ulntegerl6 faultRecordLength;
Timestamp faultTime;
Enumeration8 severityCode;
PTPText faultName;

PTPText faultValue;

PTPText faultDescription;

5

The faultRecordl.ength member shall indicate the number of octets in the FaultRecord not including the 2
octets of the faultRecordLength member.

5.4 On-the-wire formats

5.4.1 General

PTP protocol data units consist of the PTP messages defined in Clause 13 through Clause 17 based on the data
types defined in 5.2, 5.3, and 17.2. The internal ordering of the fields of the PTP protocol data units is
specified in 5.4.2 to 5.4.4.

5.4.2 Primitive data types

Numeric primitive data types defined in 5.2 shall be formatted with the most significant octet nearest the
beginning of the protocol data unit followed in order by octets of decreasing significance.

The Boolean data type TRUE shall be formatted as a single bit equal to 1 and FALSE as a single bit equal to
0.

Enumerations of whatever length shall be formatted as though the assigned values are unsigned integers of the
same length: e.g., Enumeration16 shall be formatted as though the value had type Ulnteger16.
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5.4.3 Arrays of primitive types

All arrays shall be formatted with the member having the lowest numerical index closest to the start of the
protocol data unit followed by successively higher numbered members. In octet arrays, the octet with the

lowest numerical index is termed the most significant octet.

When a field containing more than one octet is used to represent a numeric value, the most significant octet
shall be nearest the start of the protocol data unit, followed by successively less significant octets.

When a single octet contains multiple fields of primitive data types, the bit positions within the octet of
each of the primitive types as defined in the message field specification shall be preserved. For example,
the first field of the header of the PTP messages is a single octet composed of two fields, one of type
Nibble bits 4-7, and one of type Enumeration4 bits 0-3 (see 13.3.1).

5.4.4 Derived data types

Derived data types defined as structs shall be formatted with the first member of the struct closest to the

beginning of the protocol data unit followed by each succeeding member. Each member shall be formatted
according to its data type.

Derived data types defined as typedefs shall be formatted according to its referenced data type.

5.4.5 Mapping of PTP protocol data units into their on-the-wire formats

Unless otherwise specified, PTP protocol data units shall be mapped to and from their on-the-wire format
based on the rules of the underlying physical layer transport. Any exceptions are specified in one of the
transport-specific annexes of this standard or in an applicable PTP profile.

NOTE—-PTP protocol mechanisms operate in the upper layers of the protocol stack (i.e., PTP is an “application” that uses
the services of the network or link layer). The physical layer transport dictates the on-the-wire format.
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6. PTP-Clock synchronization model

6.1 Overview General

This clause provides a model for understanding the operation of the Precision Time Protocol. The exact
specifications of these interactions are found in subsequent clauses.

The PTP standard specifies a clock synchronization protocol. This protocol is applicable to distributed systems
consisting of one or more nodes, communicating over seme-set-of-communication-media- a network. Nodes
are modeled as containing a real-time clock that may be used by applications within the node for various
purposes such as generating timestamps for data or ordering events managed by the node. The PFP-protocol
provides a mechanism for synchronizing the clocks of participating nodes to a high degree of accuracy-
el Lo b e and seee s popbine T v v s s

Fhe- precision. This standard specifies:

a) The Precision Time Protocol—Fhe PTPprotocol

b) The node, system, and communication properties necessary to support PTP.

6.2 Principle assumptions about the network and implementation
recommendations

The following principle assumptions and recommendations should be followed in order to ensure correct
operation of the protocol. These are discussed in greater detail in later clauses:

a) PTP assumes that the network eliminates cyclic forwarding of PTP messages within each communication
path (e.g., by using a spanning tree protocol). PTP eliminates cyclic forwarding of PTP messages

between communication paths.

b) PTP is tolerant of an occasional missed message, duplicated message, or message that arrived out of
order. However, PTP assumes that such impairments are relatively rare.

PTP was designed assuming a multicast communication model. PTP also supports a unicast
communication model as long as the behavior of the protocol is preserved. PTP assumes that
Announce messages are periodically sent by one port and delivered to all other ports of ordinary or
boundary clocks within a communication path. If the communication path consists of more than two
ports, the assumption is that Announce messages are either sent in multicast or the Announce
information is replicated to all ports in the communication path using unicast messages. PTP ports
discover other ports within a communication path through the receipt of multicast Announce
messages. When multicast communication is not available, another form of discovery (e.g., by

configuration) is required; see for example 17.5. PTP management messages sent to all ports also
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require either multicast messaging or replication of the management message to all ports within the

communication path.

d) Like all message-based time transfer protocols, PTP time accuracy is degraded by asymmetry in the
paths taken by event messages:; see 7.4.2. Specifically the time offset error is 1/2 of the asymmetry.
Asymmetry is not detectable by PTP; however, if known, PTP corrects for asymmetry. Asymmetry can
be introduced in the physical layer, €.g., via transmission media asymmetry, by bridges and routers, and
in large systems by the forward and reverse paths traversed by event messages taking different routes
through the network. Systems should be configured and components selected to minimize these effects

guided by the required timing accuracy. In single subnet systems with distances of a few meters,
asymmetry is not usually a concern for time accuracies above a few 10s of ns.

e) If two-step clocks are used, then the network has to be designed such that the general message takes the
same path as the event message through a transparent clock. Failure to do this will result in a condition
where the transparent clock does not calculate path delay properly. This condition is undetectable and
may introduce additional jitter and wander, but it will not break the protocol.

PTP assumes that the number of boundary clocks forming the master—slave synchronization hierarch
from the grandmaster clock to any slave clock is less than 255; see 9.3.2.5.

g) Network components, for example bridges, introduce timing jitter and wander that if uncorrected can

degrade time transfer accuracy. Since the jitter and wander are often traffic dependent, the network
traffic patterns should be designed to minimize the traffic and to minimize the variation in the traffic
load. It is also recommended that PTP event messages be sent in high priority compared with other
data; see A.5.3.3. Whenever possible such devices should be replaced by PTP boundary or transparent
clocks.

h) The network’s protocol is structured such that a message timestamp point can be defined.
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