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Abstract: The wireless access in vehicular environments (WAVE) architecture and services
necessary for WAVE devices to communicate in a mobile vehicular environment are described in
this guide. It is meant to be used in conjunction with the family of IEEE 1609 standards as of its
publication date. These include IEEE Std 1609.2™,  |EEE Standard Security Services for
Applications and Management Messages, |IEEE Std 1609.3 Networking Services, |IEEE Std
1609.4 Multi-Channel Operation, |IEEE Std 1609.11 Over-the-Air Electronic Payment Data
Exchange Protocol for Intelligent Transportation Systems (ITS), IEEE Std 1609.12 Identifier
Allocations, and IEEE Std 802.11 in operation outside the context of a basic service set.

Keywords: dedicated short range communications, DSRC, IEEE 1609.0™, OBU, onboard unit,
Provider Service Identifier (PSID), roadside unit (RSU), WAVE, WAVE service advertisement,
WAVE Short Message, WAVE Short Message Protocol, wireless access in vehicular
environments, WSA, WSM, WSMP
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards
Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since [EEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant [IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U. S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official [IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at
http://ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more
information about the IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at
http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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IEEE Guide for Wireless Access in
Vehicular Environments (WAVE)
Architecture

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

A wireless access in vehicular environments (WAVE) system is a radio communication system intended to
provide seamless, interoperable services to transportation. These services include those recognized by the
U. S. National Intelligent Transportation Systems (ITS) architecture and many others contemplated by the
automotive and transportation infrastructure industries around the world, such as communications between
vehicles and infrastructure, and communications among vehicles. This guide provides an overview of the
system, its components, and its operation. It is intended to provide a context within which to better
understand the content of the related IEEE WAVE standards documents, which include IEEE Std
1609.2™-2013, IEEE Std 1609.3™-2010, IEEE Std 1609.4™-2010, IEEE P1609.6™ [B19]," > IEEE Std
1609.11™-2010, and IEEE Std 1609.12™ as well as IEEE Std 802.11™-2012 [stations communicating
outside the context of a Basic Service Set (BSS), or OCB].?

The term dedicated short range communications (DSRC) is sometimes used in the U. S. to refer to radio
spectrum or technologies associated with WAVE. For example, U.S. Federal Communications
Commission (FCC) documents [B6] allocate spectrum to “mobile service for use by DSRC systems
operating in the Intelligent Transportation System (ITS) radio service,” and the Society of Automotive
Engineers (SAE) has specified messages in SAE J2735 “for use by applications intended to utilize the
5.9 GHz dedicated short range communications for wireless access in vehicular environments.” Outside the

' The numbers in brackets correspond to those of the bibliography in Annex G.

2 Numbers preceded by P are IEEE authorized standards projects that were not approved by the IEEE-SA Standards Board at the time
this publication went to press.

3 Information on references can be found in Clause 2.
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U.S., DSRC may refer to a distinct radio technology operating at 5.8 GHz, used, e.g., for electronic fee
collection.

1.1 Scope

This guide describes the architecture and operation of a WAVE system based on IEEE 1609 standards and
IEEE Std 802.11-2012.

1.2 Aspects of a WAVE system

1.2.1 Introduction

ISO/IEC 42010:2007 [B28] is a recommended practice for architectural description of software-intensive
systems, and defines several aspects of any system: an environment or context, stakeholders who typically
have interest in or concerns relative to the system, and one or more missions. These aspects are addressed
in 1.2.2 through 1.2.5.

1.2.2 Environment

As its name suggests, the WAVE system as presently envisaged is designed to meet the communication
needs of mobile elements in the transportation sector. While in many of the usage scenarios at least one of
the devices engaged in WAVE communications is expected to be associated with a vehicle, other devices,
both fixed and portable (e.g., roadside and pedestrian) are envisaged as well.

1.2.3 Stakeholders

This document is intended to be a useful reference for any of the direct stakeholders including the
following:

— Government agencies, e.g., national and state road operators.
—  Vehicle designers and original equipment manufacturers.
—  Aftermarket equipment makers.

—  Developers of applications and related standards.

Indirect stakeholders include anyone who uses or is otherwise affected by the intelligent transportation
systems built using the WAVE standards.

1.2.4 Mission

The WAVE standards enable the development of interoperable low-latency, low overhead WAVE devices
that can provide communications in support of transportation safety, efficiency and sustainability, and that
can enhance user comfort and convenience.
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1.2.5 Views

This document presents several architectural representations, or views. These include a device view (see,
e.g.,4.3.3.2 and 4.3.3.3), a protocol view (see, e.g., 5.3.1), and a standards view (see, e.g., 4.3.3.1).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies. Additional, non-essential
references may be found in the bibliography in Annex G.

IEEE Std 802.11-2012, IEEE Standard for Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Specific requirements—Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.* °

IEEE Std 1609.2-2013, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Security
Services for Applications and Management Messages.

IEEE Std 1609.3-2010, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—
Networking Services.

IEEE Std 1609.4-2010, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Multi-
Channel Operation.

IEEE Std 1609.11-2010, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Over-
the-Air Electronic Payment Data Exchange Protocol for Intelligent Transportation Systems (ITS).

IEEE Std 1609.12, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Identifier
Allocations.

SAE J2735-2009, Dedicated Short Range Communications (DSRC) Message Set Dictionary.®

3. Definitions, abbreviation, and acronyms

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online or IEEE Std 802.11-2012 should be consulted for terms not defined in this clause.”

advertised application-service opportunity: A resource consisting of a service channel (SCH) within
geographic and temporal bounds, intended for support of an application-service as indicated by the

* IEEE publications are available from the Institute of Electrical and Electronics Engineers, Inc., 445 Hoes Lane, Piscataway, NJ
08854, USA (http://standards.iece.org/).

* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

¢ SAE publications are available from the Society of Automotive Engineers, 400 Commonwealth Drive, Warrendale, PA 15096, USA
(http://www.sae.org/).

"IEEE Standards Dictionary Online subscription is available at:

http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
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transmission of a WAVE Service Advertisement (WSA) with Service Info and Channel Info referring to
that application-service and SCH.

application: A higher layer entity that may make use of WAVE communication facilities.

application-service: A service, involving an exchange of data, generally provided by a higher layer entity
on one WAVE device to a similar entity on another WAVE device, using WAVE communications.

certificate authority (CA): An authority trusted to issue digital certificates.

certificate chain: A top-to-bottom ordered list of digital certificates such that each certificate other than the
top one is issued by the one above it in the chain.

control channel (CCH): A radio channel limited by the WAVE standards to the exchange of management
frames and WAVE Short Messages.

cryptomaterial handle (CMH): A reference used by entities outside WAVE Security Services to refer to
private keys and associated public key material stored within WAVE Security Services.

data plane: A set of communication protocols defined to carry application and management data. The data
plane provides protocol stack(s) for the transfer of data through a device for transfer over-the-air.

digital certificate: An electronic document that binds information about an entity to a public key owned by
the entity (i.e., a key to which the entity knows the corresponding private key), along with a cryptographic
proof that the binding statement is made by a trusted authority (known as the issuer).

ethertype: The Ethernet Type field defined in IETF RFC 1042, used to identify the higher layer protocol
above logical link control.

higher layer entity: An entity, such as an application, that resides above the WAVE protocols in the
protocol stack and may make use of WAVE communication services.

management plane: A collection of functions performed in support of the communication functions
provided by the data plane, but not directly involved in passing application data. The management plane
may employ lower layers of the data plane to transfer management information between devices.

networking services: A collection of management plane and data plane functions at the network layer and
transport layer, as specified in IEEE Std 1609.3, supporting WAVE communications.

onboard equipment (OBE): A collection of vehicle-mounted equipment including an onboard unit
(OBU).

onboard unit (OBU): A WAVE device that can operate when in motion and supports the information
exchange with roadside units or other OBUs.

participant: A WAVE device that is tuned to a channel for the purpose accessing an (advertised or
unadvertised) application-service opportunity.

Provider: A WAVE device that transmits a WAVE Service Advertisement (WSA) containing Service Info
indicating an advertised application-service opportunity, and is a participant in that advertised application-
service opportunity. See also: User.

Provider Service Context (PSC): A field within the WAVE Service Advertisement (WSA), associated
with a Provider Service Identifier (PSID), containing supplementary information related to the application-
service. The internal format of the PSC is dependent on the PSID value with which it is associated.
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Provider Service Identifier (PSID): An identifier of an application-service provided by a higher layer
entity.

roadside equipment (RSE): A collection of roadside equipment including a roadside unit (RSU).

roadside unit (RSU): A WAVE device that operates only when stationary and supports information
exchange with onboard units (OBUs).

root certificate: A digital certificate that is issued by itself, i.e., that is verified using the public key
contained in the certificate rather than a public key contained in a different certificate.

root certificate authority: A certificate authority that holds a root certificate.

secure data exchange entity (SDEE): A higher layer entity, such as an application, that originates or
receives secured data-plane protocol data units (PDUs.)

service channel (SCH): Any channel that is not the control channel.

trust anchor: Any digital certificate which can be trusted on its own merits, i.e., without ensuring that it is
part of a certificate chain up to an already-trusted issuer.

unadvertised application-service opportunity: A resource consisting of a channel within geographic and
temporal bounds, intended for support of an application-service, where no WSA with Service Info and
Channel Info referring to that application-service and channel is transmitted.

User: A WAVE device that monitors received WAVE Service Advertisements (WSAs) for an advertised
application-service opportunity of interest. See also: Provider.

user priority: A priority level assigned to a packet that is ready for transmission, which determines its
treatment at the medium access control (MAC) layer.

WAVE device: A device that is compliant to IEEE Std 1609.3, IEEE Std 1609.4, and IEEE Std 802.11,
operating outside the context of a basic service set [outside the context of a(n IEEE 802.11) basic service
set (OCB)].

WAVE management entity (WME): A set of management functions providing WAVE Networking
Services.

WAVE Routing Advertisement (WRA): IPv6 network configuration information broadcast as part of a
WAVE Service Advertisement.

WAVE Service Advertisement (WSA): A management message type, containing information including
the announcement of the availability of an application-service.

WAVE Short Message (WSM): A packet consisting of WSM data and a WAVE Short Message Protocol
(WSMP) header.

WAVE Short Message Protocol (WSMP): A protocol for rapid exchange of messages in a rapidly
varying radio frequency (RF) environment where low latency may also be an important objective.
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3.2 Abbreviations and acronyms

AASHTO
AES
BSS
CA
CALM
CCH
CEN
CMH
CRL
cv
DNS
DOT
DSRC
EDCA
ETSI
FCC
GPS
ICMPv6
IETF
1P

1Pv6
I1SO
ITS
LLC
LSAP
LSI-S
MAC
MIB
MLME
MLMEX
MTU
OBE
OBU
OCB
OFDM
OID
OSI
PDU
PHY
PLME
PSC
PSID
PSSME
QC

RF
RFC
RSE
RSU

American Association of State Highway and Transportation Officials
Advanced Encryption Standard

basic service set

certificate authority

communications access for land mobiles
control channel

Comité Européen de Normalisation, European Committee for Standardization
cryptomaterial handle

certificate revocation list

connected vehicle

domain name system

Department of Transportation

dedicated short range communications
Enhanced Distributed Channel Access
European Telecommunications Standards Institute
Federal Communications Commission

Global Positioning System

Internet Control Message Protocol for IPv6
Internet Engineering Task Force

Internet Protocol

Internet Protocol version 6

International Organization for Standardization
Intelligent Transportation Systems

logical link control

link service access point

local service indicator for security

medium access control

management information base

MAC sublayer management entity

MLME extension

maximum transmission unit

onboard equipment

onboard unit

outside the context of a(n IEEE 802.11) basic service set
orthogonal frequency division multiplexing
object identifier

open systems interconnect

protocol data unit

physical layer

physical layer management entity

Provider Service Context

Provider Service Identifier

Provider Service Security Management Entity
quality control

radio frequency

Request for Comments

roadside equipment

roadside unit
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SAP service access point

SCH service channel

SDEE secure data exchange entity
SME Station Management Entity
SNAP Subnetwork Access Protocol
TCP Transmission Control Protocol
TLS Transport Layer Security

UDP User Datagram Protocol

U.S. United States of America

UTC Coordinated Universal Time
V2I vehicle-to-infrastructure

V2V vehicle-to-vehicle

VII vehicle infrastructure integration
WAVE Wireless Access in Vehicular Environments
WME WAVE Management Entity
WRA WAVE Routing Advertisement
WSA WAVE Service Advertisement

WSM WAVE Short Message
WSMP WAVE Short Message Protocol

4. Relevant standards

4.1 Overview of Intelligent Transportation Systems and the National ITS
architecture

This subclause provides a brief context for the WAVE standards, and includes information on related
activities.

Intelligent Transportation Systems (ITS) are being developed throughout the world. The United States ITS
program was created by Congress in the Intermodal Surface Transportation Efficiency Act of 1991, and is
administered by the U. S. Department of Transportation (DOT). The program uses advanced electronics to
improve traveler safety, decrease traffic congestion, facilitate the reduction of air pollution, and conserve
vital fossil fuels.

ITS improve transportation safety and mobility and enhances productivity through the use of advanced
communications and information systems technologies. ITS encompass a broad range of fixed and mobile
communications-based information and electronics technologies. When integrated into the transportation
system’s infrastructure, and into vehicles themselves, these technologies relieve congestion, improve
safety, and enhance productivity.

One of the key initiatives within the U. S. ITS program is the National ITS Architecture. The National ITS
Architecture is the definitive framework that will guide deployment of intelligent transportation systems in
the U.S. for the next 20 years or more. The latest version of the National ITS Architecture is Version 7, the
details of which can be found at: http://www.its.dot.gov/arch.

The National ITS Architecture provides a common framework for planning, defining, and integrating
intelligent transportation systems. The architecture defines the following:

— Functions (e.g., gather traffic information or request a route) that are required for ITS.

— Physical entities or subsystems where these functions reside (e.g., the field or the vehicle).
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— Information flows and data flows that connect these functions and physical subsystems together
into an integrated subsystem.

This architecture guide focuses on the physical entities or subsystems of an ITS architecture, for example
the U.S. National ITS Architecture. The National ITS Architecture describes a physical representation
(though not a detailed design) of how the system provides the required functionality. Four categories of
subsystems are identified: Travelers (e.g., Remote Traveler Support, Personal Information Access), Centers
(e.g., Traffic Management, Emergency Management), Vehicles, and Field (e.g., Roadway Payment,
Parking Management). The roadside unit (RSU) exists in the “Field” area, and the onboard unit (OBU)
exists in the “Vehicle” area. The WAVE communications provide vehicle-vehicle communications and
field-vehicle communications.

4.2 ASTM and the Federal Communications Commission (FCC)

Pursuant to the Transportation Equity Act for the 21st Century, the U.S. FCC, in consultation with the
U. S. DOT, allocated the 5.850-5.925 GHz band to DSRC in October 1999. (See 5.6.) On November 7,
2002, the FCC adopted a Notice of Proposed Rule Making (NPRM) seeking comment on proposed DSRC
service rules in the 5.9 GHz band, and on December 17, 2003, it adopted the DSRC service rules.

To promote the widespread use and evaluation of intelligent vehicle-highway systems technology, the
Commission in the DSRC Report and Order FCC 03-0324 [B7] adopted the ASTM E2213-03 Standard
(ASTM-DSRC) [B1], which was supported by most commenters and which had been developed under an
accredited standard setting process. To achieve interoperability, allow open eligibility, and encourage the
development of a market for equipment that will meet the needs of public safety DSRC licensees, the rules
adopted by the FCC require all DSRC operations in the 5.9 GHz band to comply with the ASTM-DSRC
standard. DSRC Roadside Units (i.e., communication units that are fixed along the roadside) are licensed
under Part 90 Subpart M of the FCC rules (“Intelligent Transportation Systems Radio Service”). RSU
licensees receive non-exclusive geographic-area licenses authorizing operation on seventy of the seventy-
five megahertz of the 5.9 GHz band. OBUs are licensed by rule under new Subpart L of Part 95 of the FCC
rules; OBU operation is not geographically restricted by FCC license.

Since 2003, work has continued on IEEE standards for the 5.9 GHz band, making the FCC reference to the
ASTM-DSRC standard obsolete. It is currently expected that equipment deployed in the 5.9 GHz band in
the U. S. will be compliant to the IEEE 1609 family of standards and IEEE Std 802.11-2012.

4.3 |IEEE standards

4.3.1 Trial-use WAVE standards—historical

In 2006 and 2007, a set of IEEE 1609 standards were adopted for trial-use. The trial-use standards were
used to demonstrate and prove the WAVE architecture and protocols, with the resulting lessons learned fed
back into full-use standards published in 2010 and beyond (see Annex F for an overview of field trials, and
4.3.3 for a description of subsequent standards). These IEEE 1609 trial-use standards, which were
developed for use with IEEE Std 802.11p (now IEEE Std 802.11-2012; see 4.3.2), are depicted in Figure 1
and described following.
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Figure 1 —Trial-use standards

IEEE Std 1609.4-2006 [B18] specified extensions to the IEEE Std 802.11-2012 MAC layer for multi-
channel operations, e.g., operating alternately on the control channel and one of several service channels. It
has been superseded by IEEE Std 1609.4-2010.

IEEE Std 1609.3-2007 [B17] specified networking services required for operation of a WAVE system. It
employs the standard IPv6 protocol, introduces a WAVE Short Message Protocol (WSMP), and provides a
collection of management functions supporting WAVE services. It has been superseded by IEEE Std
1609.3-2010.

IEEE Std 1609.2-2006 [B16] collected the security processing requirements necessary for WAVE system
operation. It has been superseded by IEEE Std 1609.2-2013.

IEEE Std 1609.1-2006 [B15] was found unnecessary for WAVE system operation; it has been withdrawn
and no revision is planned.

4.3.2 IEEE Std 802.11

IEEE Std 802.11-2012 specifies one medium access control (MAC) sublayer and several physical layers
(PHY') to provide wireless connectivity among fixed, portable, and moving stations (STAs) within a local
area. IEEE Std 802.11p-2010 [B12], now incorporated in IEEE Std 802.11-2012, standardized a small
number of extensions to IEEE Std 802.11-2012 for operating outside the context of a basic service set
(OCB, i.e., with the dotl IOCBActivated parameter set to true), that is, supporting the types of vehicular
scenarios required for WAVE system operation. IEEE Std 802.11p-2010 [B12] also standardized the 5.9
GHz OFDM PHY (5.850-5.925 GHz in the U.S., 5.855-5.925 GHz in Europe), channel bandwidths,
operating classes, transmit power classification, transmission masks, and the alternate channel and alternate
adjacent channel rejection requirements.
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4.3.3 Full-use WAVE standards

4.3.3.1 IEEE 1609 standards

Full-use WAVE standards are in the process of being published as illustrated in Figure 2 and are described
in the following subclauses. These are the standards that are reflected in the descriptions throughout this

document. Differences between trial-use and full-use standards are summarized in Annex F.

Higher layer standards

I 1609.11
- ___

1609.2 1609.6

UDP / TCP / other
WSMP
IPv6
5

%‘ g LLC

>

2 c§u WAVE MAC

(including channel coordination)

PHY

Figure 2 — Full-use standards

Y
1609.3

1609.4

802.11

IEEE Std 1609.4-2010 (Multi-Channel Operations) specifies extensions to the IEEE 802.11 MAC layer

protocol and includes the following features:

— Channel timing and switching

— Use of IEEE 802.11 facilities [e.g., channel access, Enhanced Distributed Channel Access

(EDCA)] outside the context of a BSS

— Use of IEEE 802.11 Vendor Specific Action and Timing Advertisement frames in a WAVE system

— MAC-layer readdressing in support of pseudonymity

IEEE Std 1609.3-2010 (Networking Services) includes the following features:

— WAVE Service Advertisements and channel scheduling
— WAVE Short Message Protocol
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— Use of existing protocols, e.g., LLC and IPv6, including streamlined IPv6 configuration
— Delivery of general management information over the air interface
IEEE Std 1609.2-2013 (Security Services for Applications and Management Messages) specifies

communications security for WAVE Service Advertisements and WAVE Short Messages and additional
security services that may be provided to higher layers.

IEEE P1609.5 (Communication Manager) is an open project for addressing network management
requirements.

IEEE P1609.6 (Remote Management Services), in development, includes over-the-air management and
alias features.

IEEE Std 1609.11-2010 (Over-the-Air Electronic Payment Data Exchange Protocol for ITS) is the first
application-level IEEE 1609 standard and specifies a payment protocol referencing ISO standards. An
example use case illustrating electronic fee collection is provided in C.2.

IEEE Std 1609.12-2012 (Identifier Allocations) records the Provider Service Identifier (PSID) allocation
decisions made by the IEEE 1609 working group, and other identifiers used by the WAVE standards,
including Object Identifier (OID), Ethertype, and Management ID.

Other WAVE standards may be developed to specify higher layer, or application, features.

4.3.3.2 “WAVE device” and standards conformance

The IEEE 1609 standards include the concept of a WAVE device, which is defined as a device that is
conformant to the following:

— IEEE Std 1609.3-2010.
— IEEE Std 1609.4-2010.
— 1EEE Std 802.11-2012, operating outside the context of a basic service set.

For IEEE 1609.3 conformance, a device implements at least the following high-level features:
— LLC and Subnetwork Access Protocol (SNAP)—see 5.3.

—  IPv6 or WSMP or both. A conformant device is able to at least send or receive over one of the
protocols.

For IEEE 1609.4 conformance, a device implements at least the following:
—  Transmit or receive or both.

— EDCA and user priority when transmitting.

Each WAVE protocol standard (including IEEE Std 1609.3-2010, IEEE Std 1609.4-2010, and IEEE Std
1609.11-2010) includes an annex containing a Protocol Implementation Conformance Statement (PICS).
The PICS references each major feature specified in the standard, with an indication of whether the feature
is mandatory, optional, or conditional on the presence of some other feature. An implementer of WAVE
devices may use the PICS to indicate which features are supported by an implementation; a procurer of
WAVE devices may employ the PICS to indicate the features required for a particular deployment. A tester
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may use the PICS as a checklist against which to verify conformance. See Annex B for a discussion of
certification.

4.3.3.3 WAVE device configuration

Figure 3 illustrates an example of a device with two radios, running four applications operating above the
WAVE communication protocols.

Higher layer (four examples shown)

— e e e e e e e e e e e e e e e e e ——— -I
I Proprieta Proprieta Safety Fee Collection |
I A Fl)icatiorz A Fl)icatiorx Applications using IEEE Std | |
| | 7PP PP using SAE J2735 1609.11 |
___“—‘____T"ﬂ____‘_ _________ - -
TCP UDP
WSMP
IPv6
LLC
MAC MAC
PHY PHY

Figure 3 — Example WAVE device configuration

4.4 SAE DSRC standards

SAE J2735 Dedicated Short Range Communications (DSRC) Message Set Dictionary comprises a set of
messages, data frames, and data elements intended for both vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (the roadside) (V2I) safety exchanges. It includes specifications of each message, as well as
explanatory usage text required to properly understand and implement that message. Informative annexes
explain the operational concepts of several of the safety applications.

SAE is also developing J2945 DSRC Minimum Performance Standards to specify the minimum
communication performance requirements of the SAE J2735 DSRC message sets and associated data
frames and data elements.

IEEE 1609 WAVE and SAE DSRC standards are developed cooperatively; several PSID values have been
allocated for use with DSRC messages. WAVE systems deployed in the U. S. are expected to use the SAE
J2735 message set for safety applications. See C.1 for a use case for collision avoidance using this message
set.
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4.5 Related standards and organizations

4.5.1 Organizations and projects

Each organization listed below includes some aspect of ITS or communications in its charter, and may be
of interest to WAVE stakeholders. Annex D has a link to a list of international ITS standards.

American Association of State Highway and Transportation Officials (AASHTO). AASHTO is a
nonprofit, nonpartisan association representing highway and transportation departments in the 50 United
States, the District of Columbia, and Puerto Rico. It represents five transportation modes: air, highways,
public transportation, rail, and water. Its primary goal is to foster the development, operation, and
maintenance of an integrated national transportation system.

ASTM International. ASTM International, formerly the American Society for Testing and Materials,
develops and delivers test methods, specifications, guides, and practices that support industries and
governments worldwide.

European Committee for Standardization (CEN). CEN is a major provider of European Standards and
technical specifications. These standards have a unique status since they also are national standards in each
of its member countries.

European Telecommunications Standards Institute (ETSI). ETSI produces globally applicable
standards for information and communications technologies including fixed, mobile, radio, broadcast,
Internet, aeronautical, and other areas.

International Organization for Standardization (ISO). ISO is a network of the national standards
institutes of countries throughout the world, one member per country, with a Central Secretariat in Geneva,
Switzerland, that coordinates the system.

Internet Engineering Task Force (IETF). The IETF is an international group that develops and maintains
Internet-related standards, including those for IPv6, TCP, and UDP.

Institute of Transportation Engineers (ITE). The ITE is an international educational and scientific
association of transportation professionals who are responsible for meeting mobility and safety needs. ITE
facilitates the application of technology and scientific principles to research, planning, functional design,
implementation, operation, policy development, and management for any mode of ground transportation.

National Electrical Manufacturers Association (NEMA). NEMA is a trade association for the electrical
manufacturing industry. Its member companies manufacture products used in the generation, transmission
and distribution, control, and end-use of electricity.

SAE International. SAE International, formerly the Society of Automotive Engineers, is a global
association of more than 128,000 engineers and related technical experts in the aerospace, automotive and
commercial-vehicle industries. Among other publications, SAE generated the SAE J2735 message set
dictionary for use in WAVE systems, for which a usage case is presented in C.1.

National Transportation Communications for ITS Protocol (NTCIP). The NTCIP is a joint
standardization project of AASHTO, ITE, and NEMA.

OmniAir Consortium, Inc. OmniAir Consortium advances standards-based wireless ground transportation
systems through testing and certification programs.
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4.5.2 ITS station reference architecture in ETSI and ISO

International developments concerning communications in the area of ITS have centered on the concept of
abstracting applications from all of the lower OSI communication layers (Communications Access for Land
Mobiles, CALM). The CALM concept has been embodied in an architecture that allows ITS
communication devices to communicate on a peer-to-peer basis. One of the important developments was
the creation of the concept of an ITS station as a bounded secure managed domain. This has led to the
development of a large number of International Standards; see Annex D.

ISO 21217 (ETSI EN 302 665 [B5]) describes the ITS station reference architecture, which is derived from
the OSI layered model for communications. The ITS station reference architecture and its relationship to
the OSI Reference Model and to the IEEE 1609 protocol stack are shown in Figure 4. For example, in the
ITS station reference architecture, Road Safety is an application above the OSI Application layer; IPv6 and
messaging protocols reside in the Networking & Transport layer; and IEEE 802.x, 3G cellular, and
Bluetooth reside in the Access layer.

An example of a Facilities layer function is the Local Dynamic Map (LDM), which among other things
keeps track of nearby objects including vehicles. As a Facilities layer service, the LDM can accept
information from, and provide information to, both applications and other protocol entities.

ITS Station Reference Architecture OSI Reference Model WAVE Protocol Architecure
Applications
| APl | Pl
—— Aplication
/ Presentation
Session
—— Transport UDP / TCP / other V)
— IPv6
Network /,% g LLC
3o
o ®
Data Link h|E ~ WAVEMAC
= (including channel coordination)
Physical PHY
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Figure 4 — Relationship among protocol models

One important difference between the ISO ITS station communication protocols and IEEE WAVE
protocols is that the ISO protocols specified in documents referenced in Annex D use port numbers for data
delivery to entities above the Networking & Transport layer. While WAVE communications use standard
port numbers for [Pv6-based protocols (e.g., TCP, UDP), they use PSID as an identifier in the context of
WSMP as described in 5.9.4.

The Service Advertisement Message used in the ISO Fast Service Advertisement Protocol (FSAP)
specified in ISO 24102-5 is similar to the WSA, but designed to support advertising ITS services offered
over multiple media.
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