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Abstract: This standard specifies the electronic payment service layer and profile for Payment
and Identity authentication, and Payment Data transfer for Dedicated Short Range
Communication (DSRC) based applications in Wireless Access in Vehicular Environments. This
standard defines a basic level of technical interoperability (vehicle-to-roadside) for electronic
payment equipment, i.e., onboard unit (OBU) and roadside unit (RSU) using WAVE. It does not
provide a full solution for interoperability, and it does not define other parts of the electronic
payment system, other services, other technologies and non-technical elements of payment
interoperability. This standard is not intended to define technology and processes to activate and
store data into the OBU (personalization), nor the applications using the payment service.
Keywords: EFC, electronic fee collection, electronic payment service, EPS, WAVE, Wireless
Access in Vehicular Environments
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation, or every ten years for stabilization. When a document is more than five
years old and has not been reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are
cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or
her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the
advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Recommendations to change the status of a stabilized standard should include a
rationale as to why a revision or withdrawal is required. Comments and recommendations on standards, and requests
for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA
Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood

Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 1609.11-2010, IEEE Standard for Wireless Access in Vehicular Environments
(WAVE)—Over-the-Air Electronic Payment Data Exchange Protocol for Intelligent Transportation Systems (ITS).

This standard gives requirements for services for the handling of electronic payment information in WAVE
systems, as described in the IEEE 1609 family of standards.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/iecee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.
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Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a
statement of assurance that it will grant licenses under these rights without compensation or under
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for
which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope
of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this standard are expressly advised that determination of the validity of any patent
rights, and the risk of infringement of such rights, is entirely their own responsibility. Further information
may be obtained from the IEEE Standards Association.

Participants

At the time this standard was submitted to the IEEE-SA Standards Board for approval, the Dedicated Short
Range Communication Working Group had the following membership:

Thomas M. Kurihara, Chair
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IEEE Standard for Wireless Access in
Vehicular Environments (WAVE)—
Over-the-Air Electronic Payment Data
Exchange Protocol for Intelligent
Transportation Systems (ITS)

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard specifies the application service layer and profile for Payment and Identity authentication,
and Payment Data transfer for Dedicated Short Range Communication (DSRC) based applications using
IEEE Std 802.11™ and IEEE 1609 protocols in Wireless Access in Vehicular Environments. This standard
defines a basic level of technical interoperability for electronic payment equipment, i.e., onboard unit
(OBU) and roadside unit (RSU). It does not provide a full solution for interoperability, and it does not
define other parts of the electronic payment-system, other services, other technologies, and non-technical
elements of interoperability. This standard is not intended to define technology and processes to activate
and store data into the OBU (personalization).
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IEEE Std 1609.11-2010
IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Over-the-Air Electronic Payment Data Exchange
Protocol for Intelligent Transportation Systems (ITS)

1.2 Purpose

This standard provides an open standard for the relevant interface in WAVE-based transaction systems,
providing a common interoperable service for device identity and payment authentication, and payment
data transfer. This allows for interoperability between systems of different vendors and/or operators.

1.3 Document organization

The body of this standard gives electronic payment service (EPS) requirements that are common to all
payment systems. Clause 1 provides an overview of the document. Clause 2 and Clause 3 contain
references, definitions, and abbreviations, respectively. Clause 4 contains a general description of payment
systems. Clause 5 describes a Payment Service, which is the set of EPS functions used by applications.
Clause 6 describes types of communication and approval of payment information.

Detailed requirements and profiles for various payment systems are given in annexes to this standard.
Annex A contains a description of payment systems whose requirements are given in ISO 14906 and
15628. Annex B contains an example of a system per Annex A. Profiles for other payment systems may be
added as annexes as requirements are identified.

Annex C contains the Protocol Implementation Conformance Statement (PICS) proforma.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

FIPS Publication 197 (November 2001), Specification for the Advanced Encryption Standard (AES)."

IEEE Std 802.11™, IEEE Standard for Local and Metropolitan Area Networks, Part 11: Wireless LAN
Medium Access Control (MAC) and Physical Layer (PHY) Specifications.?

IEEE Std 802.11p™, IEEE Standard for Local and Metropolitan Area Networks, Amendment 7: Wireless
Access in Vehicular Environments.

IEEE P1609.0™ (Draft 0.9, April 2010), Draft Standard for Wireless Access in Vehicular Environments
(WAVE)—Architecture.*

IEEE P1609.2™ (Draft 5, June 2010), Draft Standard for Wireless Access in Vehicular Environments
(WAVE)—Security Services for Applications and Management Messages.

IEEE Std 1609.3™-2010, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—
Networking Services.

! Federal Information Processing Standards (FIPS) publications are available from National Technical Information Service (NTIS),
5285 Port Royal Road, Springfield, VA 22161, USA (http://csrc.nist.gov/publications/).

2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org/).

* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

4 Numbers preceded by P are IEEE authorized standards projects that were not approved by the IEEE-SA Standards Board at the time
this publication went to Sponsor ballot/press. For information about obtaining drafts, contact the IEEE.
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IEEE Std 1609.11-2010
IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Over-the-Air Electronic Payment Data Exchange
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IEEE Std 1609.4™-2010, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—
Multi-channel Operation.

ISO 14906 Road transport and traffic telematics—Electronic fee collection—Application interface
definition for dedicated short-range communication.’

ISO 15628 Road transport and traffic telematics—Dedicated short range communication (DSRC)—DSRC
application layer.

NIST Special Publication 800-38A 2001, Recommendation for Block Cipher Modes of Operation: Methods
and Techniques, National Institute of Standards and Technology.®

NIST Special Publication 800-38B 2005 Edition, Recommendation for Block Cipher Modes of Operation:
The CMAC Mode for Authentication, National Institute of Standards and Technology.

3. Definitions, acronyms, and abbreviations

3.1 Definitions
For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary: Glossary of Terms & Definitions should be referenced for terms not defined in this clause.’

Additional WAVE definitions may be found in IEEE P1609.0/D0.9.

application: A higher-layer entity that requires electronic payment service (EPS) functions and
communicates via the WAVE stack.

control channel (CCH): A single radio channel, not a service channel, intended for exchange of
management information including WAVE service advertisements and WAVE short messages.

Electronic Fee Collection (EFC): A system that is a special case of an EPS system.

Electronic Payment Service (EPS): Pertains to the origination, communication, processing, storage, or
retrieval of electronic payment information.

notification: An indication of an event of interest, sent from a management entity to a higher-layer entity.
payee action pre-approval: The payee does not need to wait for approval before it takes further action.

payee action without pre-approval: The payee needs to wait for approval from an external entity before it
may take further action.

payer action pre-approval: The payer does not need to wait for approval before taking further action.

payer action without approval: The payer must wait until it receives the payment information
confirmation from the payee before taking further action.

* ISO publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20,
Switzerland/ Suisse (http://www.iso.ch/). ISO publications are also available in the United States from the Sales Department,
American National Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

® National Institute of Standards and Technology (NIST) publications are available from the Superintendent of Documents, U.S.
Government Printing Office, Stop SSOP, Washington, DC, USA 20402-0001 (http://bookstore.gpo.gov).

" The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http:/shop.ieee.org/.
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payer response pre-approval: The payer does not need to wait for approval before it may send the
payment information response.

payer response without pre-approval: The payer needs to wait for approval from an external entity
before it may send the payment information response.

provider: Advertiser of a WAVE service. See also: user, WAVE service advertisement.

Provider Service Context (PSC): A field associated with a PSID containing supplementary information
related to the service. The internal format of the PSC is PSID dependent.

Provider Service Identifier (PSID): An octet string that identifies a service provided by a higher layer
entity.

service channel (SCH): Any channel that is not the control channel, intended for management frames and
higher layer information exchanges (WSMs and IPv6 packets). There may be more than one service
channel defined in a given spectrum.

user: One that acts on receipt of a WAVE service advertisement. See also: provider, WAVE service
advertisement.

Vendor Specific Action frame: A management frame specified in IEEE Std 802.11. Despite the name,
when the first 36 bits of the Organization Identifier are equal to 0x0050C24A4, the contents are specified
within the 1609 standards for carrying IEEE 1609 management information including WAVE service
advertisements.

WAVE device: A device that is compliant to IEEE Std 1609.3-2010, IEEE Std 1609.4-2010, and IEEE Std
802.11, operating outside the context of a basic service set (see IEEE P1609.0/D0.9 and IEEE 802.11p).

WAVE management entity (WME): A set of management functions required to provide WAVE
networking services. It is specified in IEEE Std 1609.3-2010.

WAVE service advertisement (WSA): A data structure specified in IEEE Std 1609.3-2010 containing
information including the announcement of the availability of services

WAVE short message (WSM): A packet consisting of WSM data and a WSMP header.

WAVE short message protocol (WSMP): A protocol for rapid exchange of messages in a rapidly-varying
radio frequency (RF) environment where low-latency is also an important objective.

3.2 Acronyms and abbreviations

BST Beacon Service Table

CBC cipher-block chaining

CCH control channel

CMAC cipher-based message authentication code
DSRC Dedicated Short Range Communication
EFC Electronic Fee Collection

EPS Electronic Payment Service

FIPS Federal Information Processing Standards
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1P Internet Protocol

IPv6 Internet Protocol version 6

ITS Intelligent Transportation Systems
v initialization vector

LID logical link control identifier
MAC medium access control

MIB management information base
MLME MAC sublayer management entity
N/A not applicable

NIST National Institute of Standards and Technology
OBU onboard unit

NOTE—In some references, the term onboard equipment (OBE) is used instead of OBU.®

PSC Provider Service Context
PSID Provider Service Identifier
RF radio frequency

RSU roadside unit

NOTE—In some references, the term roadside equipment (RSE) is used instead of RSU.

SAP service access point

SCH service channel

T-ASDU transfer-application data unit

UDP User Datagram Protocol

VST Vehicle Service Table

WAVE Wireless Access in Vehicular Environments
WIAL WAVE Interface Application Layer
WME WAVE management entity

WSA WAVE service advertisement
WSM WAVE short message

WSMP WAVE short message protocol

4. General description

This standard describes exchanges of electronic payment information between payment equipment units
over WAVE. Examples of electronic payment information include the following:

—  Account information

—  Identity information

— Invoices

—  Proof of payment (i.e., receipts)

8 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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Processing of electronic payment information requires electronic payment service (EPS) functions, which
may include the origination, communication, processing, storage or retrieval of the information. EPS
functions may also include security tasks such as the encryption or decryption of payment information.

WAVE communications on a payment equipment unit is done using the WAVE protocol stack, as
described in IEEE Std 1609.3-2010 and IEEE Std 1609.4-2010. In this standard, an application is defined
as a higher-layer entity that requires EPS functions and communicates via the WAVE stack.

More than one application on a payment equipment unit may use the same set of EPS functions. For
example, a group of applications may be tied to the same account and therefore require common identical

payment processing functions.

The set of EPS functions that are used by one or more applications is called the Payment Service that serves
the application(s).

Figure 1 illustrates the relationships among two applications, which wish to exchange payment information
on WAVE, on different equipment units and their respective Payment Services and WAVE stacks.

Payer Unit : : Payee Unit
Payer Application : . Payee Application
Payer Payment : . Payee Payment
Service . : Service
: Per IEEE :

. P1609.3/D9
WAVE Stack : WAVE Stack

Figure 1—Relationships among applications on different units and their respective
Payment Services and WAVE stacks

A payer or payee application may be modeled as shown in Figure 2. The Application Core performs
application-specific processing. The WAVE Interface Application Layer (WIAL) processes and transmits
information between the Application Core and the WAVE stack. The WIAL and, in some systems, the
Payment Service interact with the WAVE stack via the WME SAP and WSM SAP, which are described in
IEEE Std 1609.3-2010. Depending on the type of payment system, the Payment Service may provide
functions to either the Application Core or the WIAL.
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Application

Application Core

WAVE Interface Application
Layer (WIAL)

WAVE stack

Figure 2—Relationships among application components and Payment Service and WAVE
stack

An application transmits and receives payment information either in WAVE short message protocol
(WSMP), as defined in IEEE Std 1609.3-2010, or Internet Protocol version 6 (IPv6). Non-payment
information may be sent in the same message as payment information.

Electronic payment information may require different processing and handling depending on the type of
payment system. For example, after receiving account or identity information from a payer application, a
payee application might respond directly with an electronic receipt. In another type of system, the payee
might need to send an electronic invoice and receive approval information before it sends the receipt to the

payer.

5. Payment Service overview

5.1 Payment Service functions

The functions of a Payment Service can be grouped into the following two categories:

—  General EPS functions: These may include functions for the origination, communication,
processing, storage or retrieval of EPS information. Requirements for these functions are system
dependent and are described in the appropriate annex to this standard.

—  Security functions: These may include functions for encryption and decryption or authentication of
EPS information for over-the-air transmission or application-specific purposes. Some systems may
use security methods offered by the Payment Service while others may use security methods
accessed outside the Payment Service, for example by the application using services described in
IEEE P1609.2/D5. Requirements for these functions are system dependent and are described in the
appropriate annex to this standard.
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5.2 MIB maintenance

In this version of the standard no management information base (MIB) functions are defined since there are
no requirements defined in this revision that require specific MIB attributes for Payment Services.

6. Types of systems using EPS

6.1 Modes of EPS information exchange

6.1.1 Introduction

An EPS system may exchange EPS information between Payment Services in either Direct or Indirect EPS
communication mode.

These modes are discussed in the following subclauses.

6.1.2 Direct EPS communication mode

In a system operating in Direct EPS communication mode, EPS information is directly exchanged between
Payment Services via their respective WAVE stacks.

On the sending unit, an application makes a request to its Payment Service for EPS information to be sent.
The sending Payment Service then prepares and secures the EPS information before sending it via its
WAVE stack. On the receiving unit, the Payment Service extracts the message and sends an appropriate
indication to its application.

This mode is illustrated in Figure 3.
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Sending unit Receiving unit
A
N
r A r N
Payment Payment
- . ) Payment Payment
Application S(Er;;e (S:crl\ﬁicte) WAVE stack WAVE stack Senvice Service Application
Y (security) (EPS)
——request—»
I—EPS information-»
Encrypted EPS |
information
EPS message———»|

EPS message——»|
EPS message——»|

Encrypted EPS
" Ero
information

Decrypted EPS
information

——indication—»|

Figure 3—Information flow in Direct EPS communication mode

6.1.3 Indirect EPS communication mode

In a system operating in Indirect EPS communication mode, EPS information is exchanged between
Payment Services through their respective applications.

On the sending unit, an application may make a request to its Payment Service for EPS information. The
sending Payment Service then prepares the EPS information that is then returned to the application in a
confirmation. For example, the preparation of EPS data may involve payment security, such as encryption.
The application’s WIAL then encapsulates the EPS information and/or a request for EPS information to the
receiving unit, along with application-specific information if desired, into a message that is sent over the air
via the WAVE stack.

On the receiving unit, the application separates the message into the EPS information and/or requests for
EPS information, which is sent to the Payment Service in an indication, and any application information.
The Payment Service may then process the EPS information and send a response to the application. The
processing of EPS data may involve payment security, such as decryption.

This mode is illustrated in Figure 4.
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Sending unit Receiving unit
A
A
r A I )
. Payment Payment
Application/ Service Service WAVE stack WAVE stack Payment Payment Application/
WIAL (EPS) (security) Service Service WIAL
Y (securlty) (EPS)

——————— request-----»

Proc. EPS
L L

information
I——Application message (with processed EPS info}—»

| Application message (with processed’

EPS info)

I———~Application message (with processed EPS info}—»

Indication (with
¢~ Proc. EPS —-
information)

response

Figure 4—Information flow in Indirect EPS communication mode

6.2 Payer and payee approval types

6.2.1 Introduction

On over-the-air receipt of Payment information and validation/verification, a payer or payee may be
required to wait to obtain approval from another entity before it can perform other actions or send a
response, or if pre-approved, it would not need to wait.

The types of approval, including examples of situations where they may be required, are defined in 6.2.2
through 6.2.4.

Note that the details of validation/verification and approval, and the circumstances and consequences of
disapproval are system-dependent and are out of scope for 6.2.2 through 6.2.4.

6.2.2 Payer response approval types

On over-the-air receipt and validation/verification of a Payment information request from the payee, the
payer may require approval (e.g., from a human-machine interface) to reply with a Payment information
response. For example, for a financial transaction, the Payment information request may contain an invoice
and the Payment information response may contain the account information from which the payment is to
be made. For another example, for an identity transaction (i.e., payer authentication without payment), the
Payment information request may contain a request for identification and the Payment information
response may contain the identity of the payer.

The Payer response approval types are defined as follows:
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