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Abstract: Cryptographic and data authentication procedures for storage devices that support length
expansion, such as tape drives, are specified. Such procedures include the following cryptographic
modes of operation for the AES block cipher: CCM, GCM, CBC-HMAC, and XTS-HMAC.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use,
are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a consensus
development process, approved by the American National Standards Institute (“ANSI”), which brings
together volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards
are documents developed through scientific, academic, and industry-based technical working groups.
Volunteers in IEEE working groups are not necessarily members of the Institute and participate without
compensation from IEEE. While IEEE administers the process and establishes rules to promote fairness in the
consensus development process, IEEE does not independently evaluate, test, or verify the accuracy of any of
the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security, environmental,
health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or
educational courses, an individual presenting information on IEEE standards shall make it clear that his or her
views should be considered the personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless
of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards
Coordinating Committees are not able to provide an instant response to comments or questions except in
those cases where the matter has previously been addressed. For the same reason, IEEE does not respond to
interpretation requests. Any person who would like to participate in revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions
of any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. A current IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore at http://iecexplore.icee.org/ or
contact IEEE at the address listed previously. For more information about the IEEE-SA or IEEE’s standards
development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1619.1-2018, IEEE Standard for Authenticated Encryption with Length
Expansion for Storage Devices.

The problem of data storage protection has become increasingly important due to legislation that requires the
protection of sensitive information. To address this issue, the Security in Storage Working Group (SISWG) is
developing standards for the protection of information on storage media. This standard provides strong data
protection by specifying encryption with authentication and length expansion.

This standard provides methods suitable for ensuring the privacy and integrity of stored data within
applications requiring a high level of assurance. To this end, this standard specifies the Advanced Encryption
Standard (AES) cipher as used in authenticated-encryption modes.

There are many modes of non-cryptographic attacks that are outside the scope of this standard. See B.1 for a
discussion.
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IEEE Standard for Authenticated
Encryption with Length Expansion
for Storage Devices

1. Overview

1.1 Scope

This standard specifies requirements for cryptographic units that provide encryption and authentication for
data contained within storage media. Full interchange requires additional format specifications (such as
compression algorithms and physical data format) that are beyond the scope of this standard.

1.2 Purpose

This standard is suitable for encryption of data stored on tape because tape easily accommodates length-
expanding ciphertext. In addition, this standard applies to other storage devices if these support storing
extra metadata with each encrypted record. The algorithms of this standard are designed to help ensure the
confidentiality and integrity of stored data within systems requiring a high level of assurance.

1.3 Description of clauses and annexes

— Clause 1 provides an overview of this standard, including scope and purpose.

— Clause 2 lists the normative references that are essential for implementing this standard.

— Clause 3 gives definitions, acronyms, and abbreviations used in this standard.

— Clause 4 provides a description of the components that play roles in this standard.

— Clause 5 describes the cryptographic modes used by the cryptographic unit.

— Clause 6 describes cryptographic key management and initialization vector requirements.

— Annex A (informative) lists bibliographic references that are useful when implementing this standard.

— Annex B (informative) discusses several security issues that an implementer and user should
understand.

— Annex C (informative) provides a summary of documentation requirements.

— Annex D (informative) provides several test vectors useful in verifying a cryptographic unit.
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IEEE Standard for Authenticated Encryption with Length Expansion for Storage Devices

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

IEEE Std 1619™, IEEE Standard for Cryptographic Protection of Data on Block-Oriented Storage Devices.'
McGrew, D., and J. Viega, The Galois/Counter Mode of Operation (GCM), May 31, 2005.}

NIST FIPS 180-2, Federal Information Processing Standard (FIPS) 180-2 (August 1, 2002), Announcing the
Secure Hash Standard (SHS).*

NIST FIPS 197, Federal Information Processing Standard (FIPS) 197 (November 26, 2001), Announcing the
Advanced Encryption Standard (AES).

NIST FIPS 198, Federal Information Processing Standard (FIPS) 198 (March 2002 updated April 8, 2002),
The Keyed-Hash Message Authentication Code (HMAC).

NIST Special Publication 800-38A (NIST SP 800-38A), Recommendation for Block Cipher Modes of
Operation: Methods and Techniques.

NIST Special Publication 800-38C (NIST SP 800-38C), Recommendation for Block Cipher Modes of
Operation: The CCM Mode for Authentication and Confidentiality.

3. Definitions, acronyms, abbreviations, etc.

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary
Online should be consulted for terms not defined in this clause.’

additional authenticated data (AAD): Information passed into an authenticated encryption routine that is
authenticated but not encrypted.

advanced encryption standard (AES): The block cipher defined by NIST FIPS 197.¢ See also: block cipher.

block cipher: A cryptographic primitive that uses a cipher key to create a pseudo-random permutation of a
fixed-size bit string. See also: cipher key; plaintext; ciphertext.

cipher block chaining (CBC): A cryptographic mode of operation in which the ciphertext output from each
cipher block feeds into the following cipher block (see NIST SP 800-38A).

cipher block chaining initialization vector (CBC-1V): The IV input for the CBC modes, according to NIST
SP 800-38A. See also: CBC-HMAC; initialization vector.

'"TEEE publications are available from the Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).

*The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers,
Incorporated.

3Available from http://csrc.nist.gov/groups/ST/toolkit/BCM/documents/proposedmodes/gem/gem-revised-spec.pdf or http://siswg.org/
docs/gem_spec.pdf.

“NIST publications are available from the National Institute of Standards and Technology (http://www.nist.gov/).

SIEEE Standards Dictionary Online is available at: http://dictionary.ieee.org.

®Information on references can be found in Clause 2.
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NOTE—See 5.4.7

cipher block chaining with keyed-hash message authentication code (CBC-HMAC): A family
of cryptographic modes that uses the cipher block chaining (CBC) mode (see NIST SP 800-38A) for
confidentiality and a key-hash message authentication code (HMAC) for integrity (see NIST FIPS 198).

cipher block chaining with keyed-hash message authentication code using secure hash algorithm (CBC-
HMAC-SHA): A family of cipher blocking chaining (CBC) modes (see NIST SP 800-38A) with a keyed-hash
message authentication code (see NIST FIPS 198) from a member of the secure hash algorithm family (see
NIST FIPS 180-2).

NOTE—See 5.4.

cipher key: A bit string that controls the pseudo-random permutation of an encryption or decryption routine.
See also. cryptographic key; block cipher.

ciphertext record: The result of encrypting a same-length plaintext record using a cryptographic mode of
operation. See also: ciphertext; cryptographic mode of operation; plaintext record.

collision: An event where two independent variables have the same value in a particular context. See also:
initialization vector; plaintext; ciphertext.

counter mode (CTR): A cryptographic mode of operation defined by NIST SP 800-38A in which the
ciphertext is the bitwise exclusive-OR of the plaintext with an encrypted counter.

counter with cipher block chaining message authentication code (CCM): A cryptographic mode of
operation that provides confidentiality with counter mode and integrity with a message authentication code
that uses cipher block chaining (see NIST SP 800-38C).

NOTE—See 5.2.

cryptographically-sound random-bit generator (RBG): A device or algorithm that outputs a sequence of
binary bits that appears to be statistically independent and unbiased. In particular, an RBG generates numbers
that are highly unpredictable, and knowledge of any particular output from an RBG does not reveal any
information about other data generated by the RBG.

NOTE—See6.1.

cryptographic hash function: A hash function that generates a hash value from an input and that has the
following properties: 1) it is computationally difficult to compute the inverse (i.e., compute the input from the
hash value); 2) it is computationally difficult to find two different inputs that have the same hash value; 3) it is
computationally difficult to find an input whose hash value is a particular value.

cryptographic key: A bit string used as an input into cryptographic primitives. See also: block cipher; cipher
key.

cryptographic mode: See cryptographic mode of operation.
cryptographic mode of operation: An algorithm that includes a block cipher used in a particular configuration

and uses a cipher key to convert plaintext into ciphertext and vice versa. See also: block cipher; cipher key;
plaintext; ciphertext.

"Notes in text, tables, and figures are given for information only, and do not contain requirements needed to implement the standard.
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cryptographic unit: Any set of software, firmware, or hardware that can perform a cryptographic operation.

decryption: The act of producing plaintext from ciphertext. Contrast: encryption. See also: plaintext;
ciphertext; cryptographic key; cryptographic mode of operation.

decryption routine: An instantiation of a cryptographic mode of operation that converts ciphertext into
plaintext.

encrypted record: A collection of fields that includes the output of an encryption operation or authentication
operation (e.g., ciphertext, message authentication code), and optionally contains other information needed
for a subsequent decryption operation (e.g., additional authenticated data, initialization vector). See also:
ciphertext; initialization vector; message authentication code; additional authenticated data.

encryption: The act of producing ciphertext from plaintext. Contrast: decryption. See also: plaintext;
ciphertext; cryptographic key; cryptographic mode of operation.

encryption routine: An instantiation of a cryptographic mode of operation that converts plaintext into
ciphertext.

encryption session: An interval in which a cryptographic unit generates encrypted records using a set of
self-consistent variables, such as unique initialization vectors. See also: encryption; initialization vector;
cryptographic unit.

NOTE—See 6.5.3.

Galois/Counter Mode (GCM): A cryptographic mode of operation that provides confidentiality through
counter mode encryption and integrity through a message authentication code that uses Galois field arithmetic
(see McGrew and Viega, The Galois/Counter Mode of Operation).

NOTE—See 5.3.

host record: A string of plaintext passed to the cryptographic unit from the host. See also: plaintext record;
cryptographic unit; host.

initialization vector (IV): An input into an encryption or decryption algorithm that needs not be secret, but has
a high probability of being unique when used with a particular cipher key. See also: encryption; decryption;
encryption session; cipher key.

NOTE—See 6.5.

key encrypting key (KEK): A cryptographic key used only for encrypting or decrypting other cryptographic
keys. See also: cryptographic key; encryption.

keyed-hash message authentication code (HMAC): A message authentication code defined by
NIST FIPS 198 that includes a secret hash key.

key manager: Any device or person that controls the creation, archiving, and destruction of cryptographic
keys. See also: cryptographic key.

NOTE—See 4.2.3.

message authentication code (MAC): A cryptographic checksum that is used to detect intentional
modifications and errors in an encrypted record, and cannot be efficiently forged without knowledge of the
cryptographic key used in the MAC algorithm. See also: encrypted record.
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nonce: A bit string that has a low probability of matching any other nonce in a particular context. See also:
initialization vector.

plaintext: Information that has not been obscured through a cryptographic transformation. Contrast:
ciphertext.

plaintext record: A string of plaintext passed to an encryption routine to produce a same-length ciphertext
record. See also: plaintext; cryptographic unit; encryption; encrypted record; host record.

policies: In cryptography, a set of rules that defines aspects of the management of a cryptographic system (e.g.,
encryption, decryption, or bypass rules).

random bit generator (RBG): See: cryptographically-sound random-bit generator.

random nonce: A nonce that completely consists of the output from a random bit generator. See also: nonce;
cryptographically-sound random-bit generator.

Secure Hash Algorithm (SHA): A family of cryptographic hash functions defined by NIST FIPS 180-2. See
also: cryptographic hash function..

self-contained group: A set of cryptographic units that generate and use I'Vs in a consistent manner.

Xor-encrypt-xor with tweak and ciphertext stealing (XTS): The cryptographic mode of operation described
in IEEE Std 1619™.,

NOTE—See 6.6.

3.2 Acronyms and abbreviations

AAD additional authenticated data
AES advanced encryption standard
CBC cipher block chaining
CCM counter with cipher block chaining message authentication code
CRC cyclic redundancy check
CTR counter mode
FIPS Federal Information Processing Standards
GCM Galois/Counter Mode
HMAC keyed-hash message authentication code
v initialization vector
KEK key encrypting key
MAC message authentication code
NIST National Institute of Standards and Technology
RBG (cryptographically-sound) random-bit generator
SHA Secure Hash Algorithm
SP (NIST) special publication
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XOR exclusive OR

XTS xor-encrypt-xor with tweak and ciphertext stealing

3.3 Mathematical conventions

This standard uses decimal, binary, and hexadecimal numbers. For clarity, decimal numbers generally
represent counts, and binary or hexadecimal numbers describe bit patterns or raw binary data.

Decimal numbers are represented in their usual 0, 1, 2, ... format. Binary numbers are represented by a string
of one or more bits followed by the subscript 2. Thus, the decimal number 26 may also be represented as
000110102. Hexadecimal numbers are represented by a string of one or more hexadecimal characters followed
by a subscript 16.

4. General concepts
4.1 Introduction

This standard describes elements of an architecture that is suitable for the cryptographic confidentiality and
integrity of stored data. This architecture includes a model of several components within a typical system that
securely stores and retrieves information. These components are as follows:

— A controller that controls the overall operation of the cryptographic unit and receives status from the
cryptographic unit (see 4.2.1)

— A host that provides plaintext data, in the form of host records, to the cryptographic unit and receives
plaintext data from the cryptographic unit (see 4.2.2)

— A key manager that may provide or negotiate cipher keys and/or key encrypting keys (KEK) to the
cryptographic unit, and that should securely maintain the lifecycle of these cryptographic keys (see
4.2.3)

— Acryptographic unit that performs data formatting, encryption, and decryption, and that may perform
cryptographic key management (see 4.2.4)

— A storage medium that provides non-volatile storage of encrypted records and metadata produced by
the cryptographic unit (see 4.2.5)

This standard specifies requirements only for the cryptographic unit.

An implementer of this standard shall provide documentation to the end-user about the cryptographic unit. This
documentation may be in any form (e.g., electronic, printed on paper) that is easily accessible by the end-user.
Documentation shall include all the required text as specified throughout this standard. The documentation
provides sufficient information to allow optimal use and detailed security evaluation of the cryptographic unit
and its environment. See Annex C for a documentation summary.

Figure 1 shows an example of the interactions among the five components listed above and of subcomponents
contained within each component. Multiple components shown in Figure 1 may exist within a single
embodiment, and multiple instantiations of the same component or subcomponent may exist within a single
system.
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Figure 1—Model showing interactions of components

Subclause 4.2 describes in detail each of the components within Figure 1.

4.2 Components
4.2.1 Controller

The controller is any entity that controls the overall operation of the cryptographic unit. A controller
sends commands to the cryptographic unit and processes status from the cryptographic unit, as needed to
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implement the policies defined within the controller. There may be multiple controllers controlling a particular
cryptographic unit. A controller may be part of another component such as a host or key manager.

4.2.2 Host

The host provides host records to the cryptographic unit for encryption, and receives host records from
the cryptographic unit after decryption. A host record contains plaintext data and may be any size that the
cryptographic unit allows.

A typical host includes routines to convert arbitrary host plaintext data into host records and vice versa. Such
host records may be variable-length, depending on the capabilities of the cryptographic unit. In Figure 1 these
routines are as follows:

— Host record formatter: A routine that converts arbitrary host plaintext data into host records for the
cryptographic unit

— Hostrecord de-formatter: A routine that processes host records from the cryptographic unit into host
plaintext data

It is not required for a host to implement these functions. The host needs only to present host records to the
cryptographic unit, and accept host records from a cryptographic unit.

Examples:

— If the cryptographic unit is contained in a tape drive, then the host might be a computer running a
backup application in which the backup application takes arbitrary host plaintext data in the form of
files and consolidates them into backup sets, breaks these backup sets into variable-length blocks, and
sends the blocks as host records to the cryptographic unit.

— If the cryptographic unit is contained in a disk drive, then the host might be an operating system that
formats files into fixed-size sectors (typically 512 B) and uses these sectors as host records when
sending data to and receiving data from the cryptographic unit.

4.2.3 Key manager

The key manager is responsible for the lifecycle (e.g., generation, archiving, and destruction) of the
cryptographic keys used by the cryptographic unit. Such a cryptographic key may be a cipher key or a key
encrypting key (KEK) (see 6.3). The key manager may maintain cryptographic keys within a key archive.
Requirements on the key manager and key archive are outside the scope of this standard, but are critical for the
security of the complete system (see IEEE P1619.3 [B7]).

4.2.4 Cryptographic unit

A cryptographic unit is any combination of software, firmware, or hardware that is capable of handling
plaintext and ciphertext using at least one of the cryptographic modes specified in 5.1.

The cryptographic unit shall contain the following subcomponents:

— Plaintext record formatter (see 4.3) and/or plaintext record de-formatter (see 4.4)
—  Encryption routine (see 4.5) and/or decryption routine (see 4.6)

— Cryptographic parameters (see 4.7)

8The numbers in brackets correspond to those of the bibliography in Annex A.
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