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Abstract: Discovery, authentication, and authorization protocols between hosts and storage
devices over multiple transports are defined in this standard.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of
material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. A current IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://
ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the IEEE
SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1667-2018, IEEE Standard for Discovery, Authentication, and
Authorization in Host Attachments of Storage Devices.

The following are included in this document:

1)  Front matter
2) Twelve clauses

3) Twelve annexes
This is the fourth published version of IEEE Std 1667, as follows:

1) IEEE Std 1667-2006 (superseded by IEEE Std 1667-2009)
2) 1EEE Std 1667-2009

3) IEEE Std 1667-2015

4)  This version, IEEE Std 1667-2018

This standard provides the following:

— Device-type independent protocol for discovering and using multiple interfaces
—  Support for multiple applications (silos)
— A mechanism and ground rules for externally defined functional modules

The principal change from the 2015 version is as follows:

—  Support for the NVM Express interface transport.
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IEEE Standard for Discovery, Authentication, and Authorization in Host

Attachments of Storage Devices

1. Overview

1.1 Scope

This standard defines discovery, authentication, and authorization protocols between hosts and

storage devices over multiple transports.—Fhis-standard-specifiesanew SileTypeldentifier (STID)

1.2 Purpose

This document does not contain a Purpose statement.
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1.3 Conventions

1.3.1 Precedence

If a conflict arises among text, tables, or figures, the order of precedence to resolve the conflicts is

first the tables, then the text, and finally the figures.

1.3.2 Keywords

1.3.2.1 may
A keyword that indicates flexibility of choice with no implied preference.

1.3.2.2 N/A

A keyword that indicates a field is not applicable, has no defined value, and should not be checked

by the host or device.
1.3.2.3 optional

A keyword that describes features that are not required by this standard. However, if any optional
feature defined by the standard is implemented, the feature shall be implemented in the way

defined by the standard.
1.3.2.4 prohibited

A keyword indicating that an item shall not be implemented.
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1.3.2.5 reserved

A keyword indicating reserved bits, bytes, words, fields, and code values that are set aside for future
standardization. Their use and interpretation may be specified by future extensions to this or other
standards. A reserved bit, byte, word, or field shallbe cleared to zero, or in accordance with a future
extension to this standard. The recipient shall not check reserved bits, bytes, words, or fields. Receipt
of reserved code values in defined fields shall result in the IEEE 1667 Silo command completing with

a Status Code value set to Invalid Parameter (see 8.9).

1.3.2.6 shall

A keyword indicating a mandatory requirement. Designers are required to implement all such
mandatory requirements to help ensure assure interoperability with other products that conform to

this standard.

1.3.2.7 should

A keyword indicating flexibility of choice with a strongly preferred alternative. Equivalent to the

phrase “it is recommended.”
1.3.3 Field names

Names of fields are referenced in small uppercase (e.g.,, NAME) followed by the word bit or the
word field. Values contained in the field are referenced in small uppercase and are not followed by

thewordbit or the word field.

1.3.4 LSB and MSB

If a field consists of more than one bit and contains a single value (e.g., a number), then the Least
Significant Bit (LSB) is shown on the right and the Most Significant Bit (MSB) is shown on the left
(e.g. in a byte, bit 7 is the MSB and is shown on the left, and bit 0 is the LSB and is shown on the

right). The MSB and LSB are not labeled if the field consists of eight or fewer bits.
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If a field consists of more than one byte and contains a single value, the byte containing the MSB is

stored at the lowest address and the byte containing the LSB is stored at the highest address (i.e.,

big-endian byte ordering). The MSB and LSB are labeled.

1.3.5 HEX ASCII

Binary values are converted to HEX ASCII strings by converting each byte of the value as defined in

Table 1.

For example, the double word value 13579BDFh converted to HEX ASCII is the string “13579BDF”
(i.e., 31h,33h, 35h, 37h, 39h, 43h, 45h, 47h).

Table 1T—HEX ASCII conversion

Bis | Vale | mricanacer | BS | VA | o aractr
74 0000b “07 (ie., 30h) 3:0 0000b “07 (ie., 30h)
00016 “17 (ie.. 31h) 00016 “17 (ie.. 31h)
0010k 27 (Le.. 32h) 0010k 27 (Le.. 32h)
0011b “37 (1e.. 33h) 0011b “37 (1e.. 33h)
0100b 47 (Le., 34h) 0100b 47 (Le., 34h)
0101b “57 (ie.. 35h) 0101b “57 (ie., 35h)
0110t 67 (1e.. 36h) 0110t 67 (1e.. 36h)
0111b T (1e.. 37Th) 0111b “T"(1e.. 37Th)
1000b “87 (ie.. 38h) 1000b “87 (ie.. 38h)
1001b 07 (ie., 30h) 1001b 07 (ie., 30h)
1010b “A” (1e.41h) 1010b “A” (1e.41h)
1011b “B” (1e.. 42h) 1011b “B” (Le.. 42h)
11006 “C7 (Le.. 43h) 11006 “C7 (Le.. 43h)
11016 “D” (ie. 44h) 11016 “D” (ie. 44h)
1110k “E” (1.e..45h) 1110k “E” (1.e..45h)
1111t “F” (ie., 46h) 1111t “F” (Le., 46h)
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1.3.6 Numbering

1.3.6.1 Binary number

A binary number is represented in this standard by any sequence of digits consisting of only the
Western--Arabic numerals 0 and 1 immediately followed by a lowercaseb (e.g., 0101b). Underscores
or spaces may be included between characters in binary number representations to increase

readability or delineate field boundaries (e.g., 0 0101 1010b or 0_0101_1010b).
1.3.6.2 Hexadecimal number

A hexadecimal number is represented in this standard by any sequence of digits consisting of only
the Western-Arabic numerals 0 through 9 and/or the uppercase English letters A through F
immediately followed by a lowercase h (e.g, FA23h). Underscores or spaces may be included
between characters in hexadecimal_number representations to increase readability or delineate field

boundaries (e.g., B FDSC FA23h or B_FDS8C_FA23h).
1.3.6.3 Decimal number

A decimal number is represented in this standard by any sequence of digits consisting of only the
Arabic numerals 0 through 9 not immediately followed by a lowercase b or lowercase h (e.g., 25).

This standard uses the following conventions for representing decimal numbers:

a) the—decimal separator (i.e, separating the integer and fractional portions of the

number) is a period;

b) the-thousands separator (i.e, separating groups of three digits in a portion of the

number) is a space; and.

) thethousands separator is used in both the integer portion and the fraction portion of

a number.
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1.3.6.4 Bit conventions

Name (n:m), denotes a set of bits [e.g., Feature (7:0)], where n shall be greater than m. n:m, denotes a

bit range in a table, where n shall be greater than m.
1.3.6.5 Number range convention

p-.q represents a range of hexadecimal or decimal numbers, where p is less than q (e.g., 100..103

represents the values 100, 101,102, and 103).

1.3.7 Lists

1.3.7.1 Lists overview

Lists shall be introduced by a complete grammatical proposition followed by a colon and completed
by the items in the list. Each item in a list shallbe preceded by an identification with the style of the
identification being determined by whether the list is intended to be an ordered list or an unordered
list. If the item in a list is not a complete sentence, then the first word in the item shall not be
capitalized. If the item in a list is a complete sentence, then the first word in the item shall be
capitalized. Each item in a list shall end with a semicolon, except the last item, which shall end in a
period. The next to the last entry in the list shall end with a semicolon followed by an “and” or an
“or” (i.e., “..; and”, or “..; or”). The “and” is used if all the items in the list are required. The “or” is

used if only one or more items in the list are required.
1.3.7.2 Unordered lists

An unordered list is one in which the order of the listed items is unimportant (i.e., it does not matter
where in the list an item occurs as all items have equal importance). Each list item shall start with a
lower case letter followed by a right parenthesis (for level 1), a period (for level 2) or “>” (for level 3).

Each list level shall be intented from the previous level.
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The following is an example of an unordered list with a nested unordered list: The following are the

items for the assembly:

a) a box containing;:

aj a bolt, with:

(a) a head with indentation for a Phillips head screw driver

(b) 2.5 cm length; and

(c) 10 threads per cm;

b] a nut, with

(a) a hexagonal shape;.

(b) 0.125 cm height;

(c) 10 threads per cm; and

] a washer;
b) a screwdriver; and
) a wrench.
1.3.7.3 Ordered lists

An ordered list is one in which the order of the listed items is important (i.e., item n is required
before item nt+1). Each listed item starts with an Western-Arabic numeral followed by a close

parenthesis. Each list level shall be indented from the previous level.

The following is an example of an ordered list with two levels of nested ordered lists: The following

are the instructions for the assembly:

1) removethe contents from the box;
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2) assemblethe item;

i] use a screwdriver to tighten the screws;

ii] align matching edges of part A with part B

iii] install:

(1) the top bolt; and

(2) the bottom bolt; and

iv]  usea wrench to tighten the bolts;

and

3) take a break.

1.3.7.4 Mixed lists

If it is necessary to subdivide an ordered list item further with an additional unordered list (i.e., have
a nested unordered list), then the nested unordered list shall be indented and each item in the nested

unordered list shall adhere to the unordered list convention (see 1.3.7.2).

The following is an example of an ordered list with a nested unordered list: The following are the

instructions for the assembly:

1) removethe contents from the box;
2) assemblethe item;
aj install the screws;

b] install the bolts and nuts; and

c] paint part A and part B;
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3) use a wrench to tighten the bolts; and

4) take a break.

1.3.8 State diagrams

All state diagrams use the notation shown in Figure 1.

State Designator: State_name State Designator: State_name
Entry Condition Transition Condition
—Transition Label——— . » —Transition Label-» State_Name
Transition Action Transition Condition Transition Action

—Transition Label——p=
Transition Action

Transition Condition
{or COMMAND (value))

—Transition Label————— =
Transition Action

Transition Condition
or COMMAND (value)

-4———  Transition LabelH
Transition Action

Transition Condition

Transition Label—
{ Transition Action
-

/

State re-entry

Figure 1—State diagram convention

Each state is identified by a state designator and a state name. The state designator is unique among
all states in all state diagrams in this standard. The state designator consists of a set of letters that are
capitalized in the title of the figure containing the state diagram followed by a unique number. The
state name is a brief description of the primary action taken during the state, and the same state
name may appear in other state diagrams. If the same primary function occurs in other states in the
same state diagram, then the primary functions are designated with a unique letter at the end of the
name. Additional actions may be taken while in a state; and these actions are described in the state

description text.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 18:17:00 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1667-2018


http://www.avadocuments.com/doc/ieee-1667-2018
http://www.avadocuments.com/doc/ieee-1667-2018

Each transition is identified by a transition label, a transition condition, and optionally by a
transition action. The transition label consists of the state designator of the state from which the
transition is being made followed by the state designator of the state to which the transition is being
made. The transition to enter or exit a state diagram may come from or go to a number of state
diagrams, depending on the command being processed. In this case, the state designator is labeled
State_name. The transition condition is a brief description of the event or condition that causes the
transition to occur. A transition action may be included, indicated in italics, that is taken when the

transition occurs. This action is described in the transition description text.

Upon entry to a state, all actions to be processed in that state are processed. If a state is reentered

from itself, all actions to be processed in the state are processed again.

Each state diagram is instantiated based on the Entry Conditions. An Entry Condition is a transition

based on an action occurring outside of the state diagram.

All transitions shall be instantaneous.

The notation COMMAND (value), as a transition condition, refers to the device processing an

otherwise valid command with a specific value or values.

If a state has a transition condition that specifies native max, then any other set max conditions
imply a value less than the native max value. If a state has a transition condition that specifies
neither volatile nor nonvolatile, then both are implied. If the (value) notation is not present on a

transition, then the transition occurs for any parameter combination of the command.
1.3.9 Sequence figure notation

A sequence figure describes sequences of communication between a requestor and a responder.
Figure 2 is an example sequence figure. A line with an arrowhead that points to the responder
represents a communication from the requestor to the responder. A line with an arrowhead that

points to the requestor represents a communication from the responder tothe requestor.
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Each line with an arrowhead has a label. The label describes the communication between the

requestor and the responder.

Communications that appear near the top of a sequence figure occur earlier in time than

communications that appear below them.

Requester Responder
Genarate Value _ First Command (Parameters) N
L} L
Response Generate Value
it -+
Action |
Second Command (Parameters)
L >
| Action
Response .
L | -
FPersistent side effects. Persistent side effects.
Subsequent commands Subsequent commands
may follow at any time may follow at any time

Figure 2—Sequence figure notation

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e.,
they must be understood and used, so each referenced document is cited in text and its relationship
to this document is explained). For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments or corrigenda)

applies.

ANSIINCITS 457-2010_(R2015), Information Technology —Serial Attached SCSI-2 (SAS—Z).1
ANSIINCITS 465-2010_(R2015), Information Technology —SCSI/ATA Translation-2 (SAT-2).

L ANSI publications are available from the American National Standards Institute https://www.ansi.org/.
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ANSIINCITS 471-2010_(R2015), Information Technology —USB Attached SCSI (UAS).

ANSIINCITS 482-2012 (R2017), Information technology —ATA/ATAPI Command Set-2 (ACS-2)..
ANSIINCITS 513-2015, Information Technology —SCSI Primary Commands-4 (SPC-4). 5

e¢MMGC; Embedded Multimedia Card (e¢MMC), Electrical Standard 4.51, JESD84-B451, June 2012.2
e MMC.SECEXT, eeMMC Security Extension Specification v1.0.

FIPS—Publication 140-2, Security Requirements for Cryptographic Modules, May 25, 2001, {with

change notices 12-03-20023

FIPSPublication 140-3, Security Requirements for Cryptographic Modules (revised draft 09/11/09).

FIPS Publication-180-2, Secure Hash Standard.

IETF RFC 1994 (draft), PPP Challenge Handshake Authentication Protocol (CHAP) 4

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure

Certificate and Certificate Revocation List (CRL) Profile.
IETF REC 3629, UTE-8, a Transformation Format of ISO 10646.

ISO/IEC 7816-3:2006, Identification cards—Integrated circuit cards—Part 3: Cards with contacts—

Electrical interface and transmission protocols, 3rd edition, November 1, 200626

2 ¢eMMC documentsare available from the JEDEC web site a+ http:/mwww jedec.org.

3 FIPS publications are available from the National Technical Information Service, U. S. Department of Commerce

(http://www.ntis.org/) ethtpfwww-esrenist-govi

4 IETF documents (ie., RFCs)are available for downloadat http://www.rfc-archive.org/.

5 I1so4E€ publications are available from the International Organization for Standardization ISO—Central—Seeretasiat

(http://www.iso.org/)._IEC publications are available from the International Electrotechnical Commission (http:/www.iec.ch).

ISO/IEC publications are edse-availab le #+the Hnited-Statesfrom the American National Standards Institute (http://www.ansiorg/).
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ISO/IEC 7816-4:2005, Identification cards—Integrated circuit cards—Part 4: Organization, security

and commands for interchange, 2nd edition, January 15, 2005.

NVM Express® Revision 1.3, May 1,2017. 87

OSVERSIONINFOEX Structure Documentation, Microsoft® Corporation.ﬁZ

PC/SC Specification Version 2.01.09, Interoperability Specification for ICCs and Personal Computer

Systems —Part 3: Requirements for PC-Connected Interface Devices, June 2007108

TCG-CoreSpec, TCG Storage Architecture Core Specification, Version 2.00, Revision 1.00.11°
TCG-Opal2, TCG Storage Security Subsystem Class: Opal Specification, Version 2.00, Revision 1.00.

TCG-SIIS, TCG Storage—Interface Interactions Specification, Version 1.02, Revision 1.00.

UFS 1.1, Universal Flash Storage, JESD220A, June 20121240

UFS.SECEXT, Security Extension Specification v1.0.

USB BOT, Bulk-Only Transport, Revision 1.0, Sept. 31,1999 13+

6 This document s available from NVM Express athttp://nvme xpress.org/.

7 NVM Express is a registered trademark in the U.S. Patent & Trademark Office, owned by NVM Express.

8 This-decumentis Available from Microsoftat https://docs msen.microsoft.com/.

9 Microsoft isa registered trademark of Microsoft Corporation in the United States and/or other countries.

10 This documentis available from the-PC/SC Workgroupat https://www.pcscworkgroup.com/.
11 Available from Trusted Computing Group (TCG) deeumentsare-avaiable athttp://www.truste dcomputinggroup.org.
12 USF documents are available from JEDECat http://www jedec.org.

13 USB documents are available from the USB Imple menters Forum web-sie-at http://www.usb.org.
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USB 1.1,

Revision1-1 April 22, 2005.

USB ICCD, Smart Card ICCD, Specification for USB Integrated Circuit(s) Cards Devices, Revision
1.0, April 22, 2005.

USB MSC, Mass Storage Class Specification Overview, Revision 1.4, Feb. 19, 2010.
USB Revision 2, Universal Serial Bus Specification, Revision 2.0, April 27, 2000.
USB Revision 3, Universal Serial Bus 3.0 Specification, Revision 1.0, June 6, 2011.

USB UASP, USB Attached SCSI Protocol (UASP), Revision 1.0, June 24, 2009.

3. Definitions

For general definitions, consult This—standard-doesnot-define-anyadditional-terms—for the IEEE

Standards Dictionary Onlin e14

See Clause 4 for the definitions of special terms used in this standard.

Y4EEE Stundands Dictionary Online is available at: http://ieee xplore .ieee.org/xpls/dictionaryjsp. kit feietionaty-i
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4. Special terms, acronyms, and abbreviations

4.1 Special terms

For the purposes of this standard, the following terms and definitions apply.
4.1.1 Addressable Command Target (ACT)

A uniquely addressable functional block in a storage device, to which IEEE 1667 Silo functions can

be routed based on the native communications protocol of the storage device.
4.1.2 administrative command

A Password Silo command that requires authentication as PS Administrator (see Table 21).
4.1.3 Application Protocol Data Unit (APDU)

A command/response pair sent to an embedded secure object that follows smart card specifications

(ISO/ IEC 7816—4:2005).1—5

4.1.4 APDU Processing Entity

The hardware or software components in the smart card or secure element responsible for

processing the APDUs received through the Smart-Card-Transport-Silo-(SCTS). The implementation
of the APDU Processing Entity is vendor specific.

4.1.5 authentication

The process of determining whether someone or something is, in fact, who or what it is declared to

be.

15fnformation on references can be found in Clause 2.
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4.1.6 authenticated silo

A silo that has successfully completed an authentication (see 4.1.5) since the most recent ACT Reset

(see 7.2).

4.1.7 authentication silo

An IEEE 1667 silo which that performs authentication.
4.1.8 authorization

The process of determining, by evaluating applicable access control information, whether an
authenticated user, device, or host is allowed access to a particular host, storage device, or service

(e.g., media access) within that host or storage device.
4.1.9 cryptographic failure

A failure of the software or hardware that is used to perform cryptographic commands (e.g., the

random number generator (see 9.2.4) is not performing to specification).
4.1.10 digest

A numerical value or a fixed size block of data that is created algorithmically from one or more

blocks of data of arbitrary size.

4.1.11 empty string

A string whose length is zero.

4.1.12 External IEEE 1667 Silo

An IEEE 1667 Silo not defined in this standard. See B.10.
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4.1.13 host

A computer, server, or other provider of services to a user that has a client-server relationship with

an Addressable Command Target (ACT) in which the user primarily interacts with the host.
4.1.14 IEEE 1667 Defined Silo

An IEEE 1667 Silo that is defined within this standard (e.g., Probe and Password Silos).
4.1.15 IEEE 1667 Silo

A silo that complies with the requirements specified in this standard.

4.1.16 IEEE 1667 Silo command

An command defined in this standard for an IEEE 1667 Silo.

4.1.17 ITMS command

Password Silo command: Initialize To Manufacturer State

4.1.18 Least Significant Bit (LSB)

In a binary code, the bit or bit position with the smallest numerical weighting in a group of bits that,
when taken as a whole, represent a numerical value (e.g., in the number 0001b, the bit that is set to

one).
4.1.19 Most Significant Bit (MSB)

In a binary code, the bit or bit position with the largest numerical weighting in a group of bits that, if

taken as a whole, represent a numerical value (e.g., in the number 1000b, the bit that is set to one).
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4.1.20 P_IN

A command in an transport command set that receives IEEE 1667 response parameters from the

device, and return status appropriate for the transport command sent to the host.

4.1.21 P_LENGTH

A parameter specifying the number of bytes of a payload in a transport command.
4.1.22 P_OUT

A command in an transport command set that sends to the device an IEEE 1667 command, IEEE
1667 command parameters, and returns from the device status appropriate for the transport

command set.
4.1.23 Password Silo command
An IEEE 1667 Silo command for the Password Silo.

4.1.24 Password Store

A storage area that is used to store secrets, user names, and other authentication data associated

with the Password Silo.
4.1.25 payload
The parameters attached to an IEEE 1667 Silo command.

4.1.26 Payload Content Length

The number of bytes of usable data in a payload exclusive of padding (see B.6 and B.7).
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4.1.27 provisioned silo
A silo that has been configured to perform its defined authentication function.
4.1.28 provisioning

The act of configuring information to a silo that allows it to be a provisioned silo, which may change

an unprovisioned silo to a provisioned silo.
4.1.29 PS Administrator
A type of user that has unrestricted access rights to the Password Silo.

4.1.30 PS Blocked

The condition a Password Silo reaches when the silo is in the B1: User Blocked, B2: Admin Blocked,

or B3: Fully Blocked state (see 9.2.14)-
4.1.31 PS User

A type of user that has restricted access rights to the Password Silo.

4.1.32 SCTS Command Message

The Host to SCTS part of a MESSAGE EXCHANGE command, the SCTS Command Message is

formatted according to the selected SCTS transport mode.

4.1.33 SCTS Response Message

The SCTS to Host part of a MESSAGE EXCHANGE command, the SCTS Response Message is

formatted according to the selected SCTS transport mode.
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4.1.34 SCTS transport mode

An SCTS mode of operation that determines the format to be used to transport APDUs over the
SCTS. The format may be CCID, ICCD_ande* APDU, in reference to the specification that defines

the format.
4.1.35 security identifier
A device-unique code issued by the manufacturer and provided with the device.

4.1.36 silo

A uniquely addressable receiver of commands with defined behaviors on an Addressable Command

Target (ACT) accessible using the protocol defined in this standard.
4.1.37 transport

The connection between a device and a host system. The transport includes the physical, protocol,

and command elements of a device.
4.1.38 unprovisioned silo

A silo that is not configured to perform its authentication function as defined by this standard.
4.1.39 user data

Data that is transferred between the host and the device using transport-specific read commands

and write commands.
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4.2 Acronyms and abbreviations

14

Table 2— Acronyms and abbreviations

Term Definition Reference
ACT Addressable Command Target Clause 5
APDU Application Protocol Data Umnit Clause 11
ATR Angwer To Reset ISOIEC 7816-3:2006
CDB Command Descriptor Block SPC-4
CCID Circuit Card Interface Device USB CCID
e=MMC Embedded Multimedia Card www. jedec.org
ICCD Integrated Circuit Card Device USB CCID
LU SCSI Logical Unit SPC-4
05 operating system
om Object Identifier QID
PC/SC Personal Computer/Smart Card PC/SCPart 3
ENG Random Number Generator 024
Table 2— Acronyms and abbreviations (continued)
Term Definition Reference
SATA Serial ATA www_sata-10.01g
SCSI Small Computer System Interface www.t10.0rg
SCTS Smart Card Transport Silo Clause 11
STID Silo Type Identifier 53
TCG Trusted Computing Group www_trustedcomputinggroup.org
TPer Trusted Peripheral TCG-CoreSpec
UFS Umniversal Flash Storage www jedec.org
USB Umiversal Serial Bus www usb.org

Documents

Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on March 05,2026 at 18:17:00 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1667-2018


http://www.avadocuments.com/doc/ieee-1667-2018
http://www.avadocuments.com/doc/ieee-1667-2018

5. Model

5.1 How to use this standard

Clause 51 through Clause 12 describe transport-independent features and functionality.

Annex A through Annex I describe transport-specific features and functionality. Current transports

supported are: SCSI (e.g., SAS, ATAPI, USB-BOT, UAS, UES), ATA (e.g, SATA, PATA, CF),

eoMMC, and NVMe® 16

Annex K describes examples of the SCTS silo command use.

Annex L describes examples of the TrustedCemputing Group{TCG) Storage Transport silo

command use.

Table 3 describes the distribution of the information in this standard.

Table 3— Distribution of requirements in this standard

Topic Clause 1 through Clause 12 Annex A through Annex I
Scope Transport-independent Transport-specific
Architecture overview Yes No
Silo functional description Yes No
Inter-silo interactions Yes No
Discovery of IEEE 1667 No Yes
support
Silo commands Define high level functionality, Assign numeric command ID values,
behavior, and parameters define P_IN and P_OUT protocol, map
transport commands to P_IN and
P_OUT. define data structures for P_IN
and P_OUT payloads for all silo
commands
Silo resets Define high level IEEE 1667 resets Map transport resets to IEEE 1667
resets
Interactions with power No Describe transport power management
management interactions with silo commmand protocol
Status Codes Define the name and the meaning of Assign mumeric Status Code values
each Status Code

16N VMe is a registered trademark in the U.S. Patent & Trademark Office, owned by NVM Express.
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5.2 Stack

Figure 3 depicts the area of responsibility of the IEEE 1667 protocol layer in relation to the other

services within the host-devicerelationship.

Application/
Application(s) «—— Device Device Functionality
Functionality
_________________________ - Layer — — o — — — ————
: o | IEEE 1667 o
' 2 ' Layer 2
. w . w
S Silo Driver(s) . Sl oo AT 4
Transport
Transport «—]— Layer — Transport
] FPhysical ]
Physical Interface Layer — Physical Interface
Host Device

Figure 3—Example of layer relationships for IEEE 1667

NOTE—The components of the IEEE 1667 and transport layers are defined in this standard.1”

Ordered from the bottom of the figure to the top, the example IEEE 1667 layers depicted in Figure 3

are:
1) the physical layer, is the physical implementation of any interface that has a defined

IEEE 1667 transport [e.g., USB (Universal Serial Bus), SATA (Serial Advanced
Technology Attachment)];

2) the transport layer (i.e, Annex B,.., Annex I), defines the method used to

communicate IEEE 1667 Silo commands betw een the host and the device;

17Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to
implement this standard
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3) the IEEE 1667 layer where:

a] the device implements an ACT (see Clause 7) as a component of a logical device
unit;
b] the host provides access to the silos in the device-implemented ACT using one

or more privileged (e.g, security-hardened application-aware driver)
components. The mechanism by which the host implements support for

multiple ACTs in multiple devices is outside the scope of this standard; and
c] discovery operations may be initiated; and

4) the Application/Device Functionality layer contains functions and services that are

outside the scope of this standard except as follows:

aj in the device, the IEEE 1667 silo:

(a) processes commands from applications in the host and provides

responses to those applications; and

(b) may restrict access to some or all device functionalities based on the
authentication status and authorization status, if any, of the IEEE 1667

Silos in the ACT; and

b] in the host, applications use the IEEE 1667 layer interface to the silos as a

mechanism for communicating commands to and receiving responses from the

device-implemented IEEE 1667 silo.

In order to be useful in the greatest possible number of environments, a device ACT may need to

contain silos that:
a) should not be used concurrently; and

b) may need to be accessed in specified ways to accomplish an action.
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The mechanisms for establishing and identifying silos that are subject to such constraints are

described in 5.4.
5.3 Silo Type Identifier (STID)

The functionality of each IEEE 1667 Silo in each IEEE 1667 ACT is communicated to the host by a

Silo Type Identifier (STID). The host discovers a list of the available silos in an ACT, along with their

STID values with the PROBE command (see 10.5.3) sent to the Probe Silo (see Clause 10).
STID values for External IEEE 1667 Silos are not specified in this standard.
The STID registry is maintained by the IEEE Registration Authority (RA).18

Each registry listing includes the STID value, a descriptive name, and where to find additional

information about the silotype.

Table 4 lists the STID values for the IEEE 1667 silos defined in this standard.

Table 4—STID values defined in this standard

STID value Silo description References
000000000 .. 000000FFL Reserved for product development *
000001000 Probe Silo Clause 10 and B.12
000001010 (Obsolete)
000001020 Password Silo Clause 9 and B 11
000001030 Smartcard Transport Silo Clause 11 and B.13
000001040 TCG Storage Transport Silo Clause 12 and B.14
000001050 .. 00007FETh Reserved
00080000hL .. FFFFFFEFh Managed by [EEE Registration hittp://standards ieee.org/develop/
Authority regauth/

dThere is noright to exclusivity for these STID values.

18The STID registryandan ST'ID tutorial can be found at: http://standards ieee.org/de velop/re gauth/
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5.4 Silo interactions

5.4.1 Reporting silo interactions

5.4.1.1 Reporting silo interactions overview

Multiple silos in a single ACT may provide equivalent services (e.g., authorization). If more than one

of these silos is used at the same time, it is possible for conflicts to arise.

An interaction pool number (see Table 5) is defined for each silo in the list returned by the PROBE

command (see 10.5.3).

If silos in the returned list have different interaction pool numbers, then those silos are independent

(i.e., these silos have no noteworthy interactions).

If silos in the returned list have the same interaction pool number, then:

a) the silos interact with each other; and

b) the relationship of the interaction is defined by the value ranges in Table 5 (e.g.,

whether such interactions are conflicting).

Table 5—PROBE command interaction pool numbers

Interaction . Name Description Reference
pool number
0000k Vendor specific Interactions are vendor specific.
0100h to Conflicting All the silos in one of these pools provide conflicting 5412
01FFh equivalent services (1.e_. the use of one silo in one of these

pools blocks the use of any other silo in the same pool)
FFFFh None This silo has no noteworthy mteractions with any

other silo.
Al other Reserved
values
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5.4.1.2 Conflicting silo interactions

If one silo interacts with one or more other silos in a way that causes the use of one silo to prevent
the use of any other silo, then all the affected silos return the same Interaction Pool Number (see

Table 5) in the Conflicting silo interactions range.

If an invalid interaction is detected during the procession of a silo command, the command should
be terminated with a Status Code set to Silo Interactions Error (see 8.11). The Status Code set to Silo
Interactions Error may be returned for any silo command, including silo functions that return

information about the silo’s capabilities.
5.4.2 Silo preference

In addition to the Interaction Pool Number (see 5.4.1.1), a PROBE command sent to the Probe Silo
returns a Silo Preference value. The Silo Preference value indicates the preferred order for
processing of a silo (e.g., the first silo an operating system should attempt to use). In the absence of
other considerations, a silowith a lower Silo Preference value should be processed before a silo with

a higher Silo Preference value.
5.4.3 Configuring silos for interactions

The interactions between silos shall be configured when the ACT is manufactured by establishing

appropriate values for the:
a) Interactions Pool Number (see 5.4.1.2); and

b) Silo Preference value (see 5.4.2).

After an ACT has been manufactured, the silo interaction configuration may be modified by
successful processing of a CONFIGURE SILO command (see 105.2) if the ACT is in one of the

following conditions:

a) all silos are unprovisioned; or
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b) one or more silos are provisioned and authenticated.

The ACT shall store the silo interaction configuration information in non-volatile storage.

The behavior of the functions defined by silos other than the Probe Silo with respect to the silo

interaction configuration is specified by the definition for those silos.

The CONFIGURE SILOS command processed by the Probe Silo allows the following silo

information to be modified:
a) Interactions Pool Numbers; and

b) Silo Preference values.
5.5 Provisioning

Every silo, except the Probe Silo (see Clause 10), should provide access to a standardized

provisioning function.

The specific provisioning requirements for an IEEE 1667 Defined Silo are unique to each silo type. In

this standard, the IEEE 1667 Defined Silos are specified in Clause 9 through Clause 12.

5.6 Authentication

Most silos, except the Probe Silo (see Clause 10), provide access to a standardized authentication

function. Authentication operations may result in either or both of the following permissions:
a) a host authenticating an ACT; or
b) an ACT authenticating a host.

Prior to performing an authentication function, a silo may need to be provisioned (e.g., the ACT

associated with a silo may need to be set up with a password).
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5.7 Authorization

The secure authorization of access to services (e.g., media access) requires prior authentication of the
host or storage device for which service access is being authorized. The silos defined by this

standard may or may not provide authorization functions.

A silo may employ implicit authorization (i.e, automatic authorization upon successful

authentication).
If optional authorization functions are employed, the order of processing shall always be:
1) authentication functions; and
2) authorization functions.
Authorization operations may result in either or both of the following permissions:
a) a host is authorized to access a service or resource provided by the device; or
b) an ACT is authorized to provide a service or allow resource access to the host.

Prior to performing an authorization function a silo may need to be provisioned (e.g., the ACT

associated with a silo may need to be set up with Access Control List information).

6. Host requirements

6.1 Overview

The host may be a personal computer, server, smart phone, tablet, or any other device that can

support the host-side requirements of this standard.
6.2 Host requirements for the Probe Silo

The host shall report the version of this standard that is implemented by the host to the device using
the Probe Silo PROBE command.
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6.3 Host requirements for the Password Silo

6.3.1 Random number generator

The host is required to support an random number generator RNG (see 92.4) to interact with the

Password Silo.
6.3.2 Cryptographic algorithm support

The host is required to provide support for the SHA-256 algorithm (see FIPS Publication-180-2) for

digest computation to use the Password Silo. The host may also support other digest algorithms.
6.4 Host requirements for the Smart Card Transport Silo

The host shall implement all the SCTS transport modes (see 11.4.4) defined in the SCTS.

6.5 Host requirements for the TCG Storage Transport Silo

There are no host requirements for the TCG Storage Transport Silo.

7. Addressable Command Target requirements

7.1 General ACT requirements

Figure 4 shows the structure of an ACT.
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Figure 4—IEEE 1667 ACT structure(s)

IEEE 1667 Silos are addressed by a Silo Index.

All storage devices that comply with this standard shall include one or more ACTs containing;:
a) one and only one Probe Silo;
b) zero or more additional IEEE 1667 Silos; and
) zero or more External IEEE 1667 Silos.

No silo shall be addressable in more than one ACT.
7.2 IEEE 1667 Reset types

This standard defines high-level reset types (see Table 6). This standard maps resources from each

supported transport to these resets creating consistent functionality across all supported transports.
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These high-level IEEE 1667 resets affect the behavior of the P_OUT/P_IN Command Pairing state
diagram (see Figure B.1). The high-level reset behaviors described in Table 6 shall apply to all IEEE

1667 silos, unless specifically stated otherwise.

Each transport (e.g., SAS, SATA) defines one or more types of low-level reset at the hardware or
protocol level. The transport resets are mapped to the high-level IEEE 1667 resets in the annex for

each transport.

Each IEEE 1667 silo may specify additional responses to these IEEE 1667 resets.

Table 6—High-level IEEE 1667 reset types

IEEE 1667 reset Reset response

Storage Device Reset In response to a Storage Device Reset. the storage device:
a) shall perform an ACT Reset on all ACTs in the storage device; and
b) may perform additional storage device-specific acfions.

ACT Reset In response to an ACT Reset, the ACT:

a) shall require that the PROBE command be processed by the Probe Silo
before any other IEEE 1667 Silo in the ACT may return a Status Code of
Success for to IEEE 1667 Silo commancds:

b) shall perform a Silo Reset on all IEEE 1667 Silos mn the ACT: and
c) may perform additional ACT-specific actions.

Silo Reset In response to a Silo Reset, the Silo:
a) shall perform a Command Sequencing Reset; and
b)  may perform additional silo-specific actions.
All IEEE 1667 Silos with the same STID (see 5.3) shall behave in the same manner.

Command Sequencing Reset | In response fo a Command Sequencing Reset, the Silo:

a) shall terminate any executing [IEEFE 1667 Silo command,

b) shall force entry to the CS1: Wait for P OUT state (see B.3.1.1); and
c) shall discard any pending IEEE 1667 Silo command (see B.1.8).

8. Status Codes

8.1 Common Status Codes

Each IEEE 1667 silo has Status Codes appropriate to its functionality and commands. Due to the
commonality of IEEE 1667 Silo communications and addressing, some success and failure Status

Codes are general enough to be defined as common.
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Table 7 contains generic Status Codes that are defined for every IEEE 1667 transport. These generic

Status Codes are available for useby all IEEE 1667 Silos.

The following list describes the requirements for the enumeration of Status Codes within each

transport:
a) Status Codes shall be represented as an enumeration of binary values;
b) Status Codes indicating success shall contain a value with the high-order bit cleared to
zero (i.e.,, 0); and
C) Status Codes indicating a failure shall contain a value with the high-order bit set to

one (i.e., 1).

NOTE—There is no priority encoding in Table 7.

Errors relating to transports shall be reported as defined in the transport specific annex.

Table 7— Common Status Codes

Status Code name Use Reference
Success General success condition 82
Failure General failure condition. 83
Invalid Parameter The combination of command parameters is invalid. 84
Combination
Invalid Parameter Length A parameter in the command has an invalid length. 8.3
Inconsistent Payload Content PAYLOAD CONTENT LENGTH value is not equal to the length 8.6
Length of the payload expected by the IEEE 1667 Silo.

Invalid Silo A command was received for an unimplemented IEEE 1667 8.7
Silo.

Incomplete Command A truncated or incomplete IEEE 1667 Silo command was 8.8

Received received.

Invalid Parameter A parameter in the command sent to the silo is invalid. 8.0

No Probe Non-PROBE command received before Probe Silo PROBE 8.10
command successfully completed.

Silo Interactions Error Silo command was not processed due to invalid inferaction 8.11
between this silo and another silo.

P_OUT/P_IN Sequence A transport-specific command sequence error was detected 8.12

Rejection

Invalid Command ID The command selection value is reserved 8.13
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