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Abstract: A cryptographic protocol to provide integrity, and optional confidentiality, for cyber 
security of serial links is defined in this trial use standard. Specific applications or hardware 
implementations are not addressed, and the standard is independent of the underlying 
communications protocol. 
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Introduction 

This introduction is not part of IEEE Std 1711-2010, IEEE Trial-Use Standard for a Cryptographic Protocol for Cyber 
Security of Substation Serial Links. 

This trial use standard defines a cryptographic protocol called Serial SCADA Protection Protocol (SSPP) to 
provide integrity, and optionally confidentiality, for cyber security of substation serial links. It focuses 
exclusively on “formatting bits on the wire” to provide cryptographic assurance of cyber security 
properties. It does not address specific applications or hardware implementations and is largely independent 
of the underlying communications channel and application or SCADA protocol. The requirements of this 
standard are in addition to any requirements contained in standards for individual devices in which this 
protocol is implemented. 

SSPP operates by encapsulating each SCADA or application message in a cryptographic envelope that adds 
minimal overhead to the message. This encapsulation is performed in a manner that is largely independent 
of the underlying communications protocol. While SSPP was originally designed to protect serial SCADA 
communications, its domain of application is not limited to SCADA. SSPP can also be used to protect other 
types of serial communications, such as data concentrator links, load management links, dial-in revenue 
meter reading, dial-in maintenance connections, etc. 

SSPP is designed for systems or applications in the following circumstances: 

⎯ Traffic is message-oriented, with messages consisting of contiguous sequences of 7-bit or 8-bit 
characters, in lengths ranging from a few characters to a few hundred characters. 

⎯ The communications channel may be either half-duplex or full-duplex. 

⎯ Messages are never reordered by the communications channel. 

⎯ Messages are never fragmented by the communications channel. 

⎯ The communications topology is point-to-point, point-to-multipoint, or broadcast. 

⎯ For point-to-multipoint topologies, messages include an identifying address of the receiver in the 
header of the message. 

⎯ Transmission speeds may be slow enough that cryptographic protocol overhead in the form of too 
many additional header, trailer, or framing characters may significantly impact message latency 
and roundtrip message delivery times. 

⎯ Message integrity is critical to reliable system operation, and system operation may be adversely 
impacted if messages are modified, forged, spliced, reordered, or replayed. 

⎯ The system or application is able to tolerate lost messages. 
SSPP assures message integrity by detecting modified, forged, spliced, reordered, or replayed messages and 
discarding them. Applications such as SCADA systems are designed to accommodate accidental 
communications errors and, through timeouts, detects and retries lost or damaged messages. Such 
applications thereby recover from messages discarded by SSPP in the same way as they recover from 
messages lost or damaged by communications errors. Applications such as dial-in remote maintenance 
involve a live operator who can reissue commands whose action or response is discarded by SSPP. 

SSPP is designed to support point-to-point links, point-to-multi-point (or multi-drop) links, and broadcast 
links. For multi-drop links and broadcast links, SSPP supports mixed-mode operation, where some of the 
stations use SSPP to achieve protected communications, and other stations communicate in the clear. 
Mixed-mode operation allows for phased or incremental deployment of devices providing SSPP protection 
so that all stations on a multi-drop or broadcast link do not have to be upgraded simultaneously. SSPP 
protection can be deployed at the master station first, then incrementally added to slave stations as needed. 
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SSPP may be implemented in standalone security devices, integrated in communications modems, or 
embedded in applications or systems. When implemented in standalone bump-in-the-wire security devices, 
SSPP may be used to retrofit protection of legacy serial systems with little or no modification of existing 
systems and equipment. Figure a illustrates a typical deployment of SSPP implemented with a multi-
channel Ethernet-to-Serial SSPP gateway in the control center and SSPP bump-in-the-wire (BITW) devices 
in the substations. 

 
Figure a—Retrofit bump-in-the-wire SSPP deployment 

 

Key management for the long-term cryptographic keys used by SSPP is specifically not addressed in this 
standard. Key management is a complex issue, and including key management would significantly increase 
the size and complexity of the standard. But more significantly, key management for SSPP keys is not 
markedly different from key management for other cryptographic systems. Including a specific mechanism 
for key management in SSPP could preclude integration with existing commercial key management 
systems and inhibit adoption of SSPP in products. It is expected that key management systems for SSPP 
keys follow good security practices, and the quality, flexibility, and usability of such systems should be 
evaluated by prospective purchasers of SSPP implementations. 

Goals 

This standard has several goals. 

Designing cryptographic algorithms and protocols that operate correctly and are free of undiscovered flaws 
is difficult at best. There is general agreement in the cryptography community that openly published and 
time-tested cryptographic algorithms and protocols are less likely to contain security flaws than secretly 
developed ones because their publication enables scrutiny by the entire community. Historically, 
proprietary and secret protocols have frequently been found to contain flaws when their designs become 
public. However, well-known and time-tested protocols such as TLS and SSH that are designed for high-
speed IP networks add too much overhead when used on slow serial communications links. There are no 
suitable cryptographic protocols for protecting the integrity of asynchronous serial communications of a 
SCADA-like nature. By defining such a protocol that can be used with a wide variety of systems and 
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application protocols, this standard aims to help manufacturers build secure systems, products, and 
applications, and avoid the pitfalls of proprietary and secret cryptographic designs. 

By utilizing a common framework, different implementations of this protocol built by different vendors 
may be able to interoperate. Adherence to this standard is by no means a guarantee of interoperability, but 
this standard does provide a significant step toward interoperable implementations. Interoperability can 
foster competition and lead to more and better choices for end users. Interoperability can also simplify 
merging diverse operational infrastructures, such as can occur when two utilities merge. Finally, 
interoperability can provide opportunities for alternative support or migration from one vendor’s equipment 
to another. 

Systems operators may use this specification in procurement requirements to gain some assurance that 
products are well-designed and secure. Without a specification of this nature, most utilities do not have the 
expertise to evaluate cryptographic designs. 

Security and control systems manufacturers will build products only if they perceive a viable market. This 
standard has the potential to create a market for serial communications protection products. 

Notice to users 

Laws and regulations 

Users of these documents should consult all applicable laws and regulations. Compliance with the 
provisions of this standard does not imply compliance to any applicable regulatory requirements. 
Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.  

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 

Users of IEEE standards should be aware that these documents may be superseded at any time by the 
issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at 
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously. 

For more information about the IEEE Standards Association or the IEEE standards development process, 
visit the IEEE-SA web site at http://standards.ieee.org. 

Withdrawn Standard*

“Withdrawn” standards are standards that are no longer useful or contain significant obsolete or erroneous 
information. All amendments or corrigenda associated with this standard have also been withdrawn.
“Withdrawn” standards are standards that are no longer useful or contain significant obsolete or erroneous 
information. All amendments or corrigenda associated with this standard have also been withdrawn.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 23:34:53 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1711-2010

http://ieeexplore.ieee.org/xpl/standards.jsp�
http://standards.ieee.org/�
http://www.avadocuments.com/doc/ieee-1711-2010
http://www.avadocuments.com/doc/ieee-1711-2010


vii 
Copyright © 2011 IEEE. All rights reserved. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL:  
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL 
for errata periodically. 

Interpretations 

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/ 
index.html. 

Patents 

Attention is called to the possibility that implementation of this trial-use standard may require use of 
subject matter covered by patent rights. By publication of this trial-use standard, no position is taken with 
respect to the existence or validity of any patent rights in connection therewith. The IEEE is not responsible 
for identifying Essential Patent Claims for which a license may be required, for conducting inquiries into 
the legal validity or scope of Patents Claims or determining whether any licensing terms or conditions 
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are 
reasonable or non-discriminatory. Users of this trial-use standard are expressly advised that determination 
of the validity of any patent rights, and the risk of infringement of such rights, is entirely their own 
responsibility. Further information may be obtained from the IEEE Standards Association. 

Trial use 

Publication of this trial-use standard for comment and criticism has been approved by the Institute of 
Electrical and Electronics Engineers. Trial-use standards are effective for 24 months from the date of 
publication. Comments for revision will be accepted for 18 months after publication. Suggestions for 
revision should be directed to the Secretary, IEEE-SA Standards Board, 445 Hoes Lane, Piscataway, NJ 
08854, and should be received no later than 15 August 2012. It is expected that following the 24-month 
period, this trial-use standard, revised as necessary, shall be submitted to the IEEE-SA Standards Board for 
approval as a full-use standard. 
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IEEE Trial-Use Standard for a 
Cryptographic Protocol for Cyber 
Security of Substation Serial Links 

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or 
environmental protection. Implementers of the standard are responsible for determining appropriate 
safety, security, environmental, and health practices or regulatory requirements. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

1.1 Scope 

This trial use standard defines a cryptographic protocol to provide integrity, and optional confidentiality, 
for cyber security of substation serial links. It does not address specific applications or hardware 
implementations, and is independent of the underlying communications protocol. 

1.2 Purpose 

The elevated concern of cyber security throughout the power industry has created a need to protect 
communications to and from substations. This trial use standard defines a cryptographic protocol known as 
Substation Serial Protection Protocol (SSPP) that can protect the integrity and optional confidentiality of 
asynchronous serial communications typically used by substation equipment. SSPP is primarily intended to 
protect serial SCADA communications, but can be applied to other serial communications – such as the 
maintenance ports of IEDs. SSPP is largely independent of the underlying communications link and 
protocol (e.g. Modbus, DNP3), and is appropriate for serial communications over leased lines, dial-up 
lines, multi-drop links radio, power line carrier, fiber optic, etc. SSPP is suitable for implementation in new 
equipment or for deployment in bump-in-the-wire devices retrofitting protection to existing systems. 
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2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., each is to 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments or corrigenda) applies. 

FIPS PUB 180-3: Secure Hash Standard, National Institute of Standards and Technology.1 

FIPS PUB 197: Advanced Encryption Standard, National Institute of Standards and Technology. 

FIPS PUB 198-1: The Keyed-Hash Message Authentication Code (HMAC) Standard, National Institute of 
Standards and Technology. 

NIST SP 800-38A: Recommendation for Block Cipher Modes of Operation, National Institute of Standards 
and Technology.2 

3. Definitions, acronyms, and abbreviations 

3.1 Definitions 

For the purposes of this  trial-use standard, the following terms and definitions apply. The IEEE Standards 
Dictionary: Glossary of Terms & Definitions should be consulted for terms not defined in this clause.3 

character: A 7-bit or 8-bit value transmitted on a serial communications channel. 

cipher suite: A set of cryptographic algorithms, keys, and parameters identified by a cipher suite number. 

ciphertext: Message data that is encrypted. 

cleartext: Message data that is not encrypted. 

confidentiality: Refers to the secrecy of a message. 

integrity: Refers to the validity of a message. 

mixed mode: In a multi-drop topology, some messages are allowed to be delivered in cleartext without 
SSPP protection, while other messages are protected using SSPP. 

octet: An 8-bit value. 

Position Embedding (PE) mode: A cryptographic mode designed by members of the AGA 12 committee 
specifically for low latency integrity protection in bump-in-the-wire deployments. It is used by one of the 
cipher suites. 

NOTE—See Osvik, D., Shamir, A., and Tromer, E. [B4] for the rationale behind the design of this mode. 
Note that PE mode as used here includes an additional output whitening step over the description in [B4].4 
                                                 
1 FIPS publications are available by mail from the National Technical Information Service, 5301 Shawnee Rd, Alexandria, VA 22312 
(http://www.ntis.org/). 
2 http://www.nist.gov/index.html 
3 The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/. 
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sequence number: An unsigned number carried in the header of all messages. Sequence numbers are used 
to prevent replay attacks. 

session: A (usually) bidirectional virtual communications channel established between two SSPP peers. 
There may be more than one session established between the same two peers. 

session identifier: A value between 1 and 255 used to distinguish different types of bidirectional traffic 
flows between two SSPP peers. 

Substation Serial Protection Protocol (SSPP) address: A 16-bit number that identifies a particular SSPP 
peer. Every SSPP peer on a shared communications link shall have a unique SSPP address. The address 
0xFFFF is a reserved broadcast address. The address 0x0000 is considered invalid. 

Substation Serial Protection Protocol (SSPP) peer (or simply peer): A device or application 
implementing SSPP. 

whitening: A process of XORing some key material into the input or output of a block cipher. 

3.2 Acronyms and abbreviations 

AES Advanced Encryption System 

BITW Bump In The Wire 

CRC Cyclic Redundancy Check 

HMAC Keyed-Hash Message Authentication Code 

IED Intelligent Electronic Device 

SCADA Supervisory Control and Data Acquisition 

SSPP Substation Serial Protection Protocol 

                                                                                                                                                 
4 The numbers in brackets correspond to those in the bibliography in Annex C. 
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