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Abstract: This document specifies the standard approach for mapping between IEEE Std 1815™
[Distributed Network Protocol (DNP3)] and IEC 61850 (Communications Networks and Systems
for Power Utility Automation). Two primary use cases are addressed: a) mapping between an
IEEE 1815-based master and an IEC 61850-based remote site and b) mapping between an IEC
61850-based master and an IEEE 1815-based remote site. Mapping aspects included in the
standard are: conceptual architecture; general mapping requirements; the mapping of Common
Data Classes, Constructed Attribute Classes and Abstract Communication Service Interface
(ACSI); cyber security requirements, the architecture of a gateway used for translation and
requirements for embedding mapping configuration information into IEC 61850 System
Configuration Description Language (SCL) and DNP3 Device Profile. This standard addresses a
selection of features, data classes, and services of the two standards.

Keywords: automation, communications, DNP3, evolution, feeder, gateway, IEC 61850,
IEEE 1815™, mapping, network, power system, substation, upgrade, utility
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards
Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is [IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at
http://ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1815.1-2015, IEEE Standard for Exchanging Information Between Networks
Implementing IEC 61850 and IEEE Std 1815™ [Distributed Network Protocol (DNP3)].

This standard has been developed to address requirements identified by the Smart Grid Interoperability
Panel (SGIP) The SGIP is a public/private partnership initiated in 2009 by the National Institute of
Standards and Technology (NIST) of the United States of America. NIST initiated the SGIP to support
NIST in fulfilling its responsibility, under the U.S. Energy Independence and Security Act of 2007, to
coordinate standards development for the Smart Grid. The term “Smart Grid” is used by the SGIP to refer
to a power system that uses information and communication technology to make the delivery of electricity
more efficient, reliable, secure, and resilient while minimizing costly investments in new generation
capacity.

The purpose of the SGIP is to define requirements for the communication protocols and other common
specifications that are considered essential to the creation of a Smart Grid. It coordinates development of
these standards with collaborating organizations such as IEEE. The development of the IEEE Project
Allocation Request (PAR) for this standard and the use case requirements found in Clause 5 of this
standard were initiated through a Priority Action Plan (PAP) of the SGIP. The SGIP identifies a PAP to
address either a gap where a new standard or standard extension is needed, or an overlap where two
complementary standards have non-equivalent methods of addressing the same Smart Grid function.

In this case, the SGIP created a working group to address PAP12, entitled “Mapping IEEE Std 1815
(DNP3) to IEC 61850 Objects.” The charter for PAP12 is stated as follows (in italics):

“IEEE Std 1815 (DNP3 — Distributed Network Protocol) is the de facto communication protocol used at
the distribution and transmission level in the North American power grid. However, DNP3 is not fully
capable of enabling all foreseen Smart Grid functions. Nevertheless the Smart Grid must accommodate and
build upon the legacy systems of today’s power grid. The tasks of this PAP include developing IEEE Std
1815 (DNP3) and IEC 61850 mapping documents including guidelines for achieving interoperable
integration of equipment using DNP3 with equipment using IEC 61850 by Q4 - 201 1.

Bridging the power delivery communication standards from current standards to more feature rich
standards will accelerate the implementation of the Smart Grid. Expected benefits include reduced capital
and lifecycle costs, improved reliability and the enablement of new applications.”

With this purpose in mind, the members of the PAP12 Working Group began by sponsoring and assisting
the adoption of DNP3 as IEEE Std 1815™-2010. It was important to complete this step so that the eventual
mapping standard (this document) would describe the mapping between two officially recognized
standards, not one standard and a “de facto” standard.

In parallel with this work, the PAP12 Working Group helped to initiate IEEE Std 1815.1™. Members of
the PAP12 Working Group developed the PAR that created IEEE project P1815.1 and the IEEE
Substations Committee Working Group C14 that was responsible for it. Members of the PAP12 Working
Group also developed the use cases, use case diagrams, and the requirements for this standard as described
in Clause 5. PAP12 members are providing coordination between Working Group C14 and Substations
Committee Working Group C12 so that any changes required to IEEE Std 1815 that would facilitate the
mapping to IEC 61850 can be incorporated as quickly as possible.

The intent of IEEE WG C14 and the PAP12 Working Group is to submit the final version of IEEE Std
1815.1 to the appropriate working group of the International Electrotechnical Commission (IEC) with the
proposal that it be recognized as a “dual logo” standard. In this way, the mapping rules will be captured as
an official part of both the IEEE Std 1815 series of standards and the IEC 61850 series of standards.
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IEEE Standard for Exchanging
Information Between Networks
Implementing IEC 61850 and
IEEE Std 1815™ [Distributed
Network Protocol (DNP3)]

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This document specifies the standard approach for mapping between IEEE Std 1815™, IEEE Standard for
Electric Power Systems Communications — Distributed Network Protocol (DNP3)'*? and IEC 61850,
Communication networks and systems for power utility automation.

Two primary use cases are addressed:
— Mapping between an IEEE Std 1815-based master and an IEC 61850-based server.

— Mapping between an IEC 61850-based client and an IEEE Std 1815-based outstation.

! Information on normative references can be found in Clause 2.

2 IEEE publications are available from the Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).

* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

* IEC publications are available from the International Electrotechnical Commission (http://www.iec.ch/). IEC publications are also
available in the United States from the American National Standards Institute (http://www.ansi.org/).
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Mapping aspects included in the standard are: conceptual architecture; general mapping requirements; the
mapping of Common Data Classes, Constructed Attribute Classes and Abstract Communication Service
Interface (ACSI); cyber security requirements, the architecture of a gateway used for translation and
requirements for embedding mapping configuration information into IEC 61850 System Configuration
Language (SCL) and DNP3 Device Profile. This standard addresses a selection of features, data classes,
and services of the two standards.

1.2 Objective

The objective of this standard is to document and make available requirements for exchanging data
between IEEE Std 1815 and IEC 61850 protocols using a gateway. While a primary focus of this standard
is for the electric utility industry, other industries that deliver energy and water could also use this
document if they also plan to use both IEEE Std 1815 and IEC 61850 in their systems. The intent of this
standard is to meet the goals established by the U.S. National Institute of Standards and Technology (NIST)
for a Smart Grid:

— Provide a standard way to map between two standards from recognized standards institutions.

— Provide interoperability within hundreds of operational systems and between thousands of
IEEE Std 1815 and IEC 61850 devices.

Vendors may use this standard to implement and test their gateway products and be assured of a high
degree of interoperability. Users may use this document to specify their respective systems. System
integrators may use this standard to assist in system integration and testing of user systems utilizing both
protocols and gateways.

1.3 Background

IEC 61850 covers multiple aspects of a Supervisory Control and Data Acquisition (SCADA) system:

a) The definition of data structures. These data structures contain the information about the current
state of the system (e.g., status information, measurements), the information required to operate the
system, as well as parameters that can change the behavior of the system. These data structures are
implemented in the devices.

b) The definition of communication services to access the data including the protocols to realize these
communication services.

¢) The definition of a model that describes the configuration of the system. That model is used during
the system design to exchange information between different engineering tools.

IEEE Std 1815 covers the same aspects, but does not provide the same level of detail with regard to the
data structures.

IEC 61850 uses a hierarchical object model, in which the different objects are identified with a name that
also provides information about the semantic (meaning and usage) of the data.

IEEE Std 1815 uses numbers to identify the objects and does not define the semantic behind the objects.

1.4 Purpose and intended use

This standard defines rules and methods for the exchange of information between networks implementing
IEC 61850 and IEEE Std 1815™-2012 by describing the following:
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— Methods for mapping run-time information between the IEEE Std 1815 devices and the IEC
61850 devices through a gateway. The methods for doing this are described in Clause 6, Clause 7,
and Clause 8.

— Methods for automating configuration of a gateway using an IEC 61850 configuration file and a
DNP3-XML file. The methods for doing are described in Clause 9.

Within the capability of each protocol, some configuration attributes (IEC 61850-7-3 attributes with
functional constraint FC) are also mapped in addition to the operational real-time data.

1.4.1 Not intended to change the protocol standards

The rules specified herein are based on the published standards, and are not intended to suggest changes to
either standard.

1.4.2 Intended for but not limited to substation automation

The use cases in this standard are described in the context of substation automation, which is a very
common use of both the IEC 61850 and IEEE Std 1815 protocol standards. However, it should be
recognized that both protocol standards are used in many other types of applications to which it is
nevertheless equally appropriate to apply this mapping standard.

1.4.3 Intended for implementing gateways

It is intended that networks implementing IEC 61850 and IEEE Std 1815 and complying with this standard
will exchange the information through gateways that perform mapping between the data structures and
services of the two standards.

1.4.4 Uses not intended for this standard

This standard does not specify any rules for an IEC 61850 device to directly communicate with an
IEEE Std 1815 device and vice versa, except through a gateway.

This standard does not include any specifications for tunneling one protocol in another.

This standard does not define an IEEE Std 1815-Specific Communications Services Mapping (SCSM) for
IEC 61850.

This standard does not mandate which data items a particular client, server, master, or client is required to
support, regardless of whether the implementation uses IEEE Std 1815 or IEC 61850. Instead this standard
provides rules specifying how a gateway maps any given data item from one protocol to the other, given
that the data item is already available and is transmitted using one of the protocols.

Similarly, this standard does not mandate which mapping rules a given gateway is required to support. The
supplier of a gateway conforming to this standard is required to provide to the user of the gateway a
conformance table as described in Annex A so the user can identify which mapping rules the gateway
supports. The gateway is considered conformant to this standard if it correctly performs all the mapping
rules it claims to support.
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1.4.5 Implementing a superset of this standard

There will be situations, particularly as described in Use Case scenario (a2) in 5.5, in which a user will
require that a gateway perform non-standard protocol mappings. A gateway that is capable of performing
non-standard mappings is considered conformant to this standard as long as it can be configured to perform
only standard mappings.

In addition to the mappings described in this standard, gateways may manipulate the data passing through
them in a variety of ways. Some of these functions include alarm grouping, data suppression, interlocking,
and command blocking. Conformance to this standard does not preclude a gateway from performing such
functions, even though this standard primarily specifies straight through mapping of IEC 61850-7-3 data to
IEEE Std 1815 data. Subclause 9.5.3 of this standard describes how some of these functions may be
specified to a gateway by a mapping tool using equation notation in XML. However, some of these
functions may be too complex for a mapping tool to specify in an automated manner.

1.4.6 Intended network topologies

Figure 1 illustrates a use case of an existing IEEE Std 1815 (DNP3) master communicating with a new IEC
61850 substation, while Figure 2 illustrates the use of a new IEC 61850-90-2 client communicating with an
existing IEEE Std 1815 substation. These diagrams illustrate typical examples of utility network topologies
to which this standard may be applied. Refer to Clause 4 and Clause 5 for a description of the use cases that
would be applicable to these respective topologies.

IEEE Standard 1815 (DNP3) Mapping to IEC 61850 Objects
Use Case A
EMS EMS
Operational
historical
database .
% Operational data
I toffrom field Utility private or leased network
EMS —3
‘ firewall —
DNP3 |- —————— 1 Pr
Master [ —— ——_~— T2 — Remote .
T T access .- DNP to/from EMS
| g Remote access
| - - Non-Operational data
Alarm and | o
analysis data : Substation Access
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Other |« — — — — — data from field T
Enterprise .- — .. —.. —.. >
applications
PP Remote Corporate 1
access firewall -
IEC 61850 Client |  , NP3 Outstation
Substation Data Manager
~
Non- +  Substation Network
QOperational
Historical I I I
datahase IEC 61850 | [ IEC 61850 Substation
Server Server HMI
Data transfer legend:
Remote Access - . — .. _ EMS toffrom —_—
remote
EMSdatate -.— . — —
Enterprise Applications EMS historical — — —
Non-Operational data
historical data
Each user is responsible for implementing his network design in Figure 1 - Use Case (a) Topology
compliance with applicable security policies and standards

Figure 1—Use Case (a) topology
Documents
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IEEE Standard 1815 (DNP3) Mapping to IEC 61850 Objects
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Each user is responsible for implementing his network design in Figure 2 — Use Case (b) Topology
compliance with applicable security palicies and standards.

Figure 2—Use Case (b) topology

1.4.7 Structure of this standard

The mapping architecture for the exchange of the run-time information consists of four parts:

Conceptual architecture of a gateway device and associated use cases.
Mapping of the information model.

Mapping of the data (which is in fact part of the information model).

Mapping of the services.

1.5 Use with other versions of the standards

This standard describes mapping of data and services only between the specific sections and versions of
IEC 61850 and IEEE Std 1815 listed in Clause 2. Use of this standard to create a gateway between earlier
or later versions of these standards cannot be certain to achieve interoperability. However, if such mapping
is attempted, it is intended that the rules in this standard should apply in all cases where the text of the
versions used do not differ from those listed in Clause 2. Where the versions of the implemented standards
differ from those referenced here, it is recommended that the lowest-level rules defined in Annex A be used
as guidance. In any case, it shall be the responsibility of the implementer to seek guidance from IEEE WG
C14 and/or the DNP Users Group Technical Committee for direction until such time as a new version of

this standard is published.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

DNP3 Specification Supplement 1 — Device Profile Template and XML Schema, DNP Users Group.’

IEC 61850-6:2009, Communication networks and systems for power utility automation—Part 6:
Configuration description language for communication in electrical substations related to IEDs.®

IEC 61850-7-2:2010, Communication networks and systems for power utility automation—Part 7-2: Basic
information and communication structure—Abstract communication service interface (ACSI).

IEC 61850-7-3:2010, Communication networks and systems for power utility automation—Part 7-3: Basic
communication structure—Common data classes.

IEC 61850-8-1, Communication networks and systems for power utility automation—Part 8-1: Specific
communication service mapping (SCSM)—Mappings to MMS (ISO 9506-1 and ISO 9506-2) and to
ISO/IEC 8802-3.

IEC 61850-8-1:2011, Communication networks and systems for power utility automation—Part 8-1:
Specific communication service mapping (SCSM)—Mappings to MMS (ISO 9506-1 and ISO 9506-2) and
to ISO/IEC 8802-3.

IEC/TS 62351-3, Power systems management and associated information exchange—Data and
communications security—Part 3: Communication network and system security—Profiles including
TCP/IP.

IEC/TS 62351-4, Power systems management and associated information exchange—Data and
communications security—Part 4: Profiles including MMS.

IEC/TS 62351-5, Power systems management and associated information exchange—Data and
communications security—Part 5: Security for IEC 60870-5 and derivatives.

IEC/TS 62351-6, Power systems management and associated information exchange—Data and
communications security—Part 6: Security for IEC 61850.

IEC/TS 62351-8, Power systems management and associated information exchange—Data and
communications security—Part 8: Role-based access control.

IEEE Std 1686™-2007, IEEE Standard for Substation Intelligent Electronic Devices (IEDs) Cyber Security
Capabilities.’

IEEE Std 1815™, TEEE Standard for Electric Power Systems Communications — Distributed Network
Protocol (DNP3).

° DNP3 Publications are available from the Document Library at http://www.dnp.org. The supplement is located in the DNP3
Protocol Specifications area of the library.

¢ IEC publications are available from the International Electrotechnical Commission (http:/www.iec.ch/). IEC publications are also
available in the United States from the American National Standards Institute (http://www.ansi.org/).

" IEEE publications are available from the Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).
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IEEE Std 1815™-2012, IEEE Standard for Electric Power Systems Communications—Distributed
Network Protocol (DNP3).

IEEE Std C37.238™.-2011, IEEE Standard Profile for Use of IEEE 1588 Precision Time Protocol in Power
System Applications.

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause.®

actor: A person, device, application, system, or organization that communicates information or data.

DNP3: Distributed Network Protocol, as specified in IEEE Std 1815-2012. Within this standard, the terms
“DNP3” and “IEEE Std 1815-2012” shall be considered to be interchangeable.

DNP3 Device Profile Document: Refers to the document DNP3 Specification Supplement 1 — Device
Profile Template and XML Schema.

DNP3 IED: An intelligent electronic device such as a digital relay that implements a DNP3 outstation. A
gateway may also be considered an IED.

DNP3 outstation: A controller or remote terminal unit (RTU) that is subservient to a DNP3 master station.

gateway: As defined in the IEEE Standards Dictionary: Glossary of Terms & Definitions, a device that
allows two networks of differing technology to communicate. In this case the two technologies are IEC
61850 and IEEE Std 1815-2012.

IEC 61850 IED: An intelligent electronic device (IED) such as a digital relay that implements an IEC
61850 server. A gateway may also be considered an IED.

IED capability description (ICD) file: A system configuration description language (SCL) file describing
the functional and engineering capabilities of an IED type. This includes the data that any instance of an
IED of this type can communicate and the control actions it can execute.

Integration Engineer: This standard uses Integration Engineer as a conceptual, broad description to
simplify the standard. The Integration Engineer may be a singular person, several people, or even
committees, departments, or other types of groups that use utility practices and/or IEEE Std C37.1™ [B6]’
to perform the described processes. The use of a singular Integration Engineer does not imply a
requirement that a single person perform the process described.

integrity poll: A request sent by a DNP3 master that retrieves all data in the outstation.

process image: A gateway component whose function is to manage and exchange run-time operational
information such as status information and measurements between IEC 61850 and DNP3.

8 JEEE Standards Dictionary Online subscription is available at: http:/ieeexplore.ieee.org/xpls/dictionary.jsp.
? The numbers in brackets correspond to those of the bibliography in Annex G.
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sampled values: Streams of real-time measurements that provide data for IEC 61850 IED functions, as
described in IEC 61850-9-2.

settings group: A set of configuration parameters for protection functions that may be changed as a group

at the operator’s request, or as part of an automated process, as described in IEC 61850-7-2:2010.

Substation configuration description (SCD) file: The file format, in IEC 61850 SCL, describing an
instance of a complete substation configuration—its major power system elements, IEDs, and their
connections (power system and communications).

3.2 Acronyms and abbreviations

ACD

ACSI

ACT

APC

ASG

BAC

BCR

BL

BSC

CDC

CF

CMV

CO

CROB

CSD

CSG

CUG

CURVE

DC

DEL

DNP3

directional protection activation information
abstract communication service interface
protection activation information

analog process controllable value
analogue settings

binary controlled analog process value
binary counter reading

blocking

binary controlled step position information
common data class

configuration

complex measured value

controlled or controllable

control relay output block

curve shape description

curve shape settings

currency setting group

curve settings

description

delta-connected (phase-to-phase) three-phase measured values

Distributed Network Protocol 3
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DNP3-XML

DPC

DPL

DPS

ENC

ENG

ENS

FC

GOOSE

GSE

GSSE

HDEL

HMV

HST

HWYE

ICD

IED

11D

1IN

INC

ING

INS

ISC

LN

LPL

MV

MX

Network Protocol (DNP3)]

DNP3 XML device profile document
double point controllable

device name plate

double point status

enumerated status controllable

enumerated status setting

enumerated status

functional constraint

generic object oriented substation event
generic substation event

generic substation status event

harmonic values for 3-phase delta-connected measurements
harmonic values

histogram

harmonic values for 3-phase WYE-connected measurements
IED capability description

intelligent electronic device

instantiated IED description

internal indications bits

controllable integer status

integer status setting

integer status

integer controlled step position information
logical node

logical node name plate

measured value

measurement
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OR

ORG

RTU
SAV
SBO
SCADA
SCD
SCL
SE
SEC
SEQ
SG
SGCB
SNTP
SP
SPC
SPG
SPS
ST
sV
TCP
TSG
VSG
VSS
WYE

XML

Network Protocol (DNP3)]

operation received

object reference setting group
request for comments

remote terminal unit

sampled value

select-before-operate

supervisory control and data acquisition
substation configuration description
system configuration description language
settings group editable

security violation counting
sequence

settings group

settings group control block

simple network time protocol
setpoint

controllable single point

single point setting

single point status

status

substituted value

transmission control protocol

time setting group

visible string setting

variable string status

WYE-connected (phase-to-ground/neutral) three-phase measured values

extensible mark-up language
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4. Conceptual architecture

4.1 Overview

This clause describes the conceptual architecture for the run-time data exchange between IEC 61850 IEDs
and DNP3 IEDs through a gateway.

From an TEC 61850 perspective, the services defined in IEC 61850-7-2:2010 are used to transmit data
objects and data attributes. The structure of the data objects is standardized in the common data classes
defined in IEC 61850-7-3:2010. The common data classes of IEC 61850-7-3:2010 provide an aggregation
of different data attributes. DNP3 does not provide this level of aggregation of multiple attributes.
Therefore, typically one IEC 61850-7-3 data object will map on multiple DNP3 objects.

In IEC 61850-7-3:2010, the data attributes that are aggregated in a common data class can be grouped as
follows based on the functional constraint (FC):

— Data attributes used for the operation of the system. These include data attributes with the
functional constraints: status (ST), measurement (MX), setpoint (SP), settings group (SG) settings
group editable (SE), and control service parameters such as “ctlVal.”

— Data attributes for substitution, having the functional constraint: substituted value (SV).

— Data attributes for miscellaneous information. These include data attributes with the functional
constraints: blocking (BL), configuration (CF), and description (DC).

— Data attributes for testing, having the functional constraint: operation received (OR).

The data attributes from the first group correspond to information that is typically also available in DNP3
IEDs. They are mapped to DNP3 objects. Substitution is not explicitly supported in DNP3, but it can be
realized by dedicated DNP3 objects that map on the related data attributes of IEC 61850-7-3:2010.

For the remaining information, where the related functionality is available in DNP3 as well (such as in the
DNP3-XML configuration file), a mapping has been defined. Where the functionality is not supported by
DNP3, no mapping has been defined.

For the mapping, two basic use cases are defined:

— Use Case (a): The situation where an IEC 61850 IED is connected to a DNP3 master. This may be
the case when a substation with IEC 61850 is connected with a DNP3 communication to a
network control center.

— Use Case (b): The situation where a DNP3 IED is connected to an IEC 61850-7-2 client. This may
be the case in a substation using IEC 61850 but where it is required to connect DNP3 legacy IEDs.

The use cases in this standard are described in the context of substation automation, which is a very
common use of both the IEC 61850 and IEEE Std 1815-2012 protocol standards. However, it should be
recognized that both protocol standards are used in many other types of applications to which it is
nevertheless equally appropriate to apply this mapping standard.

4.1.1 Use Case (a)

Use Case (a) is presented in Figure 3. The gateway has on one side an IEC 61850-7-2 client interface and
on the other side a DNP3 outstation interface.
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INPI.J.T. OUTPUT
Capabilities System Files
Files

DNP3 Master

DNP3-XML Wi

DNP3-XML
with IEC 61850

DNP3-XML names
DNP3 Outstation
IEC 61850 Gateway
ICDs or |IDs - = IEC 61850
IEC 61850 Client fr b
; with private
DNP3 info

IEC IEC IEC

61850 61850 61850
IED IED IED

Figure 3—Use Case (a) context

For the IEC 61850 part, the data models and supported services of the individual IEDs are described in the
IEC 61850-6 ICD files. There may also be IID files describing updates to the IED configurations if they
were previously configured. As a result of the system engineering, an SCD file may be produced that
describes the IEC 61850 communication between the IEC 61850 IEDs and the gateway.

For the DNP3 part, DNP3-XML files describe the DNP3 master and the DNP3 outstation.

Both the DNP3-XML files as well as the IEC 61850-6 SCD file can be extended with information to
support the configuration of the gateway as described in the use cases in Clause 5. The required extensions
are defined in Clause 9.

In Use Case (a), the IEC 61850 IEDs may support information other than the operational information from
the process (status, measurements). Examples of this other information are parameters that can be changed,
configuration information, and substituted values. That information can be transmitted using the DNP3
protocol by defining additional DNP3 objects as it is done in Clause 7. This requires, however, that the
system that is connected through the DNP3 master (e.g., the network control center) can deal with this
additional information. As an example, if substitution in the IEC 61850 IEDs is supported, it is possible to
create DNP3 objects for the IEC 61850-7-3 data attributes with FC = SV. These DNP3 objects can be used
to transmit the value for an IEC 61850-7-3 data attribute over the communication network. But it is obvious
that the application that performs the substitutions must be available in the system connected to the DNP3
master.

The IEC 61850 IEDs may also support the capability to browse the data model. For this, it is required to
read complete data structures using IEC 61850-7-2 self-description. This is not addressed by this mapping.
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4.1.2 Use Case (b)

Use Case (b) is presented in Figure 4. The gateway has on one side a DNP3 master interface and on the
other side an IEC 61850-7-2 server interface.

INPUT OUTPUT
Capabilities System Files
Files
—,  IEC61850
IEC 61850 Client ﬁ 5CD with
‘, mapping
Desired —  IEC61850
|E(fec55|{§50 f ID with
ICD IEC 61850 Server : mapping
DNP3-XML Gateway
DNP3 Master DNP3-XML
File(s) with
mapping

Figure 4—Use Case (b) context

The DNP3 IEDs are described with DNP3-XML files. The IEC 61850-7-3 information made available by
the gateway and the IEC 61850-7-2 communication services supported by the gateway are described with
an ICD file. A DNP3-XML file as well as an IEC 61850-6 SCD or IID file with mapping information may
be produced to support the configuration of the gateway as described in the use cases in Clause 5. The
required extensions are defined in Clause 9.

In Use Case (b), the IEC 61850-7-2 communication from the gateway to the IEC 61850-7-2 client may
support other information than the operational information from the process (status, measurements). This
other information may include parameters that can be changed, configuration information, and the ability to
substitute values. That information can be transmitted using the DNP3 protocol by defining additional
DNP3 objects as it is done in Clause 7. This requires however, that the DNP3 IEDs support that
functionality and are able to provide that information. In some cases, that information may be available in a
DNP3-XML file. In other cases, the information may be preconfigured in the IEC 61850-6 SCL file. The
IEC 61850-7-2 server can then provide that information based on these configuration files and not by
receiving them from the DNP3 IEDs.

If the IEC 61850-7-2 client is browsing the data model of the server, this can be done by the server based
on the configuration through the IEC 61850-6 SCL file. The gateway will not browse the DNP3 IEDs.
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4.1.3 Combining use cases

Figure 5 provides an example of how Use Case (a) and Use Case (b) can be applied to create a number of
migration scenarios. In this example, Gateway 1 is implementing Use Case (a) so the DNP3 master in the
control center can access a new IEC 61850 substation, while Gateway 2 is implementing Use Case (b) so
the IEC 61850 HMI can access existing DNP3 IEDs. Other migration scenarios may use different
combinations; for instance, it may be possible to combine the two gateways in a single device.

DNP3 Master

DNP3 Qutstation
Gateway 1
IEC 61850 Client

IEC 61850 HMI

IEC 61850 Server

DNP3 Master

IEC IEC IEC IEC
61850 61850 61850 61850
IED IED IED IED

Figure 5—Combining Use Case (a) and Use Case (b)

4.2 Gateway device

The conceptual architecture of the gateway device is shown in Figure 6 for Use Case (a) and in Figure 7 for
Use Case (b). The gateway device is decoupling the IEC 61850 communication and the DNP3
communication via a “process image.” The advantage of this approach is that a real-time pass-through is
not necessarily required for all messages. The following principles are used for the information exchanges
between IEC 61850 and DNP3:

— Run-time operational information (status information, measurements) that is usually transmitted
event driven is exchanged through the process image. Data retrieval on the two networks is
independent and may take place at different rates.

— Services for the control model interaction shall be directly forwarded by the gateway. Therefore,
these services shall be mapped.

— Run-time access to other information of the data model (parameters, configuration and description
information, substitution) shall be directly forwarded by the gateway. Therefore, these services
shall be mapped.
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Clause 7 of this standard defines the way data structures shall be mapped. The way to map the services
shall be as defined in Clause 8. Note that the implementation of the process image is a local issue. It could
be a database or it could be something else.

DNP3 Master

Gateway )
DNP3 Outstation
Read or Pass-thru services,
Reported Data e.g. controls
<>

Process Internal
Image Operations,

e.g. alarm

GOOSE GOOSE .
Publisher Subscriber IEC 61850 Cllent

IEC 61850

IEC 61850 IEC 61850 IEC 61850
IED IED IED IED

Figure 6—Use Case (a) conceptual architecture

4.2.1 Use Case (a)

In Use Case (a), the process image may be updated by the IEC 61850 IEDs through reporting to the IEC
61850-7-2 client in the gateway, by the gateway subscribing to GOOSE messages or by polling the IEC
61850 IEDs (see Figure 6). On the DNP3 side, the gateway may report data through the DNP3 outstation or
the DNP3 master may poll the data.

In Use Case (a), if an IEC 61850-7-3 data object is mapped to multiple DNP3 objects, the gateway sets the
quality flags and timestamp of the DNP3 objects based on that of the IEC 61850-7-3 data object as
described in 7.3.2 and 7.3.14.

4.2.2 Use Case (b)

In Use Case (b), the DNP3 master either updates the process image by polling the DNP3 IED or the DNP3
IEDs report updates to the master (see Figure 7). On the IEC 61850 side, the IEC 61850-7-2 server will
report data changes or the IEC 61850-7-2 client can poll the gateway.
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Configuration <V
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Read or

/
\ Reported Data

DNP3-XML g DNP3 Master
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Figure 7—Use Case (b) Conceptual architecture

In Use Case (b), the gateway provides all mandatory information required by IEC 61850 that is not
available in the DNP3 IEDs. The gateway may also emulate optional information that is not supported by
the DNP3 IEDs. If DNP3 IEDs do not support timestamps or quality flags, the gateway adds the
timestamps or quality flags to the IEC 61850 values, as described in 7.3.14 and 7.3.2, respectively.

4.2.3 Mapping data—either use case

In either use case, the gateway is not required to map all data from the IEDs, whether the data is stored in
the process image or not. One significant function of a gateway is to filter information so the master or
client need not be presented with all the data from all the IEDs.

4.3 Conceptual architecture of configuration tools

This standard assumes that the IEEE Std 1815-to-IEC 61850 gateway is configured using a process similar
to that shown in Figure 8. This standard is concerned with the behavior of a “Mapping Tool” as it processes
DNP3-XML and SCL input files and creates a standardized output file. This processing takes place using
the mapping rules defined in this standard and with the help of a varying amount of user input, depending
on which use case is taking place.
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4.3.1 Mapping output format

The format of the output from the mapping tool may be DNP3-XML or SCL, whichever is more useful to
the “Gateway configuration tool,” which is assumed to convert the standardized files to a proprietary
format. It is irrelevant to this standard whether the conversion to proprietary format takes place outside the
gateway, as shown in row (1) of Figure 8, or within the gateway device itself as shown in row (2) and
row (3). Similarly, the mapping tool itself may be part of the gateway itself, as shown in row (3), it may be
a standalone device, or it may be part of some other tool.

User Gateway Device

Input

Gateway
Config
Tool

Translation
Process

(1)

Mapping

Proprietary

DNP3-XML DNP3-XML
and or Format
SCL inputs SCL output
1
1\ (optional re-iteration) :
1
b e J

Gateway Device

Gateway
Config
Tool

Translation
Process

Mapping

(2)

Gateway Device

Gateway
Config
Tool

Translation
Process

Mapping
Tool

3)

Figure 8—Example configuration tool architectures

The output of the mapping tool is defined in 9.6. In practice, the SCL option is actually the DNP3-XML
file format inserted in a “private” section of the SCL file format defined at the IED level. This design
choice raises the question of why an SCL option is necessary at all. The answer is that the SCL option may
be useful in the following situations:

— If the output from the mapping tool first passes through an IEC 61850 system configuration tool,
for instance to configure an IEC 61850-7-2 client as in Use Case (b). In this case the
IEC 61850-7-2 client will ignore the DNP3-XML information, but the gateway will make use of
it.

— If the mapping tool is itself part of an IEC 61850 system configuration tool and therefore normally
produces SCL.
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— If the output from the mapping tool will later be used as input for another re-iteration of the
mapping process [e.g., in Use Case (a)] the SCL output file is an SCD file containing not only the
gateway configuration, but that of all the IEDs in the IEC 61850 network.

4.3.2 Mapping level

The output file formats described in 9.6 define the mapping between IEEE Std 1815-2012 and IEC 61850
at the data attribute level. In other words, they explain how one or more IEC 61850-7-3 data attributes map
to a single DNP3 data point, or how one or more DNP3 data points may map to a single IEC 61850-7-3
data attribute. Mapping at the data attribute level was chosen over mapping at the Logical Node (LN) level
or at the Common Data Class (CDC) level for the following reasons:

— The data attributes found in IEC 61850 CDCs or LNs may vary significantly from IED to IED.
Only a few of the data attributes in each CDC are typically mandatory.

— By mapping at the data attribute level, the gateway configuration tool does not need to be aware of
the definition of CDCs or LNs. Therefore the gateway configuration tool need not change as the
IEC 61850 CDC definitions or LN definitions are expanded.

However, it is assumed that the user interface of the mapping tool will present information to the user at the
logical node or CDC (i.e., data object) level because that is easier for a human to understand. It is assumed
that the mapping tool will therefore be aware of the definition of CDCs. For this reason, the data structure
mapping in Clause 7 is described at the CDC level for ease of design of mapping tools. Technically,
however, the “leaf mapping rules” defined at the data attribute level in Annex A may be sufficient for
implementing a mapping tool.

4.3.3 Mapping methods

This standard assumes that the gateway may need to combine or divide the separate data elements of each
protocol, perhaps using mathematical expressions or logic, when converting to the other standard. For
instance, a single IEC 61850 DPS status may be mapped to two DNP3 binary input points.

For this reason, this standard defines (in Clause 9) two different methods for expressing mapping
information: one based on the data attribute mapping rules listed in Annex A, and the other providing the
means to express the mapping as equations in a syntax based on ANSI “C” programming language.
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5. Use cases for configuring the gateway

5.1 Overview

This clause describes how the configuration of the gateway can be automated by using the IEC 61850-6
configuration file and the DNP3-XML file.

5.2 Scope of use cases

Two use cases were explicitly considered in developing this standard. Both of these use cases focus on the
configuration by an integration engineer of a substation gateway that converts information exchanges
between IEC 61850 and DNP3. These use cases represent a simplified version of the more complete IEC
61850 system engineering process described in IEC 61850-6:2009.

The use cases in this standard are described in the context of substation automation, which is a very
common use of both the IEC 61850 and IEEE Std 1815-2012 protocol standards. However, it should be
recognized that both protocol standards are used in many other types of applications to which it is
nevertheless equally appropriate to apply this mapping standard.

The difference between these use cases is whether the substation in question is a new substation using IEC
61850, as in Use Case (a) or an existing substation using IEEE Std 1815-2012 (DNP3), as in Use Case (b).
It is also possible to combine both use cases together in a number of different migration scenarios, as
discussed in 4.1.3.

In addition, Use Case (a) is divided into two separate scenarios:
— (al), in which the creation of the DNP3 points list is driven by what IEC 61850-7-3 data is
available and desired from the substation and the master is configured to match it (greenfield).

— (a2), in which the required DNP3 points list is defined ahead of time by the DNP3 master and the
user is forced to choose IEC 61850-7-3 data that can populate such a points list (retrofit).

The intent of developing these use cases was to establish requirements for a tool that could configure such a
gateway and for the XML files that would pass between the various actors in the use case.

The requirements arising from these uses cases therefore mostly address static configuration issues (e.g.,
listing which DNP3 objects and fields are mapped to which IEC 61850-7-3 data attributes). The majority of
these requirements are described in Clause 6, Clause 7, and Clause 8.

Run-time interoperability issues are not explicitly addressed within these use cases, but the assumed run-

time environment is described in Clause 4. Run-time issues regarding how to convert services and
functions between the two protocol suites are discussed in Clause 8.

5.3 Documentation of use cases
Each of the two use cases are documented by the following sections:

— Narrative: A brief paragraph describing what happens.

o Documents
Copyright © 2016 IEEE. All rights reserved. Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 01:07:17 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1815.1-2015


http://www.avadocuments.com/doc/ieee-1815-1-2015
http://www.avadocuments.com/doc/ieee-1815-1-2015

IEEE Std 1815.1-2015
|EEE Standard for Exchanging Information Between Networks Implementing IEC 61850 and IEEE Std 1815™ [Distributed
Network Protocol (DNP3)]

— Actors: A list of the humans, devices, software, and/or organizations participating.
— Information exchange: A list of the data exchanged by the actors.

— Diagrams: A graphic depiction of the use case. The format approximates a data flow diagram or
UML communications diagram.

— Steps: A sequential list of the action that takes place. This is a numbered, more detailed, and
formal version of the narrative.

— Requirements. A list of requirements for the configuration tool arising from the use case.

5.4 Use Case (a) scenario (a1): integration engineer configures a DNP3 gateway to
a new IEC 61850 substation

5.4.1 Narrative

This scenario assumes that a new IEC 61850 substation is being created and the DNP3 master is being
configured to accept the data required from that substation.

The integration engineer prepares for the mapping process. These steps are outside the scope of this
standard.

The integration engineer performs the mapping. These steps are described within this standard. The
integration engineer configures the IEC 61850 IEDs in the substation by combining their capability (ICD)
or instantiated description (IID) files together and selecting operational parameters to create an SCD file
describing all data available from the substation. Similarly, the integration engineer merges the DNP3-
XML files describing the DNP3 capabilities of the master and the gateway into a single DNP3-XML file
describing the DNP3 capabilities permitted on that communications link.

From the list of IEC 61850-7-3 data in the SCD file, the integration engineer chooses a subset of the
substation data to be reported to the DNP3 master. The system configuration tool applies the mapping rules
described in this standard to the chosen data and creates a DNP3 points list from the substation IEC 61850
model within the limitations of the DNP3-XML capabilities file. The system configuration tool produces a
DNP3-XML file that contains this mapping between IEC 61850 and DNP3. It may optionally update the
SCD file with the same information.

The integration engineer uses DNP3-XML file containing the mapping information to configure the DNP3
master and the gateway. These two steps are outside the scope of this standard.
5.4.2 Actors

The actors participating in this use case are listed in Table 1.
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Table 1—Actors in Use Case (a) scenario (a1)

Actor Name Actor type Actor description
Integration engineer | Person The person responsible for configuring a substation gateway.
DNP3 master Device The component of a control center responsible for monitoring and

controlling transmission or distribution substations on behalf of the
Energy Management System or Distribution Management System.
Sometimes referred to as the SCADA processor or SCADA system.

Substation gateway | Device The component in a substation responsible for gathering data from all
substation IEDs, filtering the data as appropriate, and reporting it to the
DNP3 master of the Energy Management System or Distribution
Management System. Contains the IEC 61850-7-2 client and DNP3
outstation applications.

DNP3 outstation Software The software within the substation gateway that communicates with the
application DNP3 master using DNP3.

IEC 61850-7-2 Software The software within the substation gateway that communicates with IEDs

client application within the substation using IEC 61850.

IEC 61850 IED Device A device within the substation that communicates with clients and other

IEDs using IEC 61850.

System Software Software responsible for producing configuration files for all devices
configuration tool application within the substation.

Gateway Software The IED configuration tool responsible for configuring the substation
configuration tool application gateway.

IED configuration Software Software responsible for configuring a particular device within the
tool application substation.

5.4.3 Information exchanged

Table 2 lists the information exchanged by the actors in this use case.
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Table 2—Information exchanged in Use Case (a) scenario (a1)

Information object
name

Information object description

ICD or IID File IED Capability Description file or an Instantiated IED Description file. An SCL file
describing the data that an IED can produce.
SCD File Substation Configuration Description file. An SCL file describing the configuration of the

complete substation in terms of IEC 61850.

Chosen Data

Subset of the SCD File selected by the integration engineer.

IEC 61850 Substation
Instance Data

Standard IEC 61850 configuration information necessary to configure a particular
substation. Examples include:

e Addresses

e  User-chosen portions of names (e.g., prefixes, logical device names)
e  Data set members

e  GOOSE/GSSE mapping

e  Reporting parameters

e  Deadbands

e  Control parameters (e.g., trip/close, latch, etc.)

e Data object descriptions

1IEC 61850-7-2 client
Parameters

Proprietary information necessary to configure the IEC 61850-7-2 client in the gateway.
Examples include:

e  Polling rates

e  Control priority

DNP3 outstation
parameters

Proprietary information necessary to configure the DNP3 Server (outstation) in the
gateway. Examples include:

e  Queuing priorities

e  Source of time synchronization

DNP3-XML Outstation

The DNP3-XML file describing the data and behavior of the DNP3 server (outstation) on

Configuration File the gateway. Includes the Data Object Mapping.

DNP3-XML Link The DNP3-XML file describing the common set of the capabilities of the DNP3 outstation

Capabilities File on the substation gateway, and the DNP3 master.

Data Object Mapping A list of the IEC 61850-7-3 data objects or data attributes produced by the IEC 61850
IEDs, selected by the integration engineer for reporting and controlling by the DNP3
master. Includes the assignment to DNP3 point numbers and data objects by the substation
configuration tool.

Mapping rules A list of rules describing how IEC 61850-7-3 common data classes can be mapped to

DNP3 objects and function codes.

5.4.4 Diagrams

The context of this use case is shown in Figure 3. The steps of the use case are shown in Figure 9. As
discussed in 5.1, the portion of the use case addressed by this standard is concerned with the configuration
of the gateway. These are step 3 and step 4. The other steps are shown for information only.
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Figure 9—Use Case (a) scenario (a1) sequence of steps

5.4.5 Steps

A formal description of the steps of Use Case (a) scenario (al) is shown Table 3.
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Table 3—Steps of Use Case (a) scenario (a1)

# Primary Name of Description of Information Information Name of info Additional
actor process/ process/activity producer receiver exchanged notes
activity
la. | Integration Import Loads IED capability and integration files into the IED System ICD File
engineer ICDs/IIDs system configuration tool configuration | configuration
tool tool
1b. | Integration Configure Adds communications addresses and other specific Integration System IEC 61850
engineer substation information sufficient to complete the configuration of engineer configuration Substation
substation and the SCD file tool Instance Data
lc. | Substation Create SCD | Produces SCD file for the gateway configuration tool to System Gateway SCD File
configuration configure the IEC 61850 gateway client configuration | configuration
tool tool tool
2. Integration Find DNP3 | Determines which DNP3 objects, variations, function Integration Gateway DNP3-XML May be
engineer Capabilities | codes etc. are supported by both the DNP3 master and engineer configuration Link performed by
the DNP3 outstation on the substation gateway. tool Capabilities a software
File tool
3. Integration Choose Selects data from the SCD file to expose to the DNP3 Integration Gateway Chosen Data
engineer Data master engineer configuration
tool
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Table 3—Steps of Use Case (a) scenario (a1) (continued)

# Primary Name of Description of Information Information Name of info Additional
actor process/ process/activity producer receiver exchanged notes
activity
4. Integration Map Data Produces DNP3 XML File for the DNP3 outstation on Gateway Gateway DNP3-XML
engineer the substation gateway, based on the mapping rules configuration Outstation
defined by this standard, the Chosen Data, and the IEC tool Configuration
61850 Link Capabilities File. IEC 61850 mapping File
information is embedded in the DNP3 XML File.
5. Integration Configure Configures the DNP3 master using the DNP3-XML file Integration DNP3 master DNP3-XML
engineer DNP3 for the DNP3 outstation. Adds any proprietary engineer Outstation
master information, e.g., polling schemes Configuration
File
DNP3 master
parameters
6. Integration Finish Adds proprietary information necessary for the operation | Integration Gateway DNP3
engineer Configuring | of the IEC 61850-7-2 client and DNP3 outstation on the engineer configuration outstation
Gateway gateway tool parameters and
IEC 61850-7-2
client
parameters
6a. | Integration Download Downloads the final configuration to the substation Gateway Substation Information May be
engineer gateway gateway, including the DNP3 configuration | gateway from DNP3- proprietary
config tool XML format
Or Outstation '
Configuration
IED File, plus
configuration DNP3
tool outstation
parameters and
IEC 61850-7-2
client
parameters
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5.4.6 Functional objectives

The functional objectives arising from this use case are found in Table 4.

Table 4—Functional objectives arising from Use Case (a) scenario (a1)

Number Description Step

1. Configuration tools limit the content of the DNP3-XML Outstation Configuration file 3,4
to a subset of the data objects and functions specified in the DNP3-XML Link
Capabilities file, based on the priorities listed in the mapping rules.

2. Configuration tools permit an integration engineer to select data objects and data 3
attributes from an SCD file for access by a DNP3 master.

3. The mapping rules define how to map specific IEC 61850-7-3 common Data Classes 3
to DNP3 objects.

4. The mapping rules provide a prioritized list of possible DNP3 objects for each IEC 3
61850 Common Data Class.

5. The DNP3-XML Outstation Configuration file produced by configuration tools 4

includes information about how to map specific data object instances and data attribute
instances to specific DNP3 point numbers and object variations.

5.5 Use Case (a) scenario (a2): integration engineer configures a DNP3 gateway to
a retrofit IEC 61850 substation

5.5.1 Narrative

This scenario assumes that an existing substation is being converted to IEC 61850 and the DNP3 gateway
is being configured to produce for the DNP3 master the same data the substation previously produced.

The integration engineer configures the IEC 61850 IEDs in the substation by combining their capability
(ICD) or instantiated description (IID) files together and selecting operational parameters to create an SCD
file describing all data available from the substation. The integration engineer also acquires or creates a
DNP3-XML file describing the capabilities of the master and the required DNP3 points list that the master
expects. From the master’s DNP3-XML file and the mapping rules, the integration engineer generates a
required list of the data to be acquired from the IEC 61850 substation. From the list of IEC 61850-7-3 data
in the SCD file, the integration engineer chooses the appropriate IEC 61850-7-3 data that will meet the
DNP3 master’s requirements. The integration engineer then uses the system configuration tool to map this
chosen data to DNP3 and create a DNP3 points list from the substation IEC 61850-7-3 data that exactly
matches the DNP3 master’s requirements. Ideally, the mapping performed in this step would follow all the
rules defined in this standard. However, it may not be possible to do so because this scenario is constrained
by the need to remain compatible with the existing DNP3 master. So in scenario (a2), the rules defined in
Clause 7 and Annex A may not apply. The integration engineer may wish to make use of the equation
mapping mechanism described in 9.5.3. The system configuration tool produces a DNP3-XML file that
contains the mapping between IEC 61850 and DNP3. It may optionally update the SCD file with the same
information.

The integration engineer prepares for the mapping process. These steps are outside the scope of this
standard. The integration engineer performs the mapping. These steps are described within this standard.
The integration engineer uses DNP3-XML file containing the mapping information to configure the DNP3
gateway. The integration engineer may also make some minor configuration changes to the DNP3 master
to exactly match the output of the gateway. These two steps are outside the scope of this standard.
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The actors participating in this scenario are the same as for Use Case (a) scenario (al), as listed in Table 1.

5.5.3 Information exchanged

Table 5 lists the information exchanged by the actors in this use case.

Table 5—Information exchanged in Use Case (a) scenario (a2)

Information object
name

Information object description

IID File

Instantiated IED Description file. An SCL file describing the data that an IED can produce.

SCD File

Substation Configuration Description file. An SCL file describing the configuration of the
complete substation in terms of IEC 61850.

Chosen Data

Subset of the SCD File selected by the integration engineer.

IEC 61850 Substation
Instance Data

Standard IEC 61850 configuration information necessary to configure a particular substation.
Examples include:

e Addresses

e  User-chosen portions of names, e.g., Prefixes, logical device names
e  Data set members

e GOOSE/GSSE mapping

e  Reporting parameters

e Deadbands

e  Control parameters (e.g., trip/close, latch, etc.)

e  Data object descriptions

IEC 61850-7-2 client
Parameters

Proprietary information necessary to configure the IEC 61850-7-2 client in the gateway.
Examples include:

e  Polling rates

e  Control priorityPolling ratesControl priority

DNP3 outstation
parameters

Proprietary information necessary to configure the DNP3 server (outstation) in the gateway.
Examples include:

e Queuing priorities

e Source of time synchronization

DNP3-XML outstation
configuration file

The DNP3-XML file describing the data and behavior of the DNP3 server (outstation) on the
gateway. Includes the Data Object Mapping.

DNP3-XML master
requirements file

The DNP3-XML file describing the requirements and capabilities of the DNP3 master,
including the required DNP3 points list.

List of required data

The DNP3 points list from the DNP3-XML Master Requirements file, converted to IEC
61850-7-3 data types and text descriptions. Used by the integration engineer as a guide for
selecting the Chosen Data.

Data object mapping A list of the IEC 61850-7-3 data objects or data attributes produced by the IEC 61850 IEDs,
selected by the integration engineer for reporting and controlling by the Front-End processor.
Includes the assignment to DNP3 point numbers and data objects by the substation
configuration tool.

Mapping rules A list of rules describing how IEC 61850-7-3 common data classes can be mapped to DNP3

objects and function codes.
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5.5.4 Diagrams

The context of this use case is shown in Figure 3. The steps of the use case are shown in Figure 10. As
discussed in 5.1, the portion of the use case addressed by this standard is concerned with the configuration
of the mapping functions of the gateway. These are step 2, step 3, and step 4. The other steps are shown for

information only.
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Figure 10—Use Case (a) scenario (a2) sequence of steps

5.5.5 Steps

A formal description of the steps of this use case is in Table 6.
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Table 6—Steps of Use Case (a) scenario (a2)

# Primary Name of Description of Information Information Name of info Additional
actor process/ process/activity producer receiver exchanged notes
activity
la. | Integration Import Loads IED capability and integration files into the system | IED System ICD File
engineer ICDs/IIDs configuration tool. configuration
tool
1b. | Integration Configure Adds communications addresses and other specific Integration System IEC 61850
engineer Substation | information sufficient to complete the configuration of engineer configuration Substation
substation and the SCD file tool Instance Data
lc. | Substation Create Produces SCD file for IEC 61850 gateway configuration System Gateway SCD File
configuration | SCD tool to configure the IEC 61850 gateway client configuration configuration
tool tool tool
2. Substation Identify Determines from the Master DNP3-XML Requirements Gateway Integration List of Required
configuration | Required file and the mapping rules what IEC 61850-7-3 data is configuration engineer Data
tool Data required from the substation tool
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Table 6—Steps of Use Case (a) scenario (a2) (continued)

# Primary Name of Description of Information Information Name of info Additional
actor process/ process/activity producer receiver exchanged notes
activity
3. Integration Choose Selects data from the SCD file to expose to the DNP3 Integration Gateway Chosen Data
engineer Data master that matches the List of Required Data. engineer configuration
tool
4. Integration Map Data Produces DNP3 XML File for the DNP3 outstation on the | Gateway DNP3 DNP3-XML The mapping
engineer substation gateway, based on the Chosen Data, and the configuration outstation on Outstation performed in
DNP3-XML Master Requirements File. [EC 61850 tool gateway Configuration this step may
mapping information is embedded in the DNP3 XML File not conform
Outstation Configuration File. to the rules
defined in 7
and Annex A
because the
output is con-
strained by
the needs of
the DNP3
master.
5. Integration Configure Configures the DNP3 master using the DNP3-XML file Integration Gateway DNP3-XML
engineer DNP3 for the DNP3 outstation. Adds any proprietary engineer configuration Outstation
master information, e.g., polling schemes. This step may be tool Configuration
unnecessary because the master was already previously File
configured. DNP3 master
parameters
6. Integration Finish Adds proprietary information necessary for the operation Integration Gateway DNP3 outstation
engineer Configurin | of the IEC 61850-7-2 client and DNP3 outstation on the engineer configuration | parameters and
g Gateway | gateway tool IEC 61850-7-2
client
parameters
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Table 6—Steps of Use Case (a) scenario (a2) (continued)
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# Primary Name of Description of Information Information Name of info Additional
actor process/ process/activity producer receiver exchanged notes
activity
6a. | Integration Download Downloads the final configuration to the substation Gateway Substation Information May be
engineer gateway gateway, including the DNP3 configuration gateway from DNP3- proprietary
config tool XML Outstation | format
Configuration
Or File, plus DNP3
1IED outstation
configuration parameters and
tool IEC 61850-7-2
client
parameters
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5.5.6 Functional objectives

The functional objectives arising from this use case are found in Table 7.

Table 7—Functional objectives arising from Use Case (a) scenario (a2)

Number Description Step

1. Configuration tools permit an integration engineer to supply as input a DNP3-XML 2
file containing a DNP3 points list that the gateway will match.

2. Configuration tools permit an integration engineer to select data objects and data 3
attributes from an SCD file that correspond to the DNP3 points list already configured
on the DNP3 master.

3. Configuration tools and the DNP3-XML configuration file format permit the encoding | 4
of mappings that do not follow the rules defined in this standard, in order to
accommodate the needs of legacy DNP3 master stations.

4. The DNP3-XML Outstation Configuration file produced by Configuration Tools 4
includes information about how to map specific data object instances and data attribute
instances to specific DNP3 point numbers and object variations.

5.6 Use Case (b): Integration engineer configures an IEC 61850 gateway to a DNP3
substation

5.6.1 Narrative

The integration engineer prepares for the mapping process. These steps are outside the scope of this
standard. Firstly, the integration engineer configures the DNP3 IEDs in the substation and creates or
acquires DNP3-XML files for each one. From these, the integration engineer creates a database within the
gateway containing all the relevant substation data. Secondly, the integration engineer creates an ICD file
containing the IEC 61850 model that the integration engineer wishes to present to the IEC 61850-7-2 client
in the control center.

The integration engineer performs the mapping. These steps are described within this standard. The
integration engineer chooses which DNP3 data from the database is to be mapped to each object in the ICD
file. The configuration tool aids this process by limiting the choices for mapping to those listed in the
mapping rules found in this standard. The configuration tool creates an IEC 61850 IID file representing the
gateway, containing the mapping information. It may optionally update the DNP3-XML files for each
DNP3 IED in the substation to contain the same mapping information.

The integration engineer uses the IID file to configure the IEC 61850-7-2 client and to finish configuring
the gateway. In the standard IEC 61850 engineering process, these steps include generating an SCD file for
the gateway. However, these steps are out of the scope of this standard.

5.6.2 Actors

The actors participating in this use case are listed in Table 8.
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