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Abstract: A set of practical methods is provided for helping to manage the levels of risks due to
electromagnetic (EM) disturbances throughout the lifecycles of electronic equipment. These risks
include the consequences of all types of errors, malfunctions, or failures in products, equipment,
and systems that employ modern electronic technologies (i.e., in hardware and/or software).

The work done in creating IEC 61000-1-2:2016 (Electromagnetic compatibility (EMC) - Part 1-2:
General - Methodology is supplemented by this standard for the achievement of functional safety
of electrical and electronic systems including equipment with regard to electromagnetic
phenomena) by providing requirements for detailed practical techniques and measures for
helping to manage risks (not just functional safety) that could be caused by EM disturbances.

These techniques and measures would be used in the management, specification, design,
implementation, verification and validation, and through-life operation, maintenance, repair,
refurbishment, upgrading, and eventual dismantling for disposal of equipment and systems
employing digital electronic systems, for both hardware and software (firmware).

Keywords: digital systems, electromagnetic interference, EMI, electromagnetic compatibility,
EMC, electromagnetic disturbances, functional safety, IEEE 1848™, risk management, risk
reduction
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https:/standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers
Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing
varied viewpoints and interests to achieve the final product. IEEE Standards are documents developed by
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant
or represent that the use of the material contained in its standards is free from patent infringement. IEEE
standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is [EEE undertaking to perform any duty owed by
any other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon
his or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its Societies and Standards Coordinating Committees
are not able to provide an instant response to comments, or questions except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating comments or in revisions to an IEEE standard is
welcome to join the relevant IEEE working group. You can indicate interest in a working group using the
Interests tab in the Manage Profile & Interests area of the [EEE SA myProject system. An IEEE Account is
needed to access the application.

Comments on standards should be submitted using the Contact Us form.

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable
regulatory requirements. Implementers of the standard are responsible for observing or referring to the
applicable regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action
that is not in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.
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Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
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IEEE SA Website at https://standards.icee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities
consider research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 1848-2020, IEEE Standard for Techniques and Measures to Manage
Functional Safety and Other Risks with Regard to Electromagnetic Disturbances.

This IEEE Standard provides guidance on the assessment and application of techniques and measures that
can help reduce the risks associated with the interfering effects of electromagnetic disturbances on digital
electronic systems, especially safety- or mission-related systems.

When competently selected and applied, a set of such techniques and measures can provide the part of the
evidence relevant to EMI required for justifying functional safety decisions and for compliance with
functional safety standards (including all applicable parts of IEC 61508 Ed.2:2010 or functional safety
standards that are based on IEC 61508).!

The scope of this standard does not cover human health effects caused by electromagnetic fields (EMF);
HERF (Hazards of Electromagnetic Radiation to Fuel); or HERO (Hazards of Electromagnetic Radiation to
Ordnance).

Beneficial comments (recommendations, additions, deletions) and any pertinent data that may be of use in
improving this document should be addressed to IEEE, EMC Society, Standards Development and
Education Committee, and P1848 Working Group.

A committee consisting of representatives of academia, government, and industry prepared this document
under the IEEE EMC Society Standards Development and Education Committee.

! Information on references can be found in Clause 2.
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IEEE Standard for Techniques and
Measures to Manage Functional
Safety and Other Risks with
Regard to Electromagnetic
Disturbances

1. Overview

This IEEE Standard provides guidance on the assessment and application of techniques and measures
that can reduce the risks associated with the interfering effects of electromagnetic disturbances on
digital electronic systems, especially safety- or mission-related systems.

When competently selected and applied, a set of such techniques and measures can provide the part of
the evidence relevant to EMI required for justifying functional safety decisions and for compliance
with functional safety standards (including all applicable parts of IEC 61508 Ed.2:2010 or functional
safety standards that are based on IEC 61508; see the partial list in Annex C).

They can also provide part of the evidence relevant to EMI for medical/healthcare systems for which
risks are managed in accordance with 1ISO 14971:2007 [B11].2

This standard supports the adoption of adequate electromagnetic resilience engineering
practices throughout the functional safety lifecycle by offering further guidance and practical
advice on the application of risk management activities, including the techniques and
measures set out in IEC 61000-1-2:2016.

While it is primarily intended to be used by those who have responsibilities for functional safety,
the methodologies, techniques, and measures it describes can also be used for the reduction of other
kinds of risks in any systems that employ electronic technology, such as security risks and non—safety-
related risks (for example, risks to the operation of commercial IT systems). However, this standard does
not address the risks to human health that can be caused by electromagnetic fields (EMF);
HERF (Hazards of Electromagnetic Radiation to Fuel); or HERO (Hazards of Electromagnetic Radiation
to Ordnance).

2 The numbers in brackets correspond to those of the bibliography in Annex B.
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1.1 Scope

This standard provides a set of practical methods for managing functional safety and other risks due to
electromagnetic (EM) disturbances throughout the life of a product.

This includes all types of errors, malfunctions or failures in products, equipment, and systems that employ
modern digital technologies (i.e., hardware and software).

1.2 Purpose

The purpose of this standard is to provide requirements for the techniques and measures used in the design,
verification, and validation of systems, hardware, and software (firmware).

These would be applied where EM disturbances could cause errors, malfunctions, or failures leading to
unacceptable risks over the lifetime of equipment, whether safety or any other kind of risk is to be
managed.

1.3 How to use this standard

This standard requires a structured justification of adequate electromagnetic resilience of a system to be
individually provided for each safety function in that system, following the approach taken by the IEC’s
Basic Standard on Functional Safety, IEC 61508.

Clause 4 describes the use of this standard in detail, and the required structured justification for each of a
system’s safety functions is achieved by completing the cells in the right-hand-most column of the checklist
in Clause 5 plus providing all the documents referenced in those cells.

In general, it is expected that most systems requiring safety risk management will have several safety
functions, each one of which will be associated with its own, completed, Clause 5 checklist. In some
circumstances, two or more different safety functions may be able to be addressed by a single Clause 5
checklist.

IEC 61508 provides a well-proven process for assessing functional safety-related risks and by how much
they need reduction (its SILs 1-4), and then it prescribes the well-proven techniques and measures that shall
or should be employed to reducing those risks to the extent required. Unfortunately, neither it nor its
‘daughter’ standards (see the partial list in Annex C) contains a complete set of techniques and measures
suitable for reducing the functional safety risks due to EM disturbances to the extent required.

This standard relies on IEC 61508’s hazard analysis and risk assessment process having been completed as
part of the overall risk management of functional safety for a system, and merely adds the missing
techniques and measures necessary for fully controlling the functional safety risks that could be affected by
EM disturbances.

1.4 The relationship between this IEEE Standard and IET 2017 [B8]

These two documents are closely related. Because the risk management of EM disturbances is such a new
field, a conscious effort was made by the IEEE’s working group to keep the texts of the two documents
identical as far as possible.
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The reasons for this were to minimize the possibilities for accidentally causing confusion by describing the
same thing in two different ways, as well as to minimize the increase in functional safety (or other) risks
that could foreseeably be caused in projects (especially multinational projects) in which some people are
using IET 2017 [B8] and some are using this standard.

It has not been possible to keep the reference numbering—for example: [B999]—identical between IET
2017 [B8] and this standard, so a new Annex G has been added in this standard to provide cross-references
between them. Throughout the text of this standard, reference numbers in square brackets are linked to their
relevant cross-reference lists in Annex G by text or a footnote.

The cross-reference tables in Annex G should make it easy for anything referenced in this standard to be
correlated with the same thing in IET 2017 [B8], to help avoid confusion in geographically diverse project
teams when some members might be using IET 2017 [B8] while others are using this standard.

Another significant difference concerns the normative checklist in Clause 5 of this IEEE Standard. In IET
2017 [B8], this checklist is merely a recording convenience in its informative Annex A, whereas in this
IEEE Standard, it is a normative requirement in Clause 5.

This change has caused some knock-on renumbering of clauses and subclauses in this standard, so they no
longer correspond directly with IET 2017 [B8], as follows. In Annex A of this standard, the numbering is
identical to that in Clause 2 of IET 2017 [BS8] except that the first character in the numbering in this
standard is the letter A (e.g., A.3.2), whereas in IET 2017 [B8], it is the number 2 (e.g., 2.3.2).

Finally, because this IEEE Standard is a newer document than IET 2017 [B8], some of its contents have
been slightly changed from those in IET 2017 [BS8] in order to clarify their meanings without changing
them. Also, some of the contents of this IEEE Standard are new and additional to the contents of
IET 2017 [B8].
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they shall
be understood and used, so each referenced document is cited in the text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

IEEE/ANSI C63.14™-2014, American National Standard Dictionary of Electromagnetic Compatibility
(EMCQ) including Electromagnetic Environmental Effects (E3).3 ¢

IEC 61000-1-2:2016, Electromagnetic compatibility (EMC) - Part 1-2: General - Methodology for the
achievement of functional safety of electrical and electronic systems including equipment with regard to
electromagnetic phenomena (an IEC Basic Safety standard as defined in IEC Guide 104).> ©

IEC 61508-1 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 1: General requirements.’

IEC 61508-2 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 2: Requirements for electrical/electronic/programmable electronic safety related systems.

IEC 61508-3 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 3: Software requirements.

IEC 61508-4 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 4: Definitions and abbreviations.

IEC 61508-5 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 5: Examples of methods for the determination of safety integrity levels.

IEC 61508-6 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3.

IEC 61508-7 Ed. 2.0, Functional safety of electrical/electronic/programmable electronic safety-related
systems—Part 7: Overview of techniques and measures.®

3 ANSI publications are available from the American National Standards Institute (http:/www.ansi.org/). IEEE publications are
available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).

4 The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

5 For the corresponding reference number in IET 2017 [B8], see Annex G.

¢ IEC publications are available from the International Electrotechnical Commission (http://www.iec.ch) and the American National
Standards Institute (http://www.ansi.org/).

7 For the corresponding reference number in IET 2017 [B8], see Annex G.

8 For the corresponding reference number in IET 2017 [B8], see Annex G.
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3. Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online and IEEE/ANSI C63.14-2014 should be consulted for terms not defined in this clause.’
The glossary in Annex D may also be useful.

3.1 A: ‘Amperes’.

3.2 AC: ‘Alternating current’, a term used to denote electrical power or signals that are at a frequency other
than 0 Hz.

3.3 Amp: Abbreviation of Ampere, the standard unit of measuring electrical current flow.

3.4 Anticipated lifecycle: The ‘safety lifecycle’ that is anticipated by the risk management process at the
planning stage.

3.5 Availability: The probability of functioning at a given instant.

3.6 CE marking: A form of mark that indicates that a product is claimed by its supplier to comply with all
relevant EU Directives, such as the EMC Directive.!°

3.7 Competence: Having the training, technical knowledge, experience, and qualifications relevant to the
specific duties to be performed. (Adapted from IEC 61508-1; for more details, see
IEC 61508-1 Ed.2:2010, subclauses 6.2.13 to 6.2.15.)

3.8 Competent: Having the appropriate competence relevant to the specific duties to be performed.
(Adapted from IEC 61508-1; for more details, see IEC 61508-1 Ed.2:2010, subclauses 6.2.13 to 6.2.15.)

3.9 Conducted transients: Conducted emissions that are transient (short term) in their nature, such as
‘spikes’, usually described in time-domain terms, for example, as a waveform, rather than in frequency-
domain terms, such as a spectrum.

3.10 Conducted: When applied to emissions or immunity, this term refers to unwanted electromagnetic
energy conducted from equipment via the power supply or data, signal, or control conductors.

3.11 DC: ‘Direct current’, a term used to denote an electrical power or signal voltage or current at
0 Hz.

3.12 Dropout: A sudden reduction of the electrical power supply voltage to zero for a short period of time,
usually less than 1 s, followed by a recovery to the original level.

3.13 DS: ‘Defined state’, an equipment ‘performance criterion’: a specified, detectable operational state
that an element or subsystem of a safety-related system switches to, temporarily or permanently, within a
stated time, if it suffers from errors, malfunctions, or failures, for example, from EMI during an immunity
test. Destruction of components is allowed as long as the DS of the EUT is maintained or achieved within a
stated time. See 3.1.21 in IEC 61000-1-2:2016. Some EMC publications related to functional safety used to
use the abbreviation ‘FS’ for this performance criterion instead of ‘DS’.

° IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the
dictionary, and one can be created at no charge on the dictionary sign-in page.
19 For the corresponding reference number in IET 2017 [B8], see Annex G.
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3.14 EDR: Event data recorder, a nonvolatile memory that stores ‘events’ detected by programmed
diagnostic techniques, such as errors or failures, whether or not they were associated with a safety
incident/accident.

3.15 Electromagnetic field: As an electromagnetic wave propagates in three-dimensional space and time,
the magnitudes of its electric and magnetic waves can be represented as varying fields within the volume
through which it is passing or has passed. Electric field strengths are measured in Volts/meter (V/m) and
magnetic field strengths in Amps/meter (A/m).

3.16 Electromagnetic phenomenon: Any type of propagating electromagnetic energy (conducted,
radiated, continuous, transient, electric, magnetic, voltage, current, common mode, differential mode,
antenna mode, arc or spark, etc.) or a change in the propagating medium itself.

3.17 Element: A part of a system comprising a single component or any group of components that
performs one or more element safety functions.

NOTE 1—An element may comprise hardware and/or software.!!

NOTE 2—A typical element is a sensor, programmable controller, or final element. (IEC 61000-1-2:2016, definition
3.1.12).

3.18 EMC Directive: Legal instrument by which all member states in the European Union (EU) are
obliged to enact national laws that have the same effect, to restrict the supply of electrical and electronic
goods in the EU to those that meet certain minimum requirements for electromagnetic emissions and
immunity.

NOTE—See [B1].1?

3.19 Equipment: A general term that refers to a wide variety of possible elements, modules, devices, and
assemblies of products (see IEC 61000-1-2:2016, definition 3.1.14).

3.20 ETSI: European Telecommunications Standards Institute. (See http://www.etsi.org)

3.21 EUC: ‘Equipment under control’, equipment, machinery, apparatus, or plant used for manufacturing,
process, transportation, medical or other activities, including the EUC’s control systems (See IEC 61508-4,
definition 3.2.1, modified.)

3.22 Field: See electromagnetic field.

3.23 Filter: A combination of capacitors, inductors, RF absorbers, resistors, and/or other types of

components intended to reduce the amount of electromagnetic energy at certain frequencies from being
conducted along a cable or wire.

! Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
12 For the corresponding reference number in IET 2017 [B8], see Annex G.
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3.24 FPGA: ‘Field-programmable gate array’, an integrated circuit designed to be configured by a
customer or a designer after manufacturing—hence ‘field-programmable’. The FPGA configuration is
generally specified using a hardware description language (HDL), similar to that used for an application-
specific integrated circuit (ASIC). (Circuit diagrams were previously used to specify the configuration, as
they were for ASICs, but this is increasingly rare.) FPGAs contain an array of programmable logic blocks,
and a hierarchy of reconfigurable interconnects that allow the blocks to be ‘wired together’, like many logic
gates that can be inter-wired in different configurations. Logic blocks can be configured to perform
complex combinational functions or merely simple logic gates like AND and XOR. In most FPGAs, logic
blocks also include memory elements, which may be simple flip-flops or more complete blocks of memory.
(From Wikipedia: https://en.wikipedia.org/wiki/Field-programmable gate array.)

3.25 Functional safety: That part of the overall safety that depends on the correct functioning of electrical,
electromechanical, or electronic (hardware and software) technologies.

3.26 HR: ‘Highly recommended’.
3.27 1/O: Input/output.

3.28 IC: ‘Integrated circuit’, a type of semiconductor device that contains many transistors, arranged to
provide certain electronic functions. The latest types of IC can contain several million individual
transistors.

3.29 IEMI: ‘Intentional electromagnetic interference’, intentional malicious generation of electromagnetic
energy introducing noise or signals into electric and electronic systems, thus disrupting, confusing, or
damaging those systems for terrorist or criminal purposes. (Taken from IEC 61000-2-13:2004.)

3.30 IET: The Institution of Engineering and Technology, created in 2006 by the merger of the Institution
of Electrical Engineers (IEE, which dates back to 1884) with the Institution of Incorporated Engineers
(IIE). Based in London, U.K.

3.31 Interference: Usually shorthand for ‘electromagnetic interference’, also known as EMI or RFI.

3.32 Jammer: A jamming device (‘jammer’) is a radio frequency transmitter that intentionally blocks,
jams, or interferes with communications such as cell phone calls, text messages, GPS systems, and IEEE
802.11 networks. (See https://www.gps.gov/spectrum/jamming/)

3.33 Jamming: The act of using a jamming device or ‘jammer’ to intentionally block, jam, or interfere
with lawful communications such as cell phone calls, text messages, GPS systems, and IEEE 802.11
networks. (See https://www.gps.gov/spectrum/jamming/)

3.34 JTAG: IEEE Std 1149.1™-1990, Standard Test Access Port and Boundary-Scan Architecture.

3.35 Lifecycle: A period of time that starts at the concept phase of a project and finishes when all of the
safety-related systems and other risk reduction measures are no longer available for use. (See IEC 61508-4,
definition 3.7.1; excerpt modified.)

3.36 Lightning protection: Protection against the direct and/or indirect effects of lightning.

3.37 Liveness: In concurrent computing, liveness refers to properties of concurrent systems that require a
system to make progress despite the fact that its concurrently executing components (processes) may have
to ‘take turns’ in critical sections, parts of the program that cannot be simultaneously run by multiple
processes. Liveness guarantees are important properties in operating systems and distributed systems.
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NOTE—(See [B126].13)

3.38 Packet sequencing: ‘A powerful tool that uses the Sequenced Packet Protocol (SPP): a networking
protocol that provides reliable transport of packets with flow control in environments where multiple
transport connections are established. SPP uses destination ID reference numbers to identify the target end
of a transport connection; sequence numbers to keep transmitted packets in the order in which they were
sent; and acknowledge numbers that are assigned to the last packet in a sequence that a destination received
properly to indicate that the transmission is complete and successful.’

(From http://www.webopedia.com/TERM/S/sequenced packet protocol.html.)

3.39 PCB: ‘Printed circuit board’, laminated structure with layers of etched foil conductors (usually
copper) known as tracks or traces, interspersed with layers of dielectrics (often a glass-fiber matrix).
Sometimes called a printed wiring board (PWB). The traces are interconnected between layers by plated-
through holes (PTH) known as ‘via holes’. Electronic components are mounted onto the PCB and soldered
to the traces on the outermost layer(s). Components with long pins or leads may be connected directly to
traces on inner layers by plated through holes.

3.40 Power quality: A general term embracing a number of issues affecting the quality of the AC or DC
electrical power supply, such as dips, dropouts, interruptions, sags, swells, harmonic waveform distortion,
inter-harmonic waveform distortion, surges, spikes, and transients. The standard for instruments measuring
power quality is IEC 61000-4-30.

3.41 Reliability: The probability of functioning properly over a given period of time.

3.42 Resilience: The capacity to recover quickly or easily from difficulties, misfortune, or change;
toughness.

3.43 Resilient: Having resilience.

3.44 RF Reference: A conductive structure, usually a continuous or meshed (gridded) metal sheet or
volume; in installations usually a meshed structure made of interconnected conductors and metal structures
that maintains a low impedance (generally much less than 1 Q) up to some defined frequency.

3.45 Safety case: A structured argument, supported by a body of evidence, that provides a compelling,
comprehensible and valid case that a safety-related system is safe enough for a given application in a given
environment.

3.46 Safety documentation: Includes all the information necessary for the safe use of the item. Safety
manuals and safety cases are examples of such documentation.

3.47 Safety function: A function to be implemented by an Electrical/Electronic/Programmable Electronic
safety-related system or other risk reduction measures that is intended to achieve or maintain a safe state for
the EUC, in respect of a specific hazardous event.

Examples of safety functions include functions that are required to be carried out as positive actions to
avoid hazardous situations (for example switching off a motor) and functions that prevent actions being
taken (for example preventing a motor starting). (From IEC 61508-4, definition 3.5.1.)

3.48 Safety integrity level: A discrete level (one out of a possible four), corresponding to a range of safety
integrity values, where safety integrity level 4 has the highest safety integrity level and safety integrity level
1 has the lowest. The target failure measures for the four safety integrity levels are specified in Tables 2
and 3 of IEC 61508-1. (See IEC 61508-4, definition 3.5.8.)

13 For the corresponding reference number in IET 2017 [B8], see Annex G.

" Documents
Copyright © 2021 IEEE. All rights reserved. Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 01:25:59 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1848-2020


http://www.avadocuments.com/doc/ieee-1848-2020
http://www.avadocuments.com/doc/ieee-1848-2020

IEEE Std 1848-2020
IEEE Standard for Techniques and Measures to Manage Functional Safety and Other Risks with Regard to
Electromagnetic Disturbances

3.49 Safety lifecycle: The necessary activities involved in the implementation of safety-related systems,
occurring during a period of time that starts at the concept phase of a project and finishes when all of the
E/E/PE safety-related systems and other risk reduction measures are no longer available for use.

NOTE 1—The term ‘functional safety lifecycle’ is more accurate, but the adjective ‘functional’ is not considered
necessary in this case within the context of this document.

NOTE 2— The safety lifecycle models used in this document are specified in Figures 2, 3, and 4 of IEC 61508-1. (See
IEC 61508-4, definition 3.7.1.)

3.50 Safety manual: For compliant items, a document that provides all the information relating to the
functional safety of an element, in respect of specified element safety functions, that is required to help
ensure that the system meets the requirements of IEC 61508 series. (See IEC 61508-4:2010, definition
3.8.17.)

3.51 Safety: Freedom from unacceptable risk. (See ISO/IEC Guide 51:1999, definition 3.1.)

3.52 Safety-related system: The designated system that both implements the required safety functions
necessary to achieve or maintain a safe state for the EUC and is intended to achieve, on its own or with
other safety-related systems and other risk reduction measures, the necessary safety integrity for the
required safety functions. (See IEC 61508-4, definition 3.4.1.)

3.53 SC: Systematic capability.
3.54 Screening: An alternative term for shielding.
3.55 SIL: See ‘Safety integrity level’.

3.56 Surge: A type of transient voltage and/or current with a high energy content, typically produced by
the energy associated with a lightning strike or flyback of stored inductive energy (for example, in a large
electric motor or generator) coupling into cables such as power supply or telecommunication cables. A
surge is generally considered to have much longer rise times and decay times, as well as to have much
more energy associated with it, than a ‘transient’, ‘fast transient’, or ‘spike’.

3.57 Systematic capability: The measure (expressed on a scale of SC 1 to SC 4) of the confidence that the
systematic safety integrity of an element meets the requirements of the specified SIL, in respect of the
specified element safety function, when the element is applied in accordance with the instructions specified
in the compliant item safety manual for the element.

NOTE 1—Systematic capability is determined with reference to the requirements for the avoidance and control of
systematic faults (see IEC 61508-2 and IEC 61508-3).

NOTE 2—What is a relevant systematic failure mechanism will depend on the nature of the element. For example, for
an element comprising solely software, only software failure mechanisms will need to be considered. For an element
comprising hardware and software, it will be necessary to consider both systematic hardware and software failure
mechanisms.

NOTE 3—A Systematic capability of SC N for an element, in respect of the specified element safety function, means
that the systematic safety integrity of SIL N has been met when the element is applied in accordance with the
instructions specified in the compliant item safety manual for the element.

3.58 Wave: A physical quantity (e.g., voltage current, or field strength) that fluctuates with time and/or
distance.

3.59 Waveform: The two-dimensional shape made by a plot or graph of a physical quantity (e.g., voltage,
current, or field strength) when it is plotted or displayed on the vertical axis, with time or distance on the
horizontal axis. Syn: Wave shape, waveshape
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4. General introduction to the techniques and measures for achieving
electromagnetic resilience

4.1 Overview

This standard provides guidance on the assessment and application of techniques and measures that can
help reduce the risks associated with the interfering effects of electromagnetic disturbances on digital
electronic systems, especially safety- and mission-related systems.

When competently selected and applied, a set of such techniques and measures will provide the part of the
evidence relating to EMI, required for justifying functional safety decisions and for compliance with
functional safety standards (including all applicable parts of IEC 61508 Ed.2:2010 or functional safety
standards that are based on IEC 61508:2010).

The expectation is that compliance with this standard will be achieved by adding text and links to other
design, verification, or validation documents into the cells in the right-hand-most column of one or more
copies of the checklists in Clause 5 to demonstrate whether and how each technique or measure has been
applied for each of a system’s safety functions.

The scope of this standard does not cover human health effects caused by electromagnetic fields (EMF);
HERF (Hazards of Electromagnetic Radiation to Fuel); or HERO (Hazards of Electromagnetic Radiation to
Ordnance).

4.2 Why manage risks due to electromagnetic disturbances?

All electronic and electro-mechanical technologies can suffer errors, malfunctions, or failures due to
electromagnetic interference (EMI), which can be caused by electromagnetic disturbances. For nonsafety
equipment, functionality in this regard is generally demonstrated by compliance with all applicable
electromagnetic immunity test standards.

Where electronic or electro-mechanical technologies are used in a safety-related application, it is necessary
to ensure that EMI cannot cause safety risks to exceed tolerable limits. However, compliance with
electromagnetic immunity test standards (for example, those listed as providing a presumption of
conformity to the EMC Directive [B1]'%) does not demonstrate safety performance, and traditional
immunity testing cannot validate equipment’s safety performance to the confidence required for safety
applications.

In practice, a number of factors related to electromagnetic disturbances limit the confidence with which
safety performance can be demonstrated, including:

a)  Over a lifecycle, in any real situation the characteristics and locations of sources of electromagnetic
disturbances can rarely be known with confidence, and often cannot be predicted with complete
confidence.

b)  Operational experience is of very limited value in demonstrating safety performance with respect to
EMI throughout the operation of a safety-related system. Errors, malfunctions, and failures caused
by EMI are often transitory, leaving no tangible evidence of their occurrence, making fault
identification and evidence gathering extremely difficult unless specific techniques and measures
are used.

¢) No practicable amount of electromagnetic immunity testing can be sufficient, on its own, to
demonstrate the performance of a safety component or system throughout its life.

14 For the corresponding reference number in IET 2017 [B8], see Annex G.
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The likelihood of EMI impacting the performance of safety-related systems is also increasing because:

d) There is a rapidly increasing use of wireless systems, high-speed and/or high-power switching
devices, and programmable electronics, in all applications. The electromagnetic disturbances
increasingly being emitted by these technologies, and their increasing use, will make the
electromagnetic environment progressively worse, in terms of noise levels, spectral density, and
bandwidth for the foreseeable future.

e) Modern safety systems increasingly employ technologies with the potential for decreased immunity
(increased susceptibility), for example, modern electronics operating at lower switching voltages,
lower power consumption, and wireless receivers. The application of such technologies may not be
evident without detailed analysis of product design information.

f)  The use of intentionally generated electromagnetic disturbances to prevent the operation of a
system is a growing concern, not just for the military sector but also for critical infrastructure and
other sectors.

Consequently, there is a need to manage the electromagnetic resilience of safety systems, in order to help
ensure that they are capable of delivering their intended risk reduction throughout their operation.

The basic IEC publication covering electromagnetic compatibility (EMC) for functional safety is
IEC 61000-1-2:2016. This publication establishes a methodology that may contribute to the achievement of
functional safety as regards the effects of electromagnetic phenomena for electrical and electronic systems
and installations.

IEC 61000-1-2:2016 uses the terminology of IEC 61508:2010 and can be used to support claims, made in
accordance with the applicable parts of IEC 61508:2010 and functional safety standards based upon it, that
functional safety has been achieved with regard to electromagnetic disturbances.

The methodology set out in IEC 61000-1-2:2016 is based on risk management principles and focuses on
reducing risks throughout the lifecycle of a safety-related system. However, it is used as a framework for
this standard based on good engineering practices in managing risks. Table 3 and Annex B within that
standard briefly describe a number of techniques and measures related to electromagnetic resilience—the
subject of this standard—as being a practical method for helping to achieve compliance. Figure 1 provides
an overview of the use of IEC 61000-1-2 from a management perspective.

The medical industry uses IEC 60601-1-2 Ed.4:2014 (see Annex C) to manage the risks that can be caused
by electromagnetic disturbances.
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Functional Safety Electromagnetic Interference (EMI)
This is the part of the Some natural phenomena (lightning, static
overall safety of a system discharges, etc.) and all electrical and
that depends upon the electronic equipment emit certain EM
correct functioning of disturbances
electrical and/or electronic All electrical and electronic equipment
equipment (hardware, software, systems, installations, etc.) is
The Basic Publication on vulnerable to certain EM disturbances
Functional Safety is When they are so affected,
IEC 61508 we say they are suffering from EMI

Functional Safety Risks due to EMI

Where EMI may cause errors, malfunctions or failures in the correct
functioning of electrical or electronic equipment (hardware and/or
software), this can in turn increase functional safety risks

Note: this is not concerned with compliance with any directives or
regulations on EMC; only with functional safety risks

The IEC’s Basic Publication on achieving Functional Safety
despite EM disturbances is IEC 61000-1-2:2016

<}

Reduction of Risks due to EMI

Requires the use of appropriate design, verification and
validation techniques and measures from concept to completion

Also in maintenance, repair, refurbishment, upgrades,
modifications, etc., throughout the lifecycle

v

Electromagnetic Resilience

Costs and Liabilities

Functional Safety risks caused by EMI can be very costly
to deal with, and may also cause breaches of
Health & Safety and/or Product Liability legislation

Note: “electrical” equipment includes electromechanical;
and “electronic” equipment includes programmable electronic

Figure 1—Overview of electromagnetic resilience issues (source: IET 2017 [B8])
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4.3 The aims and application of this standard

The aim of this standard is to support the achievement of functional safety performance by providing
guidance on the selection and application of electromagnetic resilience techniques and measures.

Its purpose is to support the adoption of adequate electromagnetic resilience engineering practices
throughout the functional safety lifecycle by offering further guidance and practical advice on the
application of risk management activities, including the techniques and measures set out in
IEC 61000-1-2:2016.

This standard is intended to be used by those who have responsibilities for functional safety. While it is
aimed at functional safety, the methodologies, techniques, and measures described here can also be used for
the reduction of other risks, such as security risks and non—safety-related risks (for example, risks to the
operation of commercial IT systems).

4.4 Relationship with IEC 61508:2010 and other safety standards

Designers of systems have a professional obligation to be aware of relevant safety standards and comply
with them at the current state of the art.

This standard supplements the information on dealing with EMI given in all applicable parts of
IEC 61508:2010 and other standards or specifications containing electromagnetic requirements for
functional safety, such as IEC 61000-1-2, IEC 61326-3-1 [B4]"%, IEC 61326-3-2 [B5]'3, IEC 61000-6-7
[B3]", and IEC 60601-1-2 (see Annex C).

This standard also updates and adds to the information in the IET's 2008 and 2013 guides [B7]'3, as well as
in the IET’s 2017 Code of Practice on Electromagnetic Resilience [B8] on which it is based.

NOTE—AII editions of IEC 61326-3-1 and IEC 61326-3-2 up to and including their 2017 editions are not considered
complete ‘EMC for functional safety’ standards because they are not based on IEC 61000-1-2, which is the IEC’s basic
standard on this topic.

The situation regarding electromagnetic disturbances and functional safety was not well understood when
the basic safety standard IEC 61508 was first published in 2000, or when the functional safety standards
based upon IEC 61508 were first published (see Annex C).

The result is that, generally, the EMC requirements in those standards are currently based upon a restricted
set of standard laboratory tests, applied only to representative examples of equipment, which cannot
provide sufficient confidence that safety-related systems, or the subsystems or elements they incorporate,
will not suffer intolerable risks because of EMI throughout the lifecycle.

IEC 61000-1-2 Ed.1:2016 was created specifically to provide the electromagnetic requirements that are
missing from such standards. The relevant parts of IEC 61508:2010 list an early version,
IEC TS 61000-1-2:2008, as a normative reference.

IEC 61000-1-2:2016 is intended by its authoring committee to complement all applicable parts of
IEC 61508:2010. It provides guidance on how electromagnetic engineering may contribute to the
achievement of functional safety because this area is not covered in detail in the applicable parts of
IEC 61508:2010. IEC 61000-1-2:2016 is a basic safety standard and, like IEC 61508:2010, is intended to
be used by the authors of other functional safety standards as the technical basis for the requirements in the
standards they create.

15 For the corresponding reference number in IET 2017 [B8], see Annex G.
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IEC 61000-1-2:2016 describes the situation regarding electromagnetic disturbances and the achievement of
functional safety, and its Annex B describes electromagnetic resilience. It includes practical techniques and
measures for helping to ensure that electromagnetic disturbances do not cause functional safety risks to
exceed tolerable levels, based upon the IET’s 2013 guidance [B7]'¢.

The relationship of this standard to IEC and ISO standards has been described above. Where IEC and ISO
standards have been adapted to fulfil national or Trade Bloc regulatory purposes (for example, when
prefixed with EN, ANSI, etc., or completely renumbered), this standard can be considered to be relevant to
them in the same way.

4.5 Achieving electromagnetic resilience for functional safety

The methodology set out in IEC 61000-1-2 (and, for medical devices, in IEC 60601-1-2, see Annex C) is
based on risk management principles and focuses on reducing risks due to electromagnetic disturbances
throughout the entire lifecycle, from concept to end of life. The approach taken by this standard is
illustrated in Figure 2.

Good EMC and functional safety
engineering practices used throughout
the design, including appropriate
techniques and measures

~ Result:
EM Resilience
Compliance with EMC test standards
for emissions and immunity applicable The safety integrity

to the normal EM environments —>
expected to be experienced —
over the lifecycle {assuming no faults)

achieved is sufficiently
resilient to all
reasonably foreseeable
EM disturbances and
" faults over the lifecycle

Appropriate additional practices,
techniques & measures are used to
ensure risks remain tolerable -
despite reasonably foreseeable EMI
and/or faults over the lifecycle

Figure 2—Achieving electromagnetic resilience (source: IET 2017 [B8])

The intention is to support architectures and designs that are inherently resilient to electromagnetic
disturbances.

16 For the corresponding reference number in IET 2017 [B8], see Annex G.
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The approach shown in Figure 2 builds on the existing competency of the EMC and functional safety
engineering communities, as follows:

a.  Compliance with EMC standards

EMC design/testing competency, for example, to comply with the EMC Directive [B1]'7, other
EMC regulations or customer-specific EMC specifications such as those used by the military, is
very well established in the developed world.

The EMC emissions and immunity standards that are used have been developed over the years (and
are still developing) for the purpose of ensuring adequate availability of equipment/system
functionality, with different standards being developed to suit the wide variety of generalized
electromagnetic environments (such as domestic, commercial, light industrial, heavy industrial,
military, road vehicles, railways, etc.)

This standard builds on the above experience, competency, and existing EMC test facilities, by
recommending that equipment or systems:

1)  Comply with all published test standards relevant for the electromagnetic disturbances that are
expected both to occur in the normal electromagnetic environments and to be experienced by
the safety-related system, subsystem, or element.

2) Continue to comply with all published relevant test standards throughout their anticipated
lifecycles.

NOTE 1—These tests may exceed what is required for EMC Directive compliance, in the number of types of
electromagnetic disturbance tested, their levels, and their characteristics (for example, for continuous
disturbances: modulation types; frequency ranges; dwell times, etc., and for transient disturbances: wave
shapes; number of occurrences, etc.).

NOTE 2—If the electromagnetic environment experienced by the system, subsystem, or element changes over
time, these tests should be reviewed to help ensure that the availability of the equipment under control (EUC)
remains adequate.

b.  The use of electromagnetic resilience techniques and measures

Functional safety requirements should be met over the complete lifecycle, taking into account all
reasonably foreseeable:

1)  Operating conditions

2)  Errors, malfunctions, and faults, whether static or intermittent, and whether they are random
or systematic (i.e., due to the design, sometimes called ‘design-related’ failures)

3) Environmental conditions (shock, vibration, humidity, condensation, temperature,
electromagnetic disturbances, etc.)

4)  Wear, corrosion, aging, degradations, and failures
5) Component tolerances and variability, construction and installation errors, etc.
6) Use and misuse, whether intentional or not

7)  Multiple electromagnetic disturbances of the same or different types, occurring at the same
time or in some critical sequence

8)  Any combinations of item 1) through item 7) above

Attempting to take all of the above issues into account by EMC testing would take an impractical
amount of time and resources, which is why the electromagnetic resilience techniques and
measures described in this standard have been developed.

17 For the corresponding reference number in IET 2017 [B8], see Annex G.
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The level of functional safety competency that is required in order to comply with all applicable
parts of IEC 61508:2010 and its related standards is well established worldwide. Generally, the
techniques and measures employed by these standards are well understood, well proven, and
widely used.

These techniques and measures have been developed to help prevent the introduction of systematic
errors in the safety-related systems.

Electromagnetic disturbances can also be a cause of errors, malfunctions, or faults in any of the
electrical or electronic parts of a safety-related system, and such failures are called electromagnetic
interference (EMI). Some techniques and measures that have been widely used to achieve
compliance with all applicable parts of IEC 61508:2010 and its related standards may also be
partially effective at preventing electromagnetic disturbances from causing EMI that could increase
functional safety risks.

This standard builds on the existing experience and competency in the functional safety

engineering community by recommending the use of:

9) Well-established functional safety techniques and measures that are known to be especially
effective against the effects of EMI

10) Modifications to certain techniques and measures to make them more effective against the
effects of EMI

11) Application of good electromagnetic engineering techniques and measures at every level of
design (such as components, circuit, PCB, wiring, software, product, element, subsystem and
system design, installation design, design for maintainability and repair, etc.) during the
anticipated lifecycle

12) Application of good electromagnetic engineering practices, including appropriate techniques
and measures at every stage of the system lifecycle

IEC 61508:2010 manages the functional safety over the entire lifecycle, and IEC 61000-1-2:2016
gives additional requirements and guidance on functional safety activities relating to
electromagnetic disturbances.

This standard recommends compliance with IEC 61000-1-2, including the application of an
adequate range of electromagnetic resilience techniques and measures, in order to achieve an
appropriate level of electromagnetic resilience. This standard provides expanded guidance on
electromagnetic resilience techniques and measures, complementary with that published in Table 3
and Annex B of IEC 61000-1-2:2016.

The selection of techniques and measures employed for a particular system will depend on:
13) The technology employed

14) The application

15) The safety integrity level (SIL) of the system as specified in the applicable parts of
IEC 61508:2010, or similar measures of safety integrity such as the ASILs in the applicable
parts of ISO 26262

Sufficient assessment shall be carried out to justify the selection of electromagnetic resilience
techniques and measures for a safety-related system (see 4.7).

No single technique or measure can be relied upon alone. The functional safety designer will
choose a set that helps confirm that—regardless of the electromagnetic disturbances that can cause
the errors, malfunctions, or failures—the overall functional safety specifications are met.
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As the required level of risk reduction for a safety-related system increases, so does the safety
integrity level from, for example, SIL 1 to SIL 4. Demonstrations of adequacy for higher SIL levels
will typically involve more developed technical arguments and documentation than those for lower
SIL levels. The range of techniques and measures required, as well as the rigor expected from their
demonstration, will depend on the situation but will usually increase significantly with each SIL
level. A similar approach applies to elements as the systematic capability increases from SCI to
SC4.

The competent application of a set of electromagnetic resilience techniques and measures (see
Annex A) shall be recorded as part of an overall approach to safety documentation based on the
principles expressed in the applicable parts of IEC 61508. The safety documentation should
demonstrate that there is sufficient confidence that functional safety would not be compromised by
electromagnetic disturbances over the anticipated lifecycle. The adequacy of the overall safety
argument expressed in the safety documentation could be subject to independent assessment, where
appropriate.

For equipment intended to be used in a safety-related system (for example, subsystems or
elements), the competent application of electromagnetic resilience techniques and measures should
be recorded in the product’s documentation, and made available to system integrators, installers,
end users, and assessors as necessary. For example, information related to electromagnetic
resilience could be included in the safety manual for compliant items required by the applicable
parts of IEC 61508, as well as in safety documentation used for assessing safety-related systems.
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4.6 Application of electromagnetic resilience techniques and measures

This standard describes a range of techniques and measures that are considered to be useful, where
relevant, for improving the electromagnetic resilience during all stages in the safety-related system or
safety-related product lifecycle (see Figure 3).

Concept
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Overall scope definition

Y

Hazard and risk
analysis

A 4

Overall safety
requirements

Y
Overall safety

requirements allocation
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Y E/E/PE system safety
. Overall planning requirements specification !7|
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operation and safety installation and [R—- "
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(see E/E/PE system i
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i
Overall installation and ﬂ'
commissioning
Y
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Y
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maintenance and repair and retrofit
Y
Decommissioning or
disposal

Figure 3—Overview of the functional safety lifecycle (source: IEC 61508-1:2010)
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Applicable parts of IEC 61508:2010 require all functional safety-related projects to consider all these
stages, whether they concern the creation of equipment for use in constructing a safety-related system
(usually standard products manufactured in volume) or the integration or creation of a safety-related system
itself.

Activities shall be identified and employed to deliver sufficient electromagnetic resilience for functional
safety over the anticipated lifecycle of a safety-related system. These activities shall meet the requirements
of relevant functional safety standards and IEC 61000-1-2:2016, and should be applied during the
following project stages, as necessary:

a)  Project management, planning and specification

b)  System design

c)  Operational design

d) System implementation, integration, installation and commissioning

e) Verification and validation, including through-life monitoring

f)  Operation, maintenance, repair, overhaul, refurbishment, upgrade as necessary

g) Decommissioning as necessary

These activities should be identified, managed, and documented in line with the standards expected for
other aspects of functional safety, and should therefore be allocated to competent persons.

Responsibilities for the achievement of functional safety should therefore be identified. This should include
the identification of responsibilities for ensuring adequate electromagnetic resilience of the safety-related
system or product.

Clause 5 is a checklist of the electromagnetic resilience techniques and measures that are described in detail
in Annex A of this standard. This checklist includes columns detailing their importance versus their safety
integrity level or safety capability.

4.7 Assessment of electromagnetic resilience techniques and measures

As part of functional safety lifecycle management activities, appropriate arrangements shall be made to
select and implement a suitable range of techniques and measures for electromagnetic resilience.

An adequate combination of techniques and measures shall be selected that, together, achieve the required
safety integrity level/systematic capability with respect to electromagnetic disturbances. Their selection
shall be recorded within the safety documentation. It is recommended that an assessment of the necessary
techniques and measures should be prepared. Adequate reasons should be recorded for the selections made
and for rejecting those that are not used. Clause 5 in this standard provides a basic checklist that shall be
applied for this purpose.

Annex A of this standard identifies a number of techniques and measures that may be employed at
appropriate stages of the system lifecycle as necessary. However, those applied need not be limited to those
given in this standard—additional techniques and measures may give added assurance of electromagnetic
resilience.

No electromagnetic resilience techniques and measures, such as those described in this standard, should be
assumed to guarantee complete protection against every possible type of electromagnetic disturbance,
combination of electromagnetic disturbances, faults, or misuse that could result in EMI.
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The exact combination of techniques and measures selected for a particular application will depend on
many factors specific to the application in question. Except where stated otherwise, the techniques and
measures covered by this standard are appropriate for both ‘continuous’ and ‘on-demand’ safety functions.

Depending on the nature of the project, different electromagnetic resilience techniques and measures might
be used in its various stages:

a) If a project did not involve any software design, then no software design techniques and measures
would be selected for any of the project's stages.

b) Likewise, if there was no circuit design required, then circuit design techniques and measures are
not needed.

The extent to which robust conventional electromagnetic compatibility (EMC) management techniques
(such as high-specification electromagnetic mitigation including shielding, filtering, and transient
suppression) can prevent electromagnetic disturbances from affecting the correct operation of a safety-
related system during its anticipated lifecycle may be taken into account during the selection and
application of the techniques and measures, where this is justified.

Each of the techniques or measures described in Annex A of this standard is presented based on its
relevance to the stage of the project, under the following headings: Aim, Description, Identification,
Mitigation, and Importance.

Aim The overall purpose of the technique or measure.
Description Broadly how the technique or measure achieves its aim.

Identification The effectiveness of the technique or measure to reveal the presence of
an error or malfunction that could be caused by electromagnetic

disturbances.

Mitigation The behavior of the system safety function in response to the detected
errors or malfunctions that could have been caused by electromagnetic
disturbances.

Importance Specifies the necessity and/or desirability of the technique or measure

for reducing the risks due to electromagnetic disturbances using the
attributes, as follows:

Not Recommended (NR) Recommended (R)
Highly Recommended (HR) Mandatory (M)

In this standard, the Importance of a technique or measure as NR, R,
HR, or M (see above) is graded according to the relevant safety integrity
level (SIL) as specified in the applicable parts of IEC 61508:2010 or
similar measures of safety integrity specified in a related functional
safety or risk management standard.

Parts 1 and 5 of IEC 61508:2010 describe its methodology for determining the safety integrity level of a
safety function, and other functional safety or risk management standards will have equivalent
methodologies. Also see Annex D in Part 7 of IEC 61508:2010.

In accordance with the methodology used in IEC 61508:2010, if a technique or measure rated as HR for the
relevant safety integrity level/systematic capability is not used, a detailed technical explanation of why not
should be included in the relevant safety documentation. For example, the technique or measure might not
actually be relevant for the design being implemented, or it might be that an alternative technique or
measure is used instead, which provides the same benefits for risk-reduction to the design issue concerned.
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Notes to consider when reading this standard

NOTE I—For clarity, the Importance for each technique and measure is only shown in the checklist table in Clause 5.

NOTE 2—Where a technique or measure in A.2 or A.3 applies to a technology that is not relevant to the equipment or
system concerned, and the importance as shown in Clause 5 as being M or HR, a justification for why that technique or
measure was not applied should be included in the safety documentation (see 4.8).

NOTE 3—The Importance levels (R, HR, M) listed in Clause 5 are generic starting points, and an informed application
consistent with expectations of the relevant sector should be made. For example, in certain industries (e.g., rail,
military, or nuclear) where Clause 5 lists importance as R they might expect HR or M; and where Clause 5 lists HR
they might expect M.

4.8 Documentation of electromagnetic resilience

4.8.1 Documentation of electromagnetic resilience for safety-related systems

In the case of a complete safety-related system, the safety documentation should contain all the necessary
evidence that shows that the overall safety-related system is adequate for its required safety duty.

Prior to the safety-related system being put into use, a structured justification of adequate electromagnetic
resilience of the system shall be produced. This justification could be assessed as part of functional safety
assessment activities; alternatively, other appropriate structured assessment approaches could be used.

This justification should assess the extent of compliance with the requirements of relevant functional safety
standards including IEC 61000-1-2:2016, and the adequacy of the range of activities, techniques, and
measures employed for electromagnetic resilience, including verification and validation activities.

Supporting information should be available for this justification as necessary, and this will usually include
electromagnetic environment specifications, electromagnetic tests results and certifications, and material
demonstrating the range and suitability of the electromagnetic resilience techniques and measures used in
the safety lifecycle.

Information used to support claims made as to the safety performance of a safety-related system should be
made available to system integrators and end users and should be retained in order to support system
review activities throughout the lifecycle of the system.

Independent assessment of the electromagnetic resilience justification should be undertaken where
appropriate. The extent of independence required for assessment should be in line with the approach
suggested for independent assessment in the applicable parts of IEC 61508-1:2010.

The expectation is that compliance with this standard will be achieved by adding text and hyperlinked
references to other design, verification, or validation documents, into the cells in the right-hand-most
columns of the checklist in Clause 5, to demonstrate whether and how each of the techniques or measures
have been applied to each safety function.

For safety systems having more than one safety function, it is usually necessary to consider the range of
techniques and measures applied from the perspective of each safety function in turn. However, some
techniques and measures may apply across more than one safety function, and the presentation of
justifications for these may be able to avoid repetition by being covered by a single checklist from
Clause 5, as long as this can be done without losing clarity.
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As discussed in 4.7, if a technique or measure in the checklist in Clause 5 is categorized as HR for the level
of safety integrity appropriate for the safety function in question, but has not been applied, the right-hand-
most column will communicate the reasons why not, and what was done instead.

The structured justification of adequate electromagnetic resilience of a system is expected to be provided
for all of the safety functions in that system, by one or more copies of the checklist in Clause 5, with their
right-hand-most columns duly completed, plus all of the documents referenced in those columns.

4.8.2 Documentation of electromagnetic resilience for equipment (e.g., system elements)

In the case of equipment intended for use in a safety-related system, where electromagnetic resilience
claims are made for the equipment, information supporting these claims shall be made available in the
compliant item’s safety manual.

This should include information that will be required by the safety-related system integrator, for example,
the safety-related environmental tests that the equipment complies with, the functional safety techniques
and measures that have been applied in the design of the equipment, guidance on installation, maintenance
etc., as necessary.

A safety manual should also include information on equipment behavior, where appropriate, in the case of
failure, for example, ‘defined states’ (DSs) that the equipment can assume in response to errors or failures
due to intolerable EMI, as well as guidance on the application of the equipment.

Information used to support claims made as to the safety performance of a safety-related system element
should be made available to system integrators and end users, and should be retained in order to support
system review activities throughout the lifecycle of the element's application. Such information might use
one or more copies of the checklist in Clause 5, broadly as discussed in 4.8.1, to help to provide a
structured justification of its electromagnetic resilience.

5. Checklist of electromagnetic resilience techniques and measures

Complete as many copies of Table 1 below as are needed to cover all of the Safety Functions in the system
concerned (see 4.8).

Note that in these tables, the “Refs in this standard” are identical to those in IET 2017 [BS§], except that the
first character in this standard is the letter A (e.g., A.1.1), whereas in IET 2017 [BS], it is the number 2
(e.g., 2.1.1). Some references in this standard have no counterpart in IET 2017 [B8] because this is a newer
document.
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