
	

	
	

IEEE Standard for Networked  
Smart Learning Objects for  
Online Laboratories 

 
Developed by the  
Standards Committee 

 
IEEE 
3 Park Avenue  
New York, NY 10016-5997 
USA 
 

IEEE Education Society 

IEEE Std 1876™-2019 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 02:10:30 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1876-2019

http://www.avadocuments.com/doc/ieee-1876-2019
http://www.avadocuments.com/doc/ieee-1876-2019


IEEE Std 1876™-2019 
 

IEEE Standard for Networked  
Smart Learning Objects for  
Online Laboratories 

Sponsor 
 
IEEE Standards Committee 
of the 
IEEE Education Society 
 
 
Approved 21 March 2019 
 
IEEE-SA Standards Board 
 

 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 02:10:30 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1876-2019

http://www.avadocuments.com/doc/ieee-1876-2019
http://www.avadocuments.com/doc/ieee-1876-2019


2 
Copyright © 2019 IEEE. All rights reserved. 

Abstract: Methods for storing, retrieving, and accessing online laboratories as smart and 
interactive learning objects are defined in this standard. For this purpose, the first level of the 
standard offers any online laboratory (lab) as a service (Lab as a Service or LaaS). The standard 
also defines methods for integrating online laboratories as smart learning objects in learning 
environments and learning object repositories. 

Keywords: IEEE 1876™, Lab as a Service (LaaS), learning environment, learning object 
repository, metadata for learning resources, mobile laboratory, mobile learning, networked 
learning environments, online distributed simulations, Open Educational Resources (OER), online 
laboratory, online laboratory architecture, online laboratory brokerage, open laboratory, remote 
laboratory, Science, Technology, Engineering, and Mathematics (STEM) Education, smart 
device, virtual laboratory 


                                                 
The Institute of Electrical and Electronics Engineers, Inc.  
3 Park Avenue, New York, NY 10016-5997, USA  
 
Copyright © 2019 by The Institute of Electrical and Electronics Engineers, Inc.  
All rights reserved. Published 30 May 2019. Printed in the United States of America. 
 
IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics Engineers, 
Incorporated.  
 
PDF: ISBN 978-1-5044-5677-7 STD23623 
Print: ISBN 978-1-5044-5678-4 STDPD23623 
 
IEEE prohibits discrimination, harassment, and bullying. 
For more information, visit http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html. 
No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written permission 
of the publisher. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 02:10:30 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1876-2019

http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.avadocuments.com/doc/ieee-1876-2019
http://www.avadocuments.com/doc/ieee-1876-2019


3 
Copyright © 2019 IEEE. All rights reserved. 

Important Notices and Disclaimers Concerning IEEE Standards Documents 

IEEE documents are made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the 
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be 
obtained on request from IEEE or viewed at http://standards.ieee.org/ipr/disclaimers.html. 

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents 

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are 
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards 
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a 
consensus development process, approved by the American National Standards Institute (“ANSI”), which 
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE 
Standards are documents developed through scientific, academic, and industry-based technical working 
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate 
without compensation from IEEE. While IEEE administers the process and establishes rules to promote 
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the 
accuracy of any of the information or the soundness of any judgments contained in its standards. 

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure 
against interference with or from other devices or networks. Implementers and users of IEEE Standards 
documents are responsible for determining and complying with all appropriate safety, security, 
environmental, health, and interference protection practices and all applicable laws and regulations. 

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and 
expressly disclaims all warranties (express, implied and statutory) not included in this or any other 
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness 
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness 
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. 
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.” 

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related 
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved 
and issued is subject to change brought about through developments in the state of the art and comments 
received from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his 
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as 
appropriate, seek the advice of a competent professional in determining the appropriateness of a given 
IEEE standard. 

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE 
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE. 
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Translations  

The IEEE consensus development process involves the review of documents in English only. In the event 
that an IEEE standard is translated, only the English version published by IEEE should be considered the 
approved IEEE standard. 

Official statements  

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board 
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its 
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, 
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that his or her views should be considered the personal views of that individual rather than the 
formal position of IEEE. 

Comments on standards 

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice 
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a 
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a 
consensus of concerned interests, it is important that any responses to comments and questions also receive 
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and 
Standards Coordinating Committees are not able to provide an instant response to comments or questions 
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not 
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE 
standard is welcome to join the relevant IEEE working group. 

Comments on standards should be submitted to the following address: 

 Secretary, IEEE-SA Standards Board  
 445 Hoes Lane  
 Piscataway, NJ 08854 USA 

Laws and regulations  

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements.  Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights 

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. 
They are made available by IEEE and are adopted for a wide variety of both public and private uses.  These 
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization, 
and the promotion of engineering practices and methods. By making these documents available for use and 
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the 
documents. 
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Photocopies  

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to 
photocopy portions of any individual standard for company or organizational internal use or individual, 
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance 
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission 
to photocopy portions of any individual standard for educational classroom use can also be obtained 
through the Copyright Clearance Center. 

Updating of IEEE Standards documents  

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. A current IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect.  

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten 
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although 
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to 
determine that they have the latest edition of any IEEE standard. 

In order to determine whether a given document is the current edition and whether it has been amended 
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at 
http://ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the 
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org. 

Errata  

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to 
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant 
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the 
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may 
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without 
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of 
any unfair discrimination to applicants desiring to obtain such licenses. 

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
their own responsibility. Further information may be obtained from the IEEE Standards Association. 
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Introduction 

This introduction is not part of IEEE Std 1876-2019, IEEE Standard for Networked Smart Learning Objects for Online 
Laboratories. 

Laboratory activities in support of Science, Technology, Engineering, and Mathematics (STEM) Education 
aim at attaining pedagogical goals and developing engineering skills. Laboratory activities can nowadays 
be carried out online, thanks to information and communication technologies (ICT). Such online laboratory 
activities rely on networked electronic devices such as personal devices (desktop computer, laptops, digital 
tablets, or smartphones), as well as Internet of Things devices (such as connected sensors and actuators). 

Online laboratories for STEM education are educational ICT systems. They are becoming more and more 
popular. In many cases, an online laboratory experiment consists only in remotely interacting with devices 
over computer networks without necessarily reflecting the educational objectives that underlie the 
activities. This standard establishes the relationship between all the components (hardware, software, and 
learning environments) in order to ease the design and implementation of pedagogically driven online 
laboratory activities. This standard is designed to ease the design, the implementation, and the usage of 
pedagogically-oriented online laboratories as smart learning objects and their integration in learning 
environments and learning object repositories.  

Figure 1 illustrates the implementation layers of online labs as smart learning objects that are considered 
hereafter for standardization. The first layer standardizes an online Lab as a Service (LaaS), which can be 
personalized at the second layer. The second layer describes an online Lab as a Learning Object (LO), 
which can be integrated in various learning environments, including massive open online courses 
(MOOCs), learning management systems (LMSs), learning resource repositories, and mobile applications.   

 
Figure 1 —Conceptual layers and normative information 
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IEEE Standard for Networked  
Smart Learning Objects for  
Online Laboratories 

1. Overview 

1.1 Scope 

This standard defines methods for storing, retrieving, and accessing online laboratories and associated data as smart 
and interactive learning objects. For this purpose, the standard does so within the context of defining an online 
laboratory (lab) as a Lab as a Service (LaaS). The standard also defines methods for integrating online laboratories 
as smart learning objects in learning environments and learning object repositories. Finally, this standard 
demonstrates, through use cases, how adhering to the methods defined herein can satisfy pedagogical objectives. 

Within the context of this standard, LaaS is defined as a set of interface requirements to be met to satisfy the first 
level of standardization. This provides a standard interface. Once this interface is established, an online laboratory 
should fit within learning frameworks as a Learning Object to provide pedagogical value. This capability, however, 
is not something that can be guaranteed. Therefore, the second level of standardization is defined as a set of 
recommended practices.  

1.2 Purpose 

The purpose of this standard is to ease the design, implementation and use of online laboratories for education. It is 
understood that laboratory activities are required in Engineering, Science, and Technology Education. Laboratory 
activities aim at fulfilling pedagogical objectives and developing experimental skills. Laboratory activities can 
nowadays rely on digital education solutions. Such solutions generally integrate networked electronic devices such 
as computers (desktops, laptops, tablets, and smartphones) as well as networked measuring instruments or 
electromechanical devices. Online laboratories for education are technology enhanced learning resources. They are 
becoming more and more popular. This standard defines and establishes the relationship between all the components 
required to carry out pedagogically sound experiments using laboratories (equipment, software, hardware, and 
services). The standard aims at facilitating the work of lab owners when setting up and sharing online laboratories; 
the work of platform managers when offering and enabling the exploiting of online laboratories as learning objects; 
the work of teachers when integrating and implementing an online laboratory in their pedagogical scenarios; and the 
work of learners when interacting and learning with online laboratories. 
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2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must be 
understood and used, so each referenced document is cited in text and its relationship to this document is explained). 
For dated references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments or corrigenda) applies. 

IEEE Std 1484.12.1™-2002, IEEE Standard for Learning Object Metadata.1, 2 

3. Definitions, acronyms, and abbreviations 

3.1 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary 
Online should be consulted for terms not defined in this clause.3 

client: An entity that enables the user to access/exploit centralized services and resources, in this context, the online 
lab.  

NOTE—When live interaction is supported, the client interface enables an interactive experimentation mode where the results 
are collected in real time; otherwise the client interface enables a batch experimentation mode where the results are collected at a 
later time.  

experiment: A scientific procedure to make a discovery, test a hypothesis, or demonstrate a known fact. In the 
context of this standard, it consists of a sequence of service calls to LaaS, followed by internal LaaS activities, and 
its corresponding responses to the client. 

laboratory: A set of hardware or software (or both) components that are integrated to perform scientific 
experiments in an educational context.  Syn. lab.  

learning activity: An ordered set of tasks for a learner or a group of learners to acquire some knowledge or skills 
resulting in learning outcomes.  

learning object (LO): Any entity, digital or non-digital, that can be used for learning, education, or training. (IEEE 
Std 1484.12.1-2002.)   

NOTE—This document addresses how online labs can be exploited as a learning object. The online lab could be either remote or 
virtual, especially designed for individual or collaborative, synchronous or asynchronous learning activities. Examples include 
distance learning, personal learning, blended learning, or Massive Open Online Courses (MOOCs).  

online laboratory: A laboratory that is accessible via computer networks, such as the Internet. An online lab can 
either be virtual, remote, or hybrid of the two.  

remote laboratory: A set of network-connected physical devices that can be observed and controlled at distance. 

NOTE—The assumption is that the underlying connecting network is the Internet. The physical devices are mainly sensors and 
actuators that respectively sense and change the physical environment they are sitting in. A remote lab is hosted in a physical 
space (e.g., building, nature...) and is provided and/or managed by lab providers (e.g., person, institution, organization, or 

                                                 
1The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers, 
Incorporated. 
2 IEEE publications are available from the Institute of Electrical and Electronics Engineers (http://standards.ieee.org/). 
3IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. 
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company). A remote lab could support two modes of interaction: real-time and batch. In the real-time mode, the user experiments 
and collects data live, while in the batch mode the user submits the experimental commands and collects the results at a later 
time. 

server: An entity that manages/provides access to centralized resources or services. 

NOTE—In the context of this standard, an LaaS server. 

virtual laboratory: An interactive simulation of physical phenomena supported by mathematical models or 
experimental datasets.  

NOTE—The simulations are provided as software applications, which allow the learners to assimilate some knowledge regarding 
some scientific theories and physical phenomena, otherwise impossible in a real physical space (e.g., generation of nuclear 
power). The simulations run on physical and remote application servers. A virtual lab is provided and/or maintained by the same 
or different entities (person, institution, organization, or company).  

3.2 Acronyms and abbreviations 

ADB actionable data book 

ADL advanced distributed learning 

API Application Programming interface 

CSS cascading style sheets 

DAQ data acquisition 

FIM Federated Identity Management 

GDPR General Data Protection Regulation 

GPIO general-purpose input output 

HTTP hypertext transfer protocol 

IaaS Infrastructure as a Service 

IdAM Identity and Access Management 

IMS Instructional Management System 

I/O input/output 

IP Internet protocol 

IRI Internationalized Resource Identifier 

LaaS Lab as a Service 

LED light emitting diode 

LMS learning management system 

LO learning object 
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LOM Learning Object Metadata 

LRS learning record store 

LTI Learning Tools Interoperability 

MIME Multipurpose Internet Mail Extensions 

MOOC Massive Open Online Course 

OAuth Open Authorization 

OEL Open Educational Lab 

OL online laboratories 

RDF Resource Description Framework 

REST Representational State Transfer 

RFC Request for Comments 

RPi3 Raspberry Pi 3 

SAML Security Assertion Markup Language 

SARL Smart Adaptive Remote Laboratories 

SOAP Simple Object Access protocol 

SSO single sign-on 

TLA Training and Learning Architecture 

UI user interface 

URI uniform resource identifier 

URL uniform resource locator 

USB universal serial bus 

VLAN Virtual Local Area Network 

VLE virtual learning environments 

VRML Virtual Reality Markup Language 

WebIOPi Web Input Ouput control for Raspberry Pi 

WS-Federation Web Services Federation 

WSDL Web Service Description Language 

xAPI Experience Application Programming Interface 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 02:10:30 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1876-2019

http://www.avadocuments.com/doc/ieee-1876-2019
http://www.avadocuments.com/doc/ieee-1876-2019


IEEE Std 1876-2019 
IEEE Standard for Networked Smart Learning Objects for Online Laboratories 

 
Copyright © 2019 IEEE. All rights reserved. 

14 

4. First layer of standardization: Lab as a Service (LaaS) 

LaaS is a term derived from the XaaS series of terms, where “X” means anything and “aaS” refers to “as a Service.” 
In this paradigm, the assumption is that anything “X” is offered as a service over the Internet rather than at a 
physical space. LaaS refers to Laboratory as a Service, where a lab is abstracted and made remotely available 
through Internet as a service. In this clause, paradigm of LaaS is introduced, followed by the proposal for abstracting 
it as a lab as a service. 

4.1 Introduction 

An online lab standardized as Lab as a Service (LaaS) provides services and integrates functionalities. A service 
represents, for instance, a sensor or an actuator that is made available to the outside world (i.e., the client) through 
Application Programming Interfaces (APIs). Services are fully described and documented so that an interfacing 
client application can use them without additional explanation. A functionality is an internal behavior provided by 
the online lab. There may be communication between functionalities and the client interface through services but not 
necessarily. While the required services are fully described through APIs, the functionalities are only recommended, 
and best practice guidelines are provided. For example, there can be an actuator service that enables the client 
application to set the voltage of a motor connected to the server, and a functionality that checks that the maximum 
voltage is not exceeded (and corrects it if needed). The actuator service is well described by the LaaS metadata, on 
the other hand the internal validation mechanism is left to the lab owner’s discretion since it will be mainly ad-hoc. 
Still, such a mechanism must be implemented to help ensure that client applications will not break the server and the 
connected equipment. 

To summarize, a LaaS consists of a set of well-defined services that enable interoperability with external 
applications and internal functionalities. 

4.2 Metadata 

The metadata are at the core of the support for interoperability provided by the LaaS. On one hand, they provide a 
general description of the online lab, which is useful for publishing them into a lab repository. On the other hand, the 
metadata provide technical details about the online lab. This technical detail constitutes all the elements necessary to 
fully describe the lab as an API, and hence supports the claimed interoperability features of a LaaS. So, the metadata 
can be used to automatically generate user interfaces. The full metadata shall consist of the following elements, 
which are further described in the next subclauses: 

a) General information on the online lab, including its name, description or contact information 

b) List of APIs describing the services (i.e., sensor and actuator services). The services are fully described in 
4.3 

c) Authorization mechanisms allowing the access to the services, as described in 4.2.3 

d) Concurrent access mechanisms managing possible multiple access requests simultaneously to a same 
resource, as described in 4.2.4 

The general metadata document for an LaaS provider should include one element from each of previous points, a) 
through d). 

4.2.1 General metadata 

The general metadata shall provide information about the online lab, such as the name, a short description, the terms 
of service, a contact person, and licensing information as defined in Table 1. 
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Table 1 —General metadata fields 
Name Type Description 

title String General title of the online lab. 
description String Extended description of the online 

lab, features, etc. 
termsOfServiceURL URI Link to the terms of service of 

online lab. 
contact Internet Message Format, e-mail The e-mail of the contact person. 
license String The license of use of the online lab 

(CC, Apache 2.0, GNU, etc.) 
licenseUrl URI Link to the terms of the license 

specified in the “license” field. 

4.2.2 Binding metadata 

The binding metadata shall list all API endpoints or available services, as defined in Table 2 through Table 6. In this 
subclause, the general fields are included. The other fields are discussed in the subclauses specific to each service.  

Table 2 identifies and describes the basic binding metadata fields, i.e., basePath, apis, and models. 

Table 2 —Binding metadata fields 
Name Type Description 

basePath URI The root URL path of the service 
apis Set[ServiceDescription] Set of Service Description elements  
models Set[Models] Set of Models used in Service 

Description elements 

The service description fields provide the description of the service, as shown in Table 3.  

Table 3 —Service description metadata fields 
Name Type Description 

identifier URI Parameter to reach the service 
protocol Vocabulary Communication protocol used by 

the services 
produces Data Type Encoded data type of requests and 

responses 
operations Set[Operation] Set of Operation elements 

Referring to Table 3, the identifier field provides information on how a service is reached. It is formatted 
accordingly to the communication protocol used by the lab. For instance, if REST is the communication protocol, 
the identifier would be of type URL. The protocol field designates which communication protocol is adopted by the 
lab. The produces element specifies the data type in which the data communicated with a client application are used. 
The operations field contains parameters that describe in detail the representation of a service; these parameters are 
detailed in Table 4. 
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Table 4 —Operations metadata fields 
Name Type Description 

method Vocabulary Method used in the communication 
for this operation 

nickname String Service title 
summary String Short description of the service 
notes String Detailed description of the service 
type String Model used to represent the service 
parameters Set[Parameters] Set of Parameter elements used in 

the operation 
responseMessages String Response message corresponding to 

different responses 

Referring to Table 4, the method field specifies the communication protocol method used for the service. It 
corresponds to one of the possible method values for the used communication protocol. The nickname field is 
necessary to include in every request in order to identify the required service. The summary and notes fields, 
respectively, provide a short and detailed description of the service in order to provide a better understanding of the 
expected behavior. The type field then specifies the model according to which the response is formatted. The 
parameters field is an array of arguments to be passed in the request. Table 5 details its elements. The 
responseMessages field provides for any needed reply to a request.   

Table 5 —Parameters metadata fields 
Name Type Description 

name  String Name of the parameter 
description String Description of the parameter 
required Boolean If required or not 
paramType Integer Numerical type of the parameter 

The last element of the binding metadata is models. The models provide a description of the requests and responses 
exchanged between the client application and the LaaS server. They are necessary to allow the parsing of requests 
and responses on both sides. Table 6 details the fields that make up a model. 

Table 6 —Models metadata fields 
Name Type Description 

id String Name of the model 
required  Set[String] Lists all fields of the ‘properties’ 

field that must be provided in any 
instance of that model 

properties Set[Property] Set of properties for this model 

4.2.3 Authorization metadata 

The authorization metadata allow the definition of a security scheme that can be used by the online laboratories to 
allow third party users to access the services and shall be defined as shown in Table 7 and Table 8. 

Table 7 —Authorization metadata fields 
Name Type Description 

authorizationType Vocabulary  Authorization type 
keyName String Holds the authentication credentials 
authServiceUrl URI Refers to the location of the 

authentication service 
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Supported schemes are basic authentication, an API key (either as a header or as a query parameter), and OAuth2’s 
common flows (implicit, password, application, and access code), as shown in Table 8. 

Table 8 —authorizationType vocabulary 
Name Values 

authorizationType basic 
apiKey 
SSO protocol 

4.2.4 Concurrent access metadata 

The concurrent access metadata help to define the concurrency of the models of online labs, so client applications 
can handle the different mechanisms appropriately. Different concurrency mechanisms exist, and it is up to the 
online lab owner to decide on the appropriate scheme for his or her lab. Concurrent access metadata shall be defined 
in accordance with Table 9 through Table 13. 

Table 9 —Concurrent access metadata fields 
Name Type Description 

interactionMode Vocabulary  Synchronous or asynchronous 
concurrencyScheme Vocabulary The concurrency scheme for the 

online lab 
roles Set[Role] Set with the described roles  

The interaction with an online lab can be in a synchronous or asynchronous mode. If the mode is synchronous, the 
users are interacting directly with the lab. If there are other people using the lab concurrently, the user is aware of 
their actions, if supported by the lab owner. If the mode is asynchronous, the user typically prepares an experiment, 
submits it to the lab, and waits to get results back. Users are not aware of other users’ activity in this case. For this 
reason, the field “interactionMode” may take one of the two values from the vocabulary as shown in Table 10. 

Table 10 —interactionMode vocabulary 
Name Values 

interactionMode synchronous 
 asynchronous 

The rest of these metadata are for synchronous online labs, since asynchronous labs can internally deal with 
concurrency issues. There are typically two possible concurrency schemes ‘concurrent’ and ‘roles’ (modeled in the 
‘concurrencyScheme’ field). Either the online lab allows users to operate the experiment at the same time, or 
provides different user roles to control access to the experiment, as shown in Table 11.  

Table 11 —concurrencyScheme vocabulary 
Name Values 

concurrencyScheme concurrent 
 roles 

Each role shall be described in the ‘roles’ field of the Concurrent access metadata. This is shown in Table 12. Each 
role has a name (in the ‘role’ field), and the role selection mechanisms that this role has are listed in 
‘roleSelectionMechanism’ metadata field. Furthermore, the role can declare which services are accessible if the user 
is assigned a particular role, in the ‘availableAPIs’ field. 
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