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Abstract: This standard describes network gateway access, control, and management; specifies
control and management requirements; defines the system architecture, communication
sequences, and enhanced functions for the protocols defined in IEEE 1888™, “Ubiquitous Green
Community Control Network Protocol”; and extends the protocols and interfaces based on the
requirements. This standard shall provide enhanced protocols, workflows, and message formats
for the network gateway under control and management, such as registration, access, control,
event handling, configuration, status querying, etc.

Keywords: access, configuration, control, event handling, IEEE 1888.1™, management, running
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publication, use of, or reliance upon any IEEE Standard document.
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any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS
IS-H
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standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still
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latest edition of any IEEE standard.
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behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another.
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appropriateness of a given IEEE standard.
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that individual rather than the formal position of IEEE.
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regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
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together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE standards development process, visit IEEE-SA Website at
http://standards.ieee.org/index.html.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.
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Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1888.1-2013, IEEE Standard for Ubiquitous Green Community Control
Network: Control and Management.

In an IEEE 1888 network, there are components [such as an application (APP), a gateway (GW) and
storage, etc.] and sensors/actuators. GWs and sensors/actuators are the most popular facilities used in
Ubiquitous Green Community Control Networks (UGCCNets). Sensors/actuators are data terminals that
“generate” physical data or “accept” command data. GWs are used to relay data between sensors/actuators
and other components, and data translation may be made during the transmission. GWs could be provided
by different vendors or suppliers with different functions; therefore, they need to be managed to operate
collaboratively. In this case, a consistent protocol, which is the essential task of this standard, is required.

This standard is based on IEEE Std 1888-2011 protocols, enhancing the management and control
functionality of the network by extending the interfaces, protocols, and message formats, and focuses on
the GW-related workflows for access, control, configuration, registration, running status, event handling,
etc. Three aspects are included in this specification:

a)  Specifying system architecture to manage and control GWs and the connected sensors/actuators

b) Providing methods to monitor GWs

c¢) Describing the communication processes that facilitate the operation abilities
In order to achieve effective network operation management, the management and control unit (MCU),
which is responsible for the management of components (such as GW) access, control, and configuration,
is introduced.
This document is organized as follows:

—  Clause 4 specifies the general system architecture and typical communication sequences

— Clause 5 and Clause 6 describe the MCU and GW, respectively, which are key nodes in the GW
control and management process

—  Clause 7 focuses on the access, configuration, control, and management processes of the GW

— Clause 8 and Clause 9 describe the relevant interfaces and data structures that are extensions of
IEEE Std 1888-2011

—  Clause 10 describes the compatibility with IEEE Std 1888-2011

—  Clause 11 describes the security considerations
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IEEE Standard for Ubiquitous Green
Community Control Network:
Control and Management

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

Based on the IEEE 1888™ protocols, this standard describes network gateway central access control and
management policy through the extension of existing interface protocols, message formats, and interactive
processing in ubiquitous green community control networks (UGCCNets). This standard extends the
definition of the original interface protocols and message formats and mainly specifies the network
gateway signal flow for access control, registration management, state querying, event reporting, remote
management, etc.

1.2 Purpose

This standard aims to provide open and standardized network gateway management interface protocols for
service providers, system integrators, equipment manufacturers, etc., through the extension of the original
interface protocol in order to be able to remotely control and monitor the network gateway and other
facilities in green communities, such as heating, ventilation, and air conditioning (HVAC); lighting
systems; energy equipment; and so on.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 1888™-2011, IEEE Standard for Ubiquitous Green Community Control Network Protocol. '

3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause. *

3.1 Definitions

management and control unit (MCU): Works as the central management unit for an IEEE 1888 network
to provide services to other components and control/manage resources.

operation administration and maintenance (OAM): A module in an MCU that operates and maintains
gateway (GW) and connected sensors/actuators.

operation service provider (OSP): A module in an MCU that provides services to components for
common requests.

resource access manager (RAM): A module in an MCU that manages access control of components
under MCU management.

3.2 Acronyms and abbreviations

AC module access control module

ACL access control list

APP application

GML gateway (GW)-Management List

GW gateway

HVAC heating, ventilation, and air conditioning
MCU management and control unit

MIB management information base

! The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
% This publication is available from The Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854, USA
(http://standards.ieee.org/).

*IEEE Standards Dictionary Online subscription is available at:

http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
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NAT
OAM
OSP

QoS
RAM
SNMP
UGCCNet
W3C

XML

IEEE Std 1888.1-2013
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network address translator

operation administration and maintenance
operation service provider

quality of service

resource access manager

simple network management protocol
ubiquitous green community control network
World Wide Web Consortium*

extensible markup language

4. Architecture

4.1 General

In a ubiquitous green community control network (UGCCNet), management and control of components is
necessary. On one hand, effective management and control of components can improve the system
operations and provide end users with cost-effective operation. On the other hand, gateways (GWs) are
generally deployed in buildings (e.g., offices, hotels, schools, stores, homes, factories, etc.) that have
restricted access. It is necessary, for example, to be able to check the health of such GWs and connected
sensor/actuator devices efficiently. It is also important to change the configuration of GWs, storage, and
applications (APPs) without accessing restricted areas. Thus, this specification addresses the general
management and control of UGCCNet components.

To realize such management and control, this standard identifies the following requirements:

a) Making the GWs and connected devices, such as configurations, status, and events, manageable
and controllable

1
2)
3)
4)

)

Getting the configuration and running status from the components (especially GWs)
Setting the configuration and running status to the components (especially GWs)
Notifying the changes of running status from the components (especially GWs)
Managing the session control in WRITE, FETCH, and TRAP procedures

Allowing bidirectional communication, e.g., allowing the management and control of
components deployed in a private network segment behind a network address translator (NAT)

4 W3C is trademarks or registered trademarks of the W3C®, (registered in numerous countries) World Wide Web Consortium. Marks
of W3C are registered and held by its host institutions: Massachusetts Institute of Technology (MIT), European Research Consortium
for Information and Mathematics (ERCIM), and Keio University, Japan
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b) Providing services to components for different requirements

1) Defining control and management services that process data from multiple sensor data
sources

2)  Sending control signals to multiple actuators

c) Preventing unauthorized components (such as APP, GW, storage, etc.) or devices from accessing
the network and making control commands execute correctly in the system

1)  Providing the management of access control at the component level

2)  Only allowing GWs and connected sensors/actuators to be accessed in the network

d) Providing primitive information to realize an extendable system to keep interoperability and
backward compatibility

1) Providing an extendable management and control information model and an access control
model

2)  Allowing component-to-component communication defined in IEEE Std 1888-2011

3) Providing examples of component information models for management and control, simple
network management protocol (SNMP) management information base (MIB), and format of
the access control list (ACL).

The management rule of data status (e.g., the rule of marking the acquired sensor data “reliable”) and
accounting of UGCCNet components (e.g., the logging and centralized management of APP’s direct access
to GWs) will be covered by future standards.

4.2 System architecture

To implement control and management functionality and to meet operation requirements, the management
and control unit (MCU) is introduced to the system, taking the administration role for controlling and
managing UGCCNet components (especially GWs) and GW-connected sensor/actuator devices.

The system architecture identified for management and control is shown in Figure 1. This figure mainly
focuses on the illustration of the network communications related to this specification. The
communications of IEEE Std 1888-2011 are also supported in this network.

The MCU manages multiple GWs, storage, and APPs that are deployed at remote sites. This document
calls the components under the control of MCU “managed” components, e.g., managed GWs, and, the set
of components managed by the MCU are called “managed domain.” As for the other GWs, storage, and
APPs that are not under the control of the MCU, this document sometimes explicitly calls them
“unmanaged,” e.g., unmanaged APPs. The typical communications of management and control around the
MCU are shown in Figure 1.
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The following cases depict the overview of the MCU’s behavior and role.

A
Config, Status, Config, Status Config, Status,
Event, ACL, stc. Event, ACL, etc. Event, ACL, etc

Case3

Figure 1—System architecture and typical use cases

Case 1: The MCU provides management and control services that process data from sensors and
send control command data to actuators. In this case, the APP uses the services provided by the

MCU.

NOTE—An APP in an unmanaged network could also use these services.

Case 2: The MCU gets the configuration and running status of the UGCCNet components and sets
the configuration and running status to them. The MCU may notify the status change information
to the remote components. The target of management (e.g., configuration and running status)
includes product information, working modes, health status, alarms, logs, ACLs, etc. The MCU
also accesses

a)

b)

©)
Case 3:

MCU.

Case 4: The MCU queries the registry for the required component or Point information.

GWs for reading sensors and controlling actuators
Storage for getting historical data
APPs for reporting an event to the remote site

Direct communication from an unmanaged APP to a managed GW. At the managed
component, this access is controlled by the configuration of the ACL, which is managed by the

5
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To meet the above requirements, this architecture

a)
b)

¢)
d)

Defines a set of procedures in the context of management and control

Defines a new method “service” for managing and controlling facilities (a set of sensors and
actuators)

Defines a message structure used for service method invocation

Provides sample information models for management and control (including health checking,
working-mode configuration, access and control management, etc.)

4.3 General workflow to manage sensors and actuators

4.3.1 When the APP calls an MCU service

In this scenario (see Figure 2), the APP will request the MCU to invoke a service (Step 1), for example,
reading/controlling a sensor/actuator. The MCU will get the GWs information from the registry (Step 2).
(If the MCU knows which GWs manage the sensors and actuators, Step 2 shall be optional).

Here, depending on the APP request, the MCU will decide to go to Step 3 or Step 3°. For example, if the
APP just requests for GW (or connected sensors/actuators) information or the information has been cached
in the MCU, the MCU will send the information back to the APP directly (Step 3°). Otherwise, the MCU
sends the command to the proper GW (Step 3).

NOTE—The service method invocation can be asynchronous.

2 1
Registry |e--—-——- » MCU @ ;] APP
31
/ﬁ \\
i ~
s ™
/3 37
// ~ ~
s S
Gw Gcw
Sensors/Actuators Sensors/Actuators
Figure 2—MCU service invocation
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