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Abstract: This standard defines a vendor-independent set of policy-based control architectures 
and corresponding policy language requirements for managing the functionality and behavior of 
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Introduction 

This introduction is not part of IEEE Std 1900.5-2011, IEEE Standard for Policy Language Requirements and System 
Architectures for Dynamic Spectrum Access Systems. 

Industry is increasingly utilizing Cognitive Radio, Software Defined Radio, and similar technologies for 
creating adaptive, reconfigurable devices and networks. This has prompted the emergence of multiple 
technical and business models by various user communities, such as military and public safety, most with 
conflicting goals and operating procedures. Devices, networks, and applications that can use Cognitive 
Radio for Dynamic Spectrum Access applications require an interoperable means of specifying rules to 
govern the functionality and behavior of Cognitive Radio in a scalable manner. Policy-based management 
has this general capability since it enables these entities to be re-purposed to solve different application-
specific needs and to serve in different scenarios where interoperability among devices from multiple 
vendors is required. This standard focuses on the policy language requirements and system architectures for 
dynamic spectrum access systems. It is expected that there will be follow-on standards to further define the 
policy language as well as the interface specification identified in the IEEE 1900.5 policy-based DSA radio 
system (PBDRS) architecture. 

The IEEE 1900TM Standards Committee was established in the first quarter 2005 jointly by the IEEE 
Communications Society and the IEEE Electromagnetic Compatibility Society. The objective of this effort 
is to develop supporting standards dealing with new technologies and techniques being developed for next 
generation radio and advanced spectrum management. On March 22, 2007, the IEEE Standards Board 
approved the reorganization of the IEEE 1900 effort as Standards Coordinating Committee 41 (SCC41) on 
Dynamic Spectrum Access Networks (DySPAN). In February 2008, the IEEE 1900.5 working group was 
launched. In December 2010, SCC41 was dissolved and responsibility for managing the DySPAN 
Standards projects was transferred to the Communications Society Standards Board. 

Notice to users 

Laws and regulations 

Users of these documents should consult all applicable laws and regulations. Compliance with the 
provisions of this standard does not imply compliance to any applicable regulatory requirements. 
Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.  

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 
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Updating of IEEE documents 

Users of IEEE standards should be aware that these documents may be superseded at any time by the 
issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at 
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously. 

For more information about the IEEE Standards Association or the IEEE standards development process, 
visit the IEEE-SA web site at http://standards.ieee.org. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL:  
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 

 

Interpretations 

Current interpretations can be accessed at the following URL: 
http://standards.ieee.org/findstds/interps/index.html. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence 
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying 
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity 
or scope of Patents Claims or determining whether any licensing terms or conditions provided in 
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable 
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any 
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further 
information may be obtained from the IEEE Standards Association. 
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IEEE Standard for Policy Language 
Requirements and System 
Architectures for Dynamic Spectrum 
Access Systems 

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or 
environmental protection. Implementers of the standard are responsible for determining appropriate 
safety, security, environmental, and health practices or regulatory requirements. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

1.1 Scope 

This standard defines a vendor-independent set of policy-based control architectures and corresponding 
policy language requirements for managing the functionality and behavior of Dynamic Spectrum Access 
networks. 

1.2 Purpose 

The purpose of this standard is to define policy language requirements and associated architecture 
requirements for interoperable, vendor-independent control of Dynamic Spectrum Access functionality and 
behavior in radio systems and wireless networks. This standard will also define the relationship of policy 
language and architecture to the needs of at least the following constituencies: the regulator, the operator, 
the user, and the network equipment manufacturer. 
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1.3 Document overview 

This standard specifies policy language (PL) requirements and policy architecture(s) for policy-based 
Dynamic Spectrum Access (DSA) radio systems. 

In this standard, a distinction is made between the policy reasoning that is accomplished within the Policy- 
Based Radio (PBR) node and policy generation and validation that is accomplished through a policy 
generation system prior to provision of the policy to the PBR node. Policy reasoning may be distributed, 
i.e., it may take place either within a PBR node or in other elements of a policy-based radio 
communications network. 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments or corrigenda) applies. 

IEEE Std 1900.1TM, IEEE Standard Definitions and Concepts for Dynamic Spectrum Access Terminology 
Relating to Emerging Wireless Networks, System Functionality, and Spectrum Management.1,2 

3. Definitions, acronyms, and abbreviations 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards 
Dictionary: Glossary of Terms & Definitions3 should be referenced for terms not defined in this clause. 

3.1 Definitions 

awareness: The ability of a radio to gain (or acquire) the knowledge of the state of itself and of its 
environment for the purpose of assessing the implications of such state on its current and future operating 
behavior. 

binding: Associating a value with a variable. A variable may be bound or unbound. The value of a variable 
may be unbound (unknown) when the policy is written, for example, values that must be provided by a 
policy-based DSA radio system (PBDRS) when the policy is processed. 

coexistence policy: Policy specifying coexistence constraints and parameters. 

coexistence: The ability of two or more spectrum-dependent devices or networks to operate without 
harmful interference.4 

NOTE 1—Coexistence policy may be specified by the regulator as a subset of the regulatory policy, or may be 
specified by the spectrum manager/planner or the system administrator.5 

                                                 
1 The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc. 
2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, Inc., 445 Hoes Lane, Piscataway, NJ 
  08854, USA (http://standards.ieee.org/). 
3 IEEE Standards Dictionary: Glossary of Terms and Definitions is available at http://shop.ieee.org. 
4 From IEEE Std 1900.1TM. 
5 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard. 
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NOTE 2—As an example, a coexistence policy might specify a listen-before-talk coexistence mechanism and might 
specify the sensor detection threshold (e.g., -90 dBm in a 10 kHz bandwidth). 

cognitive radio: A) A type of radio in which communication systems are aware of their environment and 
internal state and can make decisions about their radio operating behavior based on that information and 
predefined objectives. B) Cognitive radio [as defined in item a)] that uses software-defined radio, adaptive 
radio, and other technologies to adjust automatically its behavior or operations to achieve desired 
objectives.6,7,8 

NOTE—The environmental information may or may not include location information related to communication 
systems. 

domain: An area of knowledge or activity characterized by a set of concepts and terminology understood 
by practitioners in that area.  

dynamic spectrum access (DSA) policy language: A formal system for representing information that 
includes both grammar (syntax) and meaning (semantics) that has been created for the purpose of 
communicating DSA policy primarily between machines (computers).  There are two types of languages, 
declarative and imperative. Declarative language may be implemented with imperative extensions to 
address language pragmatics.  

dynamic spectrum access (DSA): The real-time adjustment of spectrum utilization in response to 
changing circumstances and objectives.9 

NOTE—Changing circumstances and objectives include (and are not limited to) energy-conservation, changes of the 
radio’s state (operational mode, battery life, location, etc.), interference-avoidance (either suffered or inflicted), 
changes in environmental/external constraints (spectrum, propagation, operational policies, etc.), spectrum-usage 
efficiency targets, quality of service (QoS), graceful degradation guidelines, and maximization of radio lifetime. 

fact: A formula that is either asserted or proved to be true under a given interpretation. 

formal policy: A set of formulas in the logic associated with the policy language that specify how a 
resource (e.g., radio spectrum) may be used.  

formal semantics: The interpretation or mapping from the vocabulary of the language to a mathematical 
domain. 

machine learning: The capability to use experience and reasoning to adapt the decision-making process to 
improve subsequent performance relative to predefined objectives.10 

NOTE―This notion of learning corresponds most closely to the subdiscipline of machine learning known as 
reinforcement learning. Learning in the intelligent radio context is meant to exclude learning “by being told”―e.g., 
acquiring information, messages received from other systems, configuration files, and initialization parameters. Rather 
learning implies the adaptation of decision making based on direct experience resulting from previous actions. 

                                                 
6 See Footnote 4. 
7 IEEE recognizes that the terminology commonly used is “cognitive radio.” However, generally the cognitive functionality may be 
outside the boundary normally associated with a radio (e.g., environment sensing is a cognitive function that is not normally part of a 
radio). 
8 IEEE notes that the terms “dumb radio,” “aware radio,” and “smart radio” are used in the technical literature, but IEEE does 
not define these terms at this time. They are additional descriptive terms that are sometimes applied to radios. 
9 See Footnote 4. 
10 See Footnote 4. 
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machine-understandable policies: Policies expressed in a form that allows for a policy-based radio to 
read and "interpret" them automatically (without requiring human intervention). That is, an automated 
procedure exists by which the implications of the constraints expressed by the policies are reflected in the 
actions of the radio.11 

meta-policy: One or more assertions in the policy language that state relationships between policies. 

model-theoretic computational semantics: Defines logical consequents by relating statements in the 
language to entities in a given structure, the so-called model.  

NOTE—The importance of the model-theoretic semantics lies in its simplicity that allows us to understand the meaning 
of a policy without the need to understand the reasoning process. 

ontology: Definitions that associate the names of entities and concepts in a problem domain (e.g., objects, 
classes, relations, functions, objects) with text describing what the names mean, and axioms (expressed in a 
formal language) that constrain the interpretation of these entities and concepts.    

NOTE—Modified from IEEE Std 1900.1TM. 

policy: A)  A set of rules governing the behavior of a system.12 

NOTE 1—Policies may originate from regulators, manufacturers, developers, network and system operators, and 
system users. A policy may define, for example, allowed frequency bands, waveforms, power levels, and secondary 
user protocols. 

B)  A machine-understandable instantiation of policy such as defined in Definition A). 

NOTE 2—Policies are normally applied post manufacturing of the radio as a configuration to a specific service 
application. 

NOTE 3—Definition B) recognizes that in some contexts the term “policy” is assumed to refer to machine-
understandable policies. 

NOTE 4—See also: formal policy, meta-policy, machine-understandable policies, and coexistence policy.   

policy authority: An entity that has jurisdiction over spectrum usage and is authorized to create policy for 
that jurisdiction.  

NOTE—An authority may be, for example, a regulatory agency or a primary user who is authorized to lease their 
spectrum to other users.  

policy-based radio (PBR): A type of radio in which the behavior of communications systems is governed 
by a policy-based control mechanism.13 See also: policy-based control mechanism. 

NOTE 1―Policies may restrict behaviors (e.g., policies constraining time, power, or frequency use) associated with a 
specific set of radio functions, but they do not necessarily change the functional capability of a radio. Because policies 
often do not change basic radio functionality, a policy-based radio need not also be a reconfigurable radio. 

NOTE 2―Because the definition for the term policy-based control mechanism considers radio policy to be a type of 
radio control software, the policy-based radio is considered a subset of software-controlled radio.  

                                                 
11 See Footnote 4. 
12 See Footnote 4. 
13 See Footnote 4. 
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policy-based control mechanism: A mechanism that governs radio behavior by sets of rules, expressed in 
a machine-understandable format, that is independent of the radio implementation regardless of whether the 
radio implementation is in hardware or software.14 

NOTE 1―The definition of rules and associated modification of radio functionality can occur:  

⎯ during manufacture or reconfiguration 

⎯ during configuration of a device by the user or service provider  

⎯ during over-the-air provisioning 

⎯ by over-the-air or other real-time control 

 
NOTE 2―As implied by the scope of this standard, the control of radio dynamic spectrum access behavior is expected 
to be a typical application of a policy-based control mechanism. However, the concepts of policy-based control could 
be applied to network management policies as well. Policy sources include spectrum regulators, manufacturers, and 
network operators. 

policy conformance reasoner (PCR): The IEEE 1900.5 system component that evaluates the policy 
compliance of transmission requests.   

NOTE—The PCR is software capable of making logical inferences from a set of asserted facts and rules (i.e., policies). 
It is able to formally prove or disprove a hypothesis (e.g., that a transmission request is policy compliant), and is 
capable of inferring additional knowledge (e.g., identifying transmission opportunities for unbound transmission 
requests). 

policy enforcer (PE): The Policy Enforcer is the realization of the Policy Enforcement Point in an IEEE 
1900.5 system. It examines transmission control commands received from the System Strategy Reasoning 
Capability (SSRC) to ensure the Policy Conformance Reasoner (PCR) has found them to be policy 
compliant and only outputs policy-compliant commands to the transmitter for execution. 

NOTE—The Policy Enforcer may maintain a record of previous SSRC transmission decision requests, PCR 
transmission decision replies, and validity periods to support its policy enforcement function. 

policy rule: A policy rule is a formula in the policy language that has the form of an implication (e.g., A 
logically implies B). 

policy traceability: The ability to provide evidence of the source of a policy that cannot be repudiated.15 

NOTE―Policy includes machine-understandable policy. 

procedural attachments: An executable procedure (code) written in an imperative language and invoked 
from within a reasoner. 

 proof-theoretic semantics (PTS): In proof-theoretic semantics (PTS), proofs are entities in terms of 
which meaning and logical consequences can be explained. PTS are the axioms and inference rules.  

NOTE—Proof-theoretic semantics is an alternative to model-theoretic semantics. In PTS, meanings are assigned to 
expressions of the languages as proofs rather than as truth. In this sense, PTS is inferential rather than denotational in 
spirit. 

                                                 
14 See Footnote 4. 
15 See Footnote 4. 
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reasoner: The decision making entity which uses a logical system to infer formal conclusions from logical 
assertions. It is able to formally prove or disprove a hypothesis and is capable of inferring additional 
knowledge.  

regulatory policy: A policy that is specified by a regulatory authority [such as the Federal 
Communications Commission (FCC) or the National Telecommunications and Information Administration 
(NTIA) in the U.S.A.]. Typically, these describe what constitutes valid use of spectrum without having 
specific knowledge of the environment. 

semantics: Defines the meaning of expressions (formulas) in the language. 
NOTE—There are various types of semantics including model-theoretic computational semantics and proof-theoretic 
semantics. 

system policy: A policy, specified by a system administrator, which typically specifies inputs beyond those 
available in regulatory policy. It can provide specific strategies or instructions to the radio. System policy 
depends on the knowledge of the operational environment. 

system strategy reasoning capability (SSRC): The functional capability in an IEEE 1900.5 system that 
generates transmission requests and proposes the parameters of each transmission. 

NOTE 1—The system strategy reasoning capability gathers data to optimize radio operation, formulates 
communications strategies, and coordinates these strategies with the policy conformance reasoner to evaluate 
compliance with the active policy set.   

NOTE 2—The system strategy reasoning capability may maintain a record of previous SSRC transmission decision 
requests, PCR transmission decision replies, and validity periods. 

transmission request: A query expressed in the policy language about the validity of a specific 
transmission with respect to the policies currently in use. A transmission request may include parameters of 
a transmission that are necessary for the PCR to establish whether the proposed transmission satisfies the 
conditions defined by the current policies. 
NOTE—A transmission request may regard a specific transmission, or a strategy for transmissions (unbounded 
requests). 

transmission opportunity reply: A set of transmission parameters (e.g., tuned frequency, power, 
bandwidth, coexistence protocol, etc.), evidence (e.g., sensor data and other awareness knowledge), and the 
validity period associated with a Transmission Opportunity Request or Transmission Decision Refresh 
Request that the PCR has found to be policy compliant. 

transmission opportunity request: A set of transmission parameters (e.g., tuned frequency, power, 
bandwidth, coexistence protocol, etc.) and evidence (e.g., sensor data and other awareness knowledge) that 
is sent as a request from the SSRC to the PCR. 

 variable: A variable is a symbol in the policy language that may be associated with (bound to) a value. 
The value may change over time. 

3.2 Acronyms and abbreviations 

AGC Automatic Gain Control 

API Application Programming Interface 

ARQ Automatic Repeat reQuest 
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