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Abstract: Physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications
(SGPLC) based on orthogonal frequency division multiplexing (OFDM) are specified in this
standard. The necessary security requirements that assure communication privacy and allow use
for mission critical and security sensitive services and applications are addressed in this standard.
The coexistence with other technologies based on IEEE Std 1901™-2010 also are addressed.
The approach that is geared towards achieving an extended communication range with medium
speeds in comparison with the existing power line communication technologies operating in similar
frequency bands is defined in this standard.

Keywords: BPL, broadband power line, coexistence, FFT, IEEE 1901™, |IEEE 1901.1™, |EEE
1901.2™, MAC, medium frequency, OFDM, orthogonal frequency division multiplexing, PHY, PLC,
power line communication, security, smart grid
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use,
are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a consensus
development process, approved by the American National Standards Institute (“ANSI”), which brings
together volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards
are documents developed through scientific, academic, and industry-based technical working groups.
Volunteers in IEEE working groups are not necessarily members of the Institute and participate without
compensation from IEEE. While IEEE administers the process and establishes rules to promote fairness in the
consensus development process, IEEE does not independently evaluate, test, or verify the accuracy of any of
the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security, environmental,
health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or
educational courses, an individual presenting information on IEEE standards shall make it clear that his or her
views should be considered the personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless
of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards
Coordinating Committees are not able to provide an instant response to comments or questions except in
those cases where the matter has previously been addressed. For the same reason, IEEE does not respond to
interpretation requests. Any person who would like to participate in revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions
of any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. A current IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at http://iceexplore.icee.org/
or contact IEEE at the address listed previously. For more information about the IEEE-SA or IEEE’s standards
development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1901.1-2018, IEEE Standard for Medium Frequency (less than 12 MHz) Power
Line Communications for Smart Grid Applications.

This standard specifies physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications (SGPLC)
based on orthogonal frequency division multiplexing (OFDM). The standard addresses the necessary security
requirements that assure communication privacy and allow use for mission critical and security sensitive
services and applications. It also addresses the coexistence with other technologies based on IEEE Std 1901™,
This standard also defines the approach that is geared towards achieving an extended communication range
with medium speeds in comparison with the existing power line communication technologies operating in
similar frequency bands.
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IEEE Standard for Medium
Frequency (less than 12 MHz)
Power Line Communications
for Smart Grid Applications

1. Scope

This standard specifies physical (PHY) and media access control (MAC) layers of the medium frequency band
(less than 12 MHz) broadband power line communication technology for smart grid applications (SGPLC)
based on orthogonal frequency division multiplexing (OFDM) (e.g., FTT and/or wavelet OFDM). This
standard coexists with IEEE Std 1901™-2010, IEEE Std 1901.2™-2013 [B1], and IEEE Std 1901.2a™-2015
[B2].12 The standard addresses the necessary security requirements that assure communication privacy and
allow use for mission critical and security sensitive services and applications. This standard also defines the
approach that is geared towards achieving an extended communication range in comparison with the existing
power line communication technologies operating in similar frequency bands.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

FIPS 197, Advanced Encryption Standard (AES), 2001}

IEEE Std 802™-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture.*’

1IEEE Std 1901™.-2010, IEEE Standard for Broadband over Power Line Networks: Medium Access Control
and Physical Layer Specifications.

'Information on references can be found in Clause 2.

*The numbers in brackets correspond to those of the bibliography in Annex F.

SFIPS publications are available from the National Technical Information Service, U.S. Department of Commerce (http://www.ntis.org/).
“The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers,

Incorporated.
SIEEE publications are available from the Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
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3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. The /EEE Standards Dictionary
Online should be consulted for terms not defined in this clause.®

3.1 Definitions

amplitude map: A table of amplitude scaling values assigned to each carrier.

association: A service used to create subordinate relationships among members on a communication network.
beacon: A management packet that is sent by the central coordinator (CCO), proxy coordinator (PCO), or
station (STA). The beacon carries information about network management and maintenance, and is used for a

specified purpose.

beacon period: The interval at which the central coordinator (CCO) sends a central beacon based on the
network scale.

broadband carrier communication network: The broadband carrier communication network supports the
transmission of digital data over electrical power lines.

direct route: Routes of one hop.
host: Computing system with integrated IEEE 1901.1 communications module.
indirect route: Routes of more than one hop.

MAC address: A media access control address. The MAC addresses and organizationally unique identifiers
(OUls) in this standard are represented as described in IEEE Std 802™-2001.

multi-network coordination: The process in which the central coordinators (CCOs) on different networks
perform negotiation to ensure that the networks can mutually coexist.

network identifier (NID): Uniquely identifies a broadband carrier communication network.

whitelist: A list of MAC addresses of stations (STAs) allowed to connect to the communication network.

3.2 Acronyms and abbreviations

AES Advanced Encryption Standard
AFE analog front end

AGC automatic gain controller
AWGN additive white Gaussian noise
BCD binary coded decimal

BEHDR beacon entry header

BIFS burst inter frame space

BMI beacon management information

*JEEE Standards Dictionary Online is available at: http:/dictionary.iece.org

Documents

21 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniveRRYSENR:2048 JrFEnANNIIRS 6869k RE45:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1901.1-2018


http://dictionary.ieee.org
http://www.avadocuments.com/doc/ieee-1901-1-2018
http://www.avadocuments.com/doc/ieee-1901-1-2018

IEEE Std 1901.1-2018

IEEE Standard for Medium Frequency (less than 12 MHz) Power Line Communications for Smart Grid Applications

BPC
BPCS
BPSK
BT
BTS
BTT
CBC
CCO
CIFS
CP
CRC
CSMA/CA
CST
CTS
DAK
DFE
DSN
DSNA
DTEI
EIFS
EKS
ENC
EOF
ETX
FC
FCCS
FDM
FEC
FFT
FL
HLE
ICV
IFFT
1P
ISP
ITU

beacon period count

beacon payload check sequence
binary phase shift keying
beacon type

beacon time stamp

beacon transmit time

cipher block chaining

central coordinator

contention inter frame space
cyclic prefix

cyclic redundancy check

carrier sense multiple access with collision avoidance

carrier screening table

clear to send

device access key

dynamic frequency exclusion
device-based security network
Device-Based Security Network Association
destination terminal equipment identifier
extended inter frame space
encryption key select

encoder

end of frame

expected transmission count
frame control

frame control check sequence
frequency domain multiplex
forward error correction

fast Fourier transformation
frame length

high level entity

integrity check value

inverse fast Fourier transform
internet protocol

Inter-System Protocol

International Telecommunication Union
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v
LBDAT
LID
LQL
LSB
MAC
MM
MME
MNBF
MPDU
MSDU
NBE
NEK
NID
NMK
NMS
NTB
ODA
ODTEI
OFDM
OSA
OSI
OSTEI
ouIl
PAPR
PB
PBB
PBCS
PBH
PBSN
PCO
PEKS
PHY
PLC
PN
PPDU

initialization vector

local bridge destination address table
link identifier

link quality level

least significant bit

media access control

management message

management message entry
multi-network broadcast flag

MAC protocol data unit

MAC service data unit

number of beacon entries

network encryption key

network identifier

network membership key

network management system
network time base

original destination address

original destination terminal equipment identifier
orthogonal frequency division multiplexing
original source address

open systems interconnection
original source terminal equipment identifier
organizationally unique identifier
peak to average power ratio

PHY block

PHY block body

PHY block check sequence

PHY block header

PHY block sequence number

proxy coordinator

payload encryption key select
physical layer

power line communication

pseudo noise

PHY protocol data unit
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PSD
PSS
QPSK
RBAT
RCG
RI
RIFS
ROBO
RSVD
RTS
RTSF
SACK
SGPLC
SNR
SOF
SSN
STA
STEI
TCP
TDM
TDMA
TEI
TMI
vCS

power spectral density

pilot step size

quadrature phase shift keying

remote bridged address table
RTS/CTS gap

rolloff interval

response inter frame space
robust OFDM

reserved

request to send

RTS flag

selective acknowledgement
smart grid application
signal-to-noise ratio

start of frame

segment sequence number

station

source terminal equipment identifier

transmission control protocol

time domain multiplex

time division multiple access

terminal equipment identifier

tone map index

virtual carrier sensing

4. General description

4.1 Introduction

This chapter describes device roles, network topologies, and the reference model for broadband carrier
communications over low-voltage power lines. The information is delivered between the devices described in
4.2 on a network with a tree topology described in 4.3.

4.2 Deviceroles

On a broadband carrier communication network, three device roles are defined: central coordinator (CCO),
proxy coordinator (PCO), and station (STA). A CCO is responsible for implementing functions such as

networking control and network maintenance and management.

An STA is a communication unit installed on an electrical meter. An STA should act as a PCO as well as an

STA.
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4.3 Network topology

A broadband carrier communication network usually uses a tree topology in which the CCO is the root and
the PCOs act as relay agents to connect all STAs. Figure 1 shows a typical broadband carrier communication
network topology.

Figure 1—Example of broadband carrier communication network topology

Figure 2 shows the topology for co-existence of multiple networks.

| FL i
r< =
|
Preamble | FC Payload Preamble| FC Preamble| FC Payload
I I I | | Time
r e gy
[ SOF | RIFS SACK | CIFS |

Figure 2—Example of a topology for multiple broadband carrier communication networks
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4.4 Reference model

The reference model for broadband carrier communication networks consists of five layers: physical layer,
data link layer, network layer, transport layer, and application layer. Figure 3 shows the basic protocol
reference model. The network and transport layers reflect the network and transport layers of the open systems
interconnection (OSI) model. The data link layer provides transmission services for the application layer. The
data link layer can interoperate with the TCP/IP model to provide IP communications. The adaptation of IPv4/

IPv6 is described in Annex D.

Application layer

Metwork management sub-layer

'

MAC sub-layer

)

'

Data link layer

Physical layer

Power line

Figure 3—Protocol stack for a broadband carrier communication network

This standard describes the physical and data link layers. The data link layer consists of the MAC and network
management sub-layers.

The functions of these layers are as follows:

— Application layer: implements data exchange between local and remote communication units and
transmits data depending on the data link layer.

— Data link layer: consists of the network management and MAC sub-layers.
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— Network management sub-layer: implements networking of a broadband carrier communication
network, network maintenance, and route management; and aggregates and distributes application

layer packets.

— MAC sub-layer: competes for physical channels based on the two channel access mechanisms,
carrier sense multiple access with collision avoidance (CSMA/CA) and time division multiple access
(TDMA), to provide reliable data transmission.

— Physical layer: encodes and modulates MAC sub-layer packets to broadband carrier signals and sends
them to power lines or receives broadband carrier signals from power lines, demodulates them, and
then sends them to the MAC sub-layer.

5. Network management sub-layer

The network management sub-layer manages coordination between multiple broadband carrier communication
networks, single network establishment, and network maintenance, including generation and maintenance of
relay routes, proxy change, and STA offline.

5.1 Management packet format

Table 1 describes the fields in the management packet header.

Table 1—Fields in the management packet header

Field

Octet number Field size (bytes)

MMTYPE

0-1

Reserved

2-3

Table 2 lists the management packet types (MMTYPE).

Table 2—Management packet types (MMTYPE)

Documents
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Management packet ID
Association request (MMeAssocReq) 0x0000
Association response (MMeAssocCnf) 0x0001
Association gathering indication (MMeAssocGatherInd) 0x0002
Proxy change request (MMeChangeProxyReq) 0x0003
Proxy change response (MMeChangeProxyCnf) 0x0004
Proxy change response (MMeChangeProxyBitMapCnf) 0x0005
Offline indication (MMeLeavelnd) 0x0006
Heartbeat detection (MMeHeartBeatCheck) 0x0007
Discovery list (MMeDiscoverNodeList) 0x0008
Communication success rate report (MMeSuccessRateReport) 0x0009
Network conflict (MMeNetworkConflictReport) 0x000A
Zero cross NTB collect (MMeZeroCrossNTBCollectionReq) 0x000B
Zero cross NTB (MMeZeroCrossNTBReport) 0x000C
Local bridge destination address table request (MMeLBDAtReq) 0x000D
Local bridge destination address table confirm (MMeLBDAtCnf) 0x000E
Set key request (MMeSetKeyRequest) 0x000F
Set key confirm (MMeSetKeyConfirm) 0x0010
Get key request (MMeGetKeyRequest) 0x0011
Table continues
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Table 2—Management packet types (MMTYPE) (continued)

Management packet ID
Get key confirm (MMeGetKeyConfirm) 0x0012
Authorize request (MMeAuthrzRequest) 0x0013
Authorize confirm (MMeAuthrzConfirm) 0x0014
Encrypted payload indication (MMeEncryptedPlInd) 0x0015
Set amplitude map request (MMeSetAmpMapReq) 0x0016
Set amplitude map response (MMeSetAmpMapCnf) 0x0017
Reserved 0x0018-0x004E
Network diagnosis (MMeNetworkDiagnosisReport) 0x004F
Reserved 0x0050-0xFFFF
5.1.1 MMeAssocReq
Table 3 describes the fields in MMeAssocReq packets.
Table 3—Fields in MMeAssocReq packets
Field Octet number Bit number Field size (bytes)

STA MAC Address 0-5 0-7 6
Candidate Proxy TEIO 6 0-7 12b

7 0-3
Reserved 7 4-7 4b
Candidate Proxy TEI1 8 0-7 12b

9 0-3
Reserved 9 4-7 4b
Candidate Proxy TEI2 10 0-7 12b

11 0-3
Reserved 11 4-7 4b
Candidate Proxy TEI3 12 0-7 12b

13 0-3
Reserved 13 4-7 4b
Candidate Proxy TEI4 14 0-7 12b

15 0-3
Reserved 15 4-7 4b
Phase 16 0-1 2b

2-3 2b
4-5 2b
Reserved 67 2b
Product Type 17 0-7 1
MAC Type 18 0-7 1
Reserved 19 0-7 1
STA Association Random 20-23 0-7 4
Manufacturer Information 24-41 0-7 18
STA Version 42-51 0-7 10
Hardware Reset Count 52-53 0-7 2
Table continues
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Table 3—Fields in MMeAssocReq packets (continued)

Field Octet number Bit number Field size (bytes)
Mac Software Reset Count 54-55 0-7 2
Proxy Type 56 0-7 1
Reserved 57-59 0-7 3
End Sequence 60—63 0-7 4

5.1.1.1 STAMAC Address

The MAC addresses and OUIs in this standard are represented as described in IEEE Std 802-2001.
This field indicates the MAC address of the STA that initiates an association request.

5.1.1.2 Candidate Proxy terminal equipment identifier (TEI)

The Candidate Proxy TEIO to Candidate Proxy TEI4 fields carry the terminal equipment identifiers (TEIs) of
up to five candidate PCOs.

5.1.1.3 Phase

The Phase field indicates the assessment result of the electrical phase (A, B, or C) to which the local STA
belongs. The least significant byte stores the assessed phase, while the other phase bytes are filled with possible
candidate phases in sequence. Table 4 describes the values of the Phase field.

Table 4—Values of the Phase field

Value Description
0x0 Unknown phase
0x1 Phase A
0x2 Phase B
0x3 Phase C

5.1.1.4 Product Type

The Product Type field indicates the terminal type. Table 5 describes the values of the Product Type field.

Table 5—Values of the Product Type field

Value Description
0x00 Not defined
0x01 STA
0x02 Repeater
0x03—0x7F Reserved
0x80—0xFF Vendor specific

5.1.1.5 MAC Type

The MAC Type field indicates the MAC address used for network access association. Table 6 describes the
values of the MAC Type field.
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Table 6—Values of the MAC Type field

Value

Description

0x0

Electric meter address is used as the MAC address for network access.

0x1

Host MAC address is used as the MAC address for network access.

5.1.1.6 STA Association Random

The STA Association Random field indicates the random value of the network association of STA. When
an STA is powered on the first time after being delivered, the device obtains a 32-bit random value as the
association random value and does not obtain a new random value after being powered off and then powered

on. The 32-bit random value should be generated from the true random number generator.

STA Association Random shall be generated during first start-up and stored in non-volatile memory. It is used
by CCO to distinguish two STAs with the same MAC address.

5.1.1.7 Manufacturer Information

The value of the Manufacturer Information field can be defined by the manufacturer themselves.

5.1.1.8 STA Version

The STA Version field indicates the STA’s software and hardware versions. Table 7 describes subfields in the

STA Version field.
Table 7—Subfields in the STA Version field
Subfield Octet number Subfield size (bytes)

System Start Reason 0 1
Boot Version 1 1
Version 2-3 2
Version Date 4-5 2
Manufacturer ID 67 2
Chip ID 8-9 2

5.1.1.8.1 System Start Reason

The System Start Reason field indicates the current system working mode. Table 8 describes the values of the
System Start Reason field.

Table 8—Values of the System Start Reason field

Value Description
0x00 Normal start
0x01 Power off and restart
0x02 Watch dog reset
0x03 Program pointer exception
0x04—0xff Reserved

5.1.1.8.2 Boot Version

The Boot Version field indicates the boot version.
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5.1.1.8.3 Version

The Version field indicates the version of software and is a 2 B binary coded decimal (BCD) code.

5.1.1.8.4 Version Date

The Version Date field indicates the compiling date of the software version file. Table 9 describes the values of
the Version Date field. It is a 2 B binary code.

Table 9—Values of the Version Date field

Field Octet number Bit number Field size (bytes)
Year 0 0-6
Month 0 7
1 0-2
Day 1 3-7 5

5.1.1.8.5 Manufacturer ID

The Manufacturer ID field indicates the identifier of manufacturer and is a 2 B ASCII code.

5.1.1.9 Hardware Reset Count

The Hardware Reset Count field indicates the total number of hardware resets of a device.

5.1.1.10 MAC Software Reset Count

The MAC Software Reset Count field indicates the total number of software resets of a device.

5.1.1.11 Proxy Type

The Proxy Type field indicates the proxy STA type. Table 10 describes the values of the Proxy Type field.

Table 10—Values of the Proxy Type field

Value Description
0x00 An STA dynamically selects a proxy.
0x01 The proxy of an STA is appointed by CCO.
0x02—0xff Reserved.

5.1.1.12 End Sequence

The End Sequence field indicates the sequence number of management packets. When the STA that requires
a proxy change generates a proxy change request packet, the STA shall generate a sequence number that
starts at zero and is incremented each time it requires a proxy change. When the CCO determines the proxy
change, the CCO shall use the sequence number of the proxy change request packet in the proxy change
request acknowledgement packet.

5.1.2 MMeAssocCnf

Table 11 describes the fields in MMeAssocCnf packets.
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Table 11—Fields in MMeAssocCnf packets

Field Octet number Bit number Field size (bytes)
STA MAC Address 0-5 0-7 6
CCO MAC Address 6-11 0-7 6
Result 12 0-7 1
Level 13 0-7 1
TEI 14 0-7 12b
15 0-3
Reserved 15 4-7 4Db
Proxy TEIL 16 0-7 12b
17 0-3
Reserved 17 4-7 4Db
Total Packet Number 18 0-7 1
Packet Index 19 0-7 1
STA Association Random 20-23 0-7 4
STA Re—association Time 24-27 0-7 4
End Sequence 28-31 0-7 4
Path Sequence 32-35 0-7 4
Reserved 36-39 0-7 4
Route Info Variable 0-7 Variable

5.1.2.1 STAMAC Address
The STA MAC Address field specifies the destination STA MAC address in the MMeAssocCnf packet.
5.1.2.2 CCO MAC Address

The CCO MAC Address field specifies the CCO MAC address of the associating network in the MMeAssocCnf

packet.
5.1.2.3 Result
The Result field indicates the association request confirmation result. Table 12 describes the values of the
Result field.
Table 12—Values of the Result field
Value Description

0x00 The association request succeeded.

0x01 The STA is not in the whitelist.

0x02 The number of associated STAs exceeded the upper limit (see Table 13).

0x03 The whitelist is not configured.

0x04 The number of PCOs exceeded the upper limit (see Table 13).

0x05 The number of subordinate STAs exceeded the upper limit (see Table 13).

0x06 Duplicate MAC address.

0x07 The network topology levels exceeded the upper limit (see Table 13).

0x08 The re-association request succeeded.

0x09 Anew STA attempted to use its subordinate STA as the proxy to access the network.

Table continues
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Table 12—Values of the Result field (continued)

Value Description
0x0a Loops exist in the network topology.
0x0b An unknown error occurs on the CCO.
0x0c—0xff Reserved.

Some thresholds of the values of the Result field are defined in Table 13.

Table 13—Values of some thresholds in the Result field

Description Value
The maximum number of the associated STAs 2047 (See Table 14)
The maximum number of PCOs The smaller value of 120 and the maximum number of
the allocated proxy beacon timeslots in one beacon
The maximum number of subordinate STAs 512
The maximum level of network topology 15
5.1.2.4 Level

The Level field specifies the number of hops from the STA to the CCO.

5.1.2.5 TEI

The TEI field indicates the TEI allocated by the CCO to the STA after the CCO determines that the STA can
access the network. Table 14 describes the value of the TEI field.

Table 14—Values of the TEl field

Value Description
0x000 Unused TEIL
0x001 cCco
0x002—0x7FF Associated STA
0x800—0xFFE Vendor specific
OxFFF Broadcast address

5.1.2.6 Proxy TEI

The Proxy TEI field specifies the TEI (see Table 14) of the PCO that is selected by the CCO for the STA.

5.1.2.7 Total Packet Number

The Total Packet Number field specifies the total number of packets fragmented from the MMeAssocCnf
packet.

5.1.2.8 Packet Index

The Packet Index field specifies the indexes of the fragmented MMeAssocCnf packet. If MMeAssocCnf
packets need to be fragmented, each fragmented packet is allocated an index. The index of the first packet is 1,
and that of subsequent packets is incremented by 1 each time. It rolls over when it reaches the end of the byte
counter.
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5.1.2.9 STA Association Random

The STA Association Random field specifies the random number contained in the MMeAssocReq packet.

5.1.2.10 STA Re-association Time

The STA Re-association Time field specifies the interval at which an STA reinitiates an association request, in
milliseconds. After the CCO rejects the association request of an STA, the CCO notifies the STA of the interval
at which it can reinitiate an association request.

5.1.2.11 End Sequence

When an STA sends an MMeAssocReq packet to the CCO for the first time, the STA needs to obtain the
sequence number.

When the CCO processes the MMeAssocReq packet, the CCO needs to use the sequence number of the
MMeAssocReq packet in the MMeAssocCnf packet.

5.1.2.12 Path Sequence

The value of the Path Sequence field obtained by CCO starts at zero and is incremented each time the CCO
responds with an MMeAssocCnf packet. When updating routing entries, a PCO or STA needs to determine
whether the value of the Path Sequence field is the latest one.

5.1.2.13 Route Info

The Route Info field specifies routing information about the STAs contained in the MMeAssocCnf packet. The
STAs include directly-connected STAs, PCOs, and all the subordinate STAs of the PCOs. Table 15 describes
subfields in the Route Info field.

Table 15—Subfields in the Route Info field

Subfield Octet number Field size (bytes) Description

Straight STA Sum 0-1 2 Number of STAs directly connected to
the new STA

Straight PCO Sum 2-3 2 Number of PCOs directly
connected to the new STA

Table Size 4-5 2 Size of the routing table

Reserved 67 2 Reserved

Table Variable Variable Information about directly connected
subordinate STAs
The total length is variable.
For details, see Table 16.

Table 16 describes the subordinate STA list.

Table 16—Subordinate STA list

Field Octet number Bit number Field size Description
(bytes)
Straight STA[0] 0 0-7 12b TEI of the directly connected STA
0-3

Reserved 1 4-7 4b Reserved

TEI of the directly connected STA

Table continues
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Table 16—Subordinate STA list (continued)

Field Octet number Bit number Field size Description
(bytes)
Straight STA[N-1] TEI of the directly connected
STA N=Straight STA Sum
Straight PCOJ[0] 0 0-7 12b TEI of the directly connected PCO
1 0-3
Reserved 4-7 4b Reserved
Child Sum 2-3 0-7 Number of subordinate STAs
connected to the Straight PCO[0]
Child Entry[0] 4 0-7 12b TEI of the STA connected
0-3 4b to the PCO
Reserved 5 4-7 4b Reserved
TEI of the STA connected
to the PCO
Child Entry[MO0-1] TEI of the STA connected to the
PCO
MO= Child Sum 0
Straight PCO[1] 0 0-7 12b TEI of the directly connected PCO
0-3
Reserved 1 4-7 Reserved
Child Sum 2-3 0-7 Number of subordinate STAs
connected to the Straight PCO[1]
Child Entry[0] 4 0-7 12b TEI of the STA connected
0-3 4b to the PCO
Reserved 4-7 4b Reserved
TEI of the STA connected
to the PCO
Child Entry[M1-1] TEI of the STA connected to the
PCO
M1= Child Sum 1
Straight PCO[S] 0 0-7 12b TEI of the directly connected PCO
1 0-3 4b
Reserved 1 4-7 4b Reserved
Child Sum 2-3 0-7 2 Number of subordinate STAs
connected to the Straight PCO[S]
Child Entry[0] 4 0-7 12b TEI of the STA connected
0-3 4b to the PCO
Reserved 5 4-7 4b Reserved
TEI of the STA connected
to the PCO
Child Entry[MS-1] TEI of the STA connected to the
PCO
MS= Child Sum S

If a routing table is too large and cannot be transmitted in one packet, the routing table needs to be fragmented
into several packets.

Documents

35 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniveRRYSENR:2048 JrFEnANNIIRS 6869k RE45:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1901.1-2018


http://www.avadocuments.com/doc/ieee-1901-1-2018
http://www.avadocuments.com/doc/ieee-1901-1-2018

IEEE Std 1901.1-2018
IEEE Standard for Medium Frequency (less than 12 MHz) Power Line Communications for Smart Grid Applications

The fragmentation rules are as follows:

— Each packet contains a Route Info field and subordinate STA table. The Route Info field specifies
information about subordinate STAs in the current packet. Routing entries in one packet should be
correctly parsed.

— Routing entries of STAs are transmitted in the following sequence: 1) directly connected STAs, 2)
directly connected PCOs, and 3) subordinate STAs of PCOs. If many subordinate STAs are connected
to a PCO and the routing entries cannot be transmitted in one packet, the first entry in a fragmented
packet shall be the PCO, and the second entry shall be the total number of subordinate STAs connected
to the PCO, which is followed by the TEI of each subordinate STA.

5.1.3 MMeAssocGatherind

Table 17 describes the fields in MMeAssocGatherInd packets.

Table 17—Fields in MMeAssocGatherind packets

Field Octet number Bit number Field size (bytes)

Result 0 0-7 1

Level 1 0-7 1

CCO MAC Address 2-7 0-7 6

Proxy TEIL 8 0-7 12b

0-3

Reserved 9 4-7 4b

Reserved 10 0-7 1

STA Number 11 0-7 1

Reserved 12-15 0-7 4

STA Information Variable 0-7 Variable
5.1.3.1 Result
The Result field indicates the association result. The fixed value 0 indicates that the STA is allowed to access
the network.

Table 18—Values of the Result field
Value Description

0x00 The association request succeeded

0x01-0xff Reserved
5.1.3.2 Level

The Level field specifies the number of hops from the STA to the CCO.

5.1.3.3 CCO MAC Address

The CCO MAC Address field specifies the MAC address of the CCO.

5.1.3.4 Proxy TEI

The Proxy TEI field specifies the TEIs (see Table 14) of the PCOs for all the new STAs.
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5.1.3.5 STA Number

The STA Number field specifies the number of new STAs that are informed of association request success.

5.1.3.6 STA Information

The STA Information field specifies information about all the new STAs that are informed of association
request success. Table 19 describes subfields in the STA Information field.

Table 19—Subfields in the STA Information field

Subfield Octet number Bit number | Subfield size (bytes) Description
STAMAC[1] 0-5 0-7 6 MAC address of STA,
STATEI[1] 6 0-7 12b TEI of STA,

7 0-3
Reserved 7 4-7 4b Reserved
STAMAC[2] 8-13 0-7 6 MAC address of STA,
STA TEI|[2] 14 0-7 12b TEI of STA,

15 0-3
Reserved 15 4-7 4b Reserved
STAMAC|N] . MAC address of STAy
STATEI[N] . TEI of STAy

N=STA Number

5.1.4 MMeChangeProxyReq

Table 20 describes the fields in MMeChangeProxyReq packets.

Table 20—Fields in MMeChangeProxyReq packets

Field Octet number Bit number Field size (bytes)
STATEI 0 0-7 12b
1 0-3
Reserved 1 4-7 4b
New proxy TEIO 2 07 12b
3 0-3
Reserved 3 4-7 4b
New proxy TEI1 4 0-7 12b
5 0-3
Reserved 5 4-7 4b
New proxy TEI2 6 0-7 12b
7 0-3
Reserved 7 4-7 4b
New proxy TEI3 8 0-7 12b
9 0-3
Reserved 9 4-7 4b
New proxy TEI4 10 0-7 12b
11 0-3
Reserved 11 4-7 4b
Table continues
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Table 20—Fields in MMeChangeProxyReq packets (continued)

Field Octet number Bit number Field size (bytes)
Old proxy TEI 12 0-7 12b
13 0-3
Reserved 13 4-7 4b
Proxy Type 14 0-7 1
Reason 15 0-7 1
End Sequence 16—-19 0-7 4
Phase 20 0-1 2b
2-3 2b
4-5 2b
Reserved 67 2b
Reserved 21-23 0-7 241
5.1.4.1 STATEI

The STA TEI field specifies the TEI (see Table 14) of the STA that requires proxy change.

5.1.4.2 New Proxy TEI

The New Proxy TEI field specifies the TEI (see Table 14) of a candidate PCO. Each two bytes can carry one
TEIL A maximum of five TEIs are supported. The STA that sends the MMeChangeProxyReq packet specifies a
maximum of five candidate PCOs. The CCO sets one of them as the new PCO.

5.1.4.3 Old Proxy TEI

The Old Proxy TEI field specifies the TEI of the original PCO used by the STA that requires proxy change.

5.1.4.4 Proxy Type

The Proxy Type field specifies the type of the original PCO used by the STA that requires proxy change. Table
21 describes the values of the Proxy Type field.

Table 21—Values of the Proxy Type field

Value Description

0x00 Dynamic proxy
0x01-0xff

Reserved

5.1.4.5 Reason

The Reason field indicates why the STA requires proxy change. Table 22 describes the values of the Reason

field.
Table 22—Values of the Reason field
Value Description
0x00 Unknown
0x01 Scheduled fast proxy change
0x02—0xff Reserved
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5.1.4.6 Phase

The Phase field indicates phase information about the STA that sends MMeChangeProxyReq packets. The
rightmost bit indicates the evaluated phase, and the other two bits indicate candidate phases. The values of the
Phase field refer to 5.1.1.3.

5.1.4.7 End Sequence

The End Sequence field specifies the sequence number of an end-to-end management packet. When the STA
that requires proxy change generates an MMeChangeProxyReq packet, the STA needs to obtain the sequence
number. When the CCO determines the proxy change, the CCO needs to encapsulate the sequence number of
the MMeChangeProxyReq packet in the MMeChangeProxyCnf packet. The End Sequence field is maintained
by the STA that requires proxy change.

5.1.5 MMeChangeProxyCnf

Table 23 describes the fields in MMeChangeProxyCnf packets.

Table 23—Fields in MMeChangeProxyCnf packets

Field Octet number Bit number Field size (bytes)
Result 0 0-7 1
Total Packet Number 1 0-7 1
Packet Index 2 0-7 1
Reserved 3 0-7 1
TEI 4 0-7 12b
5 0-3
Reserved 5 4-7 4b
Proxy TEI 6 0-7 12b
7 0-3
Reserved 7 4-7 4b
End Sequence 8-11 0-7 4
Path Sequence 12-15 0-7 4
Child Sum 16-17 0-7 2
Reserved 18-19 0-7 2
Child Entry Variable 0-7 Variable
5.1.5.1 Result

The Result field indicates the proxy change result. Table 24 describes the value of the Result field.

Table 24—Value of the Result field

Value

Description

0x00

Proxy change succeeds

0x01-0xff

Reserved

5.1.5.2 Total Packet Number

The Total Packet Number field specifies the number of packets fragmented from an MMeChangeProxyCnf
packet. When the packet size exceeds the upper limit, the packet needs to be fragmented into several packets.
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5.1.5.3 Packet Index

The Packet Index field specifies the indexes of packets fragmented from the MMeChangeProxyCnf packet.
If MMeChangeProxyCnf packets need to be fragmented, each fragmented packet is allocated an index. The
index of the first packet is 1, and that of subsequent packets is incremented by 1 each time. It rolls over when it
reaches the end of the byte counter.

5.1.5.4 TEI

The TEI field specifies the TEI (see Table 14) of the STA that requires proxy change.

5.1.5.5 Proxy TEI

The Proxy TEI field specifies the TEI (see Table 14) of the new PCO for the STA that requires proxy change.

5.1.5.6 Child Sum

The Child Sum field specifies the number of subordinate STAs of the STA that requires proxy change.

5.1.5.7 End Sequence

The End Sequence field specifies the sequence number of an end-to-end management packet. When the STA
that requires proxy change generates an MMeChangeProxyReq packet, the STA needs to obtain the sequence
number. When the CCO determines the proxy change, the CCO needs to encapsulate the sequence number of
the MMeChangeProxyReq packet in the MMeChangeProxyCnf packet.

5.1.5.8 Path Sequence

The MMeChangeProxyCnf packet carries the routing information. Each time the MMeChangeProxyCnf
packet is sent, the CCO obtains the value of the Path Sequence field. The value of the Path Sequence field is
increased. When updating routing entries, a PCO or STA needs to determine whether the value of the Path
Sequence field is the latest one.

5.1.5.9 Child Entry

The Child Entry field specifies subordinate STA information, that is, TEIs of all the subordinate STAs of the
STA that requires proxy change. Table 25 describes the subordinate STA list.

Table 25—Subordinate STA list

Subfield Octet number | Bit number Subfield size (bits) Description

TEI[0] 0 0-7 12 TEI of a subordinate STA
1 0-3

Reserved 1 4-7 4 Reserved

TEI[1] 2 0-7 12 TEI of a subordinate STA
3 0-3

Reserved 3 4-7 4 Reserved

TEI of a subordinate STA

TEI[N-1] .. TEI of a subordinate STA

N=Child Sum

5.1.6 MMeChangeProxyBitMapCnf

If the number of subordinate STAs of a PCO exceeds the maximum capacity of MMeChangeProxyCnf,
MMeChangeProxyBitMapCnf shall be used in order to avoid segmenting MMeChangeProxyCnf.
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Table 26 describes the fields in MMeChangeProxyBitMapCnf packets.

Table 26—Fields in MMeChangeProxyBitMapCnf packets

Field Octet number Bit number Field size (bytes)

Result 0 0-7 1
Reserved 1 0-7 1
TEI 2 0-7 12b

3 0-3
Reserved 3 4-7 4b
Proxy TEI 4 0-7 12b

5 0-3
Reserved 5 4-7 4b
Reserved 6-7 0-7 2
End Sequence 8-11 0-7 4
Path Sequence 12-15 0-7 4
Reserved 16-17 0-7 2
Bitmap size 18-19 0-7 2
Child Bitmap Variable 0-7 Variable

5.1.6.1 Result

The Result field indicates the proxy change result. Table 27 describes the value of the Result field.

Table 27—Value of the Result field

Value Description
0x00 Proxy change succeeds
0x01-0xff Reserved
5.1.6.2 TEI

The TEI field specifies the TEI (see Table 14) of the STA that requires proxy change.

5.1.6.3 Proxy TEI

The Proxy TEI field specifies the TEI (see Table 14) of the new PCO for the STA that requires proxy change.

5.1.6.4 Bitmap size

Bitmap size field specifies the size of Child Bitmap field in bytes.

5.1.6.5 Child Bitmap

The Child Bitmap field specifies TEIs of all the subordinate STAs of the STA that requires proxy change.
When the value of the TEI in the bitmap is 1, the TEI is valid. If the value of bit 1 of byte 0 is 1, the STA with
the TEI of 1 is the subordinate STA of the STA that requires proxy change. When the value of bit 0 of byte 1 is
1, the STA with the TEI of 8 is the subordinate STA of the STA that requires proxy change.
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5.1.6.6 End Sequence

When the STA that requires proxy change generates an MMeChangeProxyReq packet, the STA needs to
obtain the sequence number. When the CCO determines the proxy change, the CCO needs to encapsulate the

sequence number of the MMeChangeProxyReq packet in the MMeChangeProxyCnf packet.

5.1.6.7 Path Sequence

The MMeChangeProxyCnf packet carries the routing information. Each time the MMeChangeProxyCnf
packet is sent, the CCO obtains the value of the Path Sequence field. The value of the Path Sequence field is
increased. When updating routing entries, a PCO or STA needs to determine whether the value of the Path

Sequence field is the latest one.

5.1.7 MMeLeavelnd

Table 28 describes the fields in MMeLeavelnd packets.

Table 28—Fields in MMeLeavelnd packets

Field Field size (bytes)
Reason 2
Leave STA Number 2
Leave Delay Time 2
Reserved 10
Leave STAMAC Variable

5.1.7.1 Reason

The Reason field indicates the offline cause notified by the CCO. Table 29 describes the values of the Reason

field.

Table 29—Values of the Reason field

Value

Description

0x0000

The CCO determines the STA shall go offline.

0x0001

The CCO determines that the number of network layers exceeds the upper threshold.

0x0002

The CCO determines that the STA is not whitelisted.

0x0003—-0x fftf

Reserved

5.1.7.2 Leave STA Number

The Leave STA Number field indicates the number of STA that needs to go offline.

5.1.7.3 Leave Delay Time

The Leave Delay Time field specifies the delay after which the STA shall go offline, in seconds.

5.1.7.4 Leave STAMAC

The Leave STA MAC field specifies the MAC address of an STA that needs to go offline. The value is variable
depending on the number of offline STAs. Table 30 describes the subfields in the Leave STA MAC field.

42
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Table 30—Subfields in the Leave STA MAC field

Subfield Octet number Field size (bytes) Description

MAC[O0] 0-5 6 MAC address of the STA that
needs to go offline.

MAC[1] 611 6 MAC address of the STA that

needs to go offline.

MAC address of the STA that
needs to go offline.

MACI[N-1] (6x(N-1))— 6 MAC address of the STA that needs to go
(6X(N-1)+5) offline. N specifies the total number of STAs.

5.1.8 MMeHeartBeatCheck

Table 31 describes the fields in MMeHeartBeatCheck packets.

Table 31—Fields in MMeHeartBeatCheck packets

Field Octet number Bit number Subfield size (bytes)

Original Source Terminal 0 0-7 12b
Equipment Identifier (OSTEI) 1 0-3
Reserved 1 4-7 4b
Discover Count TEI 2 0-7 12b

3 0-3
Reserved 3 4-7 4b
Discover Count 4-5 0-7 2
Discover Bitmap Size 67 0-7 2
Discover Bitmap Variable 0-7 Variable

5.1.8.1 OSTEI

The OSTEI is the TEI (see Table 14) of the STA that first generates an MMeHeartBeatCheck packet. The
OSTEI of the MMeHeartBeatCheck packet remains unchanged when the MMeHeartBeatCheck packet is
forwarded by different levels of PCOs.

5.1.8.2 Discover Count TEI

The Discover Count TEI field specifies the TEI (see Table 14) of the STA that discovers the most number of
neighboring STAs when MMeHeartBeatCheck packets are forwarded to the CCO.

5.1.8.3 Discover Count

The Discover Count field specifies the most number of neighboring STAs discovered by an STA when
MMeHeartBeatCheck packets are forwarded to the CCO.

5.1.8.4 Discover Bitmap Size

The Discover Bitmap Size field specifies the size of Discover Bitmap field in bytes.

5.1.8.5 Discover Bitmap

The Discover Bitmap field specifies the TEI of the discovered STA and uses the bitmap format. The STA is
discovered during transmission of MMeHeartBeatCheck packets. When the value of the TEI in the bitmap is
1, the TEI is valid.
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If the value of bit 0 of byte 0 is 1, the STA with the TEI of 1 can be discovered. When the value of bit 1 of byte
1 1s 1, the STA with the TEI of 10 can be discovered.

5.1.9 MMeDiscoverNodelList

Table 32 describes the fields in MMeDiscoverNodeList packets.

Table 32—Fields in MMeDiscoverNodeList packets

Field Octet number Bit number Field size (bits)

TEI 0 0-7 12

1 0-3
Proxy TEI 1 4-7 12

2 0-7
Role 3 0-3 4
Level 3 4-7
MAC Address 4-9 0-7 48
CCO MAC Address 10-15 0-7 48
Phase 16 0-5 6
Reserved 16 67 2
Proxy Channel Quality 17 0-7 8
Proxy Communication Rate 18 0-7 8
Proxy Down Communication Rate | 19 0-7 8
STA Number 2021 0-7 16
Send Discovery Packet Count 22 0-7 8
Up Route Entry Number 23 0-7 8
Evaluate Begin Timeout 24-25 0-7 16
Discovery STA List Bitmap Size 2627 0-7 16
Minimum Communication Rate 28 0-7 8
Reserved 29-31 0-7 24
Up Route Entry Information Variable 0-7 Variable
Discovery STA List Bitmap Variable 0-7 Variable
Received Discovery Information | Variable 0-7 Variable

5.1.9.1 TEI

The TEI field specifies the TEI (see Table 14) of the STA that sends MMeDiscoverNodeList packets.

5.1.9.2 Proxy TEI

The Proxy TEI field specifies the TEI (see Table 14) of the PCO to which the STA belongs. The STA refers to
the STA that sends MMeDiscoverNodeList packets.

5.1.9.3 Role

The Role field specifies the role of the STA that sends MMeDiscoverNodeList packets. Table 33 describes the
values of the Role field.
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Table 33—Values of the Role field

Value Description
0x0 Unknown
0x1 STA
0x2 PCO
0x3 cCco
0x4—-0xf Reserved

5.1.9.4 Level

The Level field specifies the number of hops from the STA that sends MMeDiscoverNodeList packets to the
CCO.

5.1.9.5 MAC Address

The MAC Address field specifies the MAC address of the STA that sends MMeDiscoverNodeList packets.

5.1.9.6 CCO MAC Address

The CCO MAC Address field specifies the CCO MAC address of the network.

5.1.9.7 Phase

The Phase field specifies the phase line to which the STA sending MMeDiscoverNodeList packets belongs.
The values of the Phase field refer to 5.1.1.3.

5.1.9.8 Proxy Channel Quality

The Proxy Channel Quality field specifies the channel quality evaluated by the STA that receives packets from
its PCO. The STA refers to the STA that sends MMeDiscoverNodeList packets. The unit of this field is the
signal-to-noise ratio (SNR).

5.1.9.9 Proxy Communication Rate

The Proxy Communication Rate field specifies the uplink and downlink communication success rate between
the STA sending MMeDiscoverNodeList packets and its PCO. The unit of this field is the percentage.

5.1.9.10 Proxy Down Communication Rate

The Proxy Down Communication Rate field specifies the communication success rate at which the STA
receives packets from its PCO. The STA refers to the STA that sends MMeDiscoverNodeList packets. The unit
of'this field is the percentage.

5.1.9.11 STA Number

The STA Number field specifies the number of STAs in MMeDiscoverNodeList packets sent by an STA.

5.1.9.12 Up Route Entry Number

The Up Route Entry Number field specifies the number of routing entries from the STA sending
MMeDiscoverNodeList packets to the CCO. A maximum of four routing entries is supported.
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5.1.9.13 Send Discovery Packet Count

The Send Discovery Packet Count field specifies the total number of MMeDiscoverNodeList packets sent by
an STA in a routing period.

5.1.9.14 Evaluate Begin Timeout

The Evaluate Begin Timeout field specifies the remaining time of the routing period, which is calculated by the
STA that sends MMeDiscoverNodeList packets. The value is expressed in seconds.

5.1.9.15 Discovery STA List Bitmap Size

The Discovery STA List Bitmap Size field specifies the size of the Discovery STA List Bitmap field. The unit
of'this field is bytes.

5.1.9.16 Minimum Communication Rate

The Minimum Communication Rate field specifies the minimum communication success rate from the STA
sending MMeDiscoverNodeList packets to the CCO. The unit of this field is the percentage.

5.1.9.17 Up Route Entry Information

The Up Route Entry Information field specifies information about routing entries from the STA sending
MMeDiscoverNodeList packets to the CCO. The length of the Up Route Entry Information field is two bytes
times the number of routing entries (see 5.1.9.12). Table 34 describes the subfields in the Up Route Entry
Information field.

Table 34—Subfields in the Up Route Entry Information field

Subfield Octet number Bit number Subfield size (bits)

Next Hop TEIO 0 0-7 12
1 0-3

Route TypeO 1 4-7 4

Next Hop TEI1 2 0-7 12
3 0-3

Route Typel 3 4-7 4

Next Hop TEI2 4 0-7 12
5 0-3

Route Type2 5 4-7 4

Next Hop TEI3 6 0-7 12
7 0-3

Route Type3 7 4-7 4

Next Hop TEI4 8 0-7 12
9 0-3

Route Type4 9 4-7 4

Table 35 describes the values of the Route Type subfield.

Table 35—Values of the Route Type subfield

Value Description

0x00 Incorrect route

Table continues
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Table 35—Values of the Route Type subfield (continued)

Value Description
0x01 Type of the backup route of the same level (see 5.1.9.4)
0x02 Type of the upper-level (see 5.1.9.4) backup route
0x03 Type of the route of the proxy main path

5.1.9.18 Discovery STA List Bitmap

The Discovery STA List Bitmap field specifies the bitmap of the discovery STA list. The value 1 corresponds
to the TEI of the STA that can be discovered. MMeDiscoverNodeList packets carry information about
discovered STAs.

For example, when the value of bit 1 of byte 0 is 1, the TEI is 1. When the value of bit 0 of byte 1 is 1, the TEI
is 8.

5.1.9.19 Received Discovery Information

The Received Discovery Information field specifies the total number of MMeDiscoverNodeList packets sent
by other STAs to an STA in a routing period.

Table 36 describes the subfields in the Received Discovery Information field.

Table 36—Subfields in the Received Discovery Information field

Subfield

Octet number

Subfield size (bytes)

Description

Received Discovery List0

Number of received
MMeDiscoverNodeList packets

Received Discovery Listl

Number of received
MMeDiscoverNodeList packets

Number of received
MMeDiscoverNodeList packets

Received Discovery ListN

Number of received
MMeDiscoverNodeList packets

5.1.10 MMeSuccessRateReport

Table 37 describes the fields in MMeSuccessRateReport packets.

MMeSuccessRateReport packets can be only sent by PCOs.

Table 37—Fields in MMeSuccessRateReport packets

Field Octet number Bit number Field size (bytes)
TEI 0 0-7 12b
1 0-3
Reserved 1 4-7 4b
STA Number 2-3 0-7 2
Communication Rate Information Variable 0-7 Variable

5.1.10.1 TEI

The TEI field specifies the TEI of a PCO. MMeSuccessRateReport packets shall be only sent by PCOs.

Documents

47 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniveRRYSENR:2048 JrFEnANNIIRS 6869k RE45:51 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1901.1-2018


http://www.avadocuments.com/doc/ieee-1901-1-2018
http://www.avadocuments.com/doc/ieee-1901-1-2018

IEEE Std 1901.1-2018
IEEE Standard for Medium Frequency (less than 12 MHz) Power Line Communications for Smart Grid Applications

5.1.10.2 STA Number

The STA Number field specifies the number of STAs that belong to a PCO. The value is the same as the number
of STA entries in the Communication Rate Information field.

5.1.10.3 Communication Rate Information

The Communication Rate Information field specifies the communication success rate of each STA that belongs
to a PCO. Table 38 describes the subfields in the Communication Rate Information field.

Table 38—Subfields in the Communication Rate Information field

Subfield Octet number Bit number Subfield size (bytes)
STA TEIL 0 0-7 12b
1 0-3
Reserved 1 4-7 4b
Down Communication Rate 2 0-7
Up Communication Rate 3 0-7 1

5.1.10.3.1 STATEI
The STA TEI identifies an STA.

5.1.10.3.2 Down Communication Rate

The Down Communication Rate subfield specifies the uplink communication success rate from a PCO to its
STA. The unit of this field is the percentage.

5.1.10.3.3 Up Communication Rate

The Up Communication Rate subfield specifies the uplink communication success rate from an STA to its
PCO. The unit of this field is the percentage.

5.1.11 MMeNetworkConflictReport

Table 39 describes the fields in MMeNetworkConflictReport packets.

The MMeNetworkConflictReport packetis sent by STA to CCO when it identifies the existence of aneighboring
network. CCO shall adjust its network identifier (NID) according to the reported MMeNetworkConflictReport

packets.
Table 39—Fields in the MMeNetworkConflictReport packet
Field Octet number Field size (bytes)

CCO MAC Address 0 6
1
2
3
4
5

Neighboring Network Count 6 1

NID size 7 1

Neighboring Network Entry Variable Variable
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5.1.11.1 CCO MAC Address

The CCO MAC Address field indicates the CCO MAC Address of the neighboring network.

5.1.11.2 Neighboring Network Count

The Neighboring Network Count field indicates the number of neighboring networks.

5.1.11.3 NID size

The NID size field defines the size of one NID in the Neighboring Network Entry field. The default size is 3 B.

5.1.11.4 Neighboring Network Entry

Table 40 describes the subfields in the Neighboring Network Entry field.

Table 40—Subfields in the Neighboring Network Entry field

Subfield Octet number Subfield size (bytes)
Neighboring Network[0] 02 3
Neighboring Network[1] 3-5 3
Neighboring Network[N] 3N-(3N+2) 3

5.1.12 MMeZeroCrossNTBCollectionReq

Table 41 describes the fields in MMeZeroCrossNTBCollectionReq packets.
The MMeZeroCrossNTBCollectionReq packet shall only be generated and sent by CCO.

Table 41—Fields in the MMeZeroCrossNTBCollectionReq packet

Field Octet number Bit number Field size (bytes)
TEI 0 0-7 12b
1 0-3

Reserved 1 4-7 4b

Collection Mode 2 0-7 1

Collection Period 3 0-7 1

Collection Quantity 4 0-7 1

Reserved 5-7 0-7 3

5.1.12.1 TEI

The TEI field indicates the TEI (see Table 14) of the STA that needs to collect zero cross NTB (network time
base) data. This field is available only under condition that the Collection Mode field equals 0.

5.1.12.2 Collection Mode

Table 42 describes the values of the Collection Mode field.
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