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The European Telecommunications Standards Institute (ETSI) has graciously granted permission for the
use of Figure 4 “Measurement Apparatus” (page 11, section 6.1) from ETSI TS 102 578, V1.2.1 (2008-08)
[B4], which is reproduced herein as Figure E-1. © European Telecommunications Standards Institute 2008.
Further use, modification, copy, and/or distribution are strictly prohibited. (ETSI standards are available
from http://pda.etsi.org/pda/.)

Abstract: A worldwide standard for narrowband power line communications (PLC) via alternating
current, direct current, and nonenergized electric power lines using frequencies below 500 kHz.
Data rates of up to 500 kb/s are supported. The field of use includes Smart Grid applications.
Coexistence mechanisms that can be used by other PLC technologies operating below 500 kHz
are also included. These coexistence mechanisms may be used separately from the rest of the
standard.

Keywords: coexistence, G3-PLC, IEEE 1901.2™, IFFT OFDM, MAC, medium access control,
narrowband, PHY, physical layer, PLC, power line communications, PRIME
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards
Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only._ To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at
http://ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more
information about the IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at
http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1901.2-2013, IEEE Standard for Low-Frequency (less than
500 kHz) Narrowband Power Line Communications for Smart Grid Applications.

This standard is designed to enable low-frequency (<500 kHz) narrowband power line communications
(PLC) over indoor and outdoor electrical wiring. The standard supports data rates of up to 500 kb/s and was
developed as the result of a collaborative effort undertaken by a large cross section of the PLC industry’s
technical experts and stakeholders.

It also contains a coexistence mechanism that was developed based on the requirements provided by the
industry and with the input from the Smart Grid Interoperability Panel (SGIP) Priority Action Plan 15
(PAP15). This coexistence mechanism may be used by any PLC technology in this band without
implementing the rest of the standard and will be maintained through the IEEE-SA.

The project was authorized 25 March 2010. The first draft was available in early January 2011. The first
letter ballot was started in January 2012 and received final working group approval on 29 May 2013.
Sponsor ballot was completed on 7 September 2013. The document was approved by the IEEE-SA
Standards Board on 31 October 2013.
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IEEE Standard for

Low-Frequency (less than 500 kHz)
Narrowband Power Line Communications
for Smart Grid Applications

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard specifies communications for low-frequency (less than 500 kHz) narrowband power line
devices via alternating current and direct current electric power lines. This standard supports indoor and
outdoor communications over low-voltage (less than 1000 V) (LV) and medium-voltage (1000 V to 72 kV)
(MV) power lines and through associated transformers in both urban and long-distance rural applications.
The standard uses transmission frequencies less than 500 kHz. Data rates will be scalable to 500 kb/s
depending on the application requirements and network conditions. This standard addresses grid to utility
meter, grid automation, electric vehicle to charging station, and within home area networking
communications scenarios. Lighting and solar panel power line communications (PLC) are also potential
uses of this communications standard. This standard focuses on the balanced and efficient use of the PLC
channel by all classes of low-frequency narrowband devices, defining detailed mechanisms for coexistence
between different low-frequency narrowband standards developing organization (SDO) technologies,
assuring that desired bandwidth may be delivered. This standard assures coexistence with broadband power
line devices by minimizing out-of-band emissions in frequencies greater than 500 kHz. The standard
addresses the necessary security requirements that assure communication privacy and allow use for
security-sensitive services. This standard defines the physical layer (PHY) and the medium access control
(MAC) sublayer of the data link layer, as defined by the International Organization for Standardization
(ISO) open systems interconnection (OSI) basic reference model as shown in 4.3.
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1.2 Purpose

This standard defines requirements for low-frequency narrowband PLC. It harmonizes technologies
operating in the same field, data rate, and frequency band.

1.3 Overview of annexes
This subclause lists all of the annexes contained in this standard:

— Annex A: (normative) Alternating current phase detection
— Annex B: (informative) LOAD-based network

— Annex C: (informative) MV coupler

— Annex D: (informative) Channel models

— Annex E: (informative) Electromagnetic compatibility measurement requirements for data
transmission on LV electrical installations in the frequency range of 150 kHz to 500 kHz

— Annex F: (informative) RPL-based network
— Annex G: (informative) Sniffer mode

— Annex H: (informative) Bibliography
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they shall
be understood and used; therefore, each referenced document is cited in text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

CENELEC EN 50065-1:2011, Signalling on low-voltage electrical installations in the frequency range
3 kHz to 148,5 kHz—Part 1: General requirements, frequency bands and electromagnetic disturbances.'

CISPR 22:2008, 6™ ed., Limits and Methods of Measurement of Radio Interference Characteristics of
Information Technology Equipment.?

Code of Federal Regulations, Title 47, Part 15 (47 CFR 15), Radio Frequency Devices.’

IEEE Std 802.15.4™-2006, IEEE Standard for Information technology—Telecommunication and
information exchange between systems—Local and metropolitan area networks—Specific requirements—
Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low-
Rate Wireless Personal Area Networks (WPANs).*?

IEEE Std 802.15.4e™-2012, IEEE Standard for Local and metropolitan area networks—Part 15.4: Low-
Rate Wireless Personal Area Networks (LR-WPANs)—Amendment 1: MAC sublayer.

ITU-T G.9903 (2012), Narrowband orthogonal frequency division multiplexing power line communication
transceivers for G3-PLC networks.®

ITU-T G.9904 (2012), Narrowband orthogonal frequency division multiplexing power line communication
transceivers for PRIME networks.

! CENELEC standards are available from the European Committee for Electrotechnical Standardization (http://www.cenelec.eu).

2 CISPR standards are available from the International Special Committee on Radio Interference (http://webstore.iec.ch).

*47 CFR 15 is available from http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=585359a37a3b6c1£740592¢0dc65748f&rgn=
div5&view=text&node=47:1.0.1.1.15&idno=47.

* IEEE publications are available from The Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).

* The IEEE standards and products referred to in this clause are trademarks owned by The Institute of Electrical and Electronics
Engineers, Inc.

¢ ITU publications are available from the International Telecommunications Union (http://www.itu.int).
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3. Definitions, acronyms and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online should be consulted for terms not defined in this clause.’

active carrier: A data bearing carrier in an orthogonal frequency-division multiplexing (OFDM) symbol.
active tones: Tones that carry data (pilot tones and dummy bit tones are not included).

address: Property that universally identifies a node.

alternate personal area network (PAN) coordinator: A coordinator that is capable of replacing the PAN
coordinator if the PAN coordinator leaves the network for any reason. A PAN can have zero or more
alternate PAN coordinators.

association: The service used to establish membership for a device in a network.

band plan: A contiguous set of frequencies that can be used in groups (bands) by the system.

beacon-enabled personal area network (PAN): A PAN in which all coordinators emit regular beacons,
i.e., have beacon order < 0xOF.

block cipher: A cryptographic function that operates on strings of fixed size.
block size: The size, in bits, of the strings on which a block cipher operates.

byte: In this standard the term byte is synonymous with the preferred term, octet. The use of byte in
normatively referenced material and parameter names has been preserved.

carrier: In orthogonal frequency-division multiplexing (OFDM) one of usually a large number of
frequencies that are independently modulated to carry information.

contention access period (CAP): The period of time immediately following a beacon frame during which
devices wishing to transmit compete for channel access using a slotted carrier sense multiple access with
collision avoidance (CSMA/CA) mechanism.

contention access period (CAP) symbol: A symbol period occurring during the CAP.

coordinator: A device capable of relaying messages. If a coordinator is the principal controller of a
personal area network (PAN), it is called the PAN coordinator.

coprime: Two integers that have no common positive divisor other than 1 or, equivalently, if their greatest
common divisor is 1. (For example, 14 and 15 are coprime, but 14 and 21 are not, because they are both
divisible by 7. The numbers 1 and —1 are coprime to every integer, and they are the only integers to be
coprime with 0).

data authentication: The process whereby an entity receiving a message corroborates evidence about the
true source of the information in the message and, thereby, evidence that the message has not been
modified in transit.

" IEEE Standards Dictionary Online subscription is available at
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
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data authenticity: Assurance about the source of information.
destination node: A node that receives a frame.

device: Any entity containing an implementation of the IEEE 1901.2-2013 medium access control (MAC)
and a physical interface to the physical medium.

encryption: The transformation of a message into a new representation so that privileged information is
required to recover the original representation.

frame: A collection of data treated as a unit. Generally a frame is the unit that is transmitted over the
medium or between logical entities in the reference model [e.g., a service access point (SAP)]. Examples
include MAC service data unit (MSDU), PHY protocol data unit (PPDU), beacon frame, etc.

frame check sequence (FCS): The bits added to the end of a frame to enable error detection.

G3-PLC: A specification for power line communications (PLC) in the CENELEC A band, defined by the
G3-PLC Alliance (ITU-T G.9903).

group key: A key that is shared by the set (group) of authenticated nodes.
idle period: An interval of time where no transceiver activity is scheduled to take place.
key establishment: A process whereby two or more parties establish a key.

key management: The collection of processes for the establishment and maintenance of keying
relationships over a system’s lifetime.

key sharing group: A set of devices that share a key.

key: Privileged information that can be used, for example, to protect information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information.

keying material: The combination of a key and associated security information (e.g., a nonce value).
local clock: The symbol clock internal to a device.

medium access control (MAC) frame: The unit of data used to communicate between MAC entities in
different devices. A MAC frame comprises a MAC header (MHR), a MAC payload (MAC service data
unit (MSDU) and/or MAC commands), and a MAC footer (MFR). Note that since the MAC frame may be
large enough to require segmentation (see 5.3.7), the original MAC frame may be replaced by several
smaller MAC frames, in each of which the MAC payload is a fragment (segment) of the original MAC
payload.

medium access control (MAC) payload: An MAC service data unit (MSDU) and/or MAC command to
be transmitted. Note that since the MAC payload may be subject to segmentation (see 5.3.7), the original
MAC frame may be replaced by several smaller MAC frames, in each of which the MAC payload is a
fragment (segment) of the original MAC payload.

minimum security level: Indication of minimum protection required on information in transit.

neighbor node: A node with a specific relationship with another node, i.e., Node A is a neighbor node of
Node B if A can directly transmit to and receive from B.

Ngcn: Number of symbols in the frame control header (FCH).
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nonbeacon-enabled personal area network (PAN): A PAN in which coordinators do not emit regular
beacons, i.e., have beacon order = 0x0F.

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a
timestamp.

orphaned device: A device that has lost contact with its associated coordinator.

personal area network (PAN): A network that is owned, operated, controlled, and maintained by the user
rather than by some central control. It is independent of the physical layer (PHY) or topology.

personal area network (PAN) coordinator: A coordinator that is the principal controller of a PAN. An
IEEE 1901.2 network has exactly one PAN coordinator.

PHY frame header (PFH): A header that comprises the preamble symbols and the frame control header
(FCH) symbols.

physical layer (PHY) frame: A frame that comprises a PHY frame header (PFH) and a PHY payload
[PHY service data unit (PSDU)].

PRIME: A standard for PoweRline Intelligent Metering Evolution developed by the PRIME Alliance,
which specifies a physical layer (PHY), a medium access control (MAC) layer, and a convergence layer for
narrowband (<200 kb/s) data transmission over electrical power lines that could be part of a Smart Grid

system.

protection: The combination of security services provided for information in transit, such as
confidentiality, data authenticity, and/or replay protection.

security level: Indication of purported protection applied to information in transit.

symmetric key: A secret key that is shared between two or more parties that can be used for
encryption/decryption or integrity protection/integrity verification, depending on its intended use.

tone: A tone is common industry term for the preferred term “carrier”.

tone map response link quality indicator (LQI): An averaged received energy-to-noise ratio per tone over
the active tones and pilot tones in the band plan as described in this standard.

tone mask: The set of carriers that may be used for communication in a given deployment. Use of carriers
not included in the tone mask is forbidden.

transaction: The exchange of related, consecutive frames between two peer medium access control (MAC)
entities, required for a successful transmission of a MAC command or data frame.

zero crossing: The moment that the power line voltage crosses through zero volts.

3.2 Acronyms and abbreviations

47 CFR 15  Code of Federal Regulations, Title 47, Part 15

ACK acknowledgment

ADP adaptation

ADPD adaptation sublayer data plane

ADPM adaptation sublayer management entity
AE associated equipment
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AFE
AGC
ARQ
AWGN
BPSK
CEIFS
CENELEC
CFP
CFS
CIFS
CP
CRC
CSMA/CA
CwW
D8PSK
DBPSK
DL
DPSK
DQPSK
EAP
EIFS
EUI-nn
EUT
FCCS
FCH
FCS
FEC
FFT

FL
FREQ
F,

GF

GI

GTS
HPCW
1B

1D
IFFT
IFS
IPv6
ISN
LoWPAN
LQI
LSB
LSF

LV
MAC
MCC
MCPDU
MCPS
MDI
MFR
MHR
MLME
MPDU
MSB
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analog front end

automatic gain control

automatic repeat request

additive white Gaussian noise

binary phase-shift keying

coexistence extended interframe spacing
European Committee for Electrotechnical Standardization
contention-free period

contention-free slot

contention interframe spacing

cyclic prefix

cyclic redundancy check

carrier sense multiple access with collision avoidance
contention window

differential eight phase-shift keying
differential binary phase-shift keying
downlink

differential phase-shift keying (general)
differential quaternary phase-shift keying
Extensible Authentication Protocol
extended interframe spacing

nn-bit extended unique identifier
equipment under test

frame control check sequence

frame control header

frame check sequence

forward error correction

fast Fourier transform

frame length

frequency

sampling frequency

Galois field

guard interval

guaranteed time slot

high-priority contention window
information base

identifier

inverse fast Fourier transform
interframe spacing

Internet Protocol, version 6

impedance stabilization network
low-power wireless personal area network
link quality indicator

least significant bit

last segment flag

low-voltage

medium access control

MAC control

MAC control protocol data unit

MAC common part sublayer
medium-dependent interface

MAC footer

MAC header

MAC sublayer management entity
MAC protocol data unit

most significant bit
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MSDU
MSE
MV
NACK
NB
NBF
NPCW
OFDM
OSI
PAN
PANId
PCS
PD
PDC
PDU
PER
PFH
PHY
PIB
PLC
PLME
PLT
PMD
PN
POS
PPDU
PSD
PSDU
PSK
QAM
QoS
RC
RIFS
rms
ROBO
RPL
RS

RX
SAP
SC
SDO
SL
SNR
Super-ROBO
SYNC
SYNCM
SYNCP
TMR
TRX
TX
UL
VCS

IEEE Std 1901.2-2013
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MAC service data unit

mean square error
medium-voltage

negative acknowledgment
number of backoffs

number of backoffs fairness
normal-priority contention window
orthogonal frequency division multiplexing
open systems interconnection
personal area network

personal area network identifier
physical carrier sense

PHY data

phase detection counter

protocol data unit

packet error rate

PHY frame header

physical layer

PAN information base

power line communications
physical layer management entity
power line telecommunications
physical medium dependent
pseudo-random noise

power line operating space

PHY protocol data unit

power spectral density

PHY service data unit

phase-shift keying

quadrature amplitude modulation
quality of service

repetition code

response interframe spacing

root mean square

robust OFDM

IPv6 routing protocol for low-power and lossy networks
Reed-Solomon

receive or receiver

service access point

segment count

standards developing organization
segment length

signal-to-noise ratio

super robust OFDM
synchronization

synchronization minus 1 [referring to a preamble symbol]
synchronization plus 1[referring to a preamble symbol]
time map request

transceiver

transmit or transmitter

uplink

virtual carrier sense
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4. General description

4.1 Introduction

This standard defines a low-frequency narrowband PLC technology that meets the requirements of the
current and emerging Smart Grid and low-bandwidth applications. As indicated in the scope of this
standard, this can include, for example, grid to utility meter, electric vehicle to charging station, lighting
and solar panel, and other applications.

The primary use of this standard is for low-bandwidth (500 kb/s or less) long-range applications. As such,
its focus is primarily outward from appliances to the grid, including the cases where legacy PLC systems

may already be deployed.

This standard was developed leveraging existing leading edge technologies with the goal of interoperability
as described in Clause 9 and the annexes.

4.2 General description

This standard defines narrowband PLC for frequencies between 10 kHz to 490 kHz. Figure 4-1 shows,
informatively, the current regulatory bands and an example.

:‘: FCC (USA/North America)
Regional
Regulations
ARIB (Japan)
CENELEC (EU)
A B c|D
\ 2
140
3| 10 95 450
9 125 148.5 Freq. (kHz) 490

Figure 4-1—Regulatory frequency map

This standard supports the several bands in this frequency range, established and regulated in different
countries. More band information may be found in 6.3.2.
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This standard specifies PHY and MAC modes of operation for Federal Communications Commission
(FCC), European Committee for Electrotechnical Standardization (CENELEC), and Association of Radio
Industries and Businesses (ARIB) bands. This standard also describes how a IEEE 1901.2 device can
support a G3-PLC CENELEC A mode of operation, as defined in ITU-T G.9903, and a PRIME CENELEC
A mode of operation, as defined in ITU-T G.9904. More information may be found in Clause 9.

This standard provides the necessary MAC and PHY specifications and the link layer security requirements
needed for communication privacy and security sensitive services. More information may be found in 4.3.

A coexistence mechanism for noninteroperable protocols is defined in Clause 10.

Although part of the IEEE 1901 family of standards, IEEE Std 1901.2 is not technically related to
IEEE Std 1901™-2010.

4.3 Reference model

A possible reference model, shown in Figure 4-2, includes a data plane and a management plane. In this
example, the data plane includes the data link layer and PHY. The data link layer within the scope of this
standard consists of the MAC sublayer. The management plane consists of the MAC sublayer management
entity (MLME) and a physical layer management entity (PLME). An example of the adaptation (ADP)
sublayer for LOAD-based networks is described in B.4, and an example for networks based on the routing
protocol for low-power and lossy networks (RPL) is described in Annex F.

Data primitives Management primitives
A
\
ADPD-SAP ADPM-SAP
——————— O - - — — — — — — — G — —|— — — — — — —
ADPD ADPM
MLME-SA|
M_CFS_-S_AT’_ —+ ——————————————— aaE——— - — — —
MAC MLME

OSl reference model PD-SAP PLME-SA|

—_— e e - — — — — — — — — — — — — — aE—— - — — — —
NETWORK LAYER PLME

---------- PHY
DATA LINK LAYER — —
PHYSICAL LAYER
MDI
—_—_——— e — — — — — — — — — — — — ————— — — — =
Protocol sublayers A
Y
medium

Figure 4-2—Reference model
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This standard adopts the naming convention where interfaces use a hyphen (e.g., ADPD-SAP) and
primitives use an underscore. Note that some primitives do use a hyphen; these primitives have been
adapted from another standard (e.g., IEEE Std 802.15.4-2006%) and follow the convention of that other
standard.

The service access points (SAPs) specified on the data plane are

— MAC common part sublayer (MCPS) service access point (MCPS-SAP), between the MAC and
the adaptation sublayer data plane (ADPD) sublayer or upper layers

— PHY data (PD) service access point (PD-SAP), between the MAC and the PHY
The SAPs specified on the management plane are

— MLME-SAP, between MAC management and ADP or upper-layer management
— PLME-SAP, between PHY management and MAC management

Figure 4-2 also shows the following two SAPs, which are described in B.4 for LOAD-based networks and
Annex F for RPL-based networks:

— ADPD-SAP (data plane), between the ADP sublayer and upper layers

— ADPM-SAP (management plane), between ADP sublayer management and upper-layer
management

All SAPs are defined by a set of primitives. The definition of the SAPs is presented in the following
locations in this standard as shown in Table 4-1.

Table 4-1—SAP primitives

Definition SAP
location ADPD ADPM MCPS | PD | MLME | PLME
Clause, subclause, B.4 B4 5.5 8.1 Clause 5 8.2
or annex in this (LOAD-based) | (LOAD-based)
standard Annex F Annex F
(RPL-based) (RPL-based)

4.4 ADP reference model

The ADP sublayer provides an interface between the upper layers and the MAC sublayer. The ADP
sublayer conceptually includes a management entity called the ADPM. The ADPM provides layer
management service interfaces through which ADP management functions may be invoked. The ADPM is
also responsible for maintaining the information database of managed objects pertaining to the ADP. This
database is referred to as the ADP information base (IB).

8 Information about normative references can be found Clause 2.
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Figure 4-3 shows a possible example of the interfaces of the ADP sublayer. In this example, the ADP
sublayer provides services accessed through two SAPs: the data service to upper layers (accessed through
the ADPD-SAP) and the ADP management service (accessed through the ADPM-SAP).

ADPD-SAP ADPM-SAP
ADP sublayer ADPM
ADP
IB

Figure 4-3—ADP sublayer reference model

The services and primitives of the ADP sublayer are described in B.4 for LOAD-based netwroks and
Annex F for RPL-based networks.

4.5 MAC reference model

Figure 4-4 shows a possible functional model of the MAC. In this example, the MCPS-SAP and PD-SAP
are, respectively, two demarcation reference points between the upper layers and the MAC and between the
MAC and the PHY. Reference points x1 and x2 show separation between the APC and MCC and between
the MCC and MAC, respectively; and x2 is not specified or described. For some cases, the APC may be
bypassed.
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AP in AP out
MCPS-SAP

i “ M-SAP

Adaptation and protocol convergence (APC): APC management I

interface with AE AP -to-APDU conversion ‘—’I

AP mapping
| t |
x1 reference point APDU AEIDU |

MAC Control (MCC): MCC management I

MCC frame generation, encryption,
segmentation, retransmission, ACK

|
|
X2 reference point MCPDU MCPDU l
|

MAC management

Media Access control (MAC): N l

Generation MPDU and scheduling MPDU
transmission, support for priority access |

Legend:

AP - Application Primitives
MCPDU - MAC Control Protocol Data Unit
MPDU - MAC Protocol Data Unit

Figure 4-4—MAC reference model

For illustration, in the transmit direction, application primitives (APs) enter the MAC from the upper layers
(further called application entity) via the MCPS-SAP. Each incoming AP set meets the format defined by
the particular application protocol, e.g., Internet Protocol version 6 (IPv6). The APC converts the incoming
AP sets into APC Protocol Data Units (APDUs) that include all parts of the AP intended for
communication to the destination node(s). The APC also identifies service information primitives included
in the AP, if applicable, such as service class or priority tags, that can be used by the MCC to support
quality of service (QoS) requirements assigned for the service delivered by the AP: one or more queues
associated with these APDUs can be assigned. The number of queues may depend on the upper-layer
protocol (e.g., [Pv6 or Ethernet).

The APDUs assigned to a particular queue are further sent to the MCC via the x1 reference point. In the
MCC, the incoming APDUs are converted into MCC frames and may be encrypted. MCC frames may also
be segmented (to reduce the time on the wire). Further, MCC frame or MCC frame segments are
transformed into MCC protocol data units (MCPDUs) and then passed to the MAC via the x2 reference
point. MCC is also responsible for relay operation, retransmission, and acknowledgment.
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The MAC is responsible for concatenating MCPDUs into MAC protocol data units (MPDUs) and then
conveying these MPDUs to the PHY in the order determined by the MCC (by using a number of
transmission queues) and applying medium access rules (e.g., CSMA/CA). An MPDU may contain an
MCC frame or one or more of its segments.

In the receive direction, MPDUs from the PHY enter via the PD-SAP. The MAC disassembles the received
MPDU into MCPDUs, which are passed via the x2 reference point to the MCC. The MCC recovers original
APDUs from the MCPDUs, performs decryption if required, and conveys them to the APC. In the APC, the
APs are recovered from the received APDUs and conveyed to the application entity.

The MCC is responsible for deciding whether to request retransmission of defective MCPDUs (and
generate the acknowledgment (ACK) response to assist retransmission), or discarding the defective
MCPDU.

No assumptions should be made on partitioning of the APC, MCC, and MAC in particular
implementations; x1 and x2 are reference points and serve exclusively for convenience of MAC
description.

4.6 PHY reference model

Figure 4-5 shows a possible functional model of the PHY. In this example, the PD-SAP and medium-
dependent interface (MDI) are, respectively, two demarcation reference points between the PHY and MAC
and between the PHY and transmission medium. Internal reference points x4 and x3 show separation
between the physical medium dependent (PMD) and the physical medium attachment (PMA) layers and
between the physical coding (PHC) and the PMA layers, respectively, and are not being specified or
described.
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| A

MPDU in MPDU out
PD-SAP
PLME-SAP
Physical coding-(PHC) |
(generation of the header, mapping the [¢———>

header and the MPDU into PPDU) PHC control data |

| ! I

. TX PPDU
x3 reference point

Physical media attachment (PMA) I
(scrambling, FEC, interleaving,
segmentation to OFDM symbols)
k
| |
RX symbol frames |

x4 reference point  TX symbol frames

Physical medium dependent (PMD)
(tone mapping, constellation encoding,
OFDM modulation, preamble insertion,

carrier sense generation)

Legend:

MPDU - MAC Protocol Data Unit
PPDU - PHY Protocol Data Unit
Symbol frame - a set of bits to be modulated on tones of a single frame

Figure 4-5—Functional model of PHY

NOTE 1—For illustrative purposes (that is, not intended to represent a commitment for a particular implementation), in
the transmit direction, data enters the PHY from the MAC via the PD-SAP by blocks of octets called MAC protocol
data units (MPDUs). The incoming MPDU is mapped into the PHY protocol data unit (PPDU), originated in the PHC.
The PHY frame header (PFH) is also generated in the PHC and mapped into the PPDU. Further, the PPDU (header and
payload) is scrambled and encoded in the PMA. The latter includes forward error correction (FEC), repetition encoding,
if required, and interleaving. The encoded PPDU is segmented into symbol frames, each intended to modulate a single
orthogonal frequency division multiplexing (OFDM) symbol. Modulation of symbol frames onto OFDM symbols is
provided in PMD. PMD is also responsible for tone mapping, including masking of certain tones if necessary, and
setting the parameters of the transmit signal. In the PMD, a preamble is added to assist synchronization and, potentially,
channel estimation in the receiver. Modulated OFDM symbols form a PHY frame that is output via the MDI interface.

NOTE 2—1In the receive direction, frames entering from the medium via the MDI are demodulated and decoded. The
recovered MPDUs are forwarded to the MAC via the PD-SAP. The recovered PFHs are processed in the PHC to
extract the relevant parameters for payload demodulation and MAC operation.

The management parameters and primitives required to control the PHC, PMA, and PMD and are reported
by the PHC, PMA, and PMD to the PHY management entity; they are specified as components of the
PLME-SAP.
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4.7 Conventions
4.7.1 Message and primitive nomenclature
Nomenclature and usage (request, confirm, indication, response) follow the conventions shown in an

example of the PHY Data (PD) primitive between PHY and MAC in Figure 4-6 (see also Figure 8-1). This
example is given as an illustration; definitions of these primitives are provided in 8.1.

MAC PD_DATA.request, or PHY
PD_ACK.request

A 4

PD_DATA.confirm, or
PD_ACK.confirm

A

PD_DATA.indication, or
PD_ACK.indication

A

Figure 4-6—Message and primitive flow nomenclature

3

— Request messages shall end in “.request”. The reply (if any) to a request message shall be a
confirmation message, which ends in “.confirm”.

— Indication messages shall end in “.indication”. The response (if any) to an indication message sha
Indicat hall end in “.indication”. Th f t dicat hall
be a response message, which ends in “.response”.

4.7.2 Message sequence charts (MSCs)

Message sequence charts (MSCs) follow the conventions shown in Figure 4-7 or Figure 4-8. The following
conventions are observed in both styles:

— Time is shown vertically, with the earliest time at the top.

— Space is shown horizontally.
Additionally, the following conventions are observed in Figure 4-7:

— Stations of direct interest in the protocol being described are indicated by vertical lines, with a
label at the top displaying the name of the station.

— Bubbles are used to reveal processing that occurs at a station.

— Messages are depicted as horizontal arrows originating at the sending station. The text describes
the contents of the frame and other characteristics as appropriate.

— Messages sent to all stations are shown as arrows that extend most, but not all, the way to one of
the destination stations in the message sequence chart (MSC). See the first frame in Figure 4-7.

— Messages that may be sent, depending on the circumstances, are shown with dashed lines. This
convention is independent of the arrow termination conventions.

— Messages sent to a specific station shown in the MSC are depicted with the arrowhead terminating
on the destination station. See the second and third frames in Figure 4-7.

— Unicast or broadcast frames sent to other stations not shown in the MSC are depicted as short
arrows that may repeat to indicate the sender repeating similar frames to multiple recipients. See
the last three arrows in Figure 4-7.
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— Alternative protocol paths are separated by heavy dashed lines; the alternatives are labeled using
rotated text on the left side.

Station 1 Station 2

. B Broadcast message sent
g
f./é/l.ltlmES designate b}r’ Btation 2

| station activities
\ and states /<

S e " - Message that may be:

gy | sent by Station 2

Unicast message from
Station 1 to Station 2

B |

Unicast message from
Station 2 to Station 1

A4

Another unicast message |
from Station 2 to Station 1

Multiple messages sent from
Station 2 -

to stations not shown -

Alternative 2

-+ Space———

Figure 4-7—MSC convention
Additionally, the following conventions are observed in Figure 4-8:

— Management entities of direct interest in the protocol being described are indicated by vertical
lines, with a boxed label at the top identifying the entity.

— Intervals during which a management entity may be processing the protocol are shown by vertical
rectangles overlaying the entity’s vertical line.

— Additional description of the processing an entity would perform during the protocol is shown by
an arrow originating during the entity’s processing interval, describing the processing and then
returning to terminate during the same entity’s processing interval.

— Notes and references are shown in boxes that are dog-eared on the upper right corner.

— Messages are depicted as horizontal arrows originating at the sending entity. The text identifies the
message and may show other characteristics as appropriate.

— The horizontal arrow of specific message shown in the MSC is depicted with the arrowhead
terminating at the destination entity.
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Entity 1 Entity 2 Entity 3 Entity 4

# MESSAGE1.request

MESSAGEZ2.request

MESSAGE2.confirm
MESSAGE1.confirm

MESSAGE3.request
(Additional Info)

MESSAGE3.confirm
(Status = SUCCESS)

-
-

MESSAGE®6.request

MESSAGES5S
.request » .
Additional processing
MESSAGES.confirm | =——
MESSAGES T Note or reference
.confirm !
T T MESSAGE8.request |
‘ ! (Short Address) |
MESSAGE7.request ‘
MESSAGES.confirm
‘ MESSAGE10.request
1 (Additional Info)
MESSAGE9.request
Additional i W
. itional processing
MESSAGE?7.confirm .

|
T MESSAGE10.confirm |
| (SUCCESS) |
| |
|

Figure 4-8—Alternative MSC convention
4.7.3 Text conventions

This standard uses binary and hexadecimal notation of fields in text and tables. The interpretation of the bit
and nibble ordering in these fields adhere to the rules described in the following subclauses.

Additional conventions such as value and unit of measure are also included to prevent ambiguity.
4.7.3.1 Binary representation

Binary fields are used with a prefix of “Ob” to indicate the binary (or base-2) nature of the data. The field
starts with the most significant bit (MSB).

A general binary representation of a field has a format of
ObBn...B1BO,

with bit “Bn” representing the MSB and bit “B0” representing the least significant bit (LSB).
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Examples:

— In the following example, 1 is the LSB. The value of this field is equivalent to the value of one in
decimal notation

0b001

— In the following example, 1 is the MSB. The value of this field is equivalent to the value of 16 in
decimal notation

0b10000
4.7.3.2 Hexadecimal representation

Hexadecimal fields are used with a prefix of “0x” to indicate the hexadecimal (or base-16) nature of the
data. The field starts with the most significant nibble of the fields.

A general hexadecimal representation of a field has a format of

OxHn...H1HO
with nibble “Hn” representing the most significant nibble and nibble “HO” representing the least significant
nibble.
Examples:

— In the following example, “E” is the least significant nibble
0x00E

— In the following example, “E” is the most significant nibble
0xE00

A hexadecimal field can be converted into a binary field by replacing each nibble with the corresponding
binary value (following the representation of binary fields).

In this standard, the term octet is used to identify two consecutive nibbles of data (i.e., a bit string of
length 8). The term byte is synonymous with the preferred term, octet. The use of the term byte has been
preserved in normatively referenced material.

4.7.3.3 Decimal representation
Values specified in decimal are coded in natural binary unless otherwise stated.

The use of the decimal point in base 10 decimal numbers indicates the separation between units on the left
and tenths of units on the right. This document does not use a comma for the same purpose. Commas are
used to separate units of one thousand and one hundred, one million and one-hundred thousand, and so on.
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A block of data composed of multiple octets shall be ordered by octet numbers in ascending order: ‘octet 0’
for the first octet, ‘octet 1’ for the second octet, and so on. If a block of data is segmented into multiple
fields, the size of each field shall be expressed in terms of bits. The field does not have to be an integer
number of octets. The location of each field within a block of data shall be described by its octet and bit

position.

Any block or part of a block of data shall be passed over the protocol stack with the octet having the
smallest number, i.e., octet 0, the first octet of the block to be passed. Within each group of octets, the MSB
(bit 7) of each octet shall be passed first.

Table 4-2 shows an example of a field description used throughout this standard. The ‘Octet’ column
represents the octet numbers for a group of octets to which a specific field belongs, and the ‘bits’ column
represents the bit location within this group of octets. The presented example has four groups of octets:

— Group 1 =Octet 0, fields A, B, C, D
— Group 2 = Octets 1 and 2, fields E, F

— Group 3 = Octet 3, field G
— Group 4 = Octets 4 to 7, field H

The “Description” column may be used to explain an alternate name, use or reference information about the

field.

Table 4-2—Example of field description

Field Octet Bits Description

A 0 [0:2]

B 0 [3]

C 0 [4]

D 0 [5:7]

E 1 [0:1]

F 1-2 [2:15]

G 3 [0:7]

H 4-7 [0:31]

Figure 4-9 illustrates a mapping of these fields onto corresponding octets based on the example given in

Table 4-2.
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— sequence

B3 B4 B5 B6 B7
(MSB)

sequence

Noojun|dh|lw|N | |O

Figure 4-9—Example of mapping fields onto groups of octets

For illustration, the following shows how the data and/or frame control header (FCH) is put into the
scrambler:

Suppose memory is as shown in Figure 4-10, each row has 1 octet (8 bits), a7 is the MSB of octet 1, and b7
is MSB of octet 2. Then the data is placed into the scrambler starting from a7 and ending with b0 (a7 is first

in time).
8bits |
Memory addr i a’, as, ...a0
Memory addri+1 b7 b6. ...b0

Figure 4-10—lllustration of scrambler input

For example, from the scrambler block 6.10 to the FEC blocks 6.11, the bit order is: the first bit out of a
block is the first bit into the next block.

Inside the Reed-Solomon (RS) encoder, since the RS encoder works on octets, at the RS encoder input, the
serial stream from the scrambler is converted to 8-bit words with the first bit out of the scrambler placed in
the MSB position of the first octet. The output of the RS encoder is converted from octet to bit. The 8-bit
words are serialized with the MSB sent out first.

4.7.3.5 Formulas

Multiplication is represented as an “x”, rather than as an “x” to avoid confusion with hexadecimal numbers
and variables.

4.7.3.6 Parameters

€90

Parameters beginning with lower case “a” are constants.
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4.7.3.7 Units of measure
Metric units are used.
Interpretations of common units of measure are as follows:

— k (analog) = 1,000

— Kk (digital) e.g., kilobits = 1024 (2'°)
— M (analog) = 1,000,000

— M (digital) = 1,048,576 (2*°)

— Q=0hm
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5. MAC layer

5.1 MAC layer overview

The MAC is a sublayer of the data link layer, which formats data to be most effectively communicated and
protected over the associated PHY. In this standard, it is an interface for data coming from the ADP
sublayer on the applications side of the stack through the MCPS-SAP and the PHY on the medium side of
the stack through the PD-SAP (see Figure 4-2).

The MAC conceptually includes a management entry called the MLME. The MAC management service is
accessed through the MLME-SAP. The MLME provides layer management services through which layer
management functions may be invoked. The MLME is also responsible for maintaining a database of
constants and attributes of managed objects pertaining to the MAC called the personal area network (PAN)
information base (PIB).

The MAC sublayer leverages services and primitives from IEEE Std 802.15.4-2006. The tables list the
similarities and differences between IEEE Std 802.15.4-2006 and the specific needs associated with this
standard’s PHY and objectives.

5.2 Nomenclature for tables referencing other standards

For the modification tables presenting references to other standards, the status of each requirement (in the
“Statement” column) from the reference document is given using the following convention:

— I = Informative. The entries of the reference document with this designation are provided just for
information.

— N = Normative. The statements of this part of the reference document shall be taken as normative
and mandatory parts of this standard.

— M = Modified. The statements of this part of the reference document shall be taken as part of this
standard (mandatory or optional), with the modifications and remarks noted under the part title.

— N/R = Not Relevant. The statements of this part of the reference document shall be ignored for
this standard. An explanation may be given under the part title.

— O = Optional. The statements of this part of the reference document shall be taken as optional
parts of this standard.

— A = Additional. The statements with this designation are not present in the original reference
document but are part of this standard.

5.3 Channel access
5.3.1 Overview

The channel access is accomplished by using the carrier sense multiple access with collision avoidance
(CSMA/CA) mechanism with a random backoff time. The random backoff mechanism spreads the time
over which stations attempt to transmit, thereby reducing the probability of collision. Each time a device
wishes to transmit data frames, it waits for a random period. If the channel is found to be idle, following the
random backoff, the device transmits its data. If the channel is found to be busy, following the random
backoff, the device waits for another random period before trying to access the channel again.

The (CSMA/CA) channel occupancy is sensed using physical carrier sense (PCS), which is provided by the
PHY as described in 8.2.8. Virtual carrier sense (VCS) is a logical version of carrier sense and is asserted
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by the MAC (see (5.3.3). When the channel is found to be busy, PCS stays high long enough for the MAC
to detect it and assert VCS. The VCS allows the MAC to factor in the expected duration of channel
occupancy. The duration of VCS is determined by the length of the received packet and ACK (if an ACK is
expected). If a collision is detected, the duration of VCS shall be set to extended interframe spacing (EIFS).
A VCS timer is maintained by all stations to improve reliability of channel access. The VCS timer is set
based on received data or ACK or negative acknowledgment (NACK) frames. The VCS timer is also set
upon collision or when the station powers up. Stations use this information to compute the expected busy
condition of the medium or the expected duration of the contention state and store this information in the
VCS timer.

While operating in the optional multi-tone mask mode, the VCS timer is reset at the start of every beacon
slot, CAP slot, contention-free slot (CFS), and inter-router communication slot. In these cases, VCS tracks
the expected duration of the Busy state of the medium. The medium is also considered Busy when the
station itself is transmitting.

A collision occurs in each of the following circumstances:

— The transmitting station receives something different from a positive acknowledgment (ACK),
negative acknowledgment (NACK), busy accept acknowledgment (BUSY_ ACCEPT), busy
negative acknowledgment (BUSY REJECT), or no earlier segments received indication
(NO_EARLIER SEGMENTS) when this type of response is expected.

— The transmitting station shall infer a collision from the absence of any response to a transmission
when a response is expected.

5.3.2 Interframe spacing (IFS)

A time interval between frames on the medium constitutes the interframe space and is necessary due to
propagation and processing time. Three interframe space values are defined as shown in Figure 5-1.

— The contention interframe spacing (CIFS) occurs after the end of the previous transmission.

— The response interframe spacing (RIFS) is the time between the end of a transmission and the start
of its associated response. If no response is expected, the CIFS is in effect.

— An extended interframe spacing (EIFS) is defined for conditions when the station does not have
complete knowledge of the state of the medium. This can occur when the station initially attaches
to the network, when errors in the received frames make them impossible to decode
unambiguously, or when a transmitter does not receive an ACK frame after a transmission for
which the receiver was expected to issue an ACK to that transmitter. If a packet is received and
correctly decoded before the expiration of the EIFS, then the EIFS is cancelled. The EIFS is
significantly longer than the other interframe spaces, providing protection from Collision for an
ongoing frame transmission or segment burst when any of these conditions occur. The EIFS is
calculated as follows:

aEIFS = aAckTime + aCIFS + aRIFS + aFCHtime + aMaxFrameSize

[T9%T)

where parameters beginning with “a” represent constants.
The EIFS is measured

1) From the beginning of the first symbol of the FCH of the received frame for the case of frame
check sequence (FCS) error detection.

2) From the beginning of the first symbol of the FCH of the transmitted frame for which no
ACK frame was received when expected.
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(a) Interframe space if no response expected

End of last transmission Contention state

CIFS
(b) Interframe space if response is expected
End of last transmission ACK Contention state
RIFS CIFS
/"’ (c) Extended interframe space (EIFS) period
FCH Payload Contention state

EIFS

Figure 5-1—IFS

For ARIB bands, the CIFS shall be set to 25 ms for every new transmission and shall be set to aCIFS (as
defined in Table 5-9 and Table 5-20) for retransmissions of the same packet. The maximum number of
retransmissions shall be 7.

5.3.3 Carrier sense multiple access with collision avoidance (CSMA/CA)

The standard supports an unslotted version of the CSMA/CA algorithm for the mandatory nonbeacon PAN
described in IEEE Std 802.15.4-2006. It also specifies a slotted version of CSMA/CA for the optional
beacon-enabled PAN.

Channel access is accomplished by using the CSMA/CA mechanism with a random backoff time. The
channel occupancy is sensed using PCS, which is provided by the PHY upon detection of the preamble (see
8.2.8). VCS is a logical version of carrier sense. When traffic on the channel is detected by PCS, VCS is
asserted by the MAC. The VCS allows the MAC to factor in the expected channel occupancy duration. The
duration of VCS is determined by the length of the received packet and ACK (if an ACK is expected). If a
collision is detected, the duration of VCS shall be set to EIFS. A VCS timer is maintained by all stations to
improve reliability of channel access. The VCS timer is set based on received data or ACK/NACK frames.
The VCS timer is also set upon collision or when the station powers up. Stations use this information to
compute the expected busy condition of the medium or the expected duration of the contention state and
store this information in the VCS timer.

While operating in the optional multi-tone mask mode, the VCS timer is reset at the start of every beacon
slot, CAP slot, CFS, and inter-router communication slot. In these cases, VCS tracks the expected duration
of the Busy state of the medium. The medium is also considered Busy when the station itself is
transmitting.

The random backoff mechanism spreads the opportunity to retransmit over the contention access time
period thereby reducing the probability of traffic collision (hence “collision avoidance”). Each time a
device wishes to transmit data frames, it waits for a random period. Following the random backoff time,
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carrier sense determines whether the channel is busy or idle. If the channel is found to be idle, the device
transmits its data. If the channel is found to be busy, the device waits for another random period before
trying to access the channel again.

5.3.3.1 Unslotted CSMA/CA for mandatory mode

The mandatory mode supports only an unslotted version of the CSMA-CA algorithm for nonbeacon PAN,
based on IEEE Std 802.15.4-2006, but modified to include priorities and improve efficiency.

The random backoff mechanism spreads the time over which stations attempt to transmit, thereby reducing
the probability of collision, using an additive decrease multiplicative increase backoff mechanism.

The CSMA/CA algorithm shall be used before the transmission of data frames, MAC command frames,
and beacon frames during the active scan.

The algorithm is implemented using units of time called backoff periods, where one backoff period shall be
equal to aUnitBackoffPeriod symbols, which is equal to aSlotTime (see Table 5-9, row 7.4.1).

Each device shall maintain four variables for each transmission attempt: NB, NBF, minCWCount, and CW.

NB is the number of times the CSMA-CA algorithm was required to backoff while attempting the current
transmission; this value shall be initialized to 0 before each new transmission attempt.

NBEF is a count of backoff attempts; it is used to control channel access fairness.

CW is the contention window for each device. On device startup, the CW is initialized to 2“5 The
device shall then update the CW based on channel access success or failure as follows:

— For every channel access failure, the CW value doubles. The maximum value of CW is bounded
by 2macMaxBE.

— Upon a successful transmission, the CW value is adjusted using the formula:

CW|next] = max(CW/[prev] — A x 2mecMinBE ymacMinBEy
The default (recommended) value of A is set as 8.
NOTE—If macMinBE is set to 0, collision avoidance is disabled during the first iteration of this algorithm.’

Figure 5-2 and Figure 5-3 illustrate the steps of the CSMA/CA algorithm for normal- and high-priority
packets, respectively. The MAC sublayer shall first initialize NB and “NBF to zero” [step (1)] and then
proceed directly to step (2).

The MAC sublayer shall wait for the correct contention window (Figure 5-5) according to the packet’s
priority as shown in Figure 5-2 and Figure 5-3. The MAC may also transmit the higher priority packet in
the normal-priority contention window (NPCW) according to the normal-priority backoff mechanism as
described in 5.3.4. The flowchart is applicable for the normal and high priorities. For contention-free
transmission, the packet is transmitted at the beginning of the contention-free period (CFP) without the
PCS. When the VCS state is IDLE, meaning no IFS window is currently counted, the MAC sublayer shall
invoke CSMA process. If the channel is IDLE, transmit the packet.

? Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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The MAC sublayer shall check if the CW = 2"““"5E 1f yes, it will increment the minCWCount and reset
NBF to 0; otherwise, it will reset it to zero. It will then verify whether the minCWCount >
macMinCWAttempts. If yes, it will reset CW to 2"““M*BE Tt will then go to step (4).

The MAC sublayer shall delay for a random number of complete backoff periods in the range
0 to CW-1 [step (4)]
and then request that the PHY perform a PCS [step (5)]:
Backoff Time = Random(CW) x aSlotTime

If the channel is assessed to be busy [step (6, No)], the MAC sublayer shall increment NB and NBF and
double the CW ensuring that CW does not exceed 2"““*5% if the NBF is less than that of
macCSMAFairnessLimit. 1f, on the other hand, the NBF is greater than or equal to the
macCSMAFairnessLimit and is a multiple of K (Fairness Rate Adaptation Factor), the CW is linearly
decreased as in the case of a successful transmission to allow for higher chance for pending frame
transmission to succeed for this node, which did not get the opportunity to transmit. The CW value is
maintained at the current value at all other times.

Note that for high-priority packets, CW shall not exceed the macHighPriorityWindowSize.

If the value of NB is less than or equal to macMaxCSMABackoffs, the CSMA/CA algorithm shall return to
step (2).

If the value of NB is greater than macMaxCSMABackoffs, the CSMA/CA algorithm shall terminate with a
Channel Access Failure status, and the frame is dropped.

If the channel is determined to be idle [step (6, Yes)], the MAC sublayer shall begin transmission of the
frame at the start of the slot boundary (see 7.6.1).
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Figure 5-2—CSMA mechanism for normal-priority packets
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