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TECHSTREET, A BUSINESS OF CLARIVATE ANALYTICS
I

This document is intended to provide users with an indication of changes from
one edition to the next. It includes a full-text version of the new document, plus
an indication of changes from the previous version.

Redlines are designed to save time and improve efficiencies by using the latest
software technology to find and highlight document changes. More professionals
are using valuable new technologies like redlines, to help improve outcomes in a
fast paced global business world.

Because it may not be technically possible to capture all changes accurately, it is
recommended that users consult previous editions as appropriate. In all cases,
only the current base version of this publication is to be considered the official
document.
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Abstract: Physical (PHY) and media access control (MAC) layers of a broadband powerline communication
technology for local area networks (LANs), Smart Energy, Smart Grid, Internet of Things, transportation
platforms (vehicle) applications, and other data distribution are defined in this standard. The balanced and
efficient use of the power line communications channel by all classes of BPL devices is the main focus of
this standard, defining detailed mechanisms for coexistence and interoperability between different BPL
devices, and ensuring that desired bandwidth and quality of service may be delivered. The necessary
security questions are addressed to ensure the privacy of communications between users and to allow the
use of BPL for security sensitive services.

Keywords: access devices, adaptive power management, broadband over power lines (BPLs), coexistence
protocol (CXP), convolutional turbo code, cosine modulated filter banks, extended ISP (E-ISP), fast Fourier
transform orthogonal frequency division multiplexing (FFT OFDM), flexible channel wavelet (FCW)
PHY/MAC , IEEE 1901™, in-home devices, Internet of Things (IoT), intersystem protocol (ISP), low-density
parity check code (LDPC), medium access control (MAC), power line communication (PLC), physical layer
(PHY), privacy, quality of service (QoS), security, sine modulated filter banks, wavelet orthogonal frequency
division multiplexing (wavelet OFDM)
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Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore at https://iecexplore.ieee.or or
contact IEEE at the address listed previously. For more information about the IEEE SA or IEEE’s standards
development process, visit the IEEE SA Website at http://standards.ieee.org.

Errata

Errata, if any, for IEEE standards can be accessed via https://standards.ieee.org/standard/index.html. Search
for standard number and year of approval to access the web page of the published standard. Errata links are
located under the Additional Resources Details section. Errata are also available in IEEE Xplore:
https://ieeexplore.ieee.org/browse/standards/collection/ieee/. Users are encouraged to periodically check for
errata.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.iecee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Participants

This entity-based standard was created under the leadership of the following individuals:
Jean-Philippe Faure, Chair
Markus Rindchen, Vice Chair

At the time this standard was approved, the Broadband Over Power Lines PHY/MAC Working Group had
the following entity membership:

ACN Advanced Communications Networks SA Panasonic
HD-PLC Alliance Power Plus Communications AG

The Working Group gratefully acknowledges the contributions of the following entities and participants.
Without their assistance and dedication, this standard would not have been completed:

Organization Participant
ACN Advanced Communications Networks SA. ... . ..o Stephan Horvath
David Naughton

D D o I O 35T Kaiyun Cheng
Jean-Philippe Faure

Hisao Koga

Ryo Sakaji
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Naohiro Kawabata
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Markus Rindchen
C. Scott Willy

In Memory of Sherman L. Gavette ~— 1941-2018

Historical participants

This standard was prepared by the Power Line Communications Standards Committee of the IEEE
Communications Society. This publication represents a group effort on a large scale. The major
contributors to IEEE Std 1901-2010 were as follows:

Jean-Philippe Faure, Chair
James D. Allen, Vice Chair, PHY/MAC Technical Sub Group Chair
Michael Stelts, Coexistence Technical Sub Group Chair
Purva Rajkotia, GC PHY/MAC Technical Sub Group Chair
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Sherman Gavette, Technical Editor
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Rick Hung
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Choli Teng

Tony Wan

Frank Yu
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Introduction

This introduction is not part of IEEE Std 1901-2020, IEEE Standard for Broadband over Power Line Networks:
Medium Access Control and Physical Layer Specifications.

This revision gives users, in one document, IEEE Std 1901 for Broadband over Power Line Networks with
all the amendments that have been published to date.

IEEE Std 1901 was developed on requirements collected from a large diversity of entities [semiconductors,
integrators, consumer electronics (CE) companies, utilities, telcos, information technology (IT) companies,
and transportation companies] that participated in the project. It provides a flexible architecture supporting
integrated access, Smart Grid, building, in-home, and transportation platforms (vehicle) applications. It
addresses a large diversity of topologies. It operates on physical media such as, but not limited to, electric
power lines (AC or DC) and coaxial cables.

The physical layer (PHY) procedures specify either a wavelet orthogonal frequency division multiplexing
(wavelet OFDM) or a fast Fourier transform orthogonal frequency division multiplexing (FFT OFDM)
modulation scheme. It also specifies different modes for operations in different wavelet channels
(frequency bands) with different values of carrier spacing (flexible channel wavelet FCW) for Internet of
Things applications (IoTPLC).

The coexistence procedures allow the fair and efficient coexistence of the broadband over power line (BPL)

systems. The intersystem protocol (ISP) enables various BPL systems to share power line communication
resources in time (time domain multiplex), in frequency (frequency domain multiplex), or both.

Incorporating published amendments

The original standard was published in 2010. The current revision, IEEE Std 1901-2020, incorporates the
following amendment into the 2010 revision:

— IEEE Std 1901a™-2019, IEEE Standard for Broadband over Power Line Networks: Medium

Access Control and Physical Layer Specifications—Amendment: Enhancement for Internet of
Things Applications.

Technical corrections, clarifications, and enhancements

In addition, this revision specifies technical corrections and clarifications to IEEE Std 1901™-2010.
See Annex Z.

New clauses from 2010 revision to 2020 revision

Clause 17 and Clause 18 were added according to IEEE Std 1901a-2019.
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1 Overview

1.1 Scope

The scope of this prejeet-eefinesa standard is to define medium access control (MAC) and physical

layer (PHY) specifications for high-speed (>100 Mb/s Mbps at the physical layer) communication

devices via electric power lines, so-called broadband over power line (BPL) devices_as well as lower

speed Internet of Things communication devices. This standard uses transmission frequencies below

100 MHz. It is usable by all classes of BPL devices, including BPL devices used for the first-mile/last-
mile connection (<1500 m to the premise) to broadband services as well as BPL devices used in

buildings for local area networks (LANs), smart energy/Smart Grid applications, transportation

platform (vehicle) applications, Internet of Things applications, and other data distribution (<100 m
between devices). This standard focuses on the balanced and efficient use of the power line
communications channel by all classes of BPL devices, defining detailed mechanisms for coexistence
and interoperability between different BPL devices, and assuring that desired bandwidth and
quality of service may be delivered. The standard addresses the necessary security questions to
provide privacy of communications between users and allow the use of BPL for security-sensitive
services. It is limited to the physical layer and the medium access sublayer of the data link layer, as
defined by the International Organization for Standardization (ISO) Open Systems Interconnection

(OSI) Basic Reference Model.
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1.2 Purpose

New modulation techniques offer the possibility to use the power lines for high-speed
communications. This new high-speed medium is open and locally shared by several BPL devices.
Without an independent, openly defined standard, BPL devices serving different applications will
conflict with one another and provide unacceptable service to all parties. The standard will provide
a minimum implementation subset that allows fair coexistence of the BPL devices. The full
implementation will provide interoperability among BPL devices, as well as interoperability with
other networking protocols, such as bridging for seamless interconnection via IEEE Std 802.1X™
2020 2646.1 It is also the intent of this effort to progress quickly toward a robust standard so power
line applications may begin to impact the marketplace. The standard also complies with
electromagnetic compatibility (EMC) limits set by national regulators, so as to enable successful

coexistence with wireless and telecommunications systems.
1.3 Protocols

The defined protocols provide connectivity over power lines to automatic machinery, equipment, or

stations that are connected to power lines, including;:

— Functions and services required by an IEEE-1901-conformant device to operate within

networks as well as the aspects of station portability (relocation) within those networks.

— Medium access control (MAC) procedures to support the asynchronous MAC service

data unit (MSDU) delivery services.

— Physical layer (PHY) signaling techniques and interface functions that are controlled by
the IEEE 1901 MAC.

—  Operation of an IEEE-1901-conformant device within a power line network that coexists
with multiple other overlapping IEEE 1901 power line networks, automatically and

without user intervention. Two modes of coexistence operation are defined:

1 Information on references can be found in Clause 2.
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1) Inter-system protocol (ISP) allows IEEE-1901-conformant devices, ITU-T G.hn

devices, and low-rate wideband service devices to coexist.

2) Coexistence protocol (CXP) allows non-IEEE-1901-conformant devices to coexist

with IEEE-1901-conformant devices or non-IEEE-1901-conformant devices.

— Requirements and procedures to enable security, data integrity, and confidentiality of
user information being transferred over the power line and authentication of IEEE-1901-

conformant devices.

— Mechanisms for dynamic notching (DN), dynamic frequency selection (DFS), and

transmit power control (TPC).
— Mechanisms for shaping the power spectral density (PSD).

— MAC procedures to support network applications with quality-of-service (QoS)

requirements.

— Complete set of variables that govern the conditional requirements of this standard (see

Annex A).

1.4 Overview of annexes

This subclause lists all of the annexes contained in this standard:

— Annex A (normative) List of the IEEE 1901 MAC and PHY management variables:
provides a list of MAC and PHY management information base (MIB)-capable variables.
See IETF RFC 1213.

— Annex B (normative) Optional filters for the bandpass wavelet OFDM: contains some

normative tables that were placed in the annexes because of their size.

— Annex C (informative) Beacon-triggered TDMA scheduling examples: provides
examples of beacon-triggered, time division multiple access (TDMA) scheduling used for

different types of traffic streams.
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— Annex D (informative) RSNA reference implementations and test vectors: provides test
vectors for robust security network association (RSNA) implementation for pseudo-
random function (PRF) and counter mode (CTR) with CBC message authentication code

(CBC-MAC) protocol (CCMP).

— Annex E (informative) Integration function: describes an integration service between a
non-IEEE-802.3™ network and an & IEEE 1901 portal and comparison with IEEE Std
802.1D™-2004 bridging functionality.

— AnnexF (informative) Channel and noise analysis and models for BPL systems: provides

informative material regarding BPL channel and noise models.

— Annex G (informative) Priority mapping: provides the recommended mapping between

user priority identifiers (IDs) and user applications.

— Annex H (informative) DSN in-home security —user experiences (UEs): describes the
typical user experience with IEEE 1901 station (STA) in a basic service set (BSS)

implementing a device-based security network (DSN).

— AnnexI (informative) DSN in-home security —state transition diagrams: describes a state

machine for DSN in-home security and key management.

— Annex] (informative) DSN in-home security —test vectors: provides test vectors for DSN
in-home implementation for hashed network membership key (NMK), hashed network
identifier (NID) and NMK provisioning management message entry (MME) using device
access key (DAK).

— Annex K (informative) Bridging and routing that use 1901 FFT stations as one or more of
their portals: provides an explanation and examples for IEEE 1901 end-to-end bridging

and station-to-station routing in both in-home and access segments.

— Annex L (informative) FFT parameters: describes FFT parameters for PHY and MAC and

multiple networks scenarios for different network modes.
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— Annex M (informative) 1901 FFT and TIA-1113 coexistence: describes coexistence

between IEEE 1901 FFT STAs and legacy TIA-1113 STAs.

— Annex N (informative) Fair share between 1901 access and 1901 in-home using the same
PHY: describes fair medium sharing between the IEEE 1901 access network and the IEEE

1901 in-home network, which are using the same PHY.

— Annex O (informative) 1901 access and 1901 in-home synchronization and
interoperability: describes a method for IEEE 1901 access and IEEE 1901 in-home to

synchronize on the same PHY scheme for achieving full interoperability.

— Annex P (normative) Optional coexistence protocol: specifies an optional coexistence
protocol (CXP) between IEEE-1901-conformant systems and systems that implement

only CXP but are not IEEE 1901-conformant.

— Annex Q (informative) Resource request and allocation: describes coexistence resource
request and allocation between in-home systems and between in-home systems and

access systems.

— Annex R (informative) Resynchronization examples: describes coexistence protocol

resynchronization scenarios.

— Annex S (informative) Examples of the coexistence protocol handling hidden node

systems: provides examples for coexistence protocol handling of hidden node systems.

— Annex T (informative) Flowcharts of CX Protocol: provides examples of detailed

flowcharts for the CXP.

— Annex U (informative) Zero-cross point detection circuit: describes a recommended

zero-cross point detection circuit.

— Annex V (informative) Transmit spectrum mask example: shows a transmit spectrum

mask example of the upper bound of the power spectral density (PSD).
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— Annex W (informative) CDCF signals: description and definition of CXP;s commonly

distributed coordination function (CDCF) signal generation and reception.

— Annex X (informative) Bibliography: identifies informative references cited in this

standard.

— Annex Y (informative) Multi-hop communication in 1901 networks.

— Annex Z (informative) Technical corrections, clarifications, and enhancements.

1.5 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the

standard and from which no deviation is permitted (shall equals is required to).23

The word should indicates that among several possibilities one is recommended as particularly

suitable, without mentioning or excluding others; or that a certain course of action is preferred but

not necessarily required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard

(may equals is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or

causal (can equals is able to).

2 Normative references

The following referenced documents and URLs are indispensable for the application of this
document (i.e., they must be understood and used, so each referenced document is cited in text and
its relationship to this document is explained). For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any amendments or

corrigenda) applies.

2 The use of the word must is deprecated and shall not be used when stating mandatory requirements, must is used only to describe

unavoidable situations.

3 The use of will is deprecated and shall not be used when stating mandatory requirements, will is only used in statements of fact.
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FIPS PUB 180-2:2002_(with Change Notice 1), Secure Hash Signature Standard (SHS), (including the

change notice dated Feb. Eebruary 25, 2004, concerning truncation).4?

FIPS PUB 197-2001, Advanced Encryption Standard (AES).

FIPS PUB 198-2002, The Keyed-Hash Message Authentication Code (HMAC).23

FIPS SP 800-38A:2001, Recommendation for Block Cipher Modes of Operation —Methods and

Techniques._

IEC CISPR 16-1-1:2010 20603, Specification for Radio Disturbance and Immunity Measuring
Apparatus and Methods—Part 1-1: Radio Disturbance and Immunity Measuring Apparatus_—

Measuring Apparatus.*

IEC CISPR 16-2-1:2003+AMD1:2005, Specification for Radio Disturbance and Immunity Measuring

Apparatus and Methods—Part 2-1: Methods of Measurement of Disturbances and Immunity —
Conducted Disturbance Measurements-{witheraw).

IEC CISPR 32 22, Information Technology Equipment—Radio Disturbance Characteristics — Limits

and Methods of Measurement.

4 2 FIPS publications are available from the National Technical Information Service,-INFIS); U._S. DepartmentBept: of Commerce;
5285PortReyalRd-Springfield VA221615,USA (http://www.ntis.org/).

32 At the time of publication, this document is available at http://csrc.nist.gov/publications/fips/fips198/fips-198a.pdf.
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IEEE Std 802™-2004, IEEE Standard for Local and Metropolitan Area Networks: Overview and

Architecture.> 67,8

IEEE Std 802.1D™-2004, IEEE Standard for Local and Metropolitan Area Networks —Media Access

Control (MAC) Bridges.

IEEE Std 802.1Q™-2018 4998, IEEE Standard for Local and Metropolitan Area Network — Virtual

Bridged Local Area Networks.

IEEE Std 802.1X™-20202646, IEEE Standard for Local and Metropolitan Area Networks—:-Port-

Based Network Access Control.

IEEE Std 802.3™-2008, IEEE Standard for Ethernet hfermation—technology—Speeifie

IETF RFC 768, User Datagram Protocol.?®

IETF RFC 791, Internet Protocol Specification.

¢ 5 The IEEE standards or products referred to in this-Clause 2 are trademarks owned by the Institute of Electrical and Electronics

Engineers, Incorporated.

7 ¢ IEEE publications are available from the Institute of Electrical and Electronics Engineers;445-HoesLanePiscatawayNJ-08854;
USA (http://standards.ieee.orgy).

87 “IEEE” and “802” are registered trademarks of in-the U:S—Patent-& Frademark-Officeowned-by The Institute of Electrical and

Electronics Engineers, Incorporated.

2¢JETF publications are available from the Internet Engineering Task Force_(https://www.ietf.org// HEFE-Seeretariat-efo-Asseciation
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IETF REC 793, Transmission Control Protocol Specification.

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-Based Internets.

IETF RFC 1321, The MD5 Message-Digest Algorithm.

IETF RFC 2104-1997, HMAC: Keyed-Hashing for Message Authentication.

IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification.

IETF RFC 3394. Advanced Encryption Standard (AES) Key Wrap Algorithm.

IETF RFC 3610-2003, Counter with CBC-MAC (CCM).

IETF RFC 4086, Randomness Requirements for Security.

ISO/IEC 7498-1:1994, Information Technology —Open Systems Interconnection —Basic Reference
Model: The Basic Model.10®

ISO/IEC TR 11802-5:1997 (E), Information Technology —Telecommunications and Information
Exchange Between Systems—Local and Metropolitan Area Networks—Technical Reports and

Guidelines—Part 5: Medium Access Control Bridging of Ethernet V2.0 in Local Area Networks '

ISO/IEC 18033-3, Information Technology —Security Techniques—Encryption Algorithms—Part 3:
Block Ciphers.

102JSO publications are available from the International Organization for Standardization ISO-Central-Seeretariat-CasePostale 56,7
rue-de-Varembé-CH1211-Geneve 20, Switzerland/-Suisse (http://www.iso.org/) and the eh/)-—ISO-publications-are-alse-available-in
the-United-Statesfrom-the Sales Department-American National Standards Institute;25-West-43rd-Street4th-Floor NewYorkNY
10036—USA  (http://www.ansi.org/)._IEC publications are available from the International Electrotechnical Commission

(http://www.iec.ch) and the American National Standards Institute (http://www.ansi.org/).

1 ISO/IEC TR 11802-5:1997 was previously known as IEEE Std 802.1H-1997.
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PKCS #5 v2.0, Password-Based Cryptography Standard.12+

TIA-1113, Medium-Speed (up to 14 Mbps) Power Line Communications (PLC) Modems Using
Windowed OFDM.13 #

3 Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards

Dictionary_Online—Glessary-ofFerns-and—-Definitions should be consulted for terms not defined in this

clause 14 *2

4-way handshake: A pairwise key management protocol defined by this standard. This handshake
confirms mutual possession of a pairwise master key (PMK) by two parties and distributes a group

temporal key (GTK).

4-way station-to-station link transient key (STK) handshake: A key management protocol between
two parties that confirms mutual possession of a station-to-station link master key (SMK) and

distributes a station-to-station link transient key (STK).

access broadband over power line (access BPL) network: An access network using a carrier current
system carrying high-speed digital communications on frequencies between 1.705 MHz and 100
MHz over electric power lines. Electric power lines carrying alternating current (at low voltage and
medium voltage) or direct current or nonenergized metal lines is the communication medium. The

electric power lines may be outside and within buildings and factories.

12 ¥ Pyblic-Key Cryptopgraphy Standards (PKCS) publications are available from RSA;Fhe-SeeurityPivision—of EMC—174
MiddlesexTurnpikeBedford, MA-01730 (http://www.rsa.com/rsalabs).

13 #TIA publications are available from the Telecommunications Industry Association;2500-Wilsen-Bewlevard,-Suite 300, Arlington;
VA22201-USA (http://www.tiaonline.org/).
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access control: The prevention of unauthorized usage of resources by limiting a station’s ability to

transmit on a network.

access gateway (AG): In an in-home basic service set (BSS), a station (STA) that can interconnect the

in-home BSS to the access Cell.

access network (AN): A part of a communications network that connects subscribers to their

immediate service provider.

access (ACC) subcell: An extension to the fast Fourier transform (FFT) access cell that is based on
access protocol and that may connect multiple access customer premises equipment (CPE) to the
core cell, through that cell's active network termination unit (NTU). Each traffic class from the NTU
to each piece of access customer premises equipment (access-CPE) requires a separate security

association and different key(s).

access (commonly distributed coordination function [CDCF]) sequence: A set of
VALID_SIGNAL_COUNT or more consecutive CDCF windows that have the same signal for the
CDCEF field A.

access S-Slot: S-Slots used by an access system in the time division multiplexing (TDM) coexistence

mode.

access system: A carrier current system carrying high-speed digital communications on frequencies
between 1.705 MHz and 100 MHz over medium- and low-voltage electric power lines that distribute
electricity to end-user premises. The electric power lines may be both outside and within buildings,

and they must be owned and/or operated by an electrical utility.

additional authentication data (AAD): Data that are not encrypted but are cryptographically

protected.

admission control: An algorithm to manage and check that admittance of a new flow into a resource
constrained network does not violate parameterized service commitments made by the network to

admitted flows.
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Advanced DOF (ADOF mode): The optional diversity-orthogonal frequency division multiplexing

(OFDM) for frame body mode (DOF mode), supported in SCW and flexible channel wavelet (FCW)

operation, using a low-density parity check code (LDPC) forward error correction (FEC) for error-

correction coding.

aggregated schedule: The aggregation of delivery schedules by the basic service set (BSS) manager

(BM) for a particular non-BSS manager (non-BM) station (STA) into a single service period (SP).
amplitude map: A table of amplitude scaling values assigned to each carrier.

association: The service used to establish basic service set (BSS) manager/station (BM/STA) mapping
and to enable STA invocation of the distribution system services (DSSs). This service may assign an

identifier to an associated station to aid STA addressing in the BSS.

authentication: The service used to verify the identity of a station. This service is used to establish
the identity of one station as a member of the set of stations authorized to associate with another

station.

authentication and key management (AKM) suite: A set of one or more algorithms designed to
provide authentication and key management, either individually or in combination with higher

layer authentication and key management algorithms outside the scope of this standard.

authentication server (AS): An entity that provides an authentication service to an Authenticator.
This service determines, from the credentials provided by the Supplicant, whether the Supplicant is

authorized to access the services provided by the Authenticator. (IEEE Std 802.1X-2020 2618)

Authenticator: An entity at one end of a point-to-point local area network (LAN) segment that
facilitates authentication of the entity attached to the other end of that link. (IEEE Std 802.1X-2020
2010)

Authenticator address (AA): The medium access control (MAC) address of the IEEE 802.1X

Authenticator.

authorized: To be explicitly allowed.
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backhaul-interface (gateway) (injection point) (medium-voltage [MV] node): The primary data
interconnect point that connects the access system to the local Telecommunications Network Point of

Presence; aggregating and managing the data traffic from its downstream bridges.

basic service area (BSA): The area containing the members of a basic service set (BSS). It may

contain members of other basic service sets.

basic service set (BSS): A set of stations that have successfully synchronized using the JOIN service
primitives and one station that has used the START primitive. Membership in a BSS does not imply

that power line communication with all other members of the BSS is possible.

basic service set (BSS) manager (BM): Any entity that has station (STA) functionality and provides
association/security, neighbor network coordination services, and quality-of-service (QoS)
management, via the power line, for stations in the BSS. Every BSS is initialized and managed

(including all associations, authorizations, and QoS) by a BM.

beacon cycle: The interval during which a basic service set (BSS) manager (BM) or head end (HE)
transmits a Beacon frame. The length of this interval is given by the defined constant

BEACON_CYCLE.

beacon extent: The time period during which the basic service set (BSS) manager (BM) transmits a
Beacon frame. The beacon extent is located in the first few slots during the beacon cycle (as soon
after target beacon transmission time [TBTT] as possible). Because the BM holds priority access

rights to the medium, after TBTT, the beacon extent begins before other frames are transmitted.

beacon interval, beacon period: The period from the start of transmission of one Beacon frame to

the start of transmission of the next Beacon frame by the same basic service set (BSS) manager (BM).

beacon region: Allocation within the beacon interval in which one or more basic service set (BSS)

managers (BMs) can each transmit a beacon.

best effort system: In-home system that does not use S-Slots. Best effort systems use D-Slots only.
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big endian: The concept that, for a given multi-octet numeric representation, the most significant

octet has the lowest address.

bridge station: Station that relays traffic between basic service sets (BSSs) or between a BSS and an

external network.

broadband over power line (BPL) bridge: Any entity that provides a data interconnect between
segments of the power network and one or more other media, providing signal and logical protocol

translation from one medium to another.

broadband over power line (BPL) installation: The set of devices that include BPL equipment and
in addition network management systems, cable devices, or wireless attached devices (e.g., sensors,
accessories, connecting cables and other devices, and systems directly connected to the BPL

equipment or monitoring/managing BPL equipment).

broadband over power line (BPL) modem: A device that operates at the medium access control
(MAC)/physical layer (PHY) layers and supports transmission of digital data over electrical power

lines.
broadcast address: A unique multicast address that specifies all stations.

carrier: The smallest unit of transmission on the medium. The carrier consists of a high-frequency
tone. If the physical layer (PHY) employed uses wavelet orthogonal frequency division multiplexing
(OFDM), then one carrier in one symbol length supports a maximum of 1 bit at 2 pulse amplitude

modulation (2PAM), 2 bits at 4PAM, 3 bits at 8PAM, 4 bits at 1l6PAM, and 5 bits at 32PAM.

carrier sense multiple access with collision avoidance (CSMA/CA): A local area network access
technique. When a station wants to gain access to the network, it listens for conflicting traffic and
checks to determine whether the network is free. If the network is not free, it waits for a small

amount of time and retries.

carrier sense multiple access (CSMA)-only mode: Beacon interval that consists only of CSMA

regions and stayout regions.
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carrier sense multiple access (CSMA) region: Time period within the beacon interval in which all
stations may access the medium using the CSMA with collision avoidance (CA) channel access

mechanism.

cell: A cell is a fast Fourier transform (FFT) access basic service set (BSS). Cells are logically isolated
from each other by using a separate short network identifier (SNID)/terminal equipment identifier
(TEI) addressing space. A cell may include one or more subcells. The main differences between FFT

in-home BSS and access cell are summarized in 4.3.7.

Central Beacon: A Management frame broadcast by the basic service set (BSS) manager of each

logical network carrying medium allocation and/or schedule information.

channel: An instance of communications medium use for the purpose of passing protocol data units

(PDUs) between two or more stations. A channel consists of one or more carriers.

channel estimation: The process of testing a channel and evaluating the response to the test such

that this information can be used to optimize the transmission of information over the channel.

channel spacing: The difference between the center frequencies of two nonoverlapping and adjacent

channels of the radio transmitter.

cipher suite: A set of one or more algorithms, designed to provide data confidentiality, data

authenticity or integrity, and/or replay protection.

clear channel assessment (CCA) function: That logical function in the physical layer (PHY) that

determines the current state of use of the power line medium.

coexistence: The ability of different BPL systems to run on the same power line or power lines and

to function simultaneously, with an acceptable level of performance.

coexistence protocol (CXP): A general resource-sharing mechanism that allows non-IEEE 1901

devices to share resources with each other and with other IEEE 1901 devices.

commonly distributed coordination function (CDCF) field: A time-frequency field in CDCF
window. There are seven groups of CDCF fields, field groups A, G, C/F, R, B, H, and J.
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commonly distributed coordination function (CDCF) field A: A time-frequency field for access
systems. CDCEF field A is used by access system nodes to notify that an access system is present and
which resources it is using to in-home systems. This field is equivalent in timing and form to the

inter-system protocol (ISP) field ATF.

commonly distributed coordination function (CDCF) field B: A (group of) time-frequency field(s)
for in-home systems. CDCF field B is used by in-home systems to indicate which D-Slots they are

using.

commonly distributed coordination function (CDCF) field C/F: A time-frequency field in the
CDCF window. Used by coexistence protocol (CXP) systems to indicate their presence to inter-

system protocol (ISP) systems, during resynchronization and during S-Slot and D-Slot acquisition.

commonly distributed coordination function (CDCEF) field G: A time-frequency field in the CDCF

window that is used by an access system to indicate its granularity mode (full or partial).

commonly distributed coordination function (CDCF) field H: A group of time-frequency fields for
in-home and access systems. CDCF field H is used by in-home systems to indicate which S-Slots
they are using. CDCF field H may be used by an access system to indicate which part of the

spectrum it is using in frequency division multiplexing (FDM) mode.

commonly distributed coordination function (CDCF) field J: A group of time-frequency fields

used by in-home systems during the S-Slot acquisition request procedure.

commonly distributed coordination function (CDCF) field R: A time-frequency field for in-home

systems. CDCF field R is used by in-home systems to signal a resynchronization request.

commonly distributed coordination function (CDCF) sequence: A set of VALID_SIGNAL_COUNT

or more CDCF windows that have CDCF signals in one or more CDCF fields.

commonly distributed coordination function (CDCF) signal: A signal that the coordinators

transmit at each CDCF field in the CDCF window.
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commonly distributed coordination function (CDCF) window: A time region composed of 13
regions on the time axis and 2 regions (channels) on the frequency axis, with each time-frequency
region forming a CDCF field. CDCF signals are transmitted at each time-frequency region (CDCF

field) by coordinators.
connectionless service: Transmission mode in which Data frames are individually transported.

connection-oriented service: Transmission mode in which involved stations first set up a logical

connection among themselves.

consecutive commonly distributed coordination function (CDCF) windows: A set of CDCF

windows that appear every Synchronization Period.

contention period (CP): The time period outside of the contention-free period (CFP) in a hybrid

coordinated basic service set (BSS). One or more CP is required to exist in each beacon interval.

contention window (CW): The period during which a station is allowed to access the medium using
carrier sense multiple access with collision avoidance (CSMA/CA). The CW is the maximum default

value for an access backoff counter.

contention-free period (CFP): The time period during operation of a basic service set (BSS) when the
right to transmit is assigned to stations (STAs) solely by the BM, allowing frame exchanges to occur

between members of the BSS without contention for the power line medium.

coordinated mode: Beacon interval structure consisting of a beacon region, followed by a carrier
sense multiple access (CSMA) stayout region, optionally followed by one or more reserved regions,

CSMA regions, stayout regions, or protected regions.

coordination function: The logical function that determines when a station (STA) operating within a

basic service set (BSS) is permitted to transmit protocol data units (PDUs) via the power line.

coordinator: A node that negotiates using the commonly distributed coordination function (CDCF)

with the Coordinators of other systems for frequency channel and time slot allocation.
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core cell: A cell in which the basic service set (BSS) manager (BM) is a head end (HE), in which there

is at least one associated station (STA), and in which any associated customer premises equipment

(CPE) is in subcells.

counter mode with cipher-block chaining frame authentication code (CCM): A symmetric key
block cipher mode providing confidentiality using counter mode (CTR) and data origin authenticity

using cipher-block chaining frame authentication code (CBC-MAC). See IETF RFC 3610-2003.
coupler: Electrical circuit for the purpose of transferring signals from one medium to another.

cryptographic encapsulation: The process of generating the cryptographic payload from the
plaintext data. This comprises the cipher text as well as any associated cryptographic state required
by the receiver of the data (e.g., initialization vectors [IVs], sequence numbers, frame integrity codes

[MICs], and key identifiers).

current commonly distributed coordination function (CDCF) sequence: The set of contiguous

CDCF windows with which a broadband over power line (BPL) system is synchronized.

customer premises equipment (CPE): Device that connects a customer’s in-home (IH) network to an
in-home subcell and that uses in-home protocols to connect to an access (ac) cell through a network

termination unit (NTU).

customer premises equipment (CPE)-access: A device that connects a customer’s in-home network
to an access subcell that uses access protocols to connect to an access cell through a network

termination unit (NTU).

customer premises equipment (CPE)-in-home: A device that connects a customer’s in-home
network to an in-home subcell, which uses in-home protocols to connect to an access cell through a

network termination unit (NTU).

data confidentiality: A property of information that prevents disclosure to unauthorized

individuals, entities, or processes.

deauthentication service: The service that voids an existing authentication relationship.
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decapsulate: To recover an unprotected frame from a protected one.
decapsulation: The process of generating plaintext data by decapsulating an encapsulated frame.

delimiter: The set of physical layer (PHY) fields that precede the payload field in the transmission

sequence.
disassociation service: The service that removes an existing association.

Discover Beacon: Frame that is transmitted and received by stations to exchange information about

the station and to discover neighboring networks and network topology.

distribution service: The service that, by using association information, delivers medium access

control (MAC) service data units (MSDUs) within the distribution system (DS).

distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and

integrated local area networks (LANS) to create an extended service set (ESS).

distribution system medium (DSM): The medium or set of media used by a distribution system
(DS) for communications between basic service set (BSS) managers (BMs) and portals of an extended

service set (ESS).

distribution system service (DSS): The set of services provided by the distribution system (DS) that
enables the medium access control (MAC) to transport MAC service data units (MSDUs) between
stations that are not in direct communication with each other over a single power line. These
services include transport of MSDUs between the BSS managers (BMs) of basic service sets (BSSs)
within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS,
and transport of MSDUs between stations in the same BSS in cases where the MSDU has a multicast
or broadcast destination address or where the destination is an individual address and the station is

associated with a BM. DSSs are provided between pairs of IEEE 1901 MACs.

diversity-orthogonal frequency division multiplexing (OFDM) for frame body mode (DOF
mode): The diversity mode used for a frame body whose data is transmitted repeatedly (four times)

using different carriers.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 27,2026 at 08:56:04 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 1901-2020


http://www.avadocuments.com/doc/ieee-1901-2020
http://www.avadocuments.com/doc/ieee-1901-2020

downlink: A unidirectional link from a basic service set (BSS) manager (BM) to one or more non-BM

stations (STAs).

dynamic frequency selection (DFS): Facilities mandated to satisfy requirements in some regulatory
domains. These facilities may also be used for other purposes, such as automatic frequency

planning.

dynamic slot (D-Slot): A time slot defined within the TDM coexistence scheme. There are two D-

Slots in every time division multiplexing (TDM) unit.

dynamic virtual token passing (DVTP): The virtual token passing with the collision avoidance

access mechanism used by stations (STAs) in a basic service set (BSS).
encapsulate: To construct a protected frame from an unprotected frame.
encapsulation: The process of generating a protected frame by encapsulating plaintext data.

evaluation sequence: A set of data that are written on a frame when a channel estimation request is

issued to assess the transmission performance of each carrier.

extended service area (ESA): The area within which members of an extended service set (ESS) may
communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve several

basic service sets (BSSs) in overlapping, disjointed, or both configurations.

extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) that

appears as a single BSS to the logical link control (LLC) layer at any station associated with one of

those BSSs.

Extensible Authentication Protocol over Local Area Networks (LANs) (EAPOL)-key confirmation

key (KCK): A key used to integrity-check an EAPOL-key frame.

Extensible Authentication Protocol over Local Area Networks (LANs) (EAPOL)-key encryption
key (KEK): A key used to encrypt the key data field in an EAPOL-key frame.

fixed bit-rate system: This type of in-home system makes use of S-Slots.
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fragmentation: The process of segmenting a medium access control (MAC) service data unit
(MSDU) or MAC management protocol data unit (MMPDU) into a sequence of smaller MAC
protocol data units (MPDUs) prior to transmission. The process of recombining a set of fragment
MPDUs into an MSDU or MMPDU is known as defragmentation. These processes are described in
5.8.1.9 of ISO/IEC 7498-1:1994.

frame body: Field in a protocol data unit (PDU), excluding the header and trailer material. In a
medium access control (MAC) service data unit (MSDU), for instance, this field is the MSDU

without its station address, block padding, and frame check sequences.

frequency division multiplexing (FDM) mode: A coexistence mode in which an access system

occupies one frequency channel and in-home systems coexist in the other frequency channel.

Gaussian frequency shift keying (GFSK): A modulation scheme in which the data are first filtered

by a Gaussian filter in the baseband and then modulated with a simple frequency modulation.
global link: Link established and controlled by the basic service set (BSS) manager (BM).

global traffic class: Traffic class established and controlled by the basic service set (BSS) manager

(BM).

group key handshake: A group key management protocol defined by this standard. It is used only
to issue a new group temporal key (GTK) to peers with whom the local station (STA) has already

formed security associations.
group master key (GMK): An auxiliary key that may be used to derive a group temporal key (GTK).

group temporal key (GTK): A random value, assigned by the broadcast/multicast source, which is
used to protect broadcast/multicast medium access control (MAC) protocol data units (MPDUSs)

originating from that source. The GTK may be derived from a group master key (GMK).

group temporal key security association (GTKSA): The context resulting from a successful group

temporal key (GTK) distribution exchange via either a group key handshake or a 4-way handshake.
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handover: Transfer of the basic service set (BSS) manager (BM) function from the current BM to

another station (STA), which will be the new BM.

head end (HE): Device that bridges an access cell to a backhaul network. There is one and only one

active HE in a cell. Each active HE manages one cell, including all of the cell’s associated subcells.

hidden node; hidden station: A node (station) whose transmissions cannot be reliably detected
using carrier sense (CS) by a second station, but whose transmissions may interfere with the

transmission or receipt of signals at that second station.

hidden system: When the following two conditions are fulfilled, broadband over power line (BPL)
system B is called a “hidden system” for BPL system A: {1) the commonly distributed coordination
function (CDCF) sequence transmitted by system A does not reach system B or {2) one or more

nodes from system B interfere with nodes belonging to system A.
hybrid access station: A station that interoperates with both access and in-home networks.

IEEE 802.1X authentication: Extensible authentication protocol (EAP) authentication transported by

the IEEE 802.1X protocol.

IEEE 1901 fast Fourier transform (FFT) hybrid mode: A mode of operation of IEEE 1901 FFT

networks that enables coexistence with TIA-1113 networks.
individual address: See: unicast address.

infrastructure: The infrastructure includes the distribution system medium (DSM), basic service set
(BSS) manager (BM), and portal entities. It is also the logical location of distribution and integration
service functions of an extended service set (ESS). An infrastructure contains one or more BMs and

zero or more portals in addition to the distribution system (DS).

in-home broadband over power line (BPL) network: A home networking technology that uses the
electrical outlets and wiring within a home or building, which is not owned and/or operated by an
electrical utility, to create a network that allows the transfer of information between in-home
electronic devices. An Internet connection may be possible by interconnecting with any of the

broadband access networks.
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in-home commonly distributed coordination function (CDCF) sequence: A CDCF sequence of

period Tu. The in-home sequence and the access sequence are the same in time division multiplexing

(TDM) mode.

in-home G.hn system: An in-home system using the ITU-T G.hn physical layer (PHY)/medium

access control (MACQC).

in-home OFDM system: An in-home system using the IEEE 1901 fast Fourier transform (FFT)

(orthogonal frequency division multiplexing [OFDM]) physical layer (PHY)/medium access control
(MACQ).

in-home S-Slot: An S-Slot that is available for in-home systems.

in-home subcell: An extension to the fast Fourier transform (FFT) access cell that is based on in-
home protocol and that may connect multiple in-home customer premise equipment (CPE) to the
core cell, through that cell's active network termination unit (NTU). Each traffic class from the NTU

to each customer’s set of in-home CPE(s) requires a separate security association and different

key(s).

in-home system: A home networking system that uses the electrical outlets and wiring within a
home or building, which are not owned and/or operated by an electrical utility, to create a network
that allows the transfer of information between in-home stations. An Internet connection may be

possible by interconnecting with any of the broadband access networks.

in-home wavelet: Applies either to single channel wavelet (SCW) or flexible channel wavelet (FCW).

in-home wavelet system: An in-home system using a #ke IEEE 1901 wavelet physical layer

(PHY)/medium access control (MAC).

integration service: The service that enables delivery of medium access control (MAC) service data
units (MSDUs) between the distribution system (DS) and a non-IEEE 1901 local area network (LAN)

(via a portal).
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interframe space (IFS) prioritized channel access: The prioritized carrier sense multiple access with
collision control (CSMA/CA) medium access mechanism used by stations (STAs) in a basic service
set (BSS). This access mechanism is also used by the BSS manager (BM) and operates concurrently

with the BM function controlling time division multiple access (TDMA) in the BSS.

interframe space (IFS) prioritized channel access function (IPCAF): A logical function in a station
(STA) that determines, using IFS prioritized channel access, when a frame in the transmit queue
with the associated traffic category (TC) is permitted to be transmitted via the power line. There is

one IPCAF per TC.

interoperability: The capability of broadband over power line (BPL) systems to exchange payload

data at the maximum level of performance.

inter-system protocol (ISP) signal: Signal transmitted within the ISP window

ISP state wavelet: Applies either to single channel wavelet (SCW) or flexible channel wavelet

(FECW).

inter-system protocol (ISP) window: A time region composed of two regions on the time axis, with
each time region forming an ISP field. The ISP window occurs periodically with a period given by
TISP. ISP windows are used to convey information on coexisting system presence, resource
requirements, and resynchronization requests. Each broadband over power line (BPL) system

category is allocated a particular ISP window.

ITU-T G.hn: Physical layer (PHY)/medium access control (MAC) data link layer (DLL)
recommendation; G.9960 (PHY specification), G.9961 (MAC/DLL specification).

key counter: A 256-bit (32-octet) counter that is used in the pseudo-random function (PRF) to

generate initialization vectors (IVs). There is a single key counter per station (STA).

key data encapsulation (KDE): Format for data other than information elements in the Extensible

Authentication Protocol over Local Area Networks (LANs) (EAPOL)-key data field.
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key management service: A service to distribute and manage cryptographic keys within a robust

security network (RSN).

link: In the context of a IEEE 1901 medium access control (MAC) entity, a physical path consisting of
exactly one traversal of the power line that is used to transfer a MAC service data unit (MSDU)

between two stations (STAs). Also, a unidirectional data flow over a physical link.

link identifier (LID): An 8-bit number used by the basic service set (BSS) manager (BM) to identify a
specific allocated connection between two stations in a BSS. The BM creates the identifier (ID) in
response to a station’s bandwidth request for transmission to a destination station in the BSS. Link

IDs may take the values 0 — 254; value 255 is used for special purposes.

link margin: Ratio of the received signal power to the minimum desired by the station (STA). The
STA may incorporate rate information and channel conditions, including interference, into its
computation of link margin. The specific algorithm for computing the link margin is implementation

dependent.

little endian: The concept that, for a given multi-octet numeric representation, the least significant

octet has the lowest address.

local link: Link established and managed by the transmitting station (STA).

local traffic class: Traffic class established and managed by the transmitting station (STA).
logical connection: Collection of unidirectional data flows (links) between two or more stations.

logical network: An abstract network that is concermed only with data connection paths and is

independent of the physical location of each piece of equipment in the network.

low-voltage distribution: The set of wires between a transformer and all residences to which the

wires are connected, including all electrical power wiring in the connected residences. Voltage levels

are 600 V or less and usually 120 V/240 V (U.S.) and 230 V/240 V (Europe).
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management message: The frame body of a management medium access control (MAC) protocol

data unit (MPDU).

master node: The node that determines the commonly distributed coordination function (CDCF)
signal pattern to transmit within a broadband over power line (BPL) system. There is only one
master node in a BPL system. The master node does not have to be a fixed node within the system,
and functionality may be transferred from one node to another within the system. The master node

instructs all coordinators of the timing of CDCF windows and the signal pattern.

master session key (MSK): Keying material that is derived between the extensible authentication
protocol (EAP) peer and exported by the EAP method to the authentication server (AS). This key is

at least 64 octets in length.

medium access control (MAC) information set (MINFO): The set of operations specified at the

MAC service access point (MAC SAP) for local processing on a stream.

medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities, using services of the physical layer (PHY), to implement

the MAC management protocol.

medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between

two peer MAC entities using the services of the physical layer (PHY).

medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit

between MAC service access points (SAPs).

medium-voltage (MV) cells: A set of medium-voltage equipment communicating with the same

medium-voltage head end.

medium-voltage (MV) head end: Backbone-interface (gateway) (injection point) (MV node)—the
primary data interconnect point that connects the broadband over power line (BPL) system to the
local telecommunications network point of presence, aggregating and managing the data traffic

from its downstream bridges.
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medium-voltage (MV) to low-voltage (LV) broadband over power line (BPL) bridge: The device
that provides a data interconnect between segments of the medium-voltage power network and
segments of the low-voltage power network, providing signal and logical protocol translation from

one medium to another.

message integrity code (MIC): A value generated by a cryptographic function. If the input data are
changed, a new value cannot be correctly computed without knowledge of the cryptographic key(s)
used by the cryptographic function. This is traditionally called a message authentication code (MAC),

but the acronym “MAC” is already reserved for another meaning in this standard.
mobile station: A type of station that uses network communications while in motion.

multicast: When applied to a medium access control (MAC) service data unit (MSDU), it is an
MSDU with a multicast address as the destination address (DA). When applied to a MAC protocol
data unit (MPDU) or Control frame, it is an MPDU or Control frame with a multicast address as the

receiver address (RA).

multicast-group address: A medium access control (MAC) address associated by a higher level

convention with a group of logically related stations.
multicast address: A medium access control (MAC) address that has the group bit set.

narrowband electrical noise: A disturbance at a single frequency or in a narrowband of frequencies

about a single frequency.
neighbor basic service set (BSS) manager (BM): Any BM that is a potential transition candidate.

neighbor network: Interfering logical IEEE 1901 network. A network sharing the same medium that
may be capable of interoperating with other networks on the medium but is not allowed to be part

of the network. It may interfere, coexist, or interoperate.
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