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Abstract: An abstraction layer for multiple home networking technologies that provides a
common interface to widely deployed home networking technologies is defined in this standard:
IEEE 1901 over power lines, IEEE 802.11 for wireless, Ethernet over twisted pair cable, and
MoCA 1.1 over coax. Connectivity selection for transmission of packets arriving from any
interface or application is supported by the 1905.1 abstraction layer. Modification to the
underlying home networking technologies is not required by the 1905.1 layer, and hence it does
not change the behavior or implementation of existing home networking technologies. Introduced
by the 1905.1 specification is a layer between layers 2 and 3 that abstracts the individual details
of each interface, aggregates available bandwidth, and facilitates seamless integration. The
1905.1 also facilitates end-to-end quality of service (QoS) while simplifying the introduction of
new devices to the network, establishing secure connections, extending network coverage, and
facilitating advanced network management features including discovery, path selection,
autoconfiguration, and quality of service (QoS) negotiation.

Keywords: abstraction layer, access point (AP) autoconfiguration, data models, fragmentation
and reassembly, IEEE 802.1 bridge discovery, IEEE 802.11™, IEEE 1901™, IEEE 1905.1™,
MoCA, pairwise master key, push button, registration, security, topology discovery protocol,
wireless fidelity (Wi-Fi)
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA)
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verify the accuracy of any of the information or the soundness of any judgments contained in its standards.
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any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS
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The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a
standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another.
Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of
that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
would like to participate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE
working group at http:/standards.ieee.org/develop/wg/.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854-4141
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE standards development process, visit IEEE-SA  Website at
http://standards.ieee.org/index.html.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.iece.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.
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Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 1905.1-2013, IEEE Standard for a Convergent Digital Home Network for
Heterogeneous Technologies.

Among the home networking technologies, wireless networks offer mobility and wired technologies offer
extensive bandwidth or outlet ubiquity for data communications. Wired and wireless technologies
complement each other to provide full home coverage.

To address the wide variety of applications, regions, environments, and topologies, multiple connectivity
technologies are needed. Each of these different technologies has a unique interface to higher layer entities,
thus, leading to software and hardware design complexities in multiconnectivity devices. This complexity
must be reduced and new features/functions must be enabled that can take advantage of the multiple paths
available between devices.

IEEE Std 1905.1 addresses these requirement by defining an abstraction layer for multiple home
networking technologies that provides a common interface to widely deployed home networking
technologies: IEEE Std 1901™-2010 over power lines, IEEE Std 802.11™-2012 for wireless, Ethernet over
twisted pair cable, and MoCA® 1.1 over coax.*”

* Information on references can be found in Clause 2.
® MoCA is a registered trademark in the U.S. Patent & Trademark Office, owned by the Multimedia over Coax Alliance.
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IEEE Standard for a Convergent
Digital Home Network for
Heterogeneous Technologies

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard defines an abstraction layer for multiple home network technologies. The abstraction layer
provides a common data and control service access point to the heterogeneous home network technologies
described in the following specifications: IEEE Std 1901™-2010, IEEE Std 802.11™-2012,
IEEE Std 802.3™-2008, and MoCA® 1.1."* This standard is extensible to work with other home network
technologies.

The abstraction layer supports a dynamic interface selection for transmission of packets arriving from any
interface (upper protocol layers or underlying network technologies). End-to-end quality of service (QoS)
is enabled in an IEEE 1905.1 network.

Also specified are procedures, protocols, and guidelines to provide a simplified user experience to add
devices to the network, to set up encryption keys, to extend the network coverage, and to provide network
management features to address issues related to neighbor discovery, topology discovery, interface
selection, QoS negotiation, and network control and management.

" Information on references can be found in Clause 2.
2 MoCA is a registered trademark in the U.S. Patent & Trademark Office, owned by the Multimedia over Coax Alliance.
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1.2 Purpose

The abstraction layer’s common interface allows applications and upper layer protocols to be agnostic to
the underlying network technologies. The purpose of this standard is to facilitate the integration of
IEEE 1901 with other home network technologies.

Additionally, the purpose of this standard is to define an abstraction layer that allows the following:

— Common network setup among heterogeneous network technologies

— Providing the same user experience in the process of adding a device to the network and the
same user experience while setting an encryption key

— Intelligent network interface selection for delivery of packets that provides improved coverage
performance, improved data rate on the poorest link, improved network capacity, improved
network reliability and QoS, and support for end-to-end QoS for different traffic classes

— Seamless/transparent interface switching
— Real-time mapping of connection links and interfaces for each traffic class/stream
— Green energy management

2. Normative references

The following referenced document is indispensable for the application of this document (i.e., it must be
understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

Connection Handover Technical Specification NFC Forum, Connection Handover 1.2; NFCForum-TS-
ConnectionHandover 1 2.doc; 2010-07-07.

FIPS PUB 180-2:2002, Secure Hash Signature Standard (SHS) (including the change notice dated
February 25, 2004, concerning truncation).*

IEEE P802.11ac/D3.0 (June 2012), Enhancements for Very High Throughput for Operation in Bands
below 6 GHz.’

IEEE Std 1901™-2010, IEEE Standard for Broadband over Power Line Networks: Medium Access Control
and Physical Layer Specifications.®’

IEEE Std 802™-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture.

IEEE Std 802.1AB™-2009, IEEE Standard for Local and Metropolitan Area Networks—Station and Media
Access Control Connectivity Discovery.

IEEE Std 802.1D™-2004, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Bridges.

* NFC Forum publications are available from the NFC Forum Technical Specifications (http://www.nfc-forum.org/).

* FIPS publications are available from the National Technical Information Service (http://www.ntis.gov/).

* This IEEE standards project was not approved by the IEEE-SA Standards Board at the time this publication went to press. For
information about obtaining a draft, contact the IEEE.

¢ IEEE publications are available from The Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).

" The TEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
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IEEE Std 802.1Q™-2011, IEEE Standard for Local and Metropolitan Area Networks—Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.3™-2008, IEEE Standard for Information Technology-Specific Requirements—Part 3:
Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer
Specifications.

IEEE Std 802.11™-2012, IEEE Standard for Information Technology—Telecommunications and
Information Exchange between Systems—Local and Metropolitan Area Networks—Specific
Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications.

IEEE Std 802.11ad™-2012, IEEE Standard for Information technology--Telecommunications and
Information Exchange Between Systems—Local and Metropolitan Area Networks—Specific
Requirements-Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications Amendment 3: Enhancements for Very High Throughput in the 60 GHz Band.

IETF RFC-6234, U.S. Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF).?

MoCA® MAC/PHY Specification v1.1, MoCA-M/P-SPEC-V1.1-06272011, Multimedia over Coax
Alliance (MoCA).’

PKCS #5 V2.0-1999, Password-Based Cryptography Specification.'’

Simple Object Access Protocol (SOAP) 1.1."

TR-069 Amendment 4, July 2011, CPE WAN Management Protocol, Broadband Forum."

TR-106 Amendment 6, July 2011, Data Model Template for TR-069-Enabled Devices, Broadband Forum.
TR-181 Issue: 2, May 2010, Device Data Model for TR-069, Broadband Forum Technical Report.

US-ASCII, ANSI X3.4-1968, Coded Character Sets—7-Bit American National Code for Information
Exchange."

Wi-Fi® Simple Configuration (WSC), Wi-Fi Simple Configuration Technical Specification Version 2.0.2."*
3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online should be consulted for terms not defined in this clause.'” '

8 IETF documents (i.e., RFCs) are available for download at http://www.rfc-archive.org/.

 MoCA specifications are available from the Multimedia over Coax Alliance (http://www.mocalliance.org/specs).

' RSA Laboratories specifications are available from RSA Laboratories (http:/www.rsa.com/). This document is available for
download at ftp:/ftp.rsasecurity.com/pub/pkes/pkes-5v2/pkes5v2-0.pdf/.

" This document is available for download at http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508.

'2 Broadband Forum Technical Reports are available from the Broadband Forum (http://www.broadband-forum.org/).

'3 ANSI publications are available from the American National Standards Institute (http://www.ansi.org/).

'* World Wide Web Consortium (W3C) publications are available from the World Wide Web Consortium (http://www.w3c.org/).
Wi-Fi is a registered trademark in the U.S. Patent & Trademark Office, owned by the Wi-Fi Alliance.

'S The IEEE Standards Dictionary Online subscription is available at http://www.ieee.org/portal/innovate/products/standard/
standards_dictionary.html.
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1905.1 abstraction layer: A layer between the logical link control (LLC) and one or multiple media access
control (MAC) service access points (SAPs) of 1905.1 supported MAC/physical layer (PHY) standards.
The 1905.1 abstraction layer (AL) is identified by its 1905.1 AL MAC address.

1905.1 abstraction layer management entity (ALME): A management entity that provides a
management service interface to the 1905.1 abstraction layer and the underlying network technologies.

1905.1 abstraction layer (AL) MAC address: A locally administered Extended Unique Identifier-48
(EUI-48) value that uniquely identifies a 1905.1 abstraction layer.

1905.1 management entity: An entity responsible for generating and processing 1905.1 interabstraction
layer messages.

1905.1 device: A device with one or more interfaces abstracted by a 1905.1 abstraction layer.

1905.1 higher-layer entity (HLE): A higher layer entity that has the ability to make use of a 1905.1
abstraction layer (AL).

1905.1 interface: An underlying network interface [media access control/physical layer (MAC/PHY)]
technology that is supported by IEEE Std 1905.1.

1905.1 link: A logical link set by a 1905.1 management entity between the 1905.1 abstraction layers of two
particular 1905.1 devices through their respective 1905.1 interfaces to exchange 1905.1 control messages
(CMDUs) and datagrams [protocol data units (PDUs)].

1905.1 link metrics: The link metrics of a transmission channel of a 1905.1 interface.

1905.1 multicast media access control (MAC) address: The destination address of messages using the
registered group MAC address: 01-80-C2-00-00-13.

1905.1 network: A set of 1905.1 devices interconnected by 1905.1 links.
1905.1 network key: The privacy parameter shared by all 1905.1 devices from which u-key(s) are derived.

access point (AP) enrollee: An AP that accepts IEEE 802.11 parameters (e.g., security credentials) from a
registrar based on the IEEE 1905.1 AP autoconfiguation protocol.

authenticated 1905.1 interface: A 1905.1 interface that transfers media access control (MAC) service data
units (MSDUs) over an encrypted link if the underlying network technology encryption mode is enabled.
When the underlying network technology does not support encryption mode or the encryption of the
underlying MAC/physical layer (PHY) is disabled for this link, the 1905.1 interface is considered
authenticated through NULL authentication.

bridging tuple: A list of media access control (MAC) addresses of a 1905.1 device’s network interfaces
for which packets can be forwarded between the interfaces.

discovery: A set of procedures allowing a 1905.1 higher layer entity (HLE) to discover other
1905.1 devices and detect the presence of IEEE 802.1 bridges between the HLE’s 1905.1 device and
another 1905.1 device.

higher layer entity (HLE): An entity above the 1905.1 abstraction layer management entity (ALME)
interface.

IEEE 802.1 bridge: A bridge that complies with IEEE Std 802.1D™-2004 or IEEE Std 802.1Q but does
not comply with IEEE Std 1905.1.

lost packet: A media access control (MAC) protocol data unit (MPDU) that arrives at the link transmitter
but is never received at the intended link receiver or is received with cyclic redundancy check (CRC) errors.

media access control (MAC) address: Extended Unique Identifier-48 (EUI-48) MAC address as
described in IEEE Std 802°-2001.

neighbor 1905.1 device: A 1905.1 device connected by at least one 1905.1 link.

'8 Key IEEE 1905.1 concepts are referred to from here on as either “IEEE 1905.1” or just “1905.1.”
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neighbor multicast control message data unit (CMDU): A 1905.1 multicast message that is not
retransmitted by a receiving 1905.1 device.

non-1905 neighbor device: A device that originates traffic, connected by at least one link that is not a
1905.1 device.

notification: Procedures by which a 1905.1 management entity notifies other 1905.1 control entities that a
change in the sender’s topology has occurred.

push button event: An event triggered by pressing a physical or logical button to authenticate an
1905.1 interface through a push button configuration method. The user experience information is defined in
H.5 of IEEE Std 1901-2010.

registrar: An entity that issues IEEE 802.11 parameters (e.g., security credentials) to a 1905.1 access point
(AP) enrollee based on the IEEE 1905.1 AP autoconfiguration protocol.

relayed multicast control message data unit (CMDU): A 1905.1 multicast message that is retransmitted
on all the interfaces of the receiving device (except for the interface on which the message was received).

reserved (bits): Bit fields reserved for future revisions of this specification.
reserved values: Values reserved for future revisions of this specification.

station management entity (SME): A management entity that provides a station’s media access control
(MAC) and physical layer (PHY) management service interface to the abstraction layer management entity
(ALME) and higher layer entities (HLEs).

u-key: A generic term to refer to the privacy parameter of each underlying 1905.1 network technology:
Wi-Fi wireless protected access (WPA)/wireless protected access II (WPA2) passphrase,
IEEE 1901 shared key device-based security network (DSNA) network membership key (NMK),
IEEE 1901 pairwise security network (PSNA) pairwise key (PWK), and MoCA privacy password.

unconfigured IEEE 802.11 access point (AP): A 1905.1 device containing a 1905.1 interface, which is an
IEEE 802.11 AP station but without any initial configuration parameters [e.g., service set identification
(SSID), channel, authentication, and key].

3.2 Acronyms and abbreviations

AL abstraction layer
ALME abstraction layer management entity
AP access point
CMDU control message data unit
DSNA device-based security network
KCD key carrying device
HLE higher layer entity
L2 layer 2
LLC logical link control
LLCDU logical link control data unit
LLDP link layer discovery protocol
LLDPDU LLDP data unit
MAC media access control
MPDU MAC protocol data unit
MSDU MAC service data unit
NDEF near-field communication data exchange format
NFC near-field communication
NFCNK near-field communication network key
NMK network membership key
PDU protocol data unit
PHY physical layer
PSNA pairwise security network
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SAP service access point

SME station management entity

SSID service set identifier

TLV type length value

WPA® wireless protected access'’

WPA2 wireless protected access 11
WSC Wi-Fi simple configuration

4. General description

4.1 Introduction

With the increase of bandwidth, intensive home networking applications, and consumers’ endless appetite
for services, home network technologies have become the latest frontier in the evolution of service delivery.

Both wired and wireless home network technologies have significant market presence due to the value they
create for end users. Wireless networks offer mobility, whereas wired technologies offer extensive
bandwidth or outlet ubiquity. Wired and wireless technologies complement each other to provide full home
coverage.

To address the wide variety of applications, regions, environments, and topologies, multiple connectivity
technologies are needed. Over the last 10 years, more than 1 billion home networking devices have been
deployed in the market, and hence, any proposed solution must interoperate with this deployed base.

4.2 |[EEE Std 1905.1 overview

IEEE Std 1905.1 defines an abstraction layer that provides a common interface to several home network
technologies: IEEE 1901 over power lines, Wi-Fi/IEEE 802.11 for wireless, Ethernet over twisted pair
cable, and MoCA 1.1 over coax (see Figure 4-1).

The 1905.1 abstraction layer supports connectivity selection for transmission of packets arriving from any
interface or application.

The 1905.1 layer does not require modification to the underlying network technologies and hence does not
change the behavior or implementation of existing home network technologies.

IEEE 1905.1 Abstraction Layer

L1

MAC/PHY MAC/PHY MAC/PHY MAC/PHY
IEEE 802.3 IEEE 802.11 IEEE 1901 MoCA

Figure 4-1—Overview of IEEE Std 1905.1

7 WPA is a registered trademark in the U.S. Patent & Trademark Office, owned by the Wi-Fi Alliance.
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The goal of IEEE Std 1905.1 is to define a common fabric that spans established home network
technologies and to define a common data and control service access point. Packets can arrive and be
transmitted over any of the defined interfaces, regardless of the upper protocol layers or underlying
network technologies.

Specifically, IEEE Std 1905.1 introduces an intermediate sublayer between the logical link control (LLC)
layer two (L2) sublayer and underlying network technology MAC sublayer(s) that abstracts the individual
details of each interface, aggregates available bandwidth, and facilitates seamless integration. This layer
simplifies setup, for example, by eliminating the need for a user to enter different passwords to access each
link. IEEE Std 1905.1 also enables end-to-end QoS while simplifying the introduction of new devices to
the network, establishing secure connections, extending network coverage, and providing advanced
network management features including discovery and interface selection.

4.2.1 Benefits of IEEE Std 1905.1
The benefits of IEEE Std 1905.1 include the following:

— Ease of use: It is imperative that network setup and use is simple to consumers. IEEE Std 1905.1
provides common setup procedures for adding devices to a network, establishing secure links,
implementing QoS, and managing the network.

— Fallback: When a link goes down temporarily or is congested, an alternative route is available.
This reduces the number of problems and interruptions that users experience, as well as reduces
the number of support calls that service providers must manage.

— Aggregated throughput: The ability to use a hybrid network’s entire available throughput across
the different interface networks maximizes throughput.

— Multiple simultaneous streams: IEEE Std 1905.1 helps ensure that multiple simultaneous
streams operate smoothly.

— Load balancing: The network can balance bandwidth usage over different interfaces to limit
congestion and maintain reliability.

— QoS: IEEE Std 1905.1 enables end-to-end QoS without compromising the internal integrity of
any protocol or medium over which it runs.

— Backward compatibility: IEEE Std 1905.1 helps ensure backward compatibility with previous
deployments of IEEE 1901, Wi-Fi/IEEE 802.11, Ethernet, and MoCA. IEEE Std 1905.1
provides interoperability with deployed technologies.

— Security: IEEE Std 1905.1 enables consistent password and authentication procedures for non-
1905.1 devices.

— Advanced diagnostics: IEEE Std 1905.1 allows the overall network to monitor itself to help
ensure reliable and uninterrupted operation.

— Self-install: IEEE Std 1905.1 allows devices to be configured the same way with a simple
button push. Pairing is kept simple through a standard push button or NFC mechanisms, thus,
avoiding complex configuration. Manual configuration is an option.

— Universal connectivity: IEEE Std 1905.1 allows users to connect to the hybrid network (a
network composed of more than one subnetwork types that, when interconnected together,
operate in a manner equivalent to that of a network composed of only one subnetwork type)
from any room in a house without having to be aware of which part of the network their device
is currently interfacing with. Supports handover from one network interface to another as
needed when moving from room to room.

— Energy management: Optimizing network power usage across different technologies results in
more energy-efficient operations.
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4.3 IEEE 1905.1 architecture

The 1905.1 abstraction layer is an intermediate layer between the LLC L2 layer and underlying MAC
layer(s) as illustrated in Figure 4-2.

¢~ — — Management Plane— — — 3¢ — — — — — — — — — — Data plane—— — — — — — — — — — — >
e I
: HLE ’_ LLC |
I
I |
———— ALME SAP 1905.1 MAC SAP
1905.1 Abstraction Layer
1905.1 Abstraction Layer
Management Entity (ALME) 7 77 T T 7T A T i Pt TR S T 7, /
\ Forwarding Entity /
N /
1905.1 Interf SAP>——<1905.I Interface SAP>——<1905.I Interface SAF'>—
LLC f SMAP LLC / SNAP Ethernet Convergence Layer
MAC/PHY IEEE 802.3 IEEE 802.11 IEEE 1901 MoCA
SMEs MAC MAC MAC MAC
IEEE 802.3 IEEE 802.11 IEEE 1901 MoCA
PHY PHY PHY PHY

Figure 4-2—1905.1 abstraction layer model

The 1905.1 abstraction layer abstracts the heterogencous MAC and PHY technologies of the converged
home network by creating a single virtual MAC on top of the underlying MAC/PHY of the respective
network technologies.

The 1905.1 abstraction layer provides service access points (SAPs) toward the upper layers as follows:

— For the data plane, a 1905.1 MAC SAP with the LLC

— For the management plane, a 1905.1 ALME CTRL SAP to invoke the abstraction layer
management functions

The 1905.1 abstraction layer can forward 802.3 MPDUs between the following:

— The 1905.1 MAC SAP and the underlying 1905.1 interfaces
— The underlying 1905.1 interfaces

The behavior of the 1905.1 forwarding entity is not defined in this standard. The forwarding entity, if
present, shall be interoperable with IEEE 802.1 bridging. All clauses that describe data forwarding and
forwarding rule management in this standard are only applicable if the 1905.1 forwarding entity is present.

A 1905.1 network is formed of 1905.1 devices interconnected through 1905.1 links as illustrated by
Figure 4-3.

CMDUs are exchanged between 1905.1 abstraction layers. All CMDUs are received by neighboring 1905.1
abstraction layers. Some types of received CMDU are relayed to other 1905.1 abstraction layers.

Ethernet logical link control data units (LLCDUs) are exchanged between 1905.1 abstraction layers. If an
optional 1905.1 forwarding entity is present, then based on the forwarding rules in the 1905.1 abstraction
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layer forwarding entity, the Ethernet LLCDUs are forwarded to the LLC and/or forwarded to other 1905.1
abstraction layers.

1905.1 Device 1905.1 Device 1905.1 Device 1905.1 Device
wro forwarding entity used with forwarding entity used without forwarding entity used w/o forwarding entity used
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Figure 4-3—1905.1 network

4.4 Abstraction layer

The 1905.1 abstraction layer within a 1905.1 device uses an EUI-48 value (1905.1 AL MAC address) for
identification. This 1905.1 AL MAC address may be used as a source or destination address for data and
CMDUs originating or destined for the 1905.1 device, respectively.

Each 1905.1 AL shall locally administer its 1905.1 AL MAC address (see definition in 3.1) so that it does
not conflict with any other MAC address or 1905.1 AL MAC address in the 1905.1 network to which it

connects.

5. IEEE 1905.1 abstraction layer management entity

The 1905.1 ALME provides the layer management service interface through which layer management
functions can be invoked to (1) the AL and (2) the underlying network technology SMEs or specific
management interfaces that are out of the scope of this standard.

The ALME typically performs such functions on behalf of the HLEs and may implement management
protocols that are out of the scope of this standard. Figure 5-1 depicts the relationship among the

management entities.
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Figure 5-1—Abstraction layer management model

The ALME SET primitives are represented as “.request” with associated “.confirm” primitives, and the
ALME GET primitives are represented as “.request” with associated “.response” primitives.

5.1 AL management specific service (ALME-SAP)
5.1.1 ALME-GET-INTF-LIST.request
5.1.1.1 Function

This primitive is used by the HLEs to get a description of the 1905.1 interfaces of the 1905.1 AL for the
HLE’s device.

5.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

ALME-GET-INTF-LIST.request (
)

5.1.1.3 When generated
This primitive is generated by an HLE to get the description of the 1905.1 interfaces.
5.1.1.4 Effect of receipt

If the ALME receives the ALME-GET-INTF-LIST.request primitive, then the ALME shall generate an
ALME-GET-INTF-LIST.response primitive.
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5.1.2 ALME-GET-INTF-LIST.response
5.1.2.1 Function

This primitive is used by the ALME to send a response to the request to get the list of 1905.1 interfaces of
the 1905.1 device.

5.1.2.2 Semantics of the service primitive
The primitive parameters are as follows:
ALME-GET-INTF-LIST.response (

intfList
)

Table 5-1 details the parameters for the ALME-GET-INTF-LIST.response.

Table 5-1—ALME-GET-INTF-LIST.response parameters

Name Type Valid range Description
intfList A set of As defined in The parameters associated with the list of
intfDescriptors Table 5-2 1905.1 interfaces of the device

Each intfDescriptor consists of the elements detailed in Table 5-2.

Table 5-2—intfDescriptor elements

Name Type Valid range Description
intfAddress EUI-48 Any MAC address The physical MAC address of
Address the underlying network
technology MAC
intfType Enumeration As defined in the first Indicates the MAC/PHY type
column of Table 6-12 of the underlying network
technology
IEEE802.1BridgeFlag Boolean TRUE,FALSE Boolean flag set as described in
8.1 to indicate that the
1905.1 neighbor device is
connected on this particular
interface:
— Through one or more
IEEE 802.1 bridges
(TRUE)
— Otherwise (FALSE)
vendorSpecificInfo A set of As defined in Table 5-20 Zero or more information
information elements
elements

5.1.2.3 When generated
This primitive is generated by the 1905.1 ALME as a response to an ALME-GET-INTF-LIST.request.
5.1.2.4 Effect of receipt

The intfList provides to the HLEs that generated the ALME-GET-INTF-LIST.request a list of descriptors
of individual MAC/PHY abstracted by the 1905.1 AL. This list allows the HLE through the ALME to
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manage each MAC/PHY directly either through its standard SME primitives or through implementation-
specific functions.

5.1.3 ALME-SET-INTF-PWR-STATE.request

5.1.3.1 Function

This primitive is used to transition the power state of a 1905.1 interface.
5.1.3.2 Semantics of the service primitive

The primitive parameters are as follows:
ALME-SET-INTF-PWR-STATE.request (

intfAddress,
powerState

)

Table 5-3 details the parameters for the ALME-SET-INTF-PWR-STATE.request.

Table 5-3—ALME-SET-INTF-PWR-STATE.request parameters

Name Type Valid range Description
intfAddress EUI-48 Address Any MAC address | The physical MAC address of the underlying
network technology MAC.
powerState Enumeration PWR_ON, 1905.1 interface’s power state as defined in
PWR_SAVE, Table 5-4.
PWR_OFF

Table 5-4—Power state to power state field

powerState powerState Meaning
field value
PWR_ON 0x00 Interface is providing full functionality and full performance for
propagating PDUs.
PWR _SAVE 0x01 Interface is in an underlying network technology-specific power-

save mode providing limited functionality or limited performance
that may incur delay for propagating PDUs.

PWR OFF 0x02 Interface is unable to propagate PDUs.

Reserved Values 0x03 ~ OxFF

5.1.3.3 When generated
This primitive is generated by an HLE to request a 1905.1 interface to transition to a specified power state.
5.1.3.4 Effect of receipt

This request sets the power state of the 1905.1 interface. The receiving ALME subsequently issues an
ALME-SET-INTF-PWR-STATE.confirm primitive that reflects the results of the power state set request.

If the ALME receives an ALME-SET-INTF-PWR-STATE.request with a powerState supported by the
specified 1905.1 interface, then the 1905.1 interface should transition to the requested powerState and the
ALME response in the resulting ALME-SET-INTF-PWR-STATE.confirm shall contain a reasonCode set
to the value SUCCESS.
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