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Abstract: A definition, terminology, conceptual model, and standard metrics for ad hoc network 
communication at the nanoscale are provided. Human-engineered networking is extended by the 
physical properties of nanoscale communication in ways beyond that defined in existing 
communication standards. These include in vivo, sub-cellular medical communication, smart 
materials and sensing at the molecular level, and the ability to operate in environments that would 
be too harsh for macroscale communication mechanisms to operate. Collaboration among a 
highly diverse set of disciplines with differing definitions and connotations for some terms is 
required by nanoscale communication, thus a common terminology is necessary in order to aid 
inter-discipline collaboration. A common framework for thinking abstractly about nanoscale 
communication can aid in defining and relating research and development effort. Components of 
the framework are independent enough to allow them to be developed in relative isolation, yet the 
components are also interoperable. To illustrate the recommended practice, example mappings 
between specific nanoscale communication use-cases and the common framework are included. 
Simulation code implementing the common framework for both wireless and molecular nanoscale 
communication is an embodiment of the common framework demonstrating precisely how the 
framework is applied. 
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Important Notices and Disclaimers Concerning IEEE Standards Documents 

IEEE documents are made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the 
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards 
Documents.” 

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents 

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are 
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards 
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a 
consensus development process, approved by the American National Standards Institute (“ANSI”), which 
brings together volunteers representing varied viewpoints and interests to achieve the final product. 
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE. 
While IEEE administers the process and establishes rules to promote fairness in the consensus development 
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the 
soundness of any judgments contained in its standards. 

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and 
expressly disclaims all warranties (express, implied and statutory) not included in this or any other 
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness 
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness 
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. 
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.” 

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related 
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved 
and issued is subject to change brought about through developments in the state of the art and comments 
received from users of the standard.  

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his 
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as 
appropriate, seek the advice of a competent professional in determining the appropriateness of a given 
IEEE standard. 

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE 
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE. 

Translations  

The IEEE consensus development process involves the review of documents in English only. In the event 
that an IEEE standard is translated, only the English version published by IEEE should be considered the 
approved IEEE standard. 
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Official statements  

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board 
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its 
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, 
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that his or her views should be considered the personal views of that individual rather than the 
formal position of IEEE.  

Comments on standards 

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice 
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a 
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a 
consensus of concerned interests, it is important that any responses to comments and questions also receive 
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and 
Standards Coordinating Committees are not able to provide an instant response to comments or questions 
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not 
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE 
standard is welcome to join the relevant IEEE working group. 

Comments on standards should be submitted to the following address: 

 Secretary, IEEE-SA Standards Board  
 445 Hoes Lane  
 Piscataway, NJ 08854 USA 

Laws and regulations  

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights 

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. 
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These 
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization, 
and the promotion of engineering practices and methods. By making these documents available for use and 
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the 
documents. 

Photocopies  

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to 
photocopy portions of any individual standard for company or organizational internal use or individual, 
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance 
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission 
to photocopy portions of any individual standard for educational classroom use can also be obtained 
through the Copyright Clearance Center. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 03:04:10 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 1906.1-2015

http://www.avadocuments.com/doc/ieee-1906-1-2015
http://www.avadocuments.com/doc/ieee-1906-1-2015


 

 

Updating of IEEE Standards documents  

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect.  

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten 
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although 
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to 
determine that they have the latest edition of any IEEE standard. 

In order to determine whether a given document is the current edition and whether it has been amended 
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at 
http://ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more 
information about the IEEE SA or IEEE’s standards development process, visit the IEEE-SA Website at 
http://standards.ieee.org. 

Errata  

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to 
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant 
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the 
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may 
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without 
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of 
any unfair discrimination to applicants desiring to obtain such licenses. 

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
their own responsibility. Further information may be obtained from the IEEE Standards Association. 
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Introduction 

This introduction is not part of IEEE Std 1906.1-2015, IEEE Recommended Practice for Nanoscale and Molecular 
Communication Framework. 

Nanoscale communication is expected to offer unprecedented benefits. For progress in the development of 
this technology to accelerate, clear, common definitions and a conceptual framework are needed to solidify 
and guide research toward practical systems. A conceptual framework is used to make conceptual 
distinctions and organize ideas. The word framework is a shortened form of conceptual framework. A 
conceptual framework provides the organization and structure required to develop conceptual models of 
nanoscale communication. Indeed, the lack of precise definitions and a general framework for nanoscale 
communication has resulted in limited impact and dissipated effort. The IEEE Std 1906.1 Recommended 
Practice for Nanoscale and Molecular Communication Framework provides this precise, common 
definition of nanoscale communication and a general framework that balances definitional precision with 
broad applicability. This includes metrics, use-cases, and a reference model implemented in a simulation 
environment. This effort is expected to facilitate research and development in nanoscale communication in 
a coherent manner that will enable collaboration and more rapid advancement.  

The reference model is implemented in the form of Network Simulator-3 (ns-3) code that implements the 
IEEE 1906.1 framework. The code simulates the standard in several embodiments, one simulating molecular 
nanoscale communication, and another simulating electromagnetic (EM) nanoscale communication. In the 
EM nanoscale communication embodiment, the propagation model provides path loss and molecular 
absorption noise experienced in human tissue because medical applications are a promising application for 
nanoscale communication. These phenomena can be used to evaluate 1) the signal-to-interference ratio as a 
function of the power transmission and the distance between sender and receiver and 2) an upper bound on the 
channel capacity computed. In the molecular nanoscale communication embodiment, it is assumed that 
molecules move into the medium following the omnidirectional Fick’s law. Knowing the number of 
molecules released for each pulse and the diffusion coefficient (assumed constant), the model computes the 
molecular concentration as a function of distance and time, evaluates the propagation delay, and estimates the 
maximum channel capacity when a concentration-based receiver is used. In both cases, it is possible to 
execute simulations aimed at investigating the channel capacity experienced by a nanoscale communication 
link established between two devices, by changing physical detail (i.e., power transmission for the EM 
embodiment, diffusion coefficient and number of molecules for the molecular nanoscale communication 
embodiment). The simulator offers scripts to execute and process simulations as well as to generate graphs 
(e.g., channel capacity versus distance) via MATLAB®.a The ns-3 IEEE 1906.1 reference code is available 
from http://standards.ieee.org/downloads/1906/1906.1/P1906.1/. 

                                                 
a MATLAB is a registered trademark of The MathWorks, Inc. 
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IEEE Recommended Practice for 
Nanoscale and Molecular 
Communication Framework 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health, 
or environmental protection, or ensure against interference with or from other devices or networks. 
Implementers of IEEE Standards documents are responsible for determining and complying with all 
appropriate safety, security, environmental, health, and interference protection practices and all 
applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

This recommended practice provides a definition, common framework, and common parameters for 
nanoscale communication networks. There is currently no standard or recommended practice that defines 
precisely what a nanoscale communication network is, nor how its components should be viewed in a 
conceptual framework, nor precise definitions of standardized parameters and components for interoperable 
simulation modules. The lack of a standard in these areas has hindered research and development of this 
technology. The goal of this recommended practice is to provide a general framework that partitions the 
problem in such a way as to allow research and development to focus on specific, individual components 
that interoperate with one another. It also allows researchers to focus on specific components while being 
able to make assumptions about the environment in which those components will reside. 

To date, few academic papers claiming to contribute to nanoscale communication networking attempt to 
precisely define nanoscale communication. The lack of a well-defined problem prevents coherent advances 
in the technology. In effect, each researcher is chasing a different and often unrelated goal and the lack of a 
common framework and definition prevents progress from taking place by building upon previous results. 
One reason reaching a common definition for nanoscale communication is difficult is due in part to the 
need for researchers from diverse fields to reach a common understanding of the topic, ranging from 
information theorists and physicists to biologists; a common terminology and definition are required in 
order to avoid miscommunication of ideas. Researchers can be separated by the same terminology, for 
example communication might mean one thing to a biologist (entities in direct contact with one another) 
and something different to an information theorist (transmission of information measured via information 
entropy). These diverse fields also often have different overarching goals; for example, information 
theorists focus on information entropy, biologists focus on mechanism, that is, understanding and 
manipulating systems of causally interacting phenomena and processes that produce measurable effects, 
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computer scientists are interested in computational and simulation models, and electrical engineers tend to 
build primarily electromagnetic (EM) systems. 

Another motivation for the standard is to address the interoperability problem in which simulation 
components for a nanoscale and molecular communication network are being developed with different and 
non-interoperable interfaces with one another. This means that simulation modules cannot be entirely 
reused or easily validated, resulting in confusion and wasted effort. This standard addresses metrics and 
parameters suitable for simulation interoperability and demonstrates this through the release of an ns-3 
simulation that implements the standard. 

Motivation for the standard comes from concerted interest by both academia and industry in the form of 
optimizing research efforts, reducing time to prototype, and minimizing the risk in seeking profit from the 
technology. Ideas reach credibility to the extent that they realize profitability. Academia and industry 
partnerships, including clinical endeavors, help to realize the technology via use-cases developed in this 
standard. Each is also concerned with the ability to focus on developing real, interoperable components of 
nanoscale communication networks based on relevant expertise. In other words, all groups should be able 
to create different components of a nanoscale communication system and be confident that all components 
will successfully interoperate. This is vital for knowing how to step-wise advance current technologies 
versus offering full or partial replacements. This standard framework provides a step toward accomplishing 
precisely these objectives. 

The scope of this standard includes the fundamental definition of, and the conceptual framework and 
common terminology for, nanoscale communication. The scope was strategically chosen in order to 
develop a standard that clearly specifies the unique features and challenges of nanoscale and molecular 
communication while promoting cross-disciplinary creativity in exploring unique features and addressing 
research challenges. It is also important to note what is not within scope. The scope does not include the 
specification of specific protocols, stacks or layering, or applications. One can readily imagine delay-
tolerant networking or gossip protocols implemented within this framework (Bush [B1]1). However, 
specific protocols and applications will be defined in future standards building upon this one. 

1.1 Scope 

This recommended practice contains a conceptual model and a standard terminology for ad hoc network 
communication at the nanoscale. More specifically, this recommended practice contains: 

a) the definition of nanoscale communication networking 

b) the conceptual model for ad hoc nanoscale communication networking 

c) the common terminology for nanoscale communication networking, including:  

1) the definition of a nanoscale communication channel highlighting the fundamental differences 
from a macroscale channel 

2) abstract nanoscale communication channel interfaces with nanoscale systems 

3) performance metrics common to ad hoc nanoscale communication networks 

4) the mapping between nanoscale and traditional communication networks, including necessary 
high-level components such as a map of major components: coding and packets, addressing, 
routing, localization, layering, and reliability. 

 

                                                 
1 The numbers in brackets correspond to those of the bibliography in Annex D. 
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1.2 Purpose 

A common framework greatly aids in communicating ideas among researchers from diverse fields and 
developing useful simulators for nanoscale communication. This includes interconnecting systems of 
multiple types of nanoscale simulators. A common abstract model enables theoretical progress to proceed 
from different disciplines with a common language. This framework serves as a recommended practice for 
additional nanoscale communication networking standards as industry becomes more involved in 
commercial integration of the technology. 

Nanoscale communication standards are needed by the biomedical industry to create break-through 
diagnostic and treatment methods. Technical discussions and establishment of standards in nanoscale 
communications are impaired by lack of a common conceptual model and common nomenclature. This 
standard will enable research and development in this area by focusing industry and academia on a 
common conceptual model, common language, and nomenclature for nanoscale communications. IEEE Std 
1906.1 will allow a family of standards to be developed that will lead to creation of the nanoscale 
communications mechanisms for various applications. 

The stakeholders are broad, including the telecommunications industry, computer industry, biological and 
medical devices industry, and material science-related industries as some of the most obvious beneficiaries. 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments or corrigenda) applies. 

ISO/TS 27687:2008 Nanotechnologies—Terminology and definitions for nano-objects—Nanoparticle, 
nanofibre and nanoplate; definition 2.1.2 

3. Definitions 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards 
Dictionary Online should be consulted for terms not defined in this clause.3 

active network: A network composed of packets flowing through a telecommunications pathway that 
dynamically modifies its operation. See also: program. 

affinity: The tendency of an atom or compound to combine with atoms or other compounds. See also: 
receiver. 

communication: The act of conveying a message from a transmitting party to a receiving party. See also: 
message. 

component: A required element of the framework that provides a service for communication in a network. 

                                                 
2ISO publications are available from the ISO Central Secretariat (http://www.iso.org/). ISO publications are also available in the 
United States from the American National Standards Institute (http://www.ansi.org/). 
3IEEE Standards Dictionary Online subscription is available at: 
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html. 
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docking: An affinity interaction that results in a method that predicts the preferred orientation of one 
molecule to a second when bound to each other to form a stable complex. See also: affinity. 

false positive: Incorrect classification of an anticipated signal. A signal did not occur, but was erroneously 
detected as occurring. 

hybridization: The process of establishing a non-covalent, sequence-specific interaction between two or 
more complementary strands of nucleic acids into a single complex. 

interplanetary scale: Length scale at which the speed of light significantly impacts communication 
performance and the effects of relativity are negligible. 

length scale: A particular length or distance determined with the precision of an order of magnitude, 
denoted by L. 

local realism: Is the combination of the principle of locality, an object is only directly influenced by its 
immediate surroundings, with the realistic assumption that all objects must objectively have a pre-existing 
value for any possible measurement before the measurement is made. 

macroscale: The transmitter, receiver, and message carrier exist on a length scale visible, unaided by the 
human eye, and the speed of light is negligible to communication performance. 

medium: The environment connecting the transmitter and receiver, which can include gas, gel, or liquid. 

message carrier: A physical entity that conveys a message across the medium. See also: message; 
medium. 

message: The information to be conveyed that is known to the transmitting party interfacing with a 
receiver, and unknown, but recognizable, to the receiving party. 

microscale: The transmitter, receiver, and message carrier exist on a length scale that requires 
magnification to be visible to the human eye and are longer than the nanoscale. 

nanoscale: Nanoscale refers to dimensions of 1 nanometer (nm) to 100 nm as defined in ISO/TS 
27687:2008 definition 2.1. 

packet: A packet information encapsulated to be transported through a communication network. See also: 
active network. 

Planck length scale: Length scale where concepts of size and distance break down. 

program or programmed: A series of instructions to define and control outcome. 

quantum entanglement: The situation in which the quantum state of particles cannot be described 
independently; instead, a quantum state may only be given for the system as a whole. 

quantum length scale: The length scale where properties are related to their de Broglie wavelength. 

receiver: A device used to collect messages from a transmitter. 

receptor: A component that receives signals.  

reduced-length scale-area network: Communication whose performance is dominated by properties 
caused by a reduction in length scale. 
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regime change: Length scale at which a physical property relevant to communication changes the 
bandwidth-volume ratio by an order of magnitude. 

relativistic scale: Length scale at which relativity impacts communication performance. 

relay: A component that facilitates communication between a transmitter and the receiver. See also: 
transmitter; receiver. 

sensitivity: A measure of the proportion of true positives, which are events that actually occurred and have 
been correctly detected. See also: specificity. 

specificity: A measure of precision in matching between components. See also: sensitivity. 

swarm: The collective behavior of a large number of entities that results in an emergent behavior which 
does not involve central coordination and arises from simple rules that are followed by individuals. 

thrust: Force described by Newton’s Second Law that induces motion when applied perpendicular to a 
plane. See also: motion. 

transmitter: A device used to convey a message to a receiver. 

true positive: The correct classification of a signal. 

 

3.1 Acronyms and abbreviations 

EGF epidermal growth factor 

EM electromagnetic 

CNT carbon nanotube 

SWNT single-walled carbon nanotube 

DWNT double-walled carbon nanotube 

MWNT multi-walled carbon nanotube 

DNA deoxyribonucleic acid 

RNA ribonucleic acid 

OSI Open Systems Interconnection 

SBML Systems Biology Markup Language 
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4. Definition of a molecular and nanoscale communication network 

4.1 Main definition 

A nanoscale communication network is a human-designed system for communicating at or with the 
nanoscale, using physical principles that are suited to nanoscale systems.  

4.2 Expanded definition 

4.2.1 Definition of “human-designed” 

“Human-designed” means a system that occurs as a result of conscious human intervention. For clarity, 
human-designed systems may include naturally occurring components in an arrangement or for a purpose 
that is not otherwise naturally occurring. 

4.2.2 Definition of “nanoscale communication” 

Communication is the act of conveying a message from a transmitting party to a receiving party. This 
includes the components of message, transmitter, receiver, medium, and message carriers. In nanoscale 
communication at one to a few nanometers (nm), in the atomic range, local realism may be altered by 
quantum principles and include quantum entanglement. 

Communication includes systems with many transmitters and many receivers, for example broadcast (one-
to-all), multicast (many-to-one), and network (many-to-many) communication systems. The definition of a 
message includes signals transmitted for control purposes. The definition of a nanoscale communication 
network is illustrated in Figure 1 with a single-hop network. The framework discussed in Clause 5 builds 
upon this definition of communication. 

 
Figure 1 —Illustration of single-hop nanoscale communication network 

4.2.3 Definition of “at or with the nanoscale” 

The definition of “at or with the nanoscale” breaks down as follows: 

a) At or with. At least one of the following must have nanoscale dimensions: transmitter, receiver, 
medium, or message carriers; or one of their essential components must have nanoscale 
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dimensions. We have defined nanoscale as dimensions of 1 nm to 100 nm as defined in 
ISO/TS 27687:2008, definition 2.1. 

“At the nanoscale” refers to communication using essential components that reside at the nanoscale. “With 
the nanoscale” refers to communication using essential components at the nanoscale and with essential 
components at other scales that may reside at either larger or smaller length scales. For example, a 
macroscale communication network may interface to a microscale network that in turn interfaces with a 
nanoscale network. Example for illustration: In a human-made biosensor designed to measure the amount 
of signaling molecule needed to trigger a cell-specific response, the design of the device may have macro, 
micro, and nanoscale elements. Such a device applies a molecular communication network present in cells 
then transfers readout to micro or macroscale outputs. Human cells that may typically be on the order of 
10 microns, or 100 times larger than 100 nm, are not at the nanoscale. The signaling molecules and cell 
surface receptor, acting as a message and receiver respectively, approach or at the nanoscale—such as the 
150 nm epidermal growth factor (EGF) receptor and its 50 nm EGF ligand. This receptor-ligand complex 
must be engaged to generate a communication event. The ligand is an essential nanoscale component that 
enables transfer of information and communication at the nanoscale. Perturbation of the system at other 
scales is done to communicate with the nanoscale by targeting this molecular communication network. 

4.2.4 Definition of “physical principles that are suited to nanoscale systems” 

Classical physical principles are typically used to describe standardized macroscale or macroscale 
communication systems and can even apply to larger nanometer scale systems. Change in scale impacts 
nanoscale communication via change in scale as listed in Annex C or changes that can only be explained by 
quantum phenomena. As the atomic scale is approached, quantum principles must be applied that are suited 
to quantum-scale mechanics. These mechanics do not scale or, if so, they have significantly different 
properties at the macroscale. Physical principles that operate at the lower end of nanoscale (1 nm to 3 nm) 
include changes in the properties of materials. The ability of these properties to change even within the 
nanoscale range defined herein (1 nm to 100 nm) means that it is possible to fine-tune nanoscale size for 
desired outcomes different from larger nanoscale properties.  

As properties of materials change from the macroscale to larger end of the nanoscale to atomic nanoscale, 
their behavior in nanoscale communication networks will also be altered. At the atomic nanoscale, changes 
include an increase in surface-to-volume ratio, gravitational forces become negligible, EM forces dominate, 
and random molecular motion becomes significant. These changes alter properties that are optical (such as 
color, transparency), electrical conductivity, physical properties such as hardness or boiling point, and 
chemical reactivity and reaction rates. How each impacts a particular communication network or 
application should be considered. For example, increased surface-to-volume ratio allows an increase in 
reaction rates that may permit lower dosage of medicines delivered in hybrid biosynthetic nanoparticles and 
reduce side effects related to toxicity.  

a) Physical principles included in this definition. This definition includes (without limitation) 
nanoscale communication based on molecular communication and carbon nanotubes, as both of 
these types of systems are suitable for communication at the nanoscale, but have significantly 
different behavior at the macroscale. A carbon nanotube (CNT) can be single-walled (SWNT) and 
is typically one-atom-layer thick of graphite rolled into a tube of 1 nm diameter versus a multi-
walled carbon nanotube (MWNT) that can be 5 nm to 50 nm in diameter. This includes double-
walled nanotubes (DWNT). 

b) Physical principles excluded in this definition. For clarity, macroscale electronic components 
(having dimensions greater than 100 nm) and electrical and/or EM message carriers using 
macroscale technologies are excluded from this definition, as their physical operation utilizes 
macroscale phenomena rather than nanoscale phenomena. 
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5. Framework of a molecular and nanoscale communication network 

5.1 Goals 

The goals of the framework are: 

a) Division: Components are described independently to allow components to be researched and 
developed independently to the extent possible. Where interfaces or data exchange functions are 
involved, the components are to be tested independently and then with other components with 
which interfaces and data exchanges are identified. 

b) Creativity: Components are general enough to avoid restricting new ideas. 

c) Clarity: Components are defined well enough to allow a degree of interaction between components 
by independent developers. 

d) Interoperability: 

1) Multiple components are able to interoperate to form a single communication system. 

2) Components from one system are able to operate in a different system of compatible physics 
with a minimum amount of change. 

3) Different IEEE 1906 systems are able to interoperate with one another. 

5.2 Framework 

This clause defines the components of the IEEE 1906 framework and provides examples. Length scale is 
partitioned, based upon regime change, into Planck length scale, quantum length scale, nanoscale, 
microscale, macroscale, interplanetary length scale, and relativistic length scale. The Message Carrier and 
Message are defined in 4.2 and serve as components within the framework. The IEEE 1906 framework 
shall be composed of the following components:  

a) Component 0: Message Carrier  

1) A fundamental component introduced in 4.2.2 and includes its volume, mass, and energy 

i) The Message Carrier provides the service of transporting the Message. 

The message carrier may be either particle or wave. Similar to quantum mechanics, the 
message carrier may also be a simultaneous combination of both particle and wave. 
Examples: Molecular structure may encode information transported by the Message 
Carrier from a transmitter to a receiver. Wave-like changes in message concentration 
may also encode information.   
 
While IEEE 1906.1 message carriers may be either particle-based or wave-based, 
today’s message carriers are primarily wave-based: acoustic, RF, optical, visible light, 
power-line carrier, etc. utilize waves whose characteristics and performance are defined 
by their wavelength. Figure 2 illustrates nanoscale message carriers within the context 
of wave-based message carriers at the time this standard was developed in 2015. If one 
considers usable wavelengths to be from 105 km to 0.1 mm, then that defines the 
communication-length scale prior to the introduction of nanoscale communication. 
Optical communication takes us closer to the nanoscale in wavelength; optical 
communication also allows for quantum effects to be utilized, such as for quantum key 
distribution. Thus, nanoscale communication potentially fills the gap between classical 
physics and quantum physics in communication.  
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Figure 2 —Nanoscale message carriers are illustrated to show their length scale 

 within the context of prior technology wave-message carriers 

b) Component 1: Motion 

1) Defines the movement capability for Component 0 (Message Carrier) 

i) The Motion Component provides the service of movement for the Message Carrier (in 
any direction) caused by force or thrust applied to the Message Carrier. Motion provides 
the necessary potential to transport information through a communication channel. 

NOTE—Message Carriers can be active, generating their own motion, or passive, being propagated by 
the Media. Active or passive Message Carrier motion is separate and independent from whether there 
exists Active Network Programmability, explained in 6.17.4  

ii) Examples: Molecules diffusing through fluids, Brownian motion, self-propelled motion 

c) Component 2: Field 

1) Defines organized movement of Component 1 (Motion) 

i) The Field Component provides the service of organized motion for Message Carriers. It 
can be thought of as a virtual waveguide in communications. The Field may be 
implemented internally or externally relative to the Medium.  

ii) Examples: An internal implementation includes swarm motion or flocking behavior; 
external implementations are non-turbulent fluid flow, EM field, chemical gradient 
released to guide movement of bacteria, molecular motors guided by microtubules  

d) Component 3: Perturbation 

1) Defines the signal transported by Component 0 (Message Carrier) 

i) The Perturbation Component provides the service of varying Message Carriers as 
needed to represent a signal. This may be thought of as modulation (signal impression). 

ii) Examples: Signals based on the number of received message carriers, controlled dense-
versus-sparse concentrations of molecules, simple on-versus-off flow of signal 
molecules, using different types of message carriers, modifying the conformation of 
molecules (e.g., deoxyribonucleic acid [DNA]) to represent multiple states 

The Margolus–Levitin theorem provides a fundamental limit on quantum computation and on 
perturbation for nanoscale communication. The upper bound on perturbation rate is 6 × 1033 
operations per second per joule of energy. A quantum system of energy, E, needs at least a 
time of h/(4 × E), where h = 6.626 × 1034 J × s is Planck’s constant, to transition to an 
orthogonal state. 

                                                 
4 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed 
to implement this standard. 
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