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Abstract: An architecture and framework for digital transformation are provided by this standard.
The need for a comprehensive plan for effective digital transformation that addresses the people
element, the process element, and the digital technologies is identified by this standard. Each of
these three elements are covered in more detail. Leadership and workforce management issues
associated with organizational change management are addressed by the people element. The
impact on business processes is discussed in the process clause. In addition, the application of
business process changes in different types of business operations are addressed. A brief overview
of the technologies most commonly associated with digital transformation is provided in the
technology clause. The impact these technologies can have within a business is reviewed. Finally,
organizational sustainability and its close interconnection with digital transformation is presented.

Keywords: agile, artificial intelligence, augmented reality, big data, blockchain, digital transformation,
digital twin, IEEE 2023™, Internet of Things, machine learning, sustainability, virtual reality
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html), appear in
all IEEE standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers involved in technical working groups
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development process,
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness
of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning all standards, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety,
security, health, or environmental protection, or compliance with law, or guarantee against interference with
or from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English language version published by IEEE is the approved IEEE
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training,
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express,
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, or
generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE or IEEE SA. At
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shall make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity issuing
the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of'its Societies and subcommittees of the IEEE SA Board of Governors
are not able to provide an instant response to comments or questions, except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome to
join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests tab
in the Manage Profile and Interests area of the IEEE SA myProject system.! An IEEE Account is needed to
access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.icee.org/about/contact/.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through

the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE.> For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: https://standards.ieee.org/standard/index.html.
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Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which alicense may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in ways
not foreseen during the standard’s development. IEEE standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, data privacy, and interference protection practices and all
applicable laws and regulations.

3 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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Introduction

This introduction is not part of IEEE Std 2023-2025, IEEE Standard for Digital Transformation Architecture and
Framework.

Digital transformation has become a major movement in business and industry as companies transition from an
Industry 3.0 technology base to and Industry 4.0 technology base. This standard can be used by organizations
to establish strategies and plans for their transition. The standard is not a technical standard in the sense that
it does not provide specifications for digitalization technologies. That type of information is found in other
IEEE standards that are referenced in this document. The goal for this standard is to provide background and
guidance so that organizations can create a strategy to make the technical and organizational transformations
necessary to be successful within the digitalized Industry 4.0 environment.

The standard provides a framework for transition that has three elements, or pathways: people, process, and
technology. Each of those pathways is then addressed in detail within one clause of the standard. Finally, the
standard discusses principles for maintaining and sustaining the digital transformation.
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IEEE Standard for Digital
Transformation Architecture
and Framework

1. Overview
1.1 Scope

This standard provides an architecture and framework for digital transformation development, usage,
implementation, and interfaces for applications. The architecture and framework address scalability, systems
and interfaces, security, and privacy challenges for digital transformation applications.

1.2 Purpose
The purpose of this project is to develop definitions and a protocol for digital transformation implementations
for applications.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required t0).*’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

¢ The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.
"The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

There are no normative references in this standard.

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The /[EEE Standards Dictionary
Online should be consulted for terms not defined in this clause.®

digital transformation (DX): The integration of three developing trends and capabilities. First is the adoption
of'advanced digital technologies such as Internet of Things (IoT); artificial intelligence (Al); big data; digital
twin; virtual reality (VR), augmented reality (AR), mixed reality (MR), and extended reality (XR); blockchain;
and so forth. Second is the reformulation of business platforms and processes to operate in a lean, resilient,
and real-time collaborative manner with customers and supplier networks. Third is the shift in workforce
engagement to operate using virtual and boundaryless teams. The result is to significantly improve operations
or disruptively enable new business models.

Digital Transformation 1.0: The foundational phase of digital transformation, driven by the integration of
mature and widely adopted technologies such as cloud computing, big data, mobile internet, and the Internet
of Things (IoT). It focuses on enhancing operational efficiency through the digitization of processes, enabling
data-driven decision-making, and fostering initial connectivity across systems, platforms, and stakeholders.
This phase lays the groundwork for improved productivity and incremental business model innovations
without fundamentally disrupting existing structures.

Digital Transformation 2.0: Represents the advanced, synergistic evolution of digital transformation,
propelled by the collaborative development and integration of cutting-edge technologies including artificial
intelligence (AI), metaverse, and decentralization. Building on the foundations of Digital Transformation
1.0, it emphasizes intelligent autonomous systems, immersive virtual experiences, and distributed trust
mechanisms to enable radical reconfiguration of business ecosystems, real-time adaptive operations, and
boundaryless collaboration. The result is profound operational enhancements and the emergence of disruptive,
decentralized business models that redefine value creation and stakeholder interactions.

benchmarking: A process that involves an assessment of current product or process features and characteristics
and an assessment of key competitive or best-in-class product or process features and characteristics. These
two assessments are compared to determine where improvement opportunities exist with the current products
or processes.

charrette: An intensive, multidisciplinary workshop with the aim of developing a design or vision for a
project or planning activity. A charrette may also be understood as a collaborative session in which a group of
key stakeholders and external subject matter experts (SMEs) draft a conceptual plan for a business or digital
transformation (DX) initiative. (Adapted from U.S. Environmental Protection Agency)

NOTE—See U.S. Environmental Protection Agency.’

8IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.

?Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this
standard.
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digital platform: Usually composed of cloud computing resource services and the industrial ecosystem. The
platform creates a digital environment in which business transactions can be completed with very little friction.

human-machine interface (HMI): A communication tool that allows human operators to engage and interact
with machines. Devices can range from a control panel with buttons and lights to a high-definition touch
screen. A software application can also be considered as part of this interface.

Industry 4.0: This refers to the fourth industrial revolution. Its companies are manufacturing organizations
that rely on intelligent networked systems to manage and monitor operations. Manufacturing operations are
designed and managed as a fully integrated system rather than functional areas of expertise or manufacturing
capacity and technology.

value stream mapping (VSM) methodology: A lean-management method for analyzing the current state

and designing a future state of a process that takes a product or service from inception through delivery to the
customer. The focus is on identifying waste and delays that do not add value.

3.2 Acronyms and abbreviations

Al artificial intelligence
AR augmented reality
BIM building information management

CAD/CAM computer-aided design/computer-aided manufacturing

CCB change control board

CDM chief digital manager

CDO chief digital officer

CoBot collaborative robot

DX digital transformation

DXO digital transformation office

EEF enterprise environmental factor
ER extended reality

FMEA failure mode and effects analysis
IoT Internet of Things

IT information technology

KDD knowledge discovery in database
MR mixed reality

OPA organizational process asset

oT operational technology

PVR persistent virtual reality

SaaS software as a service

SWOT strengths, weaknesses, opportunities, and threats
VR virtual reality
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4. Digital transformation framework
4.1 General

Transformation implies change. Managing the implementation of that change is a critical component of
digital transformation (DX). This clause establishes the baseline framework for an organization to plan and
implement DX. It provides guidance on directing and managing an organization through the transformation
process of becoming a digital enterprise.

The organizational change elements of this standard provide a framework that outlines key aspects of
managing organizational change. There are many techniques and approaches to the management of change.
The best-known practices for a given organization are often dependent upon the enterprise environmental
factors including cultural environment, organizational maturity, organizational structure, and organizational
leadership. Application of best-known practices in each stage or phase of organizational change contributes
significantly to success in transformation into a data-driven organization.

Some organizations may be considered to be operating within a data-driven environment. These may be
connected electronically, utilizing technology where applicable, and to some extent networked from a data
management and control perspective. These organizations may be performing well but are still challenged
in one or more operational areas. The purpose of this standard is to provide an actionable framework for any
organization to successfully transform digitally.

A digitally transformed organization shall have characteristics that include the following:

— Universal access to real-time data

— Technology that enables smarter-faster decision-making

— Data analytics and metrics

—  Fully networked technology systems

—  Written and fully implemented technology plans

— Appropriate use of process sensors to provide operational data

—  Full depth application of technology to include energy management
A digitally transformed organization is different from an Industry 4.0 organization in the following ways:

— Industry 4.0 is another term for the fourth industrial revolution in manufacturing.

— Industry 4.0 is related to the application of digital technology. These technologies include various
aspects of automation, data exchange, cloud computing, robotics, big data, artificial intelligence (Al),
Internet of Things (IoT)), and other technologies.

— Industry 4.0 is the application of digital technologies to achieve industrial objectives. These practices
may also be associated with intelligent manufacturing practices and human-machine interface (HMI)
or technologies that connect a person to a machine, system, or device.

— DX is not manufacturing or industry specific. The framework presented in this standard is intended to
be adaptable to any enterprise or organizational entity.

— DX is a process that applies to people, processes, and technology. Implemented strategically, it
can enhance an enterprise’s capabilities by making operations more transparent, accountable, and
conducive to innovation and improvement.

— DX enables manufacturing companies to apply advanced technologies to move operations from mass
production to more personalized, customer-focused, and adaptive operations.

Documents

17 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniverRRYSENR:2828 JrFEnANNIRS 6868k RE50:44 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 2023-2025


http://www.avadocuments.com/doc/ieee-2023-2025
http://www.avadocuments.com/doc/ieee-2023-2025

IEEE Std 2023™-2025
IEEE Standard for Digital Transformation Architecture and Framework

This standard is not intended to provide an exhaustive list of best-known practices. But if properly applied,
it is intended to enable a data-driven organization to make smarter-faster decisions. By its nature, DX
is transformative and involves multiple business and production processes, along with integrated projects
and courses of action. In some cases, an organization’s entire value chain may be impacted. The scope of
transformation, the amount of investment, and the magnitude of operational change illustrate the role of
executive leadership as the change agent. This type of leader shall have a comprehensive understanding of the
organization, the ability to make tough and technical decisions, the desire to act in the overall interest of the
organization, and the authority to set objectives and deliver desired objectives.

DX requires an understanding of current and future endpoints, along with pathways for reaching desired
objectives. This journey can take a broad spectrum of paths, but one thing is clear. The transformation will
be an iterative process that starts with vision and goal setting and iterates toward an organizational model,
processes, and practices focused on delivering a digital agenda based on adaptive or agile practices within a
digitally enabled culture.

4.2 Initial assessment

A DX assessment phase (Assess) instantiates an intentional change process. The activities associated with
the Assess phase establish the DX at the applicable organizational level and can be performed separately
from the phased project management approach delineated in 4.4. This separation of the Assess phase enables
decision-makers to prepare the organization for DX. Preparatory actions may be organized in terms of people,
processes, and technology.

The activities of the Assess phase culminate with an Assess Gate Review and a Charter document. The Assess
Gate Review serves as a go/no-go decision point supported with applicable documentation and referenced
inputs. The Charter becomes the primary input and reference document for subsequent phases. The Charter
serves to communicate the objectives, business impact, goals, scope, timeline, and key team members, along
with defined internal and external stakeholders. Because of the possible time gap between the Assess and
subsequent DX phases, it may be necessary to periodically review the Charter with applicable organizational
domains. Stakeholders within each organizational domain may be expected to identify courses of action and
value streams within each domain.

In the Assess phase, current operations for the organizational elements under consideration for DX are
profiled. This profile is the result of a material, data, or information flow or some derivative of a value stream
mapping (VSM) methodology. This initial profile provides the basis for internal and external benchmarking
of organizational changes as the DX progresses. Also, the profile may also be used to confirm the value
proposition at any or all organizational levels.

As early as possible, the leadership team is established. This team shall engage in an initial stakeholder
assessment of organizational leaders and their level of interest and authority regarding the DX. A variety of
tools and techniques may be used to assess stakeholders, including a matrix analyzing “interest and authority.”
The matrix may be used to determine appropriate levels of communication and desired involvement. It may be
noted that leaders with a significant amount of interest and authority normally form the core team and steering
committee for the transformation.

Also, a stakeholder engagement assessment matrix can be used to indicate the level of engagement the project
team has assessed each stakeholder in terms of helping to assure DX success (see Table 1). Identifying and
monitoring the gap between current (C) and desired (D) levels is important. This allows the DX leadership
team to focus coaching and communication efforts to effectively close the gap and thereby increase success. A
typical scale for assessing engagement is Unaware, Resistant, Neutral, Supportive, and Leading.

Documents

18 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniverRRYSENR:2828 JrFEnANNIRS 6868k RE50:44 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 2023-2025


http://www.avadocuments.com/doc/ieee-2023-2025
http://www.avadocuments.com/doc/ieee-2023-2025

IEEE Std 2023™-2025

IEEE Standard for Digital Transformation Architecture and Framework

Table 1—Example stakeholder engagement matrix

Stakeholder Unaware Resistant Neutral Supportive Leading
Stakeholder 1 — — — C,D _
Stakeholder 2 C — — D _
Stakeholder 3 — C — D —

As a key organizational process asset, the stakeholder analysis shall be revisited on an established cadence
as the DX progresses. The purpose of the tracking is to monitor the evolution of stakeholders during the
DX. For example, this analysis can be used to plan and provision change management, design, training, team
organization, and continuous improvement. Each of these activities could occur as the DX project progresses
and would involve a changing cadre of stakeholders.

As an output of this analysis, a Stakeholder Register would be developed as a formal project document. This
document would list individuals, groups, or organizations that may be or consider themselves to be impacted
by the DX activities or outcomes. This register may be updated and monitored during each review cycle.

The approved business strategy is a business document used to create the Charter. This document connects the
decisions made to justify the expenditure of resources with the expected outcomes of the DX. Typically, the
business case is supported by a benefit-cost analysis, along with established organizational boundaries.

The DX sponsor approves the Charter to formally authorize the existence of the initiative and to provide
the key people with the authority to apply organizational resources to DX-related activities. The activities
that lead up to signing and publishing the Charter are organizationally dependent. The Assess Gate Review
announces the creation of the Charter, including identifying key team members, levels of decision authority,
vision, and mission of the DX.

4.3 Three pathways for transformation

4.3.1 General

Beginning with the end in mind, the desired end state of the transformation shall be established and recognized.
Otherwise, there is a significant risk that the effort will be lost. This subclause guides the establishment of the
desired end state. The graphic below shows three main pathways aligned to the objective of DX.

4.3.2 People pathway

As noted in Figure 1, the People pathway encompasses the courses of action related to the knowledge, skills,
abilities, and organizational changes required to transform the organization. This transformation along the
People pathway can be described as the development of an ecosystem that promotes a data-driven organization.
This organization has the expertise, practices, and governance to analyze, derive insights, and promote data-
driven decision-making.

The goals associated with the People pathway include the ability to generate, access, and aggregate data sources,
while expanding their analytical capabilities. In some cases, third-party service providers may be sourced to
augment an organization's capabilities. Also, suppliers and other entities may be added to the ecosystem. From a
pathway perspective, traditional relationships may be reconfigured to leverage the other Pathways.

Whatever the situation, the objectives include the use of data for competitive and strategic advantage. This
advantage can be observed as modified behavior of stakeholders, enhanced product offerings, and a focus on
new product development. The modified behavior of stakeholders may include data-driven decision-making,
data proliferation, along with faster cycles of action. The enhanced products may involve embedded data
collection systems. These systems enable personalized user experiences to turn data into knowledge and new
products.
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Required Pathways

People
How will all people be connected or excluded? This should
include suppliers, the internal workforce, customers, competitors,
and the general public. When is the engagement a required
step in the process as opposed to a monitor/control activity.

Current Process Future
B eesal ZV T: tt: fc::hemcr:iasr;gt(lewsetsetggst(\j;:i ?;sds pWrZC?‘: Sisc'):za:":aglsjrtnhee WOEL G
of internal, external, a omplish. . ste, m ’ improvements that

o and more collaboratively? Either automated or using the human
and competitive . . define the
engagement mentioned below. What are the layers of protection .
status. transformation.

and accessibility?

Technology

How and where are data captured, linked, stored, augmented,
prepared, and consumed? How quickly and with what limits?

Figure 1—Three pathways for digital transformation
4.3.3 Process pathway

Asnoted in Figure 1, the Process pathway encompasses the courses of action related to the tools and processes
that use the data to accomplish the needs or objectives of the organization.

The work methods of the organization before the DX began and those methods that will continue beyond the
DX are the main focus of the Process pathway. These methods are distinct from those tools and techniques
applied during the transformation that specifically result in improved data-driven work methods. This
distinction is important to maintain as the DX progresses because of the allocation and accountability of
dedicated resources.

There are many tools that may be used in the transformation process. Treating the transformation as a project or
portfolio of projects is illustrated in Figure 1. These tools may include value stream mapping, benchmarking,
process maps, and other analytic or decision-making applications. The application of these tools improves the
work methods, focused on using data to deliver products, services, or results with less waste, more real-time
decision-making, and more stakeholder collaboration.

4.3.4 Technology pathway

As noted in Figure 1, the Technology pathway encompasses the courses of action related to the following:

— Aggregating data from users, customers, sensors, machines, devices, and so forth.

— Storing, modeling, processing, and securing this data.

— Generate timely control signals, visualization, and alarms.

— Analytics, including predictions, machine learning, deep learning, and artificial intelligence..
— Personalization of large amounts of disparate data to individual users.

— Advancing the digital technology capabilities includes the collection of operational metrics and
process data in real time. The derivative result is the ability to interactively and dynamically alter the
performance of a system or subsystem. Also, by aggregating and possibly anonymizing data, new
intelligence may be securely delivered to individual users.
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