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Abstract: The steps and procedures a user should undertake to implement an IEC 61850 substation
in both a single and multi-vendor equipment environment are outlined in this recommended practice.
Intelligent electronic device (IED) specification, procurement, configuration, and documentation to
develop a general design philosophy that transforms the IEC 61850 standard are addressed in this
recommended practice, using this as a practical working implementation guide. A general overview
of an IEC 61850 implementation is given in this recommended practice. Future work may develop
more detail behind the topics presented herein.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use,
are developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a consensus
development process, approved by the American National Standards Institute (“ANSI”), which brings
together volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards
are documents developed through scientific, academic, and industry-based technical working groups.
Volunteers in IEEE working groups are not necessarily members of the Institute and participate without
compensation from IEEE. While IEEE administers the process and establishes rules to promote fairness in the
consensus development process, IEEE does not independently evaluate, test, or verify the accuracy of any of
the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security, environmental,
health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other document
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular
purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In
addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards
documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE should be considered the approved
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or
educational courses, an individual presenting information on IEEE standards shall make it clear that his or her
views should be considered the personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless
of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards
Coordinating Committees are not able to provide an instant response to comments or questions except in
those cases where the matter has previously been addressed. For the same reason, IEEE does not respond to
interpretation requests. Any person who would like to participate in revisions to an IEEE standard is welcome
to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy
portions of any individual standard for company or organizational internal use or individual, non-commercial
use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions
of any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at http://iceexplore.icee.org/
or contact IEEE at the address listed previously. For more information about the IEEE-SA or IEEE’s standards
development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 2030.100™-2017, IEEE Recommended Practice for Implementing an
IEC 61850-Based Substation Communications, Protection, Monitoring, and Control System.

This recommended practice is not intended to help equipment and software vendors in implementing the basic
functions of IEC 61850 into their products, although they could use it to gain a perspective of how the end
user may implement IEC 61850 with their products. This recommended practice is intended for the end user
who is responsible for the planning and design of parts or all components of the IEC 61850 standard within a
substation.

Due to the nature and scope of IEC 61850, this recommended practice may be broken into several related
standards. This introduction standard is the first in that series of standards to be developed that will go into
detail covering a specific function within the standard.
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IEEE Recommended Practice for
Implementing an IEC 61850-Based
Substation Communications,
Protection, Monitoring,

and Control System

1. Overview

1.1 Scope

This recommended practice outlines the necessary steps and procedures implementers of IEC 61850 in
substations should undertake in a multi-vendor equipment environment.

It is not the intent of this recommended practice to change the IEC 61850 standard, but treats the standard as
providing a set of tools engineers and integrators could use in substation protection, automation, and control
systems.

1.2 IEC 61850 changes and additions

The IEC 61850 standard is a constantly evolving standard with plans to update existing parts with new editions
and create additional parts to the standard. At the time of this publication the IEC 61850 documents listed in
the bibliography (Annex B) were considered ([B10] through [B45]).!

1.3 Purpose

IEC 61850 has been promoted as an interoperability standard, but to date, interoperability among vendors
has been achieved only at a communications level. When actually implementing the various substation
functions, the user could be forced to change methods between vendors due to the flexibility and options
provided for in IEC 61850. Additionally, [EC 61850 requires significant changes to the design, construction,
and commissioning of a substation. Hard-wired signals are replaced by logical bits being communicated over
Ethernet networks, documentation and naming conventions are distinctly different from existing substation
practice, and device functionality could be assigned, and even migrate, in an operational environment. Users
will also require a methodology to integrate IEC 61850 and non-IEC 61850 operational practices in their
system as both approaches will have to exist side by side for many years. This recommended practice will
provide a starting point for those users who would like to migrate to an IEC 61850 substation approach and

'The numbers in brackets correspond to those of the bibliography in Annex B.
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IEEE Std 2030.100-2017
|IEEE Recommended Practice for Implementing an IEC 61850-Based Substation
Communications, Protection, Monitoring, and Control System

establish baseline functionality to which vendors could adhere with confidence of achieving interoperability
with other vendors.

This guide is not intended to replace or change the IEC 61850 standard; users who implement IEC 61850
should reference the standard’s sections that apply to their implementation. This guide will help users
understand the sections that most affect the end users of IEC 61850 equipment and software, and gives users
additional insight into other areas to consider outside of the scope of the IEC 61850 standard.

This recommended practice is a starting point for a series of additional recommended practices to provide
implementation details in many specific functional areas of IEC 61850. Each additional subject matter will
be given an extension off the existing standard number for this guide, 2030.100.1, 0.2 ... 10 ... etc. (For
examples, see Annex A). This recommended practice provides a general overview of the concepts and tools
provided within IEC 61850 with some general considerations the user should be aware of prior to, during, and
after an [EC 61850 implementation.

The following are examples of specific functional areas that would be good future extensions to this
recommended practice:

— Using generic object oriented substation event (GOOSE) messages for protection trips and permissives,
and interlock control blocking

— Implementing a line or feeder reclose function

— Combining logical nodes to achieve a variety of protection functions

— Implementing various local/remote configurations

— Using sample values (SV) messages for protection and metering applications

— Recommending substation and process bus network design and configuration (as a companion to the
IEC-61850-90 series of reports ([B40] through [B45]) including networking topics)

— Merging I[EC 61850 into an existing substation automation system

2. Definitions, acronyms, and abbreviations
2.1 Definitions

The IEEE Standards Dictionary Online should be consulted for terms not defined in this clause.” This
document uses acronyms, terms, and definitions that are defined in the IEC 61850 standard and are commonly
used in the power industry.

2.2 Acronyms and abbreviations

CDC common data classes

CHP combined heat and power
CID configured IED description
CIM common information model
DER distributed energy resources
DNP distributed network protocol
EMI electromagnetic interference

*[EEE Standards Dict ionary Online is available at: http:/dictionary.ieee.org.
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ESP
EV
FAT
FTP
GGIO
GOOSE
HMI
HSR
ICD
IED
11D
IRIG
ITPC
LAN
MAC
MDIF
MICS
MMS
MVRP
NERC
NIC
PAR
PICOM
PICS
PIXIT
PPS
PRP
PSCH
PTP
PV

ROI
RREC
RSTP
RTU
RXML

IEEE Std 2030.100-2017
|IEEE Recommended Practice for Implementing an IEC 61850-Based Substation
Communications, Protection, Monitoring, and Control System
energy service provider
electric vehicle
factory acceptance test
file transfer protocol
generic input/output
generic object oriented substation event
human machine interface
high-availability and seamless redundancy
[ED capabilities description
intelligent electronic device
instantiated IED description
inter-range instrumentation group
teleprotection communication interfaces
local area network
media access control
differential measurements
Model Implementation Conformance Statement
manufacturing message specification
multiple VLAN registration protocol
North American Electric Reliability Corporation
network interface controller
Project Authorization Request
piece of information for communication
Protocol Implementation Conformance Statement
Protocol Implementation Extra information
pulse per second
parallel redundancy protocol
protection scheme
precision time protocol
photovoltaic
remedial action scheme
return on investment
reclosing logical node
rapid spanning tree protocol
remote terminal unit

differential measurements
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SAT site acceptance test

SBO select before operate

SCADA supervisory control and data acquisition
SCD system configuration description

SCL Substation Configuration Language

SED system exchange description

SFTP Secure Shell file transfer protocol

SICS SCL implementation conformance statement
SIPS system integrity protection schemes

SNMP simple network management protocol

SNTP simple network time protocol

SSD system specification description

SV sample values

TCP/1P transmission control protocol/Internet protocol
TICS TISSUES Conformance Statement
TISSUES technical issues

TLS transport layer security

VLAN virtual local area network

WAMPAC wide area monitoring, protection, and control
XML Extensible Markup Language

3. What IEC 61850 offers

Unlike IEEE Std 1815™ [B63], the IEC 61850 standard is more than just a protocol specification. As a
standard, it offers several protocols, project management, conformance testing, object models, configuration
language, and environmental requirements, all composing a rich set of tools that could be used by substation
design, protection, communications, and supervisory control and data acquisition (SCADA) engineers for the
following:

— Implementing substation protection, automation, and control systems
— Configuring intelligent electronic devices (IEDs)
— Documenting asset management

— Providing a common language to communicate between the various engineering groups

IEC 61850 currently has two editions representing a progression of the standard. Edition 1 is divided into ten
major parts issued between 2003 and 2012. Since 2011, many of the parts are now in Edition 2, incorporating
corrections for technical issues (TISSUES), additional logical nodes, and added functionality. Edition 2
expands IEC 61850 beyond the substation boundaries, expanding some parts, introducing new functionality
through technical reports (those documents in the IEC 61850-90 series ([B40] through [B45]) in particular),
and creating links with other standards. IEC plans to continue this development. Figure 1 shows some of the
major functional areas in IEC 61850 and related standards, including a few areas that are currently being
worked on.
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Reprinted with permission from POWER Engineers Inc., The Digital Power Grid Presentation, 2015.

Figure 1—IEC 61850 functional areas

IEC 61850 covers many functional areas within the power grid. With many optional and mandatory
requirements, the user must determine which parts will work best within their system and corporate structure
and policies. This process is not addressed in IEC 61850.

Essentially, the IEC 61850 standard addresses the following areas in order to achieve full interoperability and
integration of the [EDs:

— Basics required for implementing the standard in [EDs

— Configuration of the devices/systems in use

— Communication protocols/standards used

— File formats and data structure standards for information exchange

— Conformity testing to establish successful implementation

The following services or functions are incorporated into the IEC 61850 standard:

— SV multicast on the common local area network (LAN) (where Edition 2 provides a profile for a
gigabit LAN physical interface) to transmit voltage and current measurements from the instrument
transformers to the IEDs (typically process bus)

— Transmission of trip/control/blocking and other critical signals to equipment through the common
Ethernet LAN (typically station and process bus)

— Buffered/unbuftered report client-server messaging for data exchange (typically station bus)

— Time synchronization of the IEDs using simple network time protocol (SNTP), IEEE 1588 Precision
Time Protocol (PTP) (Edition 2) [B58]

14
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— Ethernet Link redundancy via rapid spanning tree protocol (RSTP), high-availability and seamless
redundancy (HSR), and parallel redundancy protocol (PRP) for the LAN (the latter two by adopting
IEC 62439-3 [B52])

— Cybersecurity via normative and other references to the IEC 62351 [B47] standards

— General requirements for hardware design, electromagnatic compatibility, operating temperature
range, and shock and vibration withstand capability

— Standardized Extensible Markup Language (XML) file schema and well defined logical name sets
enabling offline configuring IEDs and a standardized means to communicate between functional
engineering groups

— Manufacturing message specification (MMS) messaging with substation-wide direct polls or
configured data sets in a client-server arrangement enabling easy configuration of general purpose
human machine interfaces (HMIs) and data gateways data exchange

— GOOSE messaging between IEDs enabling de-centralized implementation of substation inter-locking
schemes, distributed synch-check for breaker closing, implementation of auto-reclose, and other high-
speed schemes (protection or otherwise)

— Implementation of additional protection functionality such as busbar protection using simpler IEDs

Successful implementation of the IEC 61850 standard, other referenced standards, and additional mainstream
features has shown the possibility of extending this standard to other areas such as distribution, renewable
energy, power plants, and communication beyond the substation. With this in focus, the IEC 61850 standard
is expanding to areas outside of the substation to achieve interoperability and integration of the entire power
grid. The following lists a few of these areas contained within IEC 61850 and referenced by other standards:

— IEC61850-7-410 [B29], [B30] provides data models for hydropower plant monitoring and control.

— 1EC 61850-7-420 (2009) [B3 1] provides additional data models required for incorporating distributed
energy resources (DER) such as conventional devices, fuel cells, photovoltaics (PV), combined heat
and power (CHP), and energy storage systems.

— IEC 61850-7-510 [B32] uses already defined logical nodes (IEC 61850-7-410 [B29], [B30]), as well
as other documents, in complex control functions installed in power plants, variable speed pumped
storage power plants, etc.

— IEC 61850-80-1 uses the defined common data classes (CDC) in applications between substation(s)
and control center(s) using the services of [IEC 60870-5-104 [B6] or IEC 60870-5-101 [B5] standards.

— IEC 61850-90-1 [B40] provides a comprehensive overview of the different aspects that need to be
considered for using IEC 61850 for applications between substations. In particular this defines the
required information exchange, communication services/architecture, and enhancements of the
configuration language, SCL.

— IEC 61850-90-5 [B43] provides for the exchange of synchrophasor data (as defined in
IEEE Std C37.118™ [B68]) within a WAMPAC (wide area monitoring, protection, and control) sytem
for desired applications. This also provides routable profiles for IEC 61850-8-1 GOOSE and IEC
61850-9-2 SV packets to enable applications between control centers.

— IEC61850-90-7 [B44] defines object models for power converters used in DER systems, including PV
systems, battery storage systems, electric vehicle (EV) charging systems, etc. Focus has been on the
information model to be used between the energy service provider (ESP) for supporting frequency and
voltage control (P/Q control) through grid-connected DER systems.

— IEC 62271-3 [B46] defines digital interfaces to the high-voltage switchgear and controlgear to be
based on IEC 61850.

— 1EC 61400-25 [B8] provides communication between wind power plant components such as wind

turbines, SCADA, etc. as per the client-server model defined and implemented via IEC 61 85b ocuments
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The IEC 61850 standard covers material that may not concern an end user tasked with implementing an IEC
61850 system using various vendor equipment and software. This guide will explore general concepts within
the IEC 61850 standard that is focused on the end user. Some of the key focus areas are as follows:

— Identifies key elements of the standard that impact end user implementations
— Provides a general introduction to the concepts

—  Offers some tips and suggestions

These overviews are not intended to replace the standard. If a user requires a deeper understanding or access to
definitions or data structure, they must reference the IEC 61850 standard directly.

3.1 IEC 61850 object model

The IEC 61850 standard provides models for the substation protection, automation, and control system.
These models are stored in an XML format that enables the exchange of information with other systems and
devices. The standard defines a Substation Configuration Language (SCL) schema that allows any vendor
configuration tool to read the IEC 61850 files created in a different vendor’s tool. An end user will generally
not be concerned with the details of the XML schema called out in the standard but should be aware of the
object modeling and naming part of the standard.

Most engineers exposed to IEC 61850 have heard of the logical nodes and their defined data objects and
attributes, but this is only part of the system model. The system object model has three basic parts:

—  Substation
—  Product

— Communications

A user configuring their IEC 61850 system using a SCL configuration tool will find themselves exposed to
different concepts than they may be accustomed to for modeling their substation. Using this standard model
creates the links between the substation’s electrical circuit configuration, the equipment and the physical
devices, logical devices, and logical nodes. In addition, a link is also created from the communications network
back to the logical node. If a user does not use this model they will require some other means of documenting
these links.

The following diagram in Figure 2 gives a general view on how all the various pieces of information from the
SCL model are linked and how the information is transmitted to other devices. The diagram also shows how
the three parts of the SCL models are linked together in such a way that information from one part is associated
with information from another part.
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Substation

/- Product/IED Structure

Communications { Structure * Functional Constraint: Groups Data
Structure Types; ST=Status, CO=Control,
BL=Blocking, ...

* Data Object Name: description of
what the data object represents in
general terms; Str=Start, Op=Operate,
EnaCls= Enable Close, ...

S1 Access Point
W1 Sub-network

* Common Data Class: Identifies the
format of the Data Object;

MMS Direct Poll

or Control ENS=Enumerated Status,

Command DPC=Controllable Double Point,
SPS=Single Point Status, MV=Measured
Value...

Published GOOSE *Data Attributes: Specific Data types

descriptions under the common data

class; general, g, t, ctiModel, stval,

ctlVal... REAL-TIME DATA &
QNFORMAT[ON

Subscribed GOOSE

MMS Report
Server, Client
connection

Data XML Links: X1E1Q1QA1CSWI1 ---
X1E1Q1SB1LD1CSWI1_ST_Pos_stVal ---

X1E1Q1SB151

NOTE: Sample Values (5V) has a similar functional association as the GOOSE message shown in the figure

Reprinted with permission from POWER Engineers Inc., The Digital Power Grid Presentation, 2015.

Figure 2—IEC 61850 SCL model

Figure 3, Figure 4, and Figure 5 show the three different sections of the SCL model as individual views. Each
of the substation, IED, and communications sections has links between the others.

The substation model is in hierarchical order as shown in Figure 3. It contains the following substation objects:

—  Substation

— Voltage Level

— Bay

— Equipment

— Sub-Equipment
— Connectivity Node
— Terminal

— Function

—  Sub-Function
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Substation Structure

X1 (Substation Level)
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Sub-Function
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Sub-Function Data Object
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w Hw Ql (Bay Level)
Data Object |
Logical Node
Data Object
Function 2
Breaker
|
Sub-Function
Sub-
Data Object Equipment

NOTE: Both Functions and Sub-Functions can also be Logical Node containers

Reprinted with permission from POWER Engineers Inc., The Digital Power Grid Presentation, 2015.

Figure 3—IEC 61850 SCL model: substation

The product model is in hierarchical order as shown in Figure 4. It contains the following product objects:

— 1IED

— Server

— Logical Device
— Logical Node
— Data Object
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Figure 4 also shows the components that make up a data object and some of the various means of exchanging
real-time information.

/~ Product/IED Structure

*  Functional Constraint: Groups Data Types;
ST=Status, CO=Control, BL=Blocking, etc.

* Data Object Name: description of what
the data object represents in general
terms; Str=Start, Op=Operate, EnaCls=
Enable Close, etc.

LD1 Logical Device

Logical Node
MMS Direct Poll =
or Control |‘- * Common Data Class: Identifies the format
Command v

of the Data Object; ENS=Enumerated
Status, DPC=Controllable Double Point,
SPS=Single Point Status, MV=Measured

Published GOOSE Value, etc.
subscribed GO0 ¢ Data Attributes: Specific Data types
descriptions under the common data
MMS Report class; general, q, t, ctiModel, stVal, ctlVal.
Server, Client Etc. REAL-TIME DATA & INFORMATION
connection

NOTE: Sample Values (SV) has a similar functional association as the GOOSE message shown in the figure

Reprinted with permission from POWER Engineers Inc., The Digital Power Grid Presentation, 2015.

Figure 4—IEC 61850 SCL model: IED

The communications model shown in Figure 5 is not a hierarchical model. It contains the following
communications objects:

—  Sub-network
— Access Point
— Router

—  Clock
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Reprinted with permission from POWER Engineers Inc., The Digital Power Grid Presentation, 2015.

Figure 5—IEC 61850 SCL model: communications

The IEC 61850 standard does not require a user to use this complete model. The user could choose to
implement only the parts of the model that support their needs. The user should determine the vendor IED and
tool support for the various models to determine if they will support the planned implementation.

3.1.1 Substation part

The substation part of the model is an electrical single line circuit linking substation equipment, such as
breakers, switches, transformers, and buses, to show the electrical connection between them. The user will
quickly find out that there are hierarchical rules and naming conventions on how objects are named and how
they relate to each other. This modeling and naming convention follows both the IEC 81346-1 [B53] and IEC
81346-2 [B54] standards, referenced in the IEC 61850 standard. The user first starts at the highest level objects
modeling the substation, voltage levels, and bays; and then within the bays the single line objects can reside.
The lowest linked object is the logical node that provides the linking between the substation part of the model
and the product part of the model. With the objects arranged in hierarchical order, the naming convention for
an object’s name will include the higher order object names. If Bay Q2 is within the voltage levels of 132 kV,
which is E1 in the standard, then the proper name for the Bay is E1Q2. This same naming convention follows
down to the lowest element so that it can be associated to the highest object. Understanding this model is
similar to learning a different language; exact voltage levels are not called out, only the coded name for the
range. Bay names do not identify the bus, feeder, or transformer by a descriptive name. So, in general, the
substation part of the model links the electrical topology of the substation and its components with the logical
nodes.
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