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Abstract: IEEE Std 2030® provides alternative approaches and best practices for achieving
smart grid interoperability. It is the first all-encompassing IEEE standard on smart grid
interoperability providing a roadmap directed at establishing the framework in developing an IEEE
national and international body of standards based on cross-cutting technical disciplines in power
applications and information exchange and control through communications.

IEEE Std 2030 establishes the smart grid interoperability reference model (SGIRM) and provides
a knowledge base addressing terminology, characteristics, functional performance and evaluation
criteria, and the application of engineering principles for smart grid interoperability of the electric
power system with end-use applications and loads. A system of systems approach to smart grid
interoperability lays the foundation on which IEEE Std 2030 establishes the SGIRM as a design
tool that inherently allows for extensibility, scalability, and upgradeability. The IEEE 2030 SGIRM
defines three integrated architectural perspectives: power systems, communications technology,
and information technology. Additionally, it defines design tables and the classification of data
flow characteristics necessary for interoperability. Guidelines for smart grid interoperability,
design criteria, and reference model applications are addressed with emphasis on functional
interface identification, logical connections and data flows, communications and linkages, digital
information management, and power generation usage.

Keywords: communications technology, controls, cyber security, distributed resources, electric
infrastructure and reliability, electric power system, electricity customers and loads, EPS, grid
architecture, grid operations, IEEE 2030®, information technology, interconnection, interfaces,
interoperability, power systems, SCADA, SGIRM, Smart Grid, smart grid reference model
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS I1S.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation, or every ten years for stabilization. When a document is more than five
years old and has not been reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are
cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or
her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the
advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Recommendations to change the status of a stabilized standard should include a
rationale as to why a revision or withdrawal is required. Comments and recommendations on standards, and requests
for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 2030-2011, IEEE Guide for Smart Grid Interoperability of Energy Technology
and Information Technology Operation with the Electric Power System (EPS), End-Use Applications, and Loads.

The sophistication and age of electrical power grids throughout the world vary significantly, and they may
vary within a country from area to area or electrical service provider to electrical service provider.
Additionally, there is an increasing worldwide demand for building an expansive electricity infrastructure.
Satisfying the demands for expansion and for upgrading aging electrical power systems, coupled
with the advances in communications and information technologies, has stimulated the concept of
“Smart Grid”—a broad term used to include the application of secure, two-way communications and
information technology to electrical power grids.

These demands have also driven policy, legislation, and regulation of power systems throughout the world.

The U.S. Energy Independence and Security Act (EISA) of 2007 addresses the coordination of the
development of a smart grid interoperability framework. Under EISA Section 1305, the Director of the
National Institute of Standards and Technology (NIST) shall have the primary responsibility of
coordinating the development of that framework, including soliciting input from private organizations,
including the National Electrical Manufacturers Association and IEEE. Further, the scope of the
interoperable framework “shall be flexible, uniform, and technology neutral” and “align policy, business,
and technology approaches in a manner that would enable all electric resources, including demand-side
resources, to contribute to an efficient, reliable electricity network.” The International Electrotechnical
Commission (IEC) has similar interests in evolving their smart grid concepts and established the
IEC Standardization Management Board (SMB) Strategic Group 3 (SG 3) on Smart Grid. It was
established to advise the board concerning the technologies associated with the Smart Grid and to identify
the needs for new international standards. Currently, there are many (national and international)
standardization activities related to the development of smart grid concepts. A smart grid standardization
roadmap was developed in 2010 by the IEC that is similar to the framework and roadmap developed by
NIST. Standards developing organizations (e.g., IEEE)—using an open and balanced consensus
process—are establishing standards for the Smart Grid building off of the conceptual reference models
produced by NIST [B17] and others.?

IEEE Std 2030-2011 supports EISA, the NIST framework coordination efforts, IEC interests, and
additional smart grid applications. It focuses on a systems-level approach to understanding and guidance
for interoperability components of communications, power systems, and information technology platforms
(see Figure a). This guide views the Smart Grid as a large, complex “system of systems” and provides
guidance to navigate the numerous smart grid design pathways throughout the EPS, loads, and
end-use applications. This interoperability standard lays the foundation for the expanding smart grid
applications level shown in Figure a, which provides a platform for any number of smart grid applications,
i.e., advanced metering infrastructure, plug-in electric vehicles, and other smart grid applications (“N”).
These applications may be supported by additional IEEE 2030 standards.

# The numbers in brackets correspond to those of the bibliography in Annex A.
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Figure a—Evolution of smart grid interoperability

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this guide may require use of subject matter
covered by patent rights. By publication of this guide, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope
of Patents Claims or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this guide are expressly advised that determination of the validity of any patent
rights, and the risk of infringement of such rights, is entirely their own responsibility. Further information
may be obtained from the IEEE Standards Association.
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IEEE Guide for Smart Grid
Interoperability of Energy Technology
and Information Technology Operation
with the Electric Power System (EPS),
End-Use Applications, and Loads

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

The overview of this guide provides a concise description of the scope, purpose, and application. The scope
explains what is covered in the guide and the purpose explains why the guide is needed. Following the
scope and purpose, introductory information in 1.3 is presented on understanding this guide’s general
application considerations and how to use it. Detailed discussions of technical content are provided in the
later clauses of this guide.

1.1 Scope

This document provides guidelines for smart grid interoperability. It also provides a knowledge base
addressing terminology, characteristics, functional performance and evaluation criteria, and the application
of engineering principles for smart grid interoperability of the electric power system (EPS) with end-use
applications and loads. The guide discusses alternate approaches to good practices for the Smart Grid.

1.2 Purpose

This document provides guidelines in understanding and defining smart grid interoperability of the EPS
with end-use applications and loads. Integration of energy technology and information and communications
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technology (ICT) is necessary to achieve seamless operation for electric generation, delivery, and end-use
benefits to permit two-way power flow with communication and control. Interconnection and intra-facing
frameworks and strategies with design definitions are addressed in this guide, providing guidance in
expanding the current knowledge base. This expanded knowledge base is needed as a key element in grid
architectural designs and operation to promote a more reliable and flexible EPS.

1.3 What this guide provides

1.3.1 General

This guide provides understanding, definitions, and guidance for design and implementation of smart grid
components and end-use applications for both legacy and future infrastructures. This document allows for
additional functionality beyond what is stated and is meant to accommodate innovation. Because
interoperability is achieved through extensive collaboration among many diverse members of the smart grid
community, this guide provides the reader with a heightened awareness of the challenges and opportunities
of the many different stakeholder roles of a smart grid implementation and a common understanding of the
technology drivers of smart grid interoperability. The knowledge base of this guide contributes to a basis
for future certification and testing of smart grid components and subsystems.

1.3.2 Intended audience

This guide is intended for the many diverse members of the smart grid community who participate in
extensive collaboration for successful smart grid application implementation. This guide should be read in
its entirety as it provides the reader with challenges and opportunities, and describes stakeholder roles
pertinent to smart grid implementation.

1.3.3 Smart grid interoperability reference model

The IEEE 2030® smart grid interoperability reference model (SGIRM) is a reference tool to provide
stakeholders with a common understanding of interoperability criteria from the power system,
communications, and information technology perspectives. The IEEE 2030 SGIRM identifies and defines the
interfaces between functional domains of the power grid from each of the perspectives and describes the
relationships among the domains, including the characteristics of the data that flow between them. The
constraints, issues, and impacts on interoperability at these interfaces are considered for each domain. With
this information, optimal design criteria for the interoperability of smart grid implementations can be planned.
The concept of the SGIRM reference tool is to allow for extensibility, scalability, and upgradeability.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

NISTIR 7628, Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy,
Architecture, and High-Level Requirements (Aug. 2010).!

! This document is available on the NIST website at: http:/csrc.nist.gov/publications/nistir/ir7628/nistir-7628 voll.pdf.
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3. Definitions, acronyms, and abbreviations

3.1 Definitions
For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary: Glossary of Terms & Definitions [B10] should be consulted for terms not defined in this

clause.”?

architecture: The organizational structure of a system or component, relationships, and the principles and
guidelines governing the design and evolution over time.

data flow: Application-level communications from a producer of data to a consumer of data.

data link: A physical communication connection (wireless, cabled [including wire and fiber optic], etc.)
from a source to a destination.

data volume: The quantity of data to be transferred to accomplish an action.

distributed energy resource (DER): Source of electric power that is not directly connected to a bulk
power transmission system. DERs include both generators and energy storage technologies.

electric power system (EPS): Facilities that deliver electric power to a load. (IEEE Std 1547™-2003)

end-use application: A process that monitors, administers, and/or controls the consumption or production
of electricity at a device (equipment or system) or facility.

energy management system (EMS): A system of tools used to monitor, control, and optimize the
generation, delivery, and/or consumption of energy.

information transfer time: The interval beginning when the information is issued from the source
application and ending when the information has been completely delivered to the receiving application
(i.e., first byte sent by source application to last byte received by destination application).

interface: A logical connection from one entity to another that supports one or more data flows
implemented with one or more data links.

interoperability: The capability of two or more networks, systems, devices, applications, or components to
externally exchange and readily use information securely and effectively.

latency: A measure of time delay experienced in a system, the precise definition of which depends on the
system and the time being measured.

load: The true or apparent power consumed by power utilization equipment. (IEEE Std C37.100™-1992)
reference model: A collection of concepts and their relationships that cover a subject, facilitate the
partitioning of the relationships into topics relevant to the overall subject, and can be expressed by a

common means of description.

reliability: The ability of a component or system to perform required functions under stated conditions for
a stated period of time. (IEEE Std 493™-2007 [B11])

Smart Grid: The integration of power, communications, and information technologies for an improved
electric power infrastructure serving loads while providing for an ongoing evolution of end-use applications.

2 The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at: http://shop.ieee.org/.
? The numbers in brackets correspond to those of the bibliography in Annex A.
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wide-area monitoring (WAM) system: A system that provides a time-synchronized view of electrical
conditions over a large geographical area.

3.2 Acronyms and abbreviations

ac
AMI
BAN
BPL
CDMA
CIM
CIP
CIS
CPN
CT-IAP
DA
DAP
dc
DER
DKMF
DMS
DSM
EAP
EISA
EMS
EMSK
EPS
ESI
FAN
GSM"
HAN
HBES
HEMP
HVAC
IAN
IAP
ICT
IDE
IEC

alternating current

advanced metering infrastructure
business area network
broadband over power line
code-division multiple access
common information model
critical infrastructure protection
customer information system

customer premises network

communications technology interoperability architectural perspective

distribution automation

distribution access point

direct current

distributed energy resource

dedicated key management function
distribution management system
demand-side management

extensible authentication protocol

U.S. Energy Independence and Security Act
energy management system

extensible master session key

electric power system

energy services interface

field area network

global system for mobile communications*
home area network

home and building electronic system
high-altitude electromagnetic pulse
heating, ventilation, and air conditioning
industrial area network

interoperability architectural perspective

information and communications technology

integrated development environment

International Electrotechnical Commission

* GSM is a registered trademark of the GSM Association. This information is given for the convenience of users of this standard and
does not constitute an endorsement by the IEEE of these products. Equivalent products may be used if they can be shown to lead to

the same results.
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IED intelligent electronic device

IEEE Institute of Electrical and Electronics Engineers
IEMI intentional electromagnetic interference

ISO International Organization for Standardization
ISO/RTO independent system operator/Regional Transmission Organization
ISP internet service provider

IT information technology

IT-IAP information technology interoperability architectural perspective
LAN local area network

MDMS meter data management system

MSK master session key

NAN neighborhood area network

NERC North American Electric Reliability Corporation
NIST U.S. National Institute of Standards and Technology
OPM Object Process Methodology

OSI Open Systems Interconnect

OWL Web Ontology Language

PEV plug-in electric vehicle

PII personally identifiable information

PLC power line carrier

PMU phasor measurement unit

PS-IAP power systems interoperability architectural perspective
RAS remedial action scheme

RDF Resource Description Framework

RF radio frequency

RTU remote terminal unit

SCADA supervisory control and data acquisition

SGEC smart grid evaluation criteria

SGIRM smart grid interoperability reference model

SOA service-oriented architecture

SSO single sign-on

SysML Systems Modeling Language

UKMF unified key management function

UML® Unified Modeling Language™ °

var volt ampere reactive

WAN wide area network

WSP wireless service provider

WAMPAC wide-area monitoring, protection, and control

XML Extensible Markup Language

XSD XML Schema

> UML and Unified Modeling Language are trademarks of Object Management Group, Inc. This information is given for the
convenience of users of this standard and does not constitute an endorsement by the IEEE of these products. Equivalent products may
be used if they can be shown to lead to the same results.
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4. The IEEE 2030 smart grid approach

4.1 General

The Smart Grid encompasses the integration of power, communications, and information technologies for
an improved electric power infrastructure that serves loads while providing for an ongoing evolution of
end-use applications.

The electric power infrastructure is traditionally viewed in terms of central station power plants providing
electricity to customers or consumers. Traditionally at the customer facilities, loads were served without
much administration or control of the consumption of the electricity other than running and metering the
electric device or equipment. As technology began to evolve, management and control of equipment and
loads evolved. This included equipment and loads that were either set to operate on schedules or that
monitored certain parameters and would communicate such information for controllers (equipment or
people) to purposely employ some method or manner to manage the consumption of electricity or its
delivery. As technology further evolved, distributed resources (both generators and electric storage
systems) were interconnected to the power system. Today, communications and information systems
enable a modern, more intelligent power system. An integrated, fully automated smart grid approach can
allow productive options to both utility operators and customers to improve power system reliability, asset
utilization, and efficiency, in a secure manner.

4.2 The Smart Grid—A complex system of systems

The Smart Grid is a complex system made up of interrelated systems. As the power system is upgraded with
more flexibility, integrated communications, and advanced controls, it will enable large-scale integration and
interoperability of a greater diversity of technologies and end-use applications. The Smart Grid is evolving
toward a highly automated EPS that uses smart grid technologies to monitor and manage the availability and
quality of power, the immediate and predicted load demands, and the status of supporting infrastructure. This
interoperation will include a preponderance of monitoring and control activities, enabling two-way flow of
electricity and information for the production, transportation, and consumption of electric energy. In its most
encompassing form, implementation of a Smart Grid adds intelligence to all areas of the power system
infrastructure that will interoperate with end-use applications and loads.

A system of systems carries several noteworthy burdens. For instance, correct design of one particular
system, including data, command, and control, without complete consideration of other systems, may not
result in the best operation of the whole system. Information that is produced and consumed in a closed
system may need to be exchanged with other systems in the future. In complex systems, some coordination
is required because the potential interactions may not be obvious at the beginning, but potential
inadvertently ‘designed in’ problems can be corrected by an overall supervisory system.

The Smart Grid will generate data in vast quantities. To manage, store, and effectively use this data, the
power system, communications, and information technologies should be coordinated using a system of
systems approach; that is, achieve interoperable communications across smart grid technologies.

4.3 Smart grid architecture

The architectural principles listed in Table 4-1 are summarized from those identified by the GridWise
Architecture Council, EPRI IntelliGrid, Utility AMI, and the U.S. National Institute of Standards and
Technology (NIST) among other stakeholders. This guide addresses interoperability of the Smart Grid in
relation to the interoperability definition (see 3.1). The other architectural principles listed in the table are
important characteristics for smart grid success, some of which are included in the main focus of this guide.
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Table 4-1—Architectural principles

Principle

Description

Standardization

The elements of the infrastructure and the ways in which they interrelate are clearly defined,
published, useful, open, and stable over time.

Openness

The infrastructure is based on technology that is available to all qualified stakeholders on a
nondiscriminatory basis. Providers of the technology have an evolution plan toward openness
and standardization.

Interoperability

The standardization of interfaces within the infrastructure is organized such that

— The system can be easily customized for particular geographical, application-specific,
or business circumstances, but

— Customization does not prevent necessary communications between elements of the
infrastructure.

Security

The infrastructure is protected against unauthorized access and interference with normal
operation. It consistently implements information privacy and other security policies.

Extensibility

The infrastructure is not designed with built-in constraints to extending its capabilities as new
applications are discovered and developed. Toward this goal,

— Its data are defined and structured according to a CIM.
— It separates the definition of data from the methods used to deliver it.

— Its components can announce and describe themselves to other components.

Scalability

The infrastructure can be expanded throughout the power system with no inherent limitations
on its size.

Manageability

The components of the infrastructure can have their configuration assessed and managed,
faults can be identified and isolated, and the components are otherwise remotely manageable.

Upgradeability

The configuration, software, algorithms, and security credentials of the infrastructure can be
upgraded safely and securely with minimal remote-site visits. This is a particular aspect of
manageability.

Shareability

The infrastructure uses shared resources that offer economies of scale, minimize duplicative
efforts, and, if appropriately organized, encourage the introduction of competing innovative
solutions.

Ubiquity

Authorized users of the Smart Grid can readily take advantage of the infrastructure and what it
provides regardless of geographic or other types of barriers.

Integrity

The infrastructure operates at a high level of availability, performance, and reliability. It
reroutes communications automatically, operates during power outages, and stores data for
intervals sufficient to recover from failure events.

Ease of use

There are logical, consistent, and preferably intuitive rules and procedures for the use and
management of the infrastructure. The system maximizes the information and choices
available to users of the Smart Grid, while minimizing the actions they must take to participate
if they choose to do so.

Adapted from NIST Smart Grid Interim Roadmap, Phase 1 [B16].
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4.4 Smart grid interoperability

4.4.1 General

Interoperability is the capability of two or more networks, systems, devices, applications, or components to
externally exchange and readily use information securely and effectively.

Smart Grid interoperability provides organizations the ability to communicate effectively and transfer
meaningful data, even though they may be using a variety of different information systems over widely
different infrastructures, sometimes across different geographic regions and cultures. Smart grid
interoperability is usually associated with the following:

— Hardware/software components, systems, and platforms that enable machine-to-machine
communication to take place. This kind of interoperability is often centered on (communication)
protocols and the infrastructure needed for those protocols to operate.

— Data formats, where messages transferred by communication protocols need to have a well-defined
syntax and encoding.

— Interoperability on the content level; a common understanding of the meaning of the content being
exchanged.

Interoperability of the Smart Grid will allow utilities, consumers, and other stakeholders to purchase
hardware and software in the marketplace and readily incorporate it into different areas of the Smart Grid
so that it will work with other smart grid components. The diversity of evolving smart grid technologies
intended for use across the entire power grid—from transmission to distribution and, ultimately, to devices
used at the customer premises—presents significant challenges to achieving interoperability. Business
processes, competition, relationship with partners, and different strategies should consider the need for
interoperability.

To transition legacy networks into more intelligent and secure electric power infrastructure, smart grid
objectives should address the needs of all stakeholders, including customers and communities, and develop
the standards-based smart grid approach based on interoperable solutions and flexible business processes.

4.4.2 Information and communications technology

The deployment of the Smart Grid will be a continuing evolution and not a single event; therefore, there is
a need to adapt legacy protocols to new ICT capabilities.

Interoperability in ICT has generally been improved by use of a functionally layered protocol in accordance
with the International Organization for Standardization (ISO) Open Systems Interconnect (OSI) reference
model [B15]. Within the OSI model (see Figure 4-1), functions are placed into seven layers, and layers are
connected with service interfaces.

This layering simplifies the task of replacing one communication technology with an alternate technology.
For example, transport protocols have been designed to operate over a wide variety of data link types that
comply with the service interface. Many of the legacy protocols and communications in the grid effectively
connect the application directly to the layer 2 data link technology (e.g., a dedicated phone circuit). Many
of these communication links may exist within the Smart Grid for many years to come. In evolving existing
protocols and applications to a layered communications architecture, implementers may need to adapt the
existing protocol to conform to the transport layer of a modern layered communication network.
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Figure 4-1—OSI reference model

Cyber security has always been a concern for utility experts, and the flexibility and expanded capabilities of
a system introduces more complex cyber security concerns. Smart grid security entails a number of aspects
ranging from cyber security to physical security of both ICT and electrical facilities (including equipment).
Vulnerabilities and threats are security aspects that need to be considered early in the application
development process.

4.5 Privacy and security

4.5.1 General

This subclause provides an overview of practices and techniques in a comprehensive smart grid privacy and
security implementation. The details of implementation alternatives associated with the various topics can be
found in other security standards. While increased deployment of ICT capabilities are generally associated
with increased cyber security challenges, this overview provides an introduction to a broader set of security
considerations. Even though privacy and security are closely interrelated, it is useful to separately describe the
two topics. Privacy and security are further discussed in Clause 6, Clause 7, and Clause 8.

4.5.2 Privacy

Privacy is generally associated with collection, ownership, access control, integrity control, distribution,
modifications, repurposing, reconstruction, and disposition of personally identifiable information (PII),
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relating to both individuals and organizations. Definitions of privacy vary across jurisdictions. Various
definitions and interpretations of privacy have been developed by organizations like the Organization for
Economic Cooperation and Development, the United Nations, and governmental agencies. Despite the
differences in interpretation, they all have in common the notion that the person (individual or
organization) providing informed consent has the right to determine the degree to which they will share
their PII with other individuals or organizations and how that PII will be used.

Information, such as usage data, can be appropriately redacted, aggregated, or otherwise anonymized such
that it is no longer linked to PIL. Such anonymized data serves the critical purposes of establishing statistics
and analyzing trends based on accurate input. However, opportunities and incidences of intended and
unintended abuse of PII have sensitized people to the need to safeguard the privacy attributes of all data. If
not properly anonymized, even data like electrical appliance usage or electric vehicle charging schedules
may constitute a privacy violation.

New smart grid technologies and applications like smart meters, smart appliances, or customer energy
management systems (EMSs) will create new privacy risks and concerns in unexpected ways. Recognizing
electric signatures of smart appliances and developing detailed, time-stamped activity reports by utilities or
third-party service providers for efficiency analysis also reveals lifestyle details that could be legitimately
characterized as PII in most jurisdictions.

As new capabilities are included in the Smart Grid, potential new privacy concerns will emerge for which
no legal mitigation currently exists. Hence, measures like privacy impact assessments need to be carried out
for various smart grid use cases.

Assessment of privacy impact is an analysis of how PII is collected and managed to:

— Ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy.

— Determine the risks and effects of collecting, maintaining, and disseminating information in an
identifiable form in an electronic information system.

— Examine and evaluate protections and alternative processes for handling information to mitigate
potential privacy risks.

The ownership and rights associated with PII varies by jurisdiction. In some jurisdictions, the person owns
their data, while in other jurisdictions, ownership is less clear. For example, a utility that gathers contact
and other information for billing purposes may be restricted in use of the PII for any other purposes without
consent of the customer—possession of the data is not the same as ownership.

A significant number of privacy breaches occur not because of an attack but through non-compliance with
privacy policy or having no policy. For example, a laptop that has a copy of PII data becomes a privacy
breach if the laptop is improperly disposed of, lost, or stolen.

Privacy rights continue to evolve by legislation, litigation, and regulation, and the data gathered will be
subject to the relevant jurisdiction(s). Therefore, smart grid architectures should be flexible and adaptable
to cater to evolving policy and regulatory requirements without requiring significant redesign or
redevelopment.

4.5.3 Security

Security programs typically focus on protection of human life, safety, and tangible and intangible assets.
With a system that handles power generation, transmission, and distribution, security responsibility extends
beyond the traditional walls of the data center. An intruder can, intentionally or unintentionally, cause a
power line to be energized that would endanger lives. Similarly, a power line may be deenergized in such a
way as to cause damage to transmission and control systems and possibly endanger the safety of employees
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and the public. Two major components of smart grid security are cyber security and physical security.
Facets of cyber security are addressed throughout this guide.

Cyber vulnerabilities have been identified within the present power grid. Planned deployment of new
communications and information technologies has focused research on cyber security issues and
established reports and guidelines. Of particular note is the North American Electric Reliability
Corporation’s (NERC) Critical Infrastructure Protection (CIP) Reliability Standards [B2] and the NIST-led
Cyber Security Working Group [B20].

Physical security is also of concern. Physical security addresses a different set of threats, vulnerabilities,
and risks than information security. Many categories of physical security exist, including environmental
design, mechanical and electronic access control, intrusion detection, and video monitoring. Physical
security requires evaluation from basic principles, such as secure access to equipment and to computer
image processing from the secure control zone. Physical security mechanisms protect people, data,
equipment, systems, facilities, and many other assets. In addition to protection of assets, physical security
mechanisms include: site design and layout; building; facility; computer rooms; data center; windows;
doors; fences; parking lots; environmental components; emergency response readiness; power control; fire
protection; heating, ventilation, and air conditioning (HVAC); guards; dogs; etc.

Business drivers are resulting in automated decision intelligence replacing manual operations, and as a
result reliability of the power system is increasingly affected by the ICT infrastructure.

A broader new smart grid feature set is making the power system critically reliant on the overlaid ICT
infrastructure by requiring integration of diverse, connected, interdependent, and adaptive functions and
applications.

This ICT evolution exposes the power grid operation and business processes to vulnerabilities that could be
exploited by deliberate attacks as well as operational mistakes, equipment failures, and natural disasters. As
a result, the power grid needs to have pervasive resilient postures against such security and safety incidents
so that they are prevented, detected, and recovered from in a timely fashion.

The EPS has unique performance and reliability requirements that may demand security measures that
differ from traditional enterprise information technology (IT). Security solutions, such as strong encryption
and public key infrastructures, that have been effectively deployed to secure enterprise IT infrastructure and
business applications often encounter performance and resource limitations when applied to power systems.
Many legacy systems were not designed with security as a core capability. However, security of these
systems can be enhanced with compensating measures like encryption and access controls.

In order to have an adequate level of authenticated access control to critical infrastructure and key
resources, various security functions will have to interoperate with consistent security objectives across the
grid. Functions needing to implement these consistent security objectives include authorized access to
sensitive market and consumer data, reliable and timely equipment status notifications, reliable backup of
critical systems, and audit capabilities that permit detection and reconstruction of crucial events.

The electric power infrastructure is transforming itself from a system of power interconnections to a
very complex diverse, interconnected, interdependent, and adaptive system. Regulatory mandates
(e.g., NERC CIP in North America) and guidelines from other industry and standards organizations
encourage that security of this complex system is addressed in the early phases of architecture and design
and continues through implementation, testing, deployment, and operation.

Security and protection requirements have aspects for both operational and business systems. Specific
distinctions in attack and error types, differences in performance requirements, as well as organizational
policies produce different security requirements.
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A secure architecture allows security mechanisms to evolve. Such a secure system may employ intrusion
protection systems and anomaly detection systems. Approaches exist for top-down and bottom-up security
analyses of the Smart Grid. NIST and other organizations are leveraging these techniques to evaluate where
existing security technologies such as access control, authentication, and cryptography can be used to
secure the Smart Grid.

4.5.4 Security objectives

Each type of data flow within a communications system, or the system itself, should be assigned a security
category consisting of an impact level for the link or the particular system. This assignment may relate to a
general area of use and that classified area should be assigned the same level. The security category
consists of an impact level for each of the three security objectives of data confidentiality, data integrity,
and data availability. An impact level of low (L), moderate (M), or high (H) represents the impact on
operations, assets, or individuals should there be a breach. Security category assignments can be done at
many different stages of development including during the preliminary evaluation of use cases, in building
architectures, in process or product certification, or in recognition of protection requirements for critical

infrastructure (see Table 4-2) (CIP Reliability Standards [B2]).

Table 4-2—Potential impact definitions for security objectives

Potential impact

Security objective

Low

Moderate

High

Confidentiality

Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

(44 U.S.C,, SEC. 3542)

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity
Guarding against improper
information modification

or destruction.
(44 U.S.C., SEC. 3542)

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

(44 U.S.C., SEC. 3542)

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Reprinted from Federal Information Processing Standards 199 (FIPS 199), Standards for Security Categorization of
Federal Information and Information Systems, Feb. 2004 [B4].
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4.5.5 Information security principles for the Smart Grid

Security management includes risk management, information security plans and policies, procedures,
standards, guidelines, baselines, information classification, security organization, and security education.
These components serve as the foundation of an organization’s security program.

A systematic approach for the design and implementation of a cyber security program for the Smart Grid
should be adapted to meet the business and security protection needs of each organization or application.
Each organization should develop a cyber security strategy for the implementation of its portion of the
overall security program.

A series of standards, ISO/IEC 27000, is used for assurance and security standards in addition to the
reference standards enumerated in the Guidelines for Smart Grid Cyber Security (NISTIR 7628, Vol. 1).°
The ISO/IEC 27000 series comprises information security standards published jointly by the International
Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC).

4.5.6 Security process

While the security process needs to address the complete Smart Grid, information security has unique
requirements. Information security consists of measures to prevent the unauthorized use, misuse,
modification, or denial of use of data. Key activities include the following:

—  Risk assessment: An assessment is used to determine the value of the information assets of an
organization, the threats they are exposed to and vulnerabilities they offer, and the importance of
the overall risk to the organization. The assessment is accomplished by following the risk
management approach.

—  Policy: Policy defines how security should be implemented. Policy defines the proper mechanisms
to use to protect information and systems as well as physical security. It includes several aspects
such as technical capabilities, best practices, preventative measures, employees, incident response,
administration, and management.

—  Deployment: Security policies, standards, and measures to be effective should be implemented by
an organization practicing due care and due diligence.

—  Training: Awareness training is the mechanism to provide necessary information to employees.

—  Audit: This function improves the probability that controls are configured and monitored correctly
with regard to policy. Functions include policy adherence audits, periodic and new assessments,
and penetration testing.

These activities are an extension of the five-step security process presented in IEC TS 62351-1 [B9], and
are power systems specific and provide additional insights.

§ Information on references can be found in Clause 2.
7 The following standards in the ISO/IEC series of standards are used as blueprints by organizations when developing a security program:
— ISO/IEC 27000, Information security management systems — Overview and vocabulary
— ISO/IEC 27001, Information security management systems — Requirements
— ISO/IEC 27002, Code of practice for information security management
— ISO/IEC 27003, Information security management system implementation guidance
— ISO/IEC 27004, Information security management — Measurement
— ISO/IEC 27005, Information security risk management
— ISO/IEC 27006, Requirements for bodies providing audit and certification of information security management systems
— ISO/IEC 27011, Information security management guidelines for telecommunications organizations based on ISO/IEC 27002
— ISO/IEC 27033-1, Network security overview and concepts
— IS0 27799, Information security management in health using ISO/IEC 27002.

More information about these standards or standards in development in the ISO/IEC 27000 series can be found on the ISO website at
http://www.iso.org/.
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4.5.7 Security engineering

Security engineering for smart grid systems is about developing and implementing systems that are
predictably dependable in the face of all types of threats. The systems and applications must also be
resilient to error. In addition, the responsibility of security engineering is to ensure protection of systems
that evolve constantly and face a changing spectrum of threats.

Security engineering requires consideration of security in each of the following planning tasks:

a) Customer requirements define the expectations of the system in terms of mission objectives,
environment, constraints, and measures of effectiveness and suitability. Some questions that need
to be answered include the following:

—  Operational distribution or deployment: Where will the system be used?
— Mission profile or scenario: How will the system accomplish its mission objective?

— Performance and related parameters: What are the critical system parameters to accomplish
the mission?

— Utilization environments: How are the various system components to be used?

—  Effectiveness requirements: How effective or efficient must the system be in performing its
mission?

— Operational life cycle: How long will the system be in use?
— Environment: In what environments will the system be expected to operate effectively?

b) Functional requirements describe what outcome is needed by identifying the necessary task, action,
or activity that must be accomplished. Functional requirements analysis will be used as the top-
level functions for functional analysis to:

— Determine logical and physical data architecture

— Define user roles

— Determine access needs

—  Map users to data access

—  Define criteria to data access

— Identify data owner

— Identify security policies

—  Define security requirements for a particular business solution (e.g., portal, control, marketing)

c¢) Non-functional requirements, such as scalability, interoperability, and performance, specify
constraints or conditions that can be used to qualify a system, rather than specific outcomes.

d) Performance requirements describe the extent to which a mission or function is to be executed—
generally measured in terms of quantity, quality, coverage, timeliness, or readiness. During
requirements analysis, performance requirements will be interactively developed across all
identified functions based on system life-cycle factors, and characterized in terms of the degree of
certainty in their estimate, the degree of criticality to system success, and their relationship to other
requirements.

e) Design requirements describe the “build to,” “code to,” and “buy to” requirements for products and
“how to execute” requirements for processes expressed in technical data packages and technical
manuals.

f)  Derived requirements that are implied or transformed from higher-level requirements.
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g) Allocated requirements that are defined by dividing or otherwise allocating a high-level
requirement into multiple lower-level requirements.
h)  Security requirements that are defined for IT systems and industrial control systems to prevent:
— Disruption of service and productivity
—  Unauthorized modification of systems and information
—  Unauthorized disclosure of systems and information
i) Assurance requirements that determine:
— Level of concern (data protection level)
— Probability of data insecurity

— Business impact from data insecurity

4.5.8 Security policy

Security policy is a set of basic principles to follow related to establishing what it means to be secure for a
system, organization, or other entity. For an organization, it addresses the goals for behavior of its members
as well as constraints imposed on adversaries by mechanisms such as doors, locks, keys, and walls. For
systems, the security policy addresses constraints on functions and flow among them and constraints on
access by external systems and adversaries including programs and access to data by people or
applications.

A security policy is typically mandated by senior management and an empowered committee entrusted
with defining, implementing, and monitoring the effectiveness of the policy. The security policy can be
tailored to an organization, a specific issue, or system. A security program should include security policies,
standards, guidelines, baselines, procedures, security awareness training, incident response plan, and a
compliance program. These terms are described in the ISO/IEC 27000 series, and specific aspects of
implementation may be provided by government or other stakeholders.

4.5.9 Risk assessment

4.5.9.1 General

Risk is the potential for loss that requires protection. If there is no risk, there is no need for security. When
risk is examined, the vulnerabilities and threats must be identified. Risk assessment includes analyzing
assets, identifying value of information and assets, identifying vulnerabilities and potential risks (due to
threats), risk reducing measures, and decisions related to the acceptance, avoidance, or transfer of risk. This
activity is performed by a risk analysis team. Risk assessment characterizes both the process and the result
of analyzing and assessing risk. Risk assessment is applied to information, communications, and power.
During this phase, critical assets should be identified.

A risk assessment considers the impact of a security violation. For example, for a given system and
environment, the classification of risk may be as follows:

— Safety risk can lead to loss of life, serious personal injuries, damage to equipment, or damage to the
environment.

— Miission risk can lead to an inability of the overall system, such as loss of critical infrastructure or
data.

— Business risk can lead to significant economic costs, such as loss of business or reputation.

—  Security risk can lead to loss of sensitive data.
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The risk analysis team should consist of personnel from key areas of an organization such as management,
engineering staff, security experts, process control engineers, IT architects, application analysts, and
programmers. The risk analysis team members must be at the right levels of each area in terms of
understanding the processes, business objectives, engineering principles, technologies, and regulations.

4.5.9.2 The value of information and assets

The value of information supports security measure decisions. When assessing the value of information, the
same logical considerations are used as when assessing assets such as facilities, systems, services,
resources, supplies, and employees. In order to assess what is in danger, it is necessary to evaluate what it is
worth. Information and an asset can have quantitative and qualitative measurements assigned to it. Assets
may be tangible (computers, devices, networks, systems, facilities, supplies) or intangible (reputation, data,
intellectual property). The tangible value is determined by the cost it takes to acquire, develop, and
maintain it. The intangible value is determined by the importance it has to the owners, authorized users, and
unauthorized users.

4.5.9.3 Identifying threats
Threat assessment is a very detailed and, in some cases, difficult task.

Threats are classified as human (intentional or unintentional) and natural disasters. Many types of threat
agents can take advantage of several types of vulnerabilities, resulting in a variety of specific threats. Once
threats are identified for an application, system, business unit, or organization, corresponding
vulnerabilities must be investigated.

4.5.9.4 Identifying vulnerabilities

Vulnerability is a potential avenue for an attack and is a property of a system or its environment that, in
conjunction with an internal or external threat agent, can lead to a security failure. Vulnerability is
characterized by the difficulty and the level of skill that is required to exploit it. When identifying specific
vulnerabilities, it is necessary to locate all the entry points to the organization and to find all access points
to information (in both electronic and physical form), such as:

— Internet connections

— Remote access points

—  Connections to other organizations

— Physical access to facilities

—  User access points

—  Wireless access points
Failure modes and effects analysis is a method used to determine the location of a vulnerability as well as
ramification of exploitation. This method supports determining functions, identifying functional failures,
and assessing the causes of failure and their effects through a structured process. This systems engineering

approach is also more recently adapted for use in evaluating risk management priorities and mitigating
known threat vulnerabilities.

4.5.9.5 Risk analysis methods

Currently, different assessment methods and concepts are used for common ICT systems, and new
frameworks are emerging. Designers and users of control systems must evaluate the suitability, benefits,
and cost-effectiveness of these frameworks. On the other hand, risk management for control systems is
different than risk management commonly applied to business systems.
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The steps of risk analysis are defined in standards and methodologies published by NIST, ISO/IEC, etc.
Several risk assessment methods may be used, such as:

—  Checklist-based

— Cause-consequence analysis

— Hierarchical holographic modeling

— Fault tree analysis

— Event tree analysis

—  Attack tree analysis

—  Capability-based attack tree analysis

—  Vulnerability tree analysis

— Failure modes effects and criticality analysis

The previously mentioned methods can be used with some limitations for assessing risk of various
environments. Risk assessment is essential to the determination of the controls necessary to securely
operate a power control system that contains valuable, sensitive, and critical information. Risk assessment
enables a strategic approach to risk management that can challenge a standard business case. It is essential
that the process of analyzing and assessing risk is well understood and executed on a timely basis.

When assessing the risks for power control systems, it is necessary to customize the general approaches to
include activities such as the following:
— Identify the systems characteristics that make them different from traditional business ICT systems.
— Identify the risks associated with power system unique end points for attacks.
— Identify the risks associated with personnel safety.
— Identify the risks to reliability of the power system.

— Identify the asset value based on criticality and survivability criteria (e.g., computing annualized
loss expectancy).

— Include confidentiality, integrity, and availability when assessing the value of the assets.
— Identify the level of uncertainty when analyzing the threat event, threat impact, or threat frequency.

— Balance the use of both quantitative and qualitative methods for performing risk analysis such that
the outcomes of the methods provide the best information, which is an assessment or measurement
of risk.

—  Assign qualified risk analysts. The analyst should be experienced in control systems development
with a sound understanding of the broad issues of control systems.

— Enable a strategic risk management approach that supports information that is critical in decision
making.

— Uses of automated and “what-if” analysis tools provide a suite of alternative strategic approaches
for risk management.

— Maximize consistency and thoroughness of vulnerability analysis for control systems that includes
hardware, software, Internet access, environment, and people.

— Use integrated models for risk analysis to support a proactive and predictive solution to risk
management.

— Use a process control model that enables a closed loop to enforce a minimum level of security.

— Use a system identification model to produce a model based on system identification and process
control methods and how they could apply to control systems.
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Considering that malware travels at high speeds through a network, one needs to identify the security risks
and model the dynamics of control systems to find an optimal solution to monitor for cyber attacks.
Monitoring ongoing cyber attacks can use prediction models based on parameter estimation using data
collected by specialized devices and software. Such data collection and monitoring tools may use statistical
and machine learning approaches to estimate and derive optimum parameters to mitigate ongoing cyber
attacks. A security system can also use the principle of locality to minimize the damage and stop the
propagation of cyber attacks on a larger scale.

4.5.9.6 Total risk versus residual risk

There is an important difference between total risk and residual risk, and which type of risk a company is
willing to accept. There is always some risk to deal with; this is called residual risk. Controls gaps should
be identified, too; this is the protection the control cannot provide. Total risk is a function of threats,
vulnerability, and asset value. Residual risk is the risk level that remains outstanding after countermeasures
are applied toward all of the total risk elements or sources. The following conceptually shows relation
between total risk and residual risk:

Total risk = Function of threats, vulnerability, and asset value

Residual risk = Total risk — Countermeasures

4.5.9.7 Implementing security

Identifying current security mechanisms and evaluating their effectiveness are very important steps before
selecting the security measures (or safeguards). However, considering and choosing the appropriate
measure require a cost/benefit analysis approach. The cost of countermeasure includes many items from
product cost, implementation, and maintenance to effects on productivity, compatibility with other
measures, and environment modifications. For a full list of the items, it is necessary to identify recently
published documents. Additional guidance can be found in the informative Annex B.

4.5.9.8 Risk handling and mitigation

Information security management includes the process of assigning priority to, budgeting for, and finally
implementing and maintaining appropriate risk reduction measures.

After the amount of total risk or residual risk is determined, management must decide how to handle and
mitigate the risk. Risk can be handled in different ways: transfer, reject, accept, or reduce.

If an organization decides to terminate the activity that is introducing risk, this is known as risk avoidance.
For example, if an organization allows e-mail or instant messaging applications from a computer connected
to supervisory control and data acquisition (SCADA) control systems, there are many risks when using
these applications. Discontinuing the services is an example of risk avoidance.

Risk mitigation is an approach where the risk is decreased to a level considered acceptable enough to
continue business activity. The implementation of security technologies (firewalls, intrusion/detection and
prevention systems, cryptography, training, etc.) represents a way of reducing the risk.

Risk acceptance is an approach used when the cost/benefit ratio is greater than 1, which means that the cost
of the countermeasure outweighs the potential loss value. However, risk acceptance should be based on
other factors such as safety considerations, environmental, and operational factors.

Also, people engaged in risk management tasks in different functional areas should be able to exchange
knowledge. One of the characteristics of a successful risk management program will include mechanisms to
facilitate this collaboration.
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4.6 Reliability

4.6.1 General

Reliability is the ability of a component or system to perform required functions under stated conditions for
a stated period of time (IEEE Std 493-2007 [B11]). The extent and complexity of the smart grid
architecture will introduce challenges to the reliability of the grid to a magnitude that may not exist today.
Equally, the magnitude and geographical extent to which disruption of the grid can be affected will no
doubt increase as complex architectures and communications facilities pervade into operations of the EPS
at every level.

While it is beyond the scope of this guide to comprehensively address the reliability engineering design of a
smart grid architecture, it is necessary to understand what reliability means in the power industry, as well as
the ICT industry, in order to effectively communicate reliability requirements and capabilities. This
involves explaining various related concepts but does not include setting values in this guide. The material
covered includes the following:

— Reliable delivery of safe electrical power
— Reliability of data delivery
— Iterative nature of design

— Contingency operation of smart grid equipment

Power engineers typically think of reliability in terms of electric power reliability—a measure of the
continuous safe delivery of electric power to customers. But, in terms of the reliability of data delivery to
support smart grid applications, a different concept of data reliability needs to be included. One set of
measures can describe electric power reliability, while a different set of measures can describe data
reliability. Notwithstanding the use of different measurement sets for the respective reliability of the EPS
and ICT infrastructure, the safety and reliability of the power system should prevail in the event of a
disruption of the ICT infrastructure.

4.6.2 Electric power reliability

Electric power reliability of the distribution system is often quantified using reliability indices
(IEEE Std 1366™ [B12]), such as the following:

— SAIDI (system average interruption duration index)

—  SAIFI (system average interruption frequency index)

These indices are among the measures often used by regulatory agencies to evaluate the electric power
reliability provided by a utility. They encompass the performance of distribution, transmission, and
generation. A typical goal of any utility is to keep the values of these indices as small as practical. Since
some of these measurements may not include weather-related failures, electrical power reliability metrics
that include all of the failure and repair data should be used.

The Smart Grid has the potential to improve electrical distribution reliability. To do so, various sensory and
control data needs to be delivered through ICT-based data links. Some application data paths will require
extremely high levels of reliability (e.g., fault clearing and autonomous restoration of power), while most
applications will be able to withstand relatively long and/or frequent interruptions without negatively
impacting electric power reliability (e.g., meter reading). It is important for power engineers to
communicate reliability needs clearly to avoid unneeded ICT costs as well as excessive electric power
interruptions.
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4.6.3 Data reliability

The reliability required for a given data flow is a basic requirement that needs to be set by power systems.
The process for developing specific criteria for a data flow will be iterative in nature. The power and ICT
industry will need to work together to determine the optimum implementation of interfaces and data links
to support the data flows.

This level of reliability is taken into consideration by ICT in determining the implementation specifications
needed to achieve it. The reliability metrics to be used and the ranges of possible values must be understood
by all in order for this process to work effectively. Some of the data reliability characteristics used includes
the following:

—  Priority
— Availability
—  Level of assurance

—  Ability to withstand high-impact low-frequency events

4.6.4 Communications reliability

Power engineers need to be able to translate between the electric power reliability requirements they are
probably used to and the data reliability characteristics that ICT systems use. The power reliability inputs
can be structured using concepts typical of the power industry: duration of failure and frequency of failures.
In the context of the Smart Grid, information data loss does not necessarily result in power outages, so
different values result. It might be useful for electric power engineers to think in terms of values that
parallel traditional terminology.

It is important to understand that any time one of the agreed-upon design criteria for a data flow is not met,
this is considered an interruption (or “lost” data). For example, if the information transfer time is specified
as a maximum of 1.0 s for a given data flow, and the data is delivered after 1.3 s, this is considered an
interruption even though the data is delivered accurately. Accordingly, the ability of a smart grid
application to withstand lost or delayed data may be thought of as “lost data tolerance.”

4.6.5 Real-world environments

When evaluating the reliability and performance of information and computing technology in power
systems, it is important to consider the effects of real-world environments. The factors in the following list
of factors have the potential to degrade the performance of some data links:

—  Weather (e.g., tornados and lightning)

— Electromagnetic interference (normal environments, as well as natural and man-made events)
— Security issues (e.g., cyber security and physical security)

— Accidents (e.g., dig-ins)

—  Geography (e.g., distance, terrain, topography)

— Other major events affecting large areas (e.g., earthquakes, hurricanes, tsunami, forest fires)

Reasonable consideration needs to be made for possible causes of data interruption such as the previously
mentioned factors when determining the reliability and performance of planned data links.
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4.6.6 Electromagnetic compatibility

If the Smart Grid is to achieve its potential, it must be at least as reliable, secure, and fault-tolerant as the
existing power system. To achieve reliability, there are issues that need to be addressed. One of the primary
issues is the implementation of electromagnetic compatibility (EMC), which is the ability to withstand the
electromagnetic (EM) environment (with sufficient immunity) and without causing interference
(disturbances) to others. EM disturbances of various types to the power grid, from a variety of sources,
have caused performance degradation, outages, shutdowns, and even large-scale system failure.

For the Smart Grid to function properly and coexist with other electrical and electronic systems, it needs to
be designed with due consideration for electromagnetic emissions from the grid itself and with sufficient
immunity to various electromagnetic phenomena near the grid and metering that controls the grid as well as
user interfaces.

The following four broad categories of EMC events need to be considered:

1) Commonly occurring EMC events such as electrostatic discharges, fast transients, and power line
disturbances

2) Radio-frequency (RF) interference from various kinds of wireless transmitters

3) Coexistence of wireless communications systems so that wireless communications can be
incorporated beneficially into the Smart Grid

4) High-level EM disturbances, both from intentional criminal and terrorist acts as well as naturally
occurring events such as lightning surges and geomagnetic storms

4.6.7 Contingency mode of operation

A Dbasic tenet of reliability within the Smart Grid is the concept of a contingency mode of operation in
which power is safely delivered to customers in the event of a failure of the communication-based aspects
of the system. This concept is important for events that impact local power delivery reliability as well as for
high-impact low-probability regional events. But, perhaps most importantly, the existence of this
contingency mode at all levels of the Smart Grid will mitigate the need to spend exorbitant amounts of
money on extremely reliable interfaces. During the process for defining data flow requirements, appropriate
consideration should be given to the system’s ability to ride through certain failures in contingency mode.

5. The IEEE 2030 smart grid interoperability reference model (SGIRM)

5.1 General

The IEEE 2030 SGIRM and methodology is intended to present interoperable design and implementation
alternatives for systems that facilitate data exchange between smart grid elements, loads, and end-use
applications.

The IEEE 2030 SGIRM is a conceptual representation of the smart grid architecture from three
perspectives: 1) power systems; 2) communications; and 3) information technology. It presents a set of
labeled diagrams that offer standards-based architectural direction for the integration of energy systems
with communications and information technology infrastructures of the evolving Smart Grid. It aims to
establish a common language and classification for the smart grid community to communicate effectively.
The SGIRM contains both entities and relationships within the environment of the Smart Grid and defines
interfaces in a technology-agnostic manner.

The architectures of the three component technologies are designed to accommodate evolution from
today’s equipment implementation to the future without undue obsolescence. The IEEE 2030 SGIRM gives
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guidance to smart grid interoperability development not only in support of the transformation to an
intelligent grid but in making certain that enhancements can be made well into the future. The concept of
the SGIRM reference tool is to allow for extensibility, scalability, and upgradeability. These principles, as
well as other guiding principles that SGIRM follows, provide for continuing evolution of the Smart Grid
and increased functionality and innovation (see Table 4-1).

The IEEE 2030 SGIRM consists of two components: 1) smart grid interoperability architectural perspectives
(IAPs) and 2) characteristics of the data that flows between the entities within these perspectives.

5.2 The interoperability architectural perspective (IAP) concept

5.2.1 General

This guide considers three high-level perspectives from an architectural viewpoint: 1) power systems;
2) communications; and 3) information technology. Smart grid interoperability is meant to be achieved by
consideration of these three perspectives. The goal of each perspective’s architecture is to address
interoperability among the elements of the Smart Grid. While the three technologies share this common
goal, each perspective contains unique aspects addressed from its individual architectural-specific
technology purposes.

The three IAPs primarily relate to logical, functional considerations of power systems, communications,
and information technology interfaces for smart grid interoperability. A summary of the three perspectives
follows:

—  Power systems IAP (PS-IAP): The emphasis of the power system perspective is the production,
delivery, and consumption of electric energy including apparatus, applications, and operational
concepts. This perspective defines seven domains common to all three perspectives: bulk
generation, transmission, distribution, service providers, markets, control/operations, and
customers.

—  Communications technology IAP (CT-IAP): The emphasis of the communications technology
perspective is communication connectivity among systems, devices, and applications in the context
of the Smart Grid. The perspective includes communication networks, media, performance, and
protocols.

—  Information technology IAP (IT-IAP): The emphasis of the information technology perspective is
the control of processes and data management flow. The perspective includes technologies that
store, process, manage, and control the secure information data flow.

Each of these perspectives is comprised of domains, entities, and either interfaces or data flows—all of
which are defined in this guide’s SGIRM. The reference model is presented functionally, is expandable,
and is not intended to be prescriptive or restrictive. It is imperative that interoperability is maintained as
smart grid technologies and architectures evolve. The flexibility of this reference model is intended to
accommodate smart grid advances well into the future.

5.2.2 Domains, entities, interfaces, and data flows

The IAPs of the SGIRM are comprised of domains, entities, interfaces, and data flows.

— Domains common to all of the SGIRM IAPs are as follows:

—  Bulk generation. The generators of electricity in bulk quantities. May also store energy for
later distribution.

— Transmission. The carriers of bulk electricity over long distances.

— Distribution. The distributers of electricity to and from customers.
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