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Abstract: The 'APPLICATION' layer with TCP/IP providing functions in the 'TRANSPORT' and 
'INTERNET' layers is defined in this standard. Depending on the physical layer in use (e.g., IEEE 
802.15.4™, IEEE 802.11™, IEEE 1901™), a variety of lower layer protocols may be involved in 
providing a complete solution. Generally, lower layer protocols are not discussed in this standard 
except where there is a direct interaction with the application protocol. This standard defines the 
mechanisms for exchanging application messages, the exact messages exchanged including 
error messages, and the security features used to protect the application messages. With respect 
to the OSI network model, this standard is built using the four-layer Internet stack model. The 
defined application protocol is an IEC 61968 common information model [61968] profile, mapping 
directly where possible, and using subsets and extensions where needed, and follows an IETF 
RESTful architecture [REST]. 
Keywords: adoption, application, application protocol, demand response, distributed energy 
resources, energy usage information, IEEE 2030.5, load control, metering, plugin electric 
vehicles, prepayment, pricing communication, RESTful, SEP 2, smart energy, smart energy 
profile, Smart Energy Profile 2 
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Every IEEE standard is subjected to review at least every ten years. When a document is more than ten 
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determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
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Foreword
The empowerment of consumers to manage their usage and generation of energy is a critical feature of 
the Smart Grid and is a basis of innovation for new products and services in energy management. To 
enable this capability, information flow between devices such as meters, smart appliances, plug-in electric 
vehicles, energy management systems, and distributed energy resources (including renewable energy and 
storage elements) must occur in an open, standardized, secure, and interoperable fashion. The following 
specification is intended to fulfill those needs. 

The development of this document has been driven by, and seeks to address the requirements of, many 
activities across the globe. Of note are the efforts within the United States by the National Institute of 
Standards and Technology (NIST) and the Smart Grid Interoperability Panel (SGIP) (in particular, 
Priority Action Plans 3, 9, 10, 11, and 18, with influence from many of the others) in fulfillment of the 
EISA 2007 legislation, the European Mandate on Smart Metering (M / 441) (in particular, efforts within 
CEN / CENELEC and ETSI, and the Smart Meter Working Group), as well as similar efforts in Australia, 
the United Kingdom, Japan, and China, and electric vehicle standardization efforts (in particular, ISO /
IEC JWG automotive EV standards and SAE EV standards), to name only a few. 

Readers should note that this document was readied for balloting under the policies set forth in the 
ZigBee Alliance. Previous revisions of this document have gone through review both within the ZigBee 
Alliance as well as made available for public comment. All previously received comments have been 
considered for this specification. This specification is intended to meet the requirements set forth in the 
previously published Technical Requirements Document (TRD). 

This document is also intended to enable communications that are link-layer agnostic and run over the 
Internet Protocol. Careful consideration was given to premises networks with various architectures, 
numbers of devices, and constraints while maintaining flexibility, extensibility, and security.
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1 Introduction

1.1 Purpose 
The purpose of this document is to define the application protocol used by the Smart Energy Profile 
release 2.0. The Smart Energy Profile Application Protocol 2.0 is designed to meet the requirements 
stated in the Smart Energy Profile 2.0 Marketing Requirements Document (SEP 2 MRD) [ZB 09-5162] 
and the Smart Energy Profile 2.0 Technical Requirements Document (SEP 2 TRD) [ZB 09-5449]. Per 
Req[DataModel-1], this application protocol is an IEC 61968 common information model [61968] 
profile, mapping directly where possible, and using subsets and extensions where needed, and follows a
RESTful architecture [REST].

1.2 Scope 
With respect to the OSI network model, the Smart Energy Profile 2.0 Application Protocol is built using 
the four layer Internet stack model. This specification defines the 'APPLICATION' layer with TCP/IP 
providing functions in the 'TRANSPORT' and 'INTERNET' layers. Depending on the physical layer in 
use (e.g., 802.15.4, 802.11, 1901), a variety of lower layer protocols may be involved in providing a 
complete solution. Generally, lower layer protocols are not discussed in this document except where there 
is a direct interaction with the application protocol. The scope of this document is defining the 
mechanisms for exchanging application messages, the exact messages exchanged including error 
messages, and the security features used to protect the application messages. 

1.3 Context Overview 
The Smart Energy Profile 2.0 Application Protocol is proposed to the ZigBee Alliance and the HomePlug 
Powerline Alliance to meet the needs specified in the SEP 2 MRD and TRD. The Smart Energy Profile 
2.0 has been identified as a "standard for implementation" in NIST's Framework and Roadmap for Smart 
Grid Interoperability Standards [NIST 1108]. As such, this document may be useful for anyone 
developing a Smart Grid solution.  

All statements and descriptions made in this document on Smart Energy Profile, SEP, or SE are 
references to the Smart Energy Profile 2.0 Application Profile. 

1.4 Document Organization 
The following documents comprise the definition of SEP 2 and all SEP 2 devices will be required to 
maintain compliance to these documents: 

� SEP 2 Application Protocol Specification (this document) 
� SEP 2 XML Schema Definition (XSD) (sep.xsd in [ZB 13-0201])
� SEP 2 WADL (sep_wadl.xml in [ZB 13-0201])

 
The SEP 2 XSD contains the definitions of the SEP 2 resources, attributes, and elements as well as their 
textual descriptions. The SEP 2 WADL contains the recommended URI structures and use of HTTP 
methods associated with these objects. In addition a SEP 2 UML model (also contained in  
[ZB 13-0201]) has been utilized in the creation of the SEP 2 XSD. The SEP 2 UML model is an 
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informative document. Informative textual extracts of the SEP 2 XSD and the SEP 2 WADL are 
contained in this document for convenience. 

1.5 Requirement Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document, when capitalized 
and in a normative section, constitute normative text and are to be interpreted as described in [RFC 2119].

1.6 Typography Conventions Used 
Example URIs, protocol requests, protocol responses, and XML are presented in fixed-width Courier New 
font, with a size of 8.

1.7 Design Principles 
As per the ZigBee Smart Energy Profile 2.0 Technical Requirements Document (TRD) [ZB 09-5449] 
Section 10.1, Smart Energy Profile 2.0 will follow a RESTful architecture [REST]. The TRD lists a large 
number of general design principles. Several specific ones are important for the application protocol: 

� While devices MAY maintain state, interfaces SHOULD be stateless. 

� URI structure SHOULD be clear but as efficient as possible. 

� Minimize the number of transactions required to achieve a given function. 
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5 Definitions, Acronyms and Abbreviations

5.1 Acronyms and Abbreviations 
This subsection provides a list of acronyms and abbreviations introduced in this document. For a 
comprehensive treatment of acronyms and abbreviations used, please refer to Section 4 of the Smart 
Energy Profile Technical Requirements Document [ZB 09-5449]. 

ACL .......... Access Control List 

CA ............. Certificate Authority 

CRL ........... Certificate Revocation List 

CSEP ......... Consortium for SEP 2 Interoperability  

DER .......... Distributed Energy Resource 

DNS .......... Domain Name System 

DNS-SD .... DNS-based Service Discovery 

DRLC ........ Demand Response and Load Control 

ECDSA ..... Elliptic Curve Digital Signature Algorithm 

EMS .......... Energy Management System 

ESI ............ Energy Services Interface 

EVSE ........ Electric Vehicle Supply Equipment 

EXI ............ Efficient XML Interchange 

HTTP ........ Hypertext Transfer Protocol 

IETF .......... Internet Engineering Task Force 

IP ............... Internet Protocol 

LFDI ......... Long Form Device Identifier 

MCA ......... Manufacturer's CA 

MICA ........ Manufacturing Issuing CA 

OCSP ........ Online Certificate Status Protocol 

OID ........... Object Identifier 

PKI ............ Public Key Infrastructure 

REST ......... Representational State Transfer 

SERCA...... Smart Energy Root CA 

SFDI .......... Short Form Device Identifier 

TCP ........... Transmission Control Protocol 

UOM ......... Units of Measure 

URI ........... Uniform Resource Identifier 

XML ......... Extensible Markup Language 
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WADL ...... Web Application Description Language 

5.2 Definitions 
A limited set of terms specific to this application specification are introduced below. For a 
comprehensive treatment of the terms used, please refer to Section 4 of the Smart Energy Profile 
Technical Requirements Document [ZB 09-5449]. 

ACCESS CONTROL LIST

A security mechanism in which entities and authorizations (e.g., read, write, create, delete) 
are related to resources to determine the entities' allowed operations on the resources. 

CERTIFICATE AUTHORITY

An entity that issues digital certificates for use by other entities. 

CERTIFICATE CHAIN

A chain of certificates, with each certificate's signature verified using the key from the next 
certificate in the chain. The single exception is the certificate at the end of the chain (the 
trust anchor), known as the root CA certificate, which is self signed. 

CLIENT

The device or host that interacts with a server to obtain information related to a resource 
hosted by the server. 

DEVICE CERTIFICATE

A digital certificate installed within a device that binds the device identity to the device. 
Device Certificates are exchanged by network access control and application protocols to 
authenticate devices as genuine SEP 2 and further to prove specific device identity. 

ENERGY SERVICES INTERFACE (ESI) 

A device, with multiple network interfaces, which is a member of both the home smart
energy network and a service provider's private network. This is the primary mechanism for 
the service provider to contribute data and directives into the smart energy network and to 
receive responses from smart energy devices. 

FINGERPRINT

This is the result of summarizing a certificate with a secure hash function. The fingerprint is 
generally expressed as a hex string. It is used to confirm the integrity of a certificate 
obtained over an untrusted channel. 

FUNCTION SET

A logical grouping of resources that cooperate to implement SEP 2 features (e.g., Metering, 
Demand Response and Load Control).

FUNCTION SET ASSIGNMENTS

A logical addressing mechanism in SEP 2 that allows devices to be directed to use specific 
resources (e.g., to facilitate a device's participation in a program). Please see Section 10.5
for details. 

HOST

Copyright © 2013 IEEE under license from ZigBee Alliance, Inc. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 04:02:48 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 2030.5-2013

http://www.avadocuments.com/doc/ieee-2030-5-2013
http://www.avadocuments.com/doc/ieee-2030-5-2013


Smart Energy Profile 2, 13-0200-00, April 2013  Smart Energy Profile 2  

Page 24 Copyright © 2013, ZigBee Alliance, Inc. and HomePlug Powerline Alliance, Inc. All rights reserved.

This is the representation of a device in its application context. Typically represented by an 
IP address or domain name. 

INTERMEDIATE CA

A CA below the root CA that issues certificates to subordinate CA's.

ISSUING CA

A CA that issues certificates to devices or code-signers. 

MANUFACTURER'S CA (MCA) 

An Intermediate CA operated by a specific manufacturer for the purpose of issuing MICA's
for that manufacturer. 

MANUFACTURING ISSUING CA (MICA) 

An Issuing CA that issues certificates to devices during the manufacturing process. 

MANUFACTURING PKI 

The set of CAs that issue certificates to devices during the manufacturing process. The set 
includes the Smart Energy Root CA, Manufacturer's CA's and Manufacturing Issuing CA's.

NODE

This is the representation of a device in its network context, typically represented as an IP 
address.  

OID 

Object identifier. An OID consists of a node in a hierarchically-assigned namespace, 
formally defined using the ITU-T's ASN.1 standard [ASN.1]. 

PEM FORMAT CERTIFICATE

An X.509 certificate that has been Base64 encoded and wrapped in "-----BEGIN 
CERTIFICATE-----","-----END CERTIFICATE-----"sentinels for transport as a text file or 
block. 

PKI 

Public Key Infrastructure. A set of hardware, software, people, policies, and procedures 
needed to create, manage, distribute, use, store, and revoke digital certificates. 

REGISTERED

The state of a device with regards to a particular server wherein an EndDevice record for the 
device has been populated on the server and that record contains a valid registration record. 
These records are typically populated with device information transmitted out-of-band to the 
server's owner. 

RESOURCE

URI addressable object that is manipulated via the RESTful uniform interface.  

RESOURCE DISCOVERY

The process whereby Clients identify Resources being served on the network. Clients issue 
a request to all devices on the network requesting resource(s) of interest. Servers hosting the 
requested resource(s) respond with information necessary to access the Server and its 
resource(s). 
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ROOT CA

A CA whose certificate or public key is a trust anchor for any other certificates in a chain of 
trust. 

ROOT CERTIFICATE

The Root CA's self-signed certificate. Generally also a Trust Anchor. 

SELF-SIGNED CERTIFICATE

A certificate whose issuer and subject are identical, and whose public key verifies its 
signature. 

SERVER

The device or host that holds a resource and exposes representations of that resource. 

SMART ENERGY ROOT CA (SERCA) 

The top-level CA for the SEP 2 Manufacturing PKI.  

TRUST ANCHOR

The root of trust for a certificate chain. This is an authoritative entity represented by a public 
key and associated data and is generally provided in the SEP 2 hierarchy in the form of a 
self-signed certificate. 

TRUSTED ROOT STORE

An integrity-protected location for storing root certificates. 
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6 Design Pattern

6.1 Protocol Flexibility 
The Smart Energy Profile is designed to implement a REST architecture. It is built around the core 
actions of GET, HEAD, PUT, POST, and DELETE (as used in [REST]), with the addition of a 
lightweight subscription mechanism as discussed in Section 10.6. Any application protocol that can 
implement a RESTful command set could likely be used with SEP 2, but HTTP is a required baseline 
for interoperable SEP 2 implementations. HTTP utilizes TCP as its transport protocol. As a result, TCP 
manages the session providing delivery assurance and windowing.  

Smart Energy Profile 2.0 servers and clients SHALL be compliant with [RFC 2616]. 

6.2 General Rules / Best Practices 
This specification shall not make distinctions between servers, clients, or devices, when defining 
interfaces and URIs. The goal is to avoid having a resource that has one behavior on a server and a 
different behavior on a client or different type of server. The distinction between the server and client 
role depends on whether a device exposes a resource (server) or interacts with the resource (client). 

The default mechanism for obtaining a resource representation is a pull mechanism, implemented with 
GET. A client requests and retrieves data from a server or creates, modifies, or deletes data on a server. 

The use of a subscription mechanism for retrieving a resource representation is also optionally 
supported, where convenient and appropriate. Resources that support subscription are denoted by their 
subscribable attribute. 

Objects have a defined granularity and whole objects (not partial objects) are to be updated with the 
granularity defined in the schema.  

Clients that expect to have intermittent connections to the network (e.g., battery-powered sleepy devices, 
mobile devices, etc.) use a pull mechanism as their default behavior for resource retrieval, as a 
subscription / notification mechanism may not be reliable. It should be noted that clients that expect to 
have intermittent connections to the network may still POST, PUT, and DELETE resources, provided 
they have the appropriate security permissions. 

The TCP ports used for HTTP or HTTPS SHALL be specified in the xmDNS service advertisement for 
the service. 

Content SHALL be transferred with either one of the content types: "application/sep+xml" or 
"application/sep-exi". 

Devices do not assume the use of the URIs and their structures given throughout this specification. All 
resources are self-describing as it is acknowledged that URIs, schemas, and resources might change in 
the future. All resources SHALL contain links to their subordinate resources to support flexibility in 
URIs and future extensibility. Thus, to allow for extensibility and granularity, all objects are described 
in schemas and referenced via URIs. The URIs presented throughout this specification are 
recommendations. Thus, clients do not assume that URIs for resources are fixed on all servers or even 
on a given server (over time), but rather retrieve the appropriate URIs through resource discovery and 
links within resources. For network efficiency, devices MAY assume URIs are fixed on a particular 
server over time. If a URI returns an unexpected result, the client SHOULD execute resource discovery 
to determine the new URI value. 

Copyright © 2013 IEEE under license from ZigBee Alliance, Inc. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 04:02:48 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 2030.5-2013

http://www.avadocuments.com/doc/ieee-2030-5-2013
http://www.avadocuments.com/doc/ieee-2030-5-2013


Smart Energy Profile 2, 13-0200-00, April 2013  Smart Energy Profile 2  

Page 27 Copyright © 2013, ZigBee Alliance, Inc. and HomePlug Powerline Alliance, Inc. All rights reserved.

Version information should not be presented in the URI unless that version information is inherent to the 
name of that resource. If necessary and for reasons of extensibility, version information is provided 
within the associated resources and / or schemas. 

All values in XML and EXI SHOULD be represented as compactly as possible. Decimal values 
SHOULD be represented without leading zeros. Hexadecimal values SHALL be represented with one 
leading zero, if needed, to ensure an even number of digits. 

6.3 WADL 
The SEP 2 RESTful interface is defined using the Web Application Description Language (WADL)  
[ZB 13-0201]. 

Smart Energy Profile 2.0 devices SHALL conform to the interface specifications contained in the 
WADL as follows.  

� Devices SHALL conform to the WADL specification as per [WADL]. 
� Devices SHALL conform to the WADL definition in [ZB 13-0201]. By implication, all resource 

representations SHALL validate per the schema [ZB 13-0201] within the standardized SEP 
XML namespace (http://zigbee.org/sep).

� Compliance (MODE) designations are interpreted as follows. 
o Mandatory ("M") - Devices MUST implement and conform. 
o Optional ("O") - Devices MAY implement, and if implemented, MUST conform. 
o Discouraged ("D") - Devices SHOULD NOT implement, but if implemented, MUST 

conform. 
o Error ("E") - Devices MUST return one of the specified response status codes (e.g. 400 

– Bad Request or 405 – Method Not Allowed).  

6.4 Schema 
� Resources located at URIs returned in the href attribute of "Link" specializations (e.g., 

EndDeviceListLink, SelfDeviceLink) SHALL conform to the schema definition for that object, 
which is the tag name with the "Link" suffix removed. For example, the resource at 
SelfDeviceLink href follows the definition for the SelfDevice resource.  

� If a client PUTs or POSTs a resource to a server containing attributes or elements that instead 
are to be populated by the server (e.g., href), the server SHALL return an HTTP 400 error. 

� If a function set is not implemented, Link elements to resources in that function set SHALL 
NOT be included. 

6.5 Uniform Resource Identifiers 
HTTP uses ASCII text for transferring URIs between clients and servers, as well as for including 
options and details regarding the message content. These transfers occur with every transaction. If the 
naming scheme used for URIs is overly verbose, these transactions become needlessly inefficient on 
constrained networks. Of course, if the naming scheme used is overly cryptic, the advantages of a text-
based protocol are lost, and it becomes difficult for someone troubleshooting to decipher a transaction.  

The following conventions are used for URI naming: 

1) URI elements are at most 4 characters, but recognizable to a knowledgeable engineer. 
Element names as short as 1 character are acceptable provided their meaning is clear. 

2) URI elements are constructed of consonants only, unless inclusion of a vowel adds clarity, 
such as a leading vowel or well-known abbreviation. 
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3) URI elements are in all lower case. 
4) URIs SHALL NOT be greater than 255-bytes in length. In practice, URIs SHOULD be 

much smaller than 80-bytes.

6.6 List Resources 
Many resources within this specification are derived from the <List> object. Throughout this 
specification, these resources will collectively be referred to as list resources. 

The following attributes are defined for list resources: 

� all – used to indicate the total number of items (subordinate resources) that exist in the list 
resource. This number may vary according to the client's access privileges.

� results – used to indicate the number of items (subordinate resources) included in a specific 
subset of the list (result from a paged GET query to the list, etc.). This value will always be less 
than or equal to 'all'.

Clients and servers use these attributes, combined with the query string parameters described below, to 
implement paged access to lists. Client control of list paging is important for resource-constrained 
devices.  

List items (subordinate resources) are read using one of the two idioms described below: 

1) Ordinal access to the first, second, nth, etc. item in the list is supported via query string 
parameters included with a GET to the list resource URI.  

2) Random access to specific list items is supported via a GET directly to the URI of the list item.  

Some list items may be written by POSTing a list item representation to the URI of the list. (e.g., 
notifications), while others may be created using private interfaces over the provider network. Ordinal 
placement of the new resource within the list is determined by the list sort order (defined by each list).

Each function set defined in this specification that contains list resources includes a List Ordering table. 
Each list resource has an entry in the corresponding table that describes the details of one or more 
unique sort keys and the precedence of those keys.  A list resource's elements SHALL be ordered 
according to this specified List Ordering. 
6.6.1 Query String Parameters 
Query string parameters are parameters added to a URI to provide filtering / paging of list items returned 
in query results. 

The list paging mechanism allows GET requests to specify the range of list items to be returned in a 
query result set. The general syntax of a paged query is as follows: 

{URI}?s={x}&a={y}&1={z} 

Where {URI} represents a URI used to address a list resource, (s | a | 1) represent query string 
parameters (further defined below), and {x}, {y}, and {z} represent the respective query string 
parameter values. 

The query string parameters are defined as:  

� s – ("start") is used to indicate the first ordinal position in the list to be returned in the query 
result list as determined by the list's ordering. The value is specified in decimal. The first ordinal 
position of the list SHALL be designated with a value of '0' and the maximum possible value is 
'65535'. If this query string parameter is not specified, the default start value SHALL be '0'.
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� a – ("after") is used to indicate that only items whose primary key occurs after the given date /
time parameter should be included in the query result list. This query string parameter is only 
applied to list resources that are ordered using a time-based primary key. The parameter SHALL 
be ignored if the primary key is not time-based. The format of the parameter SHALL be a 64-bit 
decimal number with identical semantics as that of the TimeType (see Section 12.2 and the 
XML XSD in [ZB 13-0201]).

� l – ("limit") is used to set the maximum number of list items (up to 255) to be included in the 
query result list. The value is specified in decimal. If this query string parameter is not specified, 
the default limit SHALL be '1'. Servers MAY return a result list smaller than that specified by 
the client provided limit.

If both a "start" and "after" query string parameter are used simultaneously, the "after" query string 
parameter SHALL have precedence. The "start" position 0 SHALL be relative to the position specified 
by the "after" parameter.  

If a query string requests a list element that does not exist (e.g., s=3 when there are two items in the list),
servers SHALL return an empty list representation. 

Readers should note that the "after" query string parameter SHOULD NOT be used alone for paging 
through a list. As some list resources MAY contain multiple subordinate resources with the same time-
based primary key, it is RECOMMENDED that clients wishing to paginate a list resource while using 
the "after" query string parameter should keep the value for the "after" query string parameter constant 
while changing the "start" query string parameter. 

If a particular query string parameter appears more than once, then the first occurrence of the query 
string parameter SHALL be used (in left-to-right order) and subsequent occurrences MUST be ignored. 

Server receipt of a query parameter unknown to the server MUST be ignored by the server and MUST 
NOT generate an HTTP error. Servers MUST NOT generate resource representations containing href 
attributes that contain query parameters. Clients MUST ignore query parameters contained in resource 
hrefs, but SHOULD NOT remove them if the URI is used for subsequent RESTful exchanges. 

Should an empty list representation be requested (either through the use of query string parameters such 
as l=0 or when the list itself is empty), the server SHALL return no subordinate representations, but 
SHALL return any other elements that may be defined for the list. 

Clients MUST NOT assume any index semantics for list URIs. For example, a client desiring to read the 
3rd item from the list at http://some-host/somelist MUST NOT assume a GET to http://some-
host/somelist/2 will return the third item. The correct access is supported by the client issuing a GET to 
http://some-host/somelist?s=2&l=1. 

The following examples demonstrate the use of query string parameters with a list resource. Consider 
the MyTypeList resource, depicted below: 
<MyTypeList href="http://host1/the/list" all="7" results="7"> 
 <MyType href="http://host1/instance/of/type/red"> 
  <timeStamp>100</timeStamp> 
 </MyType> 
 <MyType href="http://host2/instance/of/type/green"> 
  <timeStamp>200</timeStamp> 
 </MyType> 
 <MyType href="http://host3/instance/of/type/blue"> 
  <timeStamp>300</timeStamp> 
 </MyType> 
 <MyType href="http://host4/instance/of/type/yellow"> 
  <timeStamp>400</timeStamp> 
 </MyType> 
 <MyType href="http://host5/instance/of/type/black"> 
  <timeStamp>500</timeStamp> 
 </MyType> 
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 <MyType href="http://host6/instance/of/type/white"> 
  <timeStamp>600</timeStamp> 
 </MyType> 
 <MyType href="http://host7/instance/of/type/orange"> 
  <timeStamp>700</timeStamp> 
 </MyType> 
</MyTypeList> 
 

This list is sorted in ascending order per the <timeStamp/> element of MyType. 

A GET to http://host1/the/list?s=0&l=1 will return: 
 
<MyTypeList href="http://host1/the/list" all="7" results="1"> 
 <MyType href="http://host1/instance/of/type/red"> 
  <timeStamp>100</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?s=0&l=5 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="5"> 
 <MyType href="http://host1/instance/of/type/red"> 
  <timeStamp>100</timeStamp> 
 </MyType> 
 <MyType href="http://host2/instance/of/type/green"> 
  <timeStamp>200</timeStamp> 
 </MyType> 
 <MyType href="http://host3/instance/of/type/blue"> 
  <timeStamp>300</timeStamp> 
 </MyType> 
 <MyType href="http://host4/instance/of/type/yellow"> 
  <timeStamp>400</timeStamp> 
 </MyType> 
 <MyType href="http://host5/instance/of/type/black"> 
  <timeStamp>500</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?s=5&l=1 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="1"> 
 <MyType href="http://host6/instance/of/type/white"> 
  <timeStamp>600</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?s=5&l=5 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="2"> 
 <MyType href="http://host6/instance/of/type/white"> 
  <timeStamp>600</timeStamp> 
 </MyType> 
 <MyType href="http://host7/instance/of/type/orange"> 
  <timeStamp>700</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?s=12&l=2 will return a list representation containing 0 items: 
 
<MyTypeList href="http://host1/the/list" all="7" results="0"> 
</MyTypeList> 
 

or <MyTypeList href="http://host1/the/list" all="7" results="0" /> 
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A GET to http://host6/instance/of/type/white will return:  
<MyType href="http://host6/instance/of/type/white"> 

 <timeStamp>600</timeStamp> 
</MyType> 
 

A GET to http://host1/the/list?a=400&l=4 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="3"> 
 <MyType href="http://host5/instance/of/type/black"> 
  <timeStamp>500</timeStamp> 
 </MyType> 
 <MyType href="http://host6/instance/of/type/white"> 
  <timeStamp>600</timeStamp> 
 </MyType> 
 <MyType href="http://host7/instance/of/type/orange"> 
  <timeStamp>700</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?a=400&s=0&l=2 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="2"> 
 <MyType href="http://host5/instance/of/type/black"> 
  <timeStamp>500</timeStamp> 
 </MyType> 
 <MyType href="http://host6/instance/of/type/white"> 
  <timeStamp>600</timeStamp> 
 </MyType> 
</MyTypeList> 
 

A GET to http://host1/the/list?a=400&s=2&l=2 will return:
 
<MyTypeList href="http://host1/the/list" all="7" results="1"> 
 <MyType href="http://host7/instance/of/type/orange"> 
  <timeStamp>700</timeStamp> 
 </MyType> 
</MyTypeList>

6.7 Resource Design Rules 
The following rules apply to the design and use of list resources: 

� List resources SHALL support "start" and "limit" query string parameters, thus always 
supporting paging. 

� List resources that have a time-based primary key SHALL support the "after" query string 
parameters. 

� All subordinate resources of list resources SHALL include an href attribute containing the URI 
of the subordinate resource.  

� Each list resource described in this specification includes a List Ordering that defines how the 
list is ordered, including the details of one or more keys used to order the list and the precedence 
of these keys. 

� When queried, list resources SHALL return subordinate resources in the order defined by the 
List Ordering.  

� All subordinate resources of list resources that support multiple types, e.g., NotificationList, 
SHALL include an xsi:type attribute. In this case, the XML Schema Instance Namespace must 
also be declared. See Section 16 for examples. 
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The following rules apply to the design and use of non-list resources: 

� Non-list resources SHALL NOT support the defined query string parameters. Query string 
parameters applied to non-list resource URIs SHOULD be ignored.  
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7 Application Support

7.1 Overview 
This section details the standards-based application transport protocol and other lower-layer 
requirements required for interoperability of SEP 2 devices. 

The application support layer provides the following services: 

� RESTful HTTP/1.1 as the application data exchange semantics, as described in [RFC 2616] and 
[Fielding]. 

� XML [XML] and / or EXI [EXI] encoding as the data payload of the RESTful operations. 

� Transport authentication and encryption using TLS over HTTP [RFC 2818] and [RFC 5246]. 

7.2 Use of TCP 
The choice of HTTP/1.1 as the application data exchange protocol leads directly to the use of TCP as the 
transport protocol. [RFC 2616] states that:

"HTTP communication usually takes place over TCP / IP connections. The default port is TCP 80 
[19], but other ports can be used. This does not preclude HTTP from being implemented on top of 
any other protocol on the Internet, or on other networks. HTTP only presumes a reliable transport; 
any protocol that provides such guarantees can be used; the mapping of the HTTP/1.1 request and 
response structures onto the transport data units of the protocol in question are outside the scope of 
this specification." 

Hence, albeit that other transport protocols may be used to carry HTTP, they are required to provide 
reliable transport. Clearly, the de facto choice is TCP [RFC 793]. 

7.3 URI Encoding 
The address of the resources presented by an SEP 2 host will use the standard URI syntax specific to 
HTTP/1.1 (i.e., http://) as per [RFC 1630], [RFC 1738], and [RFC 1808]. 

It is recommended that SEP 2 use the formally defined and registered (IANA) URN namespace 
definitions to address its application level resources as referenced in [RFC 2717] and [RFC 1808]. 

Given the constrained nature of many SEP 2 hosts, it is critical to devise the URL namespace scheme 
(hierarchy) that is both descriptive and compact. For more information, see Section 6.5. 

7.4 HTTP Headers 
HTTP/1.1 defines a variety of header types that have the potential to be verbose. As an example, the 
Accept header is illustrated below showing lengths varying from 35 octets to 106 octets: 

� Accept: audio/*; q=0.2, audio/basic (35 octets) 

� Accept: text/*; q=0.3, text/html; q=0.7, text/html; level=1, text/html; level=2; q=0.4, 
*/*; q=0.5 (92 octets) 

� Accept: text/xml, application/xml, application/xhtml+xml, text/html; q=0.9, text/plain; 
q=0.8, image/png, */*; q=0.5 (106 octets) 

Given the packet size constraints for many SEP 2 networks, the set of HTTP headers supported must be 
curtailed through best practices recommendations realizing that a host cannot prevent a verbose message 
from being sent to it. 
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SEP 2 provides a set of Mandatory, Optional, and Discouraged recommendations for each HTTP header. 
SEP 2 implementations SHOULD employ only Mandatory HTTP headers, minimize the use of Optional 
HTTP headers, and avoid the use of Discouraged headers. 
7.4.1 HTTP Header Field Recommended Usage 
In the following table, the HTTP/1.1 header fields have been annotated with the following labels: 

� MANDATORY: support for the field is REQUIRED. 

� OPTIONAL: support for this field is left to the implementer's discretion. 

� DISCOURAGED: to conserve code space and / or bandwidth, support for this field, while not 
explicitly forbidden, is not recommended. 

The following table summarizes the recommended use of HTTP/1.1 headers in SEP 2: 
Table 7-1 HTTP Headers. 

Header Used in Message Type RFC 
Required / Optional

SEP 2
Use

Accept Request Optional Mandatory

Accept-Charset Request Optional Discouraged

Accept-Encoding Request Optional Discouraged

Accept-Language Request Optional Discouraged

Accept-Ranges Request Response Optional Discouraged

Age Response Optional (Required 
for a cache) Discouraged

Allow Response Required Mandatory

Authorization Request Response Optional Discouraged

Cache-Control Request Response Optional Discouraged

Connection Request

Optional (Required in 
some situations (e.g., 
HTTP/1.1 
applications that do 
not support persistent 
connections))

Optional (Mandatory in 
some situations)

Content-Encoding Response
Optional (Required 
when an encoding is 
applied)

Discouraged

Content-Language Response Optional Discouraged

Content-Length Request Response

Optional (Required in 
many situations, see
section 4.4 of [RFC 
2616])

Optional (Mandatory in 
many situations, see 
section 4.4 of [RFC 
2616])

Content-Location Response Optional Discouraged

Content-MD5 Response Optional Discouraged
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Header Used in Message Type RFC 
Required / Optional

SEP 2
Use

Content-Range Response Optional Optional
(see Section 11.7.1.4)

Content-Type Request Response Required Mandatory

Cookies Optional Discouraged

Date Request Response Mandatory Mandatory

ETag Response Optional Optional 
(see Section 11.7.1.4)

Expect Request Optional Discouraged

Expires Response Optional Discouraged

From Request Optional Discouraged

Host Request Required Mandatory

If-Match Request Optional Discouraged

If-Modified-Since Request Optional Discouraged

If-None-Match Request Optional Discouraged

If-Range Request Optional Discouraged

If-Unmodified-
Since Request Optional Discouraged

Last-Modified Response Optional Discouraged

Location Response Optional
Mandatory in many 

situations 
(e.g., POST responses)

Max-Forwards Request Optional Discouraged

Pragma Request Response Optional Discouraged

Proxy-
Authenticate Response Optional Discouraged

Proxy-
Authorization Request Optional Discouraged

Range Request Optional Optional 
(see Section 11.7.1.4)

Referrer Request Optional Discouraged

Retry-After Response Optional Optional 
(see Section 11.7.1.4)

Server Response Optional Discouraged

TE Request Discouraged Discouraged

Trailer Response Discouraged Discouraged
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Header Used in Message Type RFC 
Required / Optional

SEP 2
Use

Transfer-Encoding Response Optional Discouraged

Upgrade Request Optional Discouraged

User-Agent Request Optional Discouraged

Vary Response Discouraged Discouraged

Via Request Response Optional Discouraged

Warning Request Response Discouraged Discouraged

WWW-
Authenticate Response Optional Discouraged

7.5 HTTP Response Codes 
Response codes are expected to be generalized across RESTful platforms. The specific uses detailed 
below are likely to be generalized. In the interest of clarity and completeness, they are included here. 
Please note that these response codes follow general best practices for RESTful interfaces, though they 
are tuned to address some of the limitations of the embedded space. 

This sub-section attempts to highlight HTTP response codes that are felt to be more important or that 
need special attention from developers. However, SEP 2 clients may encounter any HTTP response code 
defined by [RFC 2616] and, all use of, and response to HTTP response codes SHALL be specification 
and RFC compliant. 
7.5.1 Common Responses 
The following HTTP response codes are those considered to be of utmost importance for this 
specification. 
7.5.1.1 1xx (Informational) 
These response codes are informational in purpose and are used to indicate that the server is continuing 
to process in some fashion. 

[RFC 2616] states, "A client MUST be prepared to accept one or more 1xx status responses prior to a 
regular response, even if the client does not expect a 100 (Continue) status message. Unexpected 1xx 
status responses MAY be ignored by a user agent." 
7.5.1.2 200 ("OK") 
This response code is sent to indicate a successful transaction. 

This response code is often used in response to a successful GET request, with the entity-body 
containing a representation of the requested resource. Use of this response code in response to PUT, 
POST, or DELETE requests is discouraged, to avoid the potentially unnecessary traffic generated by 
returning the resource representation in the entity-body (see 201 ("Created") and 204 ("No Content")). 
7.5.1.3 201 ("Created") 
This response code is sent to indicate a new resource has been created, at the client's request with a PUT 
or POST. 

The Location header SHALL be used in conjunction with this response code to indicate the URI of the 
newly created resource. The inclusion of a representation of the newly created resource in the entity-
body of the response is discouraged, to conserve bandwidth. 
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[RFC 2616] states, "If a new resource is created, the origin server MUST inform the user agent via the 
201 (Created) response." 
7.5.1.4 204 ("No Content") 
This response code is sent to indicate a successful transaction, but one where the response does not 
include an entity-body. 

This response code is often used in response to a successful PUT or POST request, where the resource is 
modified, not created. This response code is also sent in response to a successful DELETE request. This 
response code is also sent in response to a successful GET request, where the resource exists but has an 
empty representation. 

Further, when there are URIs that point to a resource that does not yet have content (an "empty 
representation"), this response code SHOULD be returned. For instance, if a client created a new 
resource with a POST and that new resource contains URIs pointing to resources that were not yet 
created and then a client were to request those linked resources, this response code would be the best 
response. When those resources are created (via a PUT, for instance), this response code (204) 
SHOULD be returned (in response to the PUT, for instance). 
7.5.1.5 206 ("Partial Content") 
This response code is sent to indicate the server has fulfilled the partial GET request (as specified by the 
Range header) for a resource. Note that [RFC 2616] requires the Content-Range and Date headers 
MUST be present in the response. 
7.5.1.6 301 ("Moved Permanently") 
This response code is sent to indicate that the requested resource has a new URI. The Location header 
SHOULD be used in conjunction with this response code to indicate the new URI of the requested 
resource. The entity-body of the response SHOULD be empty. Upon unexpected receipt of this response 
code, clients SHOULD perform resource discovery to determine which resources have changed location. 
7.5.1.7 302 ("Redirect") 
The Location header SHALL be used in conjunction with this response code to indicate the new URI of 
the requested resource. The entity-body of the response SHOULD be empty.  

This response code is often used to redirect URI's requested as HTTP to HTTPS. 
7.5.1.8 400 ("Bad Request") 
This response code is used to indicate a client-side error and is used when no other 4xx response code is 
appropriate. Often, this response code indicates that the representation sent by a client with a PUT or 
POST is not appropriate or is malformed. 

[RFC 2616] states, "All Internet-based HTTP/1.1 servers MUST respond with a 400 (Bad Request) 
status code to any HTTP/1.1 request message which lacks a Host header field." 
7.5.1.9 401 ("Unauthorized") 
This response code is used when a client does not have proper authorization to perform the requested
action on a resource. 

Note, if a server did not wish a client to know of the existence of the resource, it should instead send a 
404 ("Not Found") response code. 

[RFC 2616] states, "The response MUST include a WWW-Authenticated header field containing a 
challenge applicable to the requested resource." 
7.5.1.10 404 ("Not Found") 
This response code is used to indicate that no resource can be found at the specified URI.  
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This response code MAY also be used in lieu of a 401 response code. 
7.5.1.11 405 ("Method Not Allowed") 
This response code is used to indicate that the resource does not allow the HTTP method used by the 
client. 

[RFC 2616] states, "The response MUST include an Allow header containing a list of valid methods for 
the requested resource." 
7.5.1.12 406 ("Not Acceptable") 
This response code is used to indicate that a server is unable to generate a response that is acceptable 
according to the Accept headers sent in the request. 
7.5.1.13 413 ("Request Entity Too Large") 
This response code is used to indicate that a server is refusing to process a request, as the request is 
larger than the server is willing or able to process. 
7.5.1.14 416 ("Requested Range Not Satisfiable") 
This response code is used to indicate that a server has received a Range request that does not overlap 
any of the resource content. 

[RFC 2616] states "A server sending a response with status code 416 (Requested range not satisfiable) 
SHOULD include a Content-Range field with a byte-range-resp-spec of "*". The instance-length 
specifies the current length of the selected resource. A response with status code 206 (Partial Content) 
MUST NOT include a Content-Range field with a byte-range-resp-spec of "*". 
7.5.1.15 417 ("Expectation Failed") 
This response code is used to indicate that an expectation given in an Expect request-header field cannot 
be met by the server or that the server does not support the given expectation. 

[RFC 2616] states, "If a server receives a request containing an Expect field that includes an 
expectation-extension that it does not support, it MUST respond with a 417 (Expectation Failed) status." 
7.5.1.16 500 ("Internal Server Error") 
This response code is used to indicate that the server has an internal problem and is a generic server 
error response. 
7.5.1.17 501 ("Not Implemented") 
This response code is used when a client attempts to use a feature of HTTP (such as a method) that the 
server does not support. 

[RFC 2616] states, "The recipient of the entity MUST NOT ignore any Content - (e.g., Content-Range) 
headers that it does not understand or implement and MUST return a 501 (Not Implemented) response 
in such cases." 
7.5.1.18 503 ("Service Unavailable") 
This response code is used when a server, due to a temporary overload condition, is unable to service a 
request. 
7.5.2 Minimal Understanding 
Should a client wish to operate with minimal understanding of HTTP response codes, it need only 
examine the first digit of the response code to understand the general category of the response and "treat 
any unrecognized response as being equivalent to the x00 status code of that class, with the exception 
that an unrecognized response MUST NOT be cached." [RFC 2616]. 
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7.6 Application Payload Syntax 
Application payload message encoding using both XML [XML] and EXI [EXI] SHALL be supported 
by all servers. Application payload message encoding using either XML [XML] or EXI [EXI] SHALL 
be supported by all clients.  
7.6.1 XML Encoding 
The XML declaration is optional as per [XML] and SHOULD NOT be included in SEP 2 transactions, 
to reduce packet sizes. The XML version used SHALL be 1.0. For XML payloads, the encoding 
SHALL be UTF-8. 
7.6.2 EXI Encoding 
The options for encoding EXI documents SHALL be as follows, and transactions will likely fail if 
different options are declared in the EXI option header. Options marked as (default) are EXI 
specification [EXI] defaults and SHOULD NOT be specified explicitly. 

� Non-strict schema-informed grammar with the schema [ZB 13-0201] 

� Alignment is bit-packed (default) 

� Compression is false (default) 

� Strict is false (default) 

� Fragment is false (default) 

� Preserve options are all false (default) 

� selfContained is false (default) 

� schemaId is "S0" (two bytes: 0x53, 0x30, without quotes). This schemaId corresponds to the 
normative schema of SEP 2.0 [ZB 13-0201].

� datatypeRepresentationMap is not used (default) 

� valueMaxLength is unbounded (default) 

� valuePartitionCapacity is unbounded (default) 

� No user defined meta-data 

The following XML document describes the EXI option header that SHALL be used to encode the 
messages. 

<header xmlns="http://www.w3.org/2009/exi"> 
 <common><schemaId>S0</schemaId></common> 
</header> 

7.7 Content Negotiation 
A client SHALL declare acceptable media types using the HTTP Accept header. 
7.7.1 Schema Version Negotiation 
When specifying an "application/sep-exi" media type, an extensibility level ("level") SHALL be 
specified in the HTTP Accept header for schema version negotiation. "level" is an Accept-extension 
defined in [RFC 2616]. The extensibility level specified using an HTTP Accept header supersedes an 
extensibility declaration discovered during resource discovery (see Section 9.3). 

The Extensibility Level defines the base schema and its capability for arbitrary extension. The 
Extensibility Level is one of "-S0" or "+S0". The S0 indicates the base schema version: SEP 2. "-S0" 
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