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Abstract: Framework for the design, specification, evaluation, and deployment of online age 
verification systems are established in this standard. This standard is the second in a family of 
standards focused on the 5Rights principles.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers, or a reference to this page (https://​standards​.ieee​.org/​ipr/​disclaimers​.html), appear in 
all IEEE standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE 
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards 
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus 
development process, which brings together volunteers representing varied viewpoints and interests to 
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic, 
and industry-based expertise in technical working groups. Volunteers involved in technical working groups 
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While 
IEEE administers the process and establishes rules to promote fairness in the consensus development process, 
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness 
of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties, 
express or implied, concerning all standards, including but not limited to the warranties of merchantability, 
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety, 
security, health, or environmental protection, or compliance with law, or guarantee against interference with 
or from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material 
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS” 
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to 
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and 
issued is subject to change brought about through developments in the state of the art and comments received 
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their 
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, 
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE 
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE 
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that 
an IEEE standard is translated, only the English language version published by IEEE is the approved IEEE 
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training, 
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express, 
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other 
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, or 
generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations 
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its 
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE or IEEE SA. At 
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards 
shall make it clear that the presenter’s views should be considered the personal views of that individual rather 
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements 
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases 
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity issuing 
the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting 
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with 
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is 
important that any responses to comments and questions also receive the concurrence of a balance of interests. 
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of Governors 
are not able to provide an instant response to comments or questions, except in those cases where the matter 
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any 
person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome to 
join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests tab 
in the Manage Profile and Interests area of the IEEE SA myProject system.1 An IEEE Account is needed to 
access the application.

Comments on standards should be submitted using the Contact Us form.2

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory 

1Available at: https://​development​.standards​.ieee​.org/​myproject​-web/​public/​view​.html​#landing.
2Available at: https://​standards​.ieee​.org/​about/​contact/​.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and 
data ownership in the context of assessing and using the standards in compliance with applicable laws and 
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They 
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include 
both use by reference, in laws and regulations, and use in private self-regulation, standardization, and the 
promotion of engineering practices and methods. By making these documents available for use and adoption 
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the 
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to 
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, 
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://​www​.copyright​
.com/​. Permission to photocopy portions of any individual standard for educational classroom use can also be 
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old 
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some 
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have 
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through 
the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.3 For more information 
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.4 Search for standard number and 
year of approval to access the web page of the published standard. Errata links are located under the Additional 

3Available at: https://​ieeexplore​.ieee​.org/​browse/​standards/​collection/​ieee.
4Available at: https://​standards​.ieee​.org/​standard/​index​.html.
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Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically 
check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.5

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the 
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE 
SA Website at https://​standards​.ieee​.org/​about/​sasb/​patcom/​patents​.html. Letters of Assurance may indicate 
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation 
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair 
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries 
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions 
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are 
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the 
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. 
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over 
time. The IEEE standards development process allows participants to review developments in industries, 
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard. 
During this evolution, the technologies and recommendations in IEEE standards may be implemented in ways 
not foreseen during the standard’s development. IEEE standards development activities consider research 
and information presented to the standards development group in developing any safety recommendations. 
Other information about safety practices, changes in technology or technology implementation, or impact 
by peripheral systems also may be pertinent to safety considerations during implementation of the standard. 
Implementers and users of IEEE Standards documents are responsible for determining and complying with all 
appropriate safety, security, environmental, health, data privacy, and interference protection practices and all 
applicable laws and regulations.

5Available at: https://​standards​.ieee​.org/​about/​sasb/​patcom/​materials​.html.
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Introduction

This introduction is not part of IEEE Std 2089.1-2024 IEEE Standard for Online Age Verification .

This standard is part of the family of IEEE 2089 standards that seek to design the digital world with children 
in mind. Each of these standards is underpinned by the assertion that children should have access to the digital 
world for their benefit and the benefit of society more broadly. If that is the case, then it follows that the digital 
world should be designed to account for their age, development capacity, and rights. Children’s established 
rights are set out in the convention on the rights of the child and interpreted in GC 25 (2021) the relevance of 
children’s right to the digital environment. In the context of age assurance, the right to access the digital world 
is considered, and therefore, age assurance should be proportional to risk, systems should encourage use by 
being easy to use, and they respect children’s right to privacy, protection from harm (commercial, physical, 
emotional), and their right to participate. Above all, those that use the standard should follow the overarching 
principle that where business interests come into conflict with the needs of children, the best interest of the 
child is paramount.

The IEEE 2089 family of standards are used by businesses and organizations that are committed to building 
the digital world children deserve.

No standard can provide unconditional consistency with all laws and regulations. Users of this standard are 
responsible for referring to and observing all applicable legal and regulatory requirements, and should refer 
questions of compliance to competent legal counsel with expertise in the relevant jurisdiction.
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1.  Overview

1.1  Scope

This standard establishes a framework for the design, specification, evaluation, and deployment of age 
verification systems. The term ‘age assurance’ includes ‘age verification’ and ‘age estimation’ methods unless 
otherwise stated, and where consistent with all applicable laws and regulations. It includes the following:

—	 The key terms, definitions, and abbreviations, together with the roles and responsibilities of key actors 
in the age assurance process.

—	 Requirements for establishing different levels of confidence (asserted, standard, enhanced, and strict) 
associated with the types of age assurance systems.

—	 Requirements for privacy protection, data security, and information systems management that are 
specific to the age assurance process.

It does not specify

—	 Detailed information about countermeasures (i.e., anti-spoofing techniques), methods to detect 
presentation attacks, algorithms, or sensors.

—	 Methods to assess the overall system-level security or vulnerability.

1.2  Purpose

This standard provides a set of processes for digital services to verify or estimate the age or age range of a user, 
to a proportionate degree of accuracy and certainty, when determining the age of a child to allow organizations 
to enable access to their products and services to suitable age-groups, with the rights and needs of children 
in mind. This is essential to creating a digital environment that supports, by design and delivery, children’s 
safety, privacy, autonomy, agency, and health, specifically providing a set of guidelines and best practices 
and thereby offering a level of validation for age assurance decisions that may be either required by law or 
voluntarily implemented for business or social reasons.

IEEE Standard for Online 
Age Verification
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1.3  Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard 
and from which no deviation is permitted (shall equals is required to).6,7

The word should indicates that among several possibilities one is recommended as particularly suitable, 
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily 
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals 
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can 
equals is able to).

1.4  Use of the standard

The standard describes the set of processes by which leaders, managers, engineers, and technologists can 
undertake online age assurance.

In addition, any age assurance system should, as a minimum, provide the following:

a)	 Protects the privacy of users in accordance with applicable laws, including the data protection laws 
and obligations under the treaties set out at list item k).

b)	 Is proportionate having regard to the risks arising from the product or service and to the purpose of the 
age assurance system.

c)	 Offers functionality appropriate to the capacity and age of a child who might use the service.

d)	 Is secure, shall not expose users or their data to unauthorized disclosure or security breaches, and shall 
not use data gathered for the purposes of the age assurance system for any other purpose.

e)	 Provides appropriate mechanisms and remedies for users to challenge or change decisions if their age 
is wrongly identified.

f)	 Is accessible and inclusive to users with protected characteristics.

g)	 Does not unduly restrict access of children to services to which they should reasonably have access, 
for example, news, health, and education services.

h)	 Provides sufficient and meaningful information for a user to understand its operation, in a format and 
language that they can be reasonably expected to understand, including if they are a child.

i)	 Is effective in verifying or estimating the age or age range of a user, to a proportionate degree of 
accuracy and certainty to allow organizations to enable access to their services to suitable age-groups, 
with the rights and needs of children in mind.

j)	 Does not rely solely on users to provide accurate information.

k)	 Is compatible with applicable data protection legislation and the United Nations Convention on the 
Rights of the Child and General Comment No. 25 (2021) on children’s rights in relation to the digital 
environment.

6The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe 
unavoidable situations.
7The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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No standard can provide unconditional consistency with all laws and regulations, and compliance with this 
standard does not constitute compliance with applicable legal and regulatory requirements. Users of this 
standard are responsible for referring to and observing all applicable laws and regulations, and should refer 
questions of compliance to competent legal counsel with expertise in the relevant jurisdiction.

It provides implementable processes to help align innovation with securing age-appropriate design for software 
engineering and system design and, in doing so, reduces risk and, wherever possible, amplifies the benefits of 
the digital world for end users who are considered children according to applicable laws and regulations.

The standard sits on the values of 5Rights Foundation’s principles and reflects the rights of children under the 
United Nations Convention on the Rights of the Child, including their right to participate in the digital world. 
Many digital systems impact children in intended or unintended ways and, therefore, should take them into 
account. All organizations for which that is the case are encouraged to use this standard to help make that 
engagement age appropriate. This standard is based on the foundation that the ‘best interests’ of the child are 
placed in primary focus during the design of digital services.

To reach this goal, this standard supports organizations in ascertaining whether age assurance is required, and 
if so, how best to implement it. It is applicable within any life cycle model or set of methods for systems and 
software engineering and/or new or modified product or service development including brokering children’s 
data. If organizations have existing systems that cause risks to children, then the processes in this standard can 
be used for reiteration of analysis and redress.

Data privacy and security are complex and highly regulated areas of law, particularly as related to children and 
young people. The relevant legal definitions and requirements are rapidly evolving, and may vary at the local, 
state, national, and regional level.

1.5  Process overview

The goal of this standard is to allow organizations to enable access to their services to suitable age-groups, with 
the rights and needs of children in mind. Age appropriateness includes a variety of values that support children. 
For example, values such as sustainability, privacy, usability, convenience, controllability, accountability, 
inclusivity, evolving capacity, and children’s rights can be promoted by using this standard. This standard 
also supports values or attributes in systems typically considered in system engineering, such as functionality, 
efficiency, and effectiveness. An overview of the key processes in this standard is depicted in Figure 1.

Figure 1—Phases for age assurance

The first four processes run sequentially as follows:

a)	 Determination—undertake an initial overview of a service or product and identify the statutory, 
regulatory, contractual, and ethical requirements for age assurance.
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b)	 Selection—select the most appropriate method or methods of age assurance that meet the standards 
for age assurance.

c)	 Assurance—undertake assurance of the age or age range of each user.

d)	 Categorization—categorize the level of confidence to which the assurance has been completed.

The remaining three processes underpin the first four, and should be applied continuously:

e)	 Privacy—ensure age assurance solutions protect the privacy of users by design.

f)	 Data security—ensure that any personal data used during age assurance or retained after an age 
assurance has been completed is stored securely.

g)	 Interoperability—allow an age assurance provider to exchange the results of an age assurance process 
with another age assurance provider in a privacy preserving fashion.

2.  Normative references
The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the 
referenced document (including any amendments or corrigenda) applies.

IEEE Std 2089™, IEEE Standard for an Age-Appropriate Digital Services Framework Based on the 5Rights 
Principles for Children.8,9

ISO 9000:2015, Quality management systems—Fundamentals and vocabulary.10

ISO Guide 73:2009 (withdrawn), Risk management—Vocabulary.

ISO/IEC 25010:2011, Systems and software engineering—Systems and software Quality Requirements and 
Evaluation (SQuaRE)—System and software quality models.

ISO/IEC/IEEE 15288:2015, Systems and software engineering—System life cycle processes.

ISO/IEC/IEEE 29148:2018, Systems and software engineering—Life cycle processes—Requirements 
engineering.

United Nations Committee on the Rights of the Child General Comment (25), 2021 on Children’s Rights in 
Relation to the Digital Environment.

United Nations Convention on the Rights of the Child (UNCRC), 1989.

United Nations Resolution Promotion and Protection of the Rights of Children (78th Session, 2023).

8The IEEE standards or products referred to in this clause are trademarks owned by The Institute of Electrical and Electronics Engineers, 
Incorporated.
9IEEE publications are available from The Institute of Electrical and Electronics Engineers (https://​standards​.ieee​.org/​).
10ISO publications are available from the International Organization for Standardization (https://​www​.iso​.org/​) and the American 
National Standards Institute (https://​www​.ansi​.org/​).
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3.  Definitions, acronyms, and abbreviations

3.1  Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary 
Online should be consulted for terms not defined in this clause. 11

accuracy: The degree of agreement between the observed value and the conventionally true value of the 
quantity being measured.

activity: A set of cohesive and purposeful tasks of a process.

age appropriate: Something that is suitable or appropriate for a person of a particular age.

NOTE 1—This concept is often, but not exclusively used in relation to children—a demographic who develop rapidly over 
a short space of time.12

NOTE 2—In the digital context, the concept of age appropriate is most associated with the Age-Appropriate Design Codes 
applicable in the UK and the state of California that set out data protection measures to benefit children.

age assurance: An umbrella term for both age verification and age estimation solutions. The word “assurance” 
refers to the varying levels of certainty that different solutions offer in establishing an age or age range.

NOTE—Age assurance may provide a specified level of confidence, but cannot guarantee accuracy in all cases.

age assurance provider: A company that supplies age verification or age estimation technology or services to 
a relying party.

age estimation: Any process that establishes a user is likely to be of a certain age, fall within an age range, or 
is over or under a certain age.

age estimation provider: A company that supplies age estimation technology or services to a relying party.

NOTE—Age estimation methods include, but are not limited to, artificial intelligence-based facial or voiceprint age 
analysis, and automated analysis of behavioral and environmental data, such as comparing the way a user interacts with a 
device with other users of the same age and metrics derived from motion analysis, or by testing their capacity or knowledge.

age verification (“AV”): A system that relies on hard (physical) identifiers and/or verified sources of 
identification that provide a high degree of certainty in determining the age of a user based on a specific date 
of birth. They include, but are limited to, hard identifiers (passports or other ID), managed databases both 
commercial or publicly held, as well as authoritative third parties, such as parents and carers.

age verification provider: A company that supplies age verification technology or services to a relying party.

age verification practice statement: A document that records the outputs of the processes in IEEE Std 2089.1™ 
used for the purposes of certification. It should comprise, at a minimum, four parts (part 1—determination; 
part 2—methods; part 3—child data practice impact assessment; part 4—data security certification).

assurance: The word “assurance” refers to the varying levels of certainty that different solutions offer in 
establishing an age or age range.

11IEEE Standards Dictionary Online is available at: http://​dictionary​.ieee​.org. An IEEE account is required for access to the dictionary, 
and one can be created at no charge on the dictionary sign-in page.
12Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this 
standard.
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audit: See ISO/IEC/IEEE15288: 2015.13

NOTE—The scope includes professional and industry codes of practice.

authentication: A process to verify that someone is who they claim to be when they try to access a computer 
or online service.

balancing: Where one right comes into conflict with another, they should be balanced so that the “best 
interests” of the child is paramount.

best interest: Refer to UNCRC General Comment No. 14, Para.4 and General Comment No. 5, Para. 12.

benefit: A positive outcome that is voluntarily or involuntarily created by an act, system, or process.

binding: The process of connecting evidence of age with an individual person to whom it refers or to a 
particular device.

biometrics: The measurement and analysis of unique physical or behavioral characteristics (such as fingerprint 
or voice patterns).

biometric: A measurement derived from physical characteristics, such as fingerprints, DNA, or retinal 
patterns, for use in verifying the identity of individuals or estimating their age.

NOTE—Biometric data is not always personally identifiable information as it may be insufficient to identify uniquely any 
individual, as is the case when it is used for the purposes of age estimation.

buffer: The period of time between the age at which a restriction is required, and the age that is tested using 
age estimation, to give a specified level of confidence in test.

certainty: The state of having no doubt or knowing exactly that something is true, or known to be true, correct, 
exact, or effective.

certification: The provision by an independent body of written assurance (a certificate) that the product, 
service, or system in question meets specific requirements.

child: A child is a human being defined as a child or minor by applicable laws and regulations, for the purposes 
of digital services provided within the context of IEEE Std 2089.1 (see also UN Convention on the Rights of 
the Child)..

children’s rights: A framework of legal and other obligations and ethical values covering civil, political, 
economic, social, and cultural rights afforded to every child.

NOTE—Documented in the United Nations Convention on the Rights of the Child.

child rights impact assessment: A tool predicting the impact of any proposed law, policy or budgetary 
allocation, which affects children and the enjoyment of their rights.

client: A stakeholder that acquires or procures a product or service from a supplier.

NOTE—Other terms commonly used for a client are buyer, customer, service, site, owner, purchaser, or internal/
organizational sponsor.

13Information on references can be found in Clause 2.
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