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Abstract: The framework of building a distributed ocean observing software system based on 
complex virtual instruments (CVIs), which are used for processing and displaying the collected 
data from ocean instruments and the related metadata, is defi ned in this standard. This framework 
provides the guidelines for the CVI-based development process, in which CVI structure design 
covers management of observed data and metadata, virtual instrument engine based on geospatial 
information, and service interfaces for CVI interactions. CVI mapping schemes describe the corre-
spondence from observed objects to CVIs. CVI relations defi ne the relationships between CVIs and 
describe the methods of extending and compositing multiple CVIs.

Keywords: CVI (complex virtual instrument), IEEE 2402™, ocean observation, software 
development
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notic-
es and disclaimers, or a reference to this page, appear in all standards and may be found under the heading 
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on 
request from IEEE or viewed at http://​standards​.ieee​.org/​IPR/​disclaimers​.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are 
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Asso-
ciation (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a consensus de-
velopment process, approved by the American National Standards Institute (“ANSI”), which brings together 
volunteers representing varied viewpoints and interests to achieve the final product. IEEE Standards are doc-
uments developed through scientific, academic, and industry-based technical working groups. Volunteers in 
IEEE working groups are not necessarily members of the Institute and participate without compensation from 
IEEE. While IEEE administers the process and establishes rules to promote fairness in the consensus develop-
ment process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or 
the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure 
against interference with or from other devices or networks. Implementers and users of IEEE Standards doc-
uments are responsible for determining and complying with all appropriate safety, security, environmental, 
health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and 
expressly disclaims all warranties (express, implied and statutory) not included in this or any other document 
relating to the standard, including, but not limited to, the warranties of: merchantability; fitness for a particular 
purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In 
addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards 
documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to 
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and 
issued is subject to change brought about through developments in the state of the art and comments received 
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or 
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropri-
ate, seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN 
ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN 
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH 
DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event that 
an IEEE standard is translated, only the English version published by IEEE should be considered the approved 
IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations 
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall 
not be considered to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or 
educational courses, an individual presenting information on IEEE standards shall make it clear that his or her 
views should be considered the personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertain-
ing to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed 
change of text, together with appropriate supporting comments. Since IEEE standards represent a consensus 
of concerned interests, it is important that any responses to comments and questions also receive the concur-
rence of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordi-
nating Committees are not able to provide an instant response to comments or questions except in those cases 
where the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation 
requests. Any person who would like to participate in revisions to an IEEE standard is welcome to join the 
relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854  USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the 
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory require-
ments. Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in compliance 
with applicable laws, and these documents may not be construed as doing so

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They 
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include 
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the pro-
motion of engineering practices and methods. By making these documents available for use and adoption by 
public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Users of IEEE Standards documents should be aware that these documents may be superseded at any time by 
the issuance of new editions or may be amended from time to time through the issuance of amendments, corri-
genda, or errata. An official IEEE document at any point in time consists of the current edition of the document 
together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old 
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some 
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have 
the latest edition of any IEEE standard.
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through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at http://​ieeexplore​.ieee​.org/​ 
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Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://​
standards​.ieee​.org/​findstds/​errata/​index​.html. Users are encouraged to check this URL for errata periodically.

Patents
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existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://​standards​.ieee​.org/​about/​sasb/​patcom/​patents​.html. Letters of Assurance may indicate 
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Introduction

This introduction is not part of IEEE Std 2402™-2017, IEEE Standard Design Criteria of Complex Virtual Instruments 
for Ocean Observations.

An ocean observing system (OOS) plays an important role in improving the knowledge of oceans. An OOS 
involves software and hardware. The hardware part consists of various observing instruments; the software 
part consists of a series of applications that are responsible for data collection, data management, and data 
visualization. Traditional developments are time-consuming due to code programming and testing while com-
ponents usually need to be modified and assembled, which results in low development efficiency.

Traditional virtual instruments display the observed data without considering the related metadata, such as the 
descriptive information of observed objects. A complex virtual instrument (CVI) is a software element having 
the following functions:

—— It realizes unified management of observed objects and observed data.

—— It connects with different acquisition applications and process measurements from one or multiple 
types of instruments.

—— It provides data access interfaces which are designed based on observed objects.

—— It can be extended and combined into a larger-scale CVI as a reusable software unit.

This standard describes functions of the data management module, lists the requisite functions in a CVI en-
gine, and provides CVI interface design criteria for ocean observing. Following this standard, CVIs are ho-
mogeneous and different types of CVIs can be composited into a larger system without code programming. 
This standard also describes the mapping schemes, which enables easy mapping between CVIs and physical 
instruments. CVIs can be reused in different systems through adjusting the mapping schemes, contributing to 
higher-level software re-use. This standard plays an important role in improving development efficiency and 
standardizing development procedures for OOS software.
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1.  Overview

1.1  Scope

This standard defines the framework of building distributed ocean observing software systems based on com-
plex virtual instruments (CVIs), which are used for processing and displaying the collected data from ocean 
instruments and the related metadata (Guo, et al. [B1]). This framework provides the guidelines for a CVI-
based development process, in which CVI structure design covers management of observed data and meta-
data, virtual instrument engine based on geospatial information, and service interfaces for CVI interactions. 
CVI mapping schemes describe the correspondence from observed objects to CVIs. CVI relations define the 
relationships between CVIs, and describe the methods of extending and compositing multiple CVIs.

1.2  Purpose

The purpose of this standard is to advise and assist developers in adopting a CVI-based development method 
in building ocean observing software systems. Implementation of this standard simplifies the software de-
velopment process greatly, which is turned into compositing CVIs that are customized according to specific 
requirements by means of CVI interfaces. Implementation of this standard also forms a set of reusable CVIs 
that can be shared among ocean communities. The development efficiency is improved because customization 
tools are provided to avoid code programming.

2.  Definitions, acronyms, and abbreviations
For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary 
Online shall be consulted for terms not defined in this clause.1

2.1  Definitions

acquisition main program: An independent program module that communicates with the acquisition module 
by standard function. It also needs to communicate with the application layer by TCP/IP protocol.

1IEEE Standards Dictionary Online subscription is available at: http://​dictionary​.ieee​.org.
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acquisition module: An independent program module that acquires data from observation instruments or 
CVIs.

CVI description fi le: A confi guration fi le written using XML that describes the CVI’s attributes information 
and node information.

observation instrument: A monitoring device that is connected with lots of sensors to collect the data, has 
communication interfaces.

observation instrument description fi le: A fi le that is combined by all the observation instrument description 
sub-fi les and describes all the observation instruments information.

observation instrument description sub-fi le: A confi guration fi le written using XML that describes the ob-
servation instrument information. It includes observation instrument information, interface information, ob-
servation parameters information, and invoked data acquisition module information.

 2.2 Acronyms and abbreviations

ADCP acoustic Doppler current profi ler

CTD conductivity, temperature, and depth

CVI complex virtual instrument

FTP fi le transfer protocol

MQ message queue

XML extensible markup language

 3. System framework

 3.1 Architecture model

Unlike a physical instrument, the CVI implements a variety of testing and measuring applications by modular-
ized hardware combined with effi  cient and fl exible software. It has a number of advantages, such as reusable 
hardware, low cost, and multiple functions. This standard provides a CVI model that can make system func-
tional diversity, reduce the coupling, and map diff erent modules using a system confi guration system (Qiu, 
et al. [B2]). The standard separates the framework into three layers according to diff erent function modules. 
Through defi ning the interfaces and interaction process between layers, it realizes the functions of observation 
instrument automatically accession, which can generate diff erent kinds of observation systems. Meanwhile, 
the system shall generate standard data interfaces of Web Service, message queue (MQ), and fi le transfer pro-
tocol (FTP) to provide the services of data accession and export.

The global ocean observation data access and integration can be realized by utilizing the system model through 
standard interfaces. All of the data can be managed by unifi ed graphical user interface. The main features of 
this framework are as follows:

a) The framework includes standard ocean observation data and metadata management functions.

b) The system is confi gurable. It can automatically connect with many kinds of observation instruments 
via a confi guration tool.

c) The framework can adapt to new instruments by itself.

d) It has unifi ed data interfaces to provide the functions of global data accession, which is convenient for 
data sharing and system integration.

e) It provides a code service interface that takes CVI type as unit. It can realize the function of CVI sys-
tem integration.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 04:59:34 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 2402-2017

http://www.avadocuments.com/doc/ieee-2402-2017
http://www.avadocuments.com/doc/ieee-2402-2017


IEEE Std 2402-2017
IEEE Standard Design Criteria of Complex Virtual Instruments for Ocean Observation

15
Copyright ©  2017  IEEE. All rights reserved.

To make the framework more reasonable and extensible, the software system is divided into three layers based 
on data stream. It includes the sensing layer, acquisition layer, and application layer. Each layer is functionally 
independent. The lower layer is the foundation of the upper layer. Each layer utilizes the services of the lower 
layer and provides services for the upper one.

Figure 1 shows the system framework model and marks the interfaces that need to be standardized in green.

 3.1.1 Sensing layer

The sensing layer is the data source of the CVI system, which collects analog signal data (physical, chemical, 
and biological quantity) from the monitoring object by sensors. It also needs to transform analog signals to 
digital ones. The data source includes observation instruments and CVIs. The observation instruments are 
hardware devices that communicate with the acquisition module through RS232, RS485, and Ethernet. The 
CVI provides the data through Web Service, MQ, and FTP standard interfaces. This means that a CVI can be 
considered as another CVI’s source.

 3.1.2 Acquisition layer

The acquisition system is the main part of the acquisition layer. It utilizes the communication ports to gather 
the sampling data from connected instruments and CVIs. The acquisition module and observation instrument 
description sub-fi le have one-to-one correspondence with an observation instrument. The acquisition main 
program loads the acquisition module and the observation instrument description sub-fi le. The main program 
generates the observation instrument description fi le by combining the observation instrument description 
sub-fi les. The acquisition module directly communicates with observation instrument. After receiving the 
data, the acquisition module transfers the data to the main program in standard data format. This standard can 
realize the function of automatic accession of observation instruments by defi ning the standard interface be-
tween the acquisition layer and acquisition main program, which results in the logical independence between 
the sensing layer and acquisition layer.

 Figure 1—System framework model
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 3.1.3 Application layer

The application layer is responsible for data processing, analyzing, and displaying. It can realize more com-
plex functions based on the data set and provide standard data interfaces for external systems. The functions 
can be developed freely according to the requirements. Because of the standard interfaces on lower layers, the 
functions of CVI application in this layer can be extended freely.

To enable automatic accession of the observation instruments; realize scalable CVI systems; and provide stan-
dard Web Service, MQ, and FTP interfaces, this standard shall standardize the interaction interfaces and re-
lated description fi les. The standardized interfaces include the interfaces and interaction process between the 
acquisition main program and acquisition module, between the acquisition layer and application layer, as well 
as the Web Service interface, MQ interface, and FTP interface. The standardized description fi les include the 
observation description fi le and CVI description fi le.

 3.2 Workfl ow

The following steps describe the system framework workfl ow:

a) Start up the server and run the acquisition main program.

b) The main program fi nds, acquires, and combines the observation description sub-fi le to generate the 
observation instrument description fi le.

c) The main program invokes the acquisition module and communicates with the observation instrument 
through analyzing the observation instrument description fi le.

d) The acquisition layer connects with the application layer and transfers the observation instrument de-
scription fi le to the application layer.

e) The application layer informs the acquisition layer of what data the application layer needs.

f) The main program of the acquisition layer invokes the corresponding acquisition module and sends 
the data acquisition command. The acquisition module acquires the data and transfers it to the main 
program.

g) The main program processes the acquired data and transfers the processed data to the application 
layer.

h) The application layer acquires, processes, stores, and displays the data. It also provides the standard 
Web Service, MQ, and FTP interfaces to external systems.

i) Repeat steps e) through i) until the application layer stops requesting data from the acquisition layer.

 4. Protocol between layers
The framework defi nes a layer structure for the CVI system. To realize seamless integration and a scalable 
system, it also needs to defi ne standard interfaces and interaction protocols between layers. This includes the 
type of interface, interaction process, and so on.

 4.1 Sensing layer and acquisition layer

The sensing layer and acquisition layer communicate through hardware communication ports or standard 
interfaces provided by CVIs. The acquisition layer sends commands to the sensing layer based on the commu-
nication protocol and acquires the data.
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4.1.1  Type of interface definition

As shown in Figure 2, the data sources of the sensing layer include observation instruments and CVIs. The com-
munication methods between the sensing layer and acquisition layer include communication ports (RS232, 
RS485, Ethernet, and so on) and standard interfaces (Web Service, MQ, and FTP) provided by CVIs. The 
developer develops a unique acquisition module to match a specific data source. The main program gathers 
the data from all the acquisition modules and sends them to the application layer through standard interfaces.

When communicating with observation instruments through communication ports, the acquisition module 
utilizes the hardware protocol provided by the manufacturer to communicate with the observation instrument. 
The acquisition layer sends communication commands to the sensing layer, which then sends sensor data and 
hardware status to the acquisition layer in ASCII or binary code.

When communicating with CVIs through Web Service, MQ, and FTP, the acquisition module shall acquire the 
data based on the export data description standard found in 5.2.2.

4.1.2  Interaction process

The interaction process between the sensing layer and acquisition layer works as follows:

a)	 The main program finds the observation instrument description sub-file.

b)	 The main program acquires and analyzes the observation instrument description sub-file to generate 
the observation instrument description file.

c)	 The program invokes the related observation instrument and the corresponding acquisition module.

d)	 The acquisition module sends the data acquisition command through an observation instrument hard-
ware interface or CVI standard interface.

e)	 The sensing layer receives the command and sends the data to the acquisition layer. The main program 
analyzes and processes the data.

f)	 The data acquisition process is over.

Figure 2—Interface protocol between the sensing layer and the acquisition layer
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