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Abstract: Blockchain/distributed ledger technology, referred to as blockchain/DLT, is a proven
technology in industry and, though newer to applications in the energy industry, is well-positioned
to become a critical component of this evolving electrical system. blockchain/DLT can provide
transparency and traceability within energy markets and distributed system operations, reduce
error and processing inefficiencies between the multiple parties engaged in interconnected grid
management, and offer a path to automation of the grid through the use of smart contracts. This
guide provides an open, common, and interoperable reference framework model for distributed
ledger technology (DLT) such as blockchain in the energy sector. This guide also serves as a
guideline for blockchain/DLT use cases in the electrical power industry, creating a guide for a
reference architecture framework, including interoperability, terminology, functionality, and system
interfaces.

Keywords: blockchain, distributed ledger technology, DLT, electric power system, energy markets,
energy system management, IEEE 2418.5™, smart contracts
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html), appear in
all IEEE standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers involved in technical working groups
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development process,
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness
of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning all standards, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety,
security, health, or environmental protection, or compliance with law, or guarantee against interference with
or from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English language version published by IEEE is the approved IEEE
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training,
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express,
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, or
generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE or IEEE SA. At
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shall make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity issuing
the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of'its Societies and subcommittees of the IEEE SA Board of Governors
are not able to provide an instant response to comments or questions, except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome to
join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests tab
in the Manage Profile and Interests area of the IEEE SA myProject system.! An IEEE Account is needed to
access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.icee.org/about/contact/.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through

the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE.> For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: https://standards.ieee.org/standard/index.html.
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Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE standards are developed in compliance with the IEEE SA Patent Policy.?

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which alicense may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in ways
not foreseen during the standard’s development. IEEE standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, data privacy, and interference protection practices and all
applicable laws and regulations.

3 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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Introduction

| This introduction is not part of IEEE Std 2418.5-2025, IEEE Guide for Blockchain in Power and Energy Systems.

This guide provides an open, common, and interoperable reference framework model for blockchain
applications in the energy sector.

This guide provides the following:

— Serves as a guideline for blockchain use cases in the electrical power industry, renewable energy
industry, and their related services;

— Create subsequent standards on reference architecture, interoperability, terminology, and system
interfaces for blockchain applications in the energy sector by building an open protocol and technology
agnostic layered framework; and

— Evaluate and provide guidelines on scalability, performance, security, and interoperability through
evaluation of consensus algorithms, smart contracts, and types of blockchain implementation, etc., for
the energy sector.

This standard provides a unifying framework to the processes, functionalities, and use cases of a changing
power grid supported by innovative, high-impact blockchain applications.

Clause 1 provides an overview, positioning blockchain and distributed ledger technology (DLT) as a key
enabler of the evolving electrical system, enhancing transparency, efficiency, and decentralized energy
transactions. The grid is evolving toward a more decentralized network, or a network of networks with
dynamic energy as a service and internet of things, all supported by DLT blockchain technology. As the grid
of the future will have new operational flexibilities, the blockchain applications should provide flexible and
secure solutions.

Clause 5 describes the smart contracts as self-executing agreements with terms written in code, typically
running on blockchains to automate transactions without intermediaries. This should ensure transparency,
efficiency, and trust. Legal considerations are considered as well as cybersecurity risks and mitigating best
practices.

Clause 6 presents key principles in the blockchain/DLT technology and its related cybersecurity applications.
The multiple layers should protect against potential cyber threats. These layers are the “application layer”
supporting applications built on the blockchain; “execution and consensus layers” that manage consensus and
transaction validation; the underlying “data, network, and infrastructure layers” that govern data modeling
and transmission across the network; and the “physical layer” with hardware and physical devices throughout
the network.

Clause 7 presents the blockchain and DLT interoperability, examining the IT/OT functional segmentation to
describe how different blockchain networks communicate and exchange data through cross-chain transactions,
scalability, and standardization.

Clause 8 presents real-world use cases of blockchain/DLT technology in energy markets, focusing on
managing real-time data, operational flexibility, and digital assets such as carbon credits and renewable energy
certificates. This clause presents each use case in a standardized format to include challenges, stakeholders,
actors, agents, interoperability and inter-blockchain communications, transaction types, domains,
cybersecurity, privacy, standards, regulations, and gaps. This approach outlines the functional requirements
and key interfaces between blockchain/DLT networks and transactive energy agents to facilitate secure peer-
to-peer (P2P) trading, enhance market transparency, ensure data integrity, and enable seamless transactions
between energy producers, consumers, and grid operators.
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IEEE Guide for Blockchain in
Power and Energy Systems

1. Overview

1.1 General

The electric power industry is a foundation of modern society and is comprised of all entities participating
in the production, management, and sale of electricity. Modern operation of the grid, services, and markets
involves bi-directional sharing of information between many grid participants and stakeholders. Driven by
innovation in many adjacent industries, the electrical system is evolving toward a distributed architecture
with emerging requirements to support increased deployments of renewable resources, electrification of
transportation, two-way power flows, resilient islanding systems and as a result, a new generation of integrated
systems to maintain the safety, security, reliability, and operational excellence that is expected by customers,
aggregators, system operators, regulators, and third-party stakeholders. distributed ledger technology, referred
to as blockchain/DLT, is a proven technology in the financial industry and, though newer to applications in the
energy industry, is well-positioned to become a critical component of this evolving electrical system.

Blockchain/DLT can provide transparency and traceability within energy markets and distributed system
operations, reduce error and processing inefficiencies between the multiple parties engaged in interconnected
grid management, and offer a path to automation of the grid through the use of smart contracts.

Table 1 summarizes the main structural changes expected in the evolution of the electric power industry, along
with their respective links to blockchain/DLT.
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Table 1—Evolution of the electric power system

Conventional Modern power system Link to blockchain/DLT
power system
One-way flow of New services and price Distributed ledger
electricity within the formation with multi-path integration with edge
bulk electrical system flows of electricity, new computing supports
(BES) and distribution | grid services, congestion service automation

grid, from centralized
generation to consumers

management mechanisms,
and grid support from
distributed energy resources

through smart contracts;
DLTs are capable of
storing distributed energy
resource data; DLT may
combine operations and
economic automation

in the same system

for third-party market
aggregation of distributed
energy resources

(DERs) in parallel with
utility aggregation

Grid operation

is accomplished
primarily by utility-
owned resources and
services, including
centralized and
operator-led activities

Grid operation is supported
by increased DERs and
behind-the- meter (BtM)
resources requiring
distributed system
transparency, security,

and access control

Distributed ledger offering
activity transparency, trust
of assets and data, data
privacy, and immutability
of transactions

Retail transactions
between utilities
and consumers that
are managed ina
centralized manner

Procurement mechanisms
with complex transactions
and layered attributions
of energy generation,
load, and services among
prosumer grid participants
with decentralized and
distributed functions,
including settlement

Smart contracts for
automation, financial
transaction settlement
functions for DER-related
emerging retail markets

Utility management
of grid services

and resources with
wholesale market
participation

Multiple parties are involved
in grid activity, including
operators, markets,
consumers, prosumers/DER
owners, and energy service
suppliers (ESS), requiring
information exchanges,
service exchanges, financial
exchanges, metering,

and billing security

Distributed ledger offering
activity transparency, trust
of assets and data, data
privacy, and immutability
of transactions

Note that this guide, at its time of writing, may not fully illustrate all tangible benefits of blockchain/DLT in
the electric power industry, as most projects worldwide consist of proof-of-poncept (PoC), which test various
value hypotheses. Expectations and potential benefits of adopting blockchain/DLT in the electric power
industry depend on many factors, including the pace of adoption of digital technology and control systems,
changing standards for communications system architecture, the rate of adoption of machine learning and
automation, evolving business needs, and regulatory constraints.

1.2 Scope

This guide provides an open, common, and interoperable reference framework model for distributed ledger
technology (DLT), such as blockchain, in the energy sector.
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It also covers the three following aspects:

1)  Serve as a guideline for blockchain/DLT use cases in the electrical power industry; energy value
industry chain, covering the renewable energy industry and their renewable-related sources of
generation.

2) Create a guide on reference architecture framework, including interoperability, terminology,
functionality, and system interfaces for blockchain/DLT applications in the energy sector by building
an open protocol and technology agnostic layered framework.

3) Evaluate and provide guidelines on scalability, performance, security, and interoperability through
evaluation of consensus algorithms, smart contracts, and types of blockchain/DLT implementation for
the energy sector.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required t0).*’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

There are no normative references in this standard.

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary
Online should be consulted for terms not defined in this clause.®

append-only ledger: Blockchain/distributed ledger technology (DLT) is a technology that provides a full
transactional history. Unlike traditional databases, transactions and values in a blockchain are not overwritten.

¢ The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.

"The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.

8IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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block: A data structure used to record transactions, distributed to all nodes in the distributed ledger network.
A block’s structure follows Merkle tree architecture, which aids verification of block data integrity. A Merkle
tree combines the hash values of transaction data together until there is a root hash. The root hash is an
efficient means for fingerprinting all transactions in a block, and the hash tree enables detection of inconsistent
transactions within a block. To create a block, a user may submit a candidate transaction to the ledger by
sending the transaction to other nodes participating in the blockchain. These transactions are then disseminated
to more nodes in the network. These distributed transactions then wait in a queue, or transaction pool, until
they are added to the blockchain by a mining or validator node; this occurs when the mining or authorizing
nodes publish a block. The block contains a set of validated transactions. After it is created, each block is
hashed to generate the digest that represents the block.

Blockchain transaction: A record of information kept in a distributed ledger.

chain: A sequence of blocks linked together by block hashes to maintain a specified order, agreed upon through
consensus, and maintained independently by every node in the distributed ledger network.

consensus: An agreement among distributed nodes in the blockchain system that 1) a transaction is validated
and 2) that the distributed ledger contains a consistent set and ordering of validated transactions.

distributed database: A database that hosts two or more files located in different locations, where portions
of the database are stored in multiple physical servers or locations, and processing happens among multiple
database nodes in a distributed manner. A distributed ledger is a distributed database. A blockchain/distributed
ledger technology (DLT) is a specific type of distributed ledger.

distributed ledger: The extraction and exchange of data is stored in the ledger on the blockchain. All the
extraction and exchange data are digitally signed by the private key, and the data extraction and exchange
records under this account are recorded in the ledger.

node: A computer participating in a blockchain architecture maintaining an independent copy of the distributed
ledger.

oracle: A digital asset that serves as one or more trusted and agreed-upon sources of data or reference. For
example, a temperature oracle could establish a consensus among parties as to the referential temperature
at a specific time, date, and GIS location to be used in the execution of a smart contract. In addition, oracles
may serve as a gateway or orchestrator between the on-chain infrastructure of a distributed ledger technology
(DLT) system and external data that may be used in the execution of the smart contracts, depending on the
inputs, conditions, and events originated from external real-world and internal virtual ecosystems.

secure: Blockchain/distributed ledger technology (DLT ) helps ensure that the data contained within the ledger
has not been tampered with and that the data within the ledger is attestable.

smart contract: A smart contract is a self-executing program that enables agents to execute deterministic
functions and to operate and agree upon logical states that can be used to verify and enforce system rules.
It allows trusted transactions without third parties that are traceable and irreversible. In addition, computer
logic that can be stored or processed on a distributed ledger and executed in response to defined conditions
or triggers, automating the execution of conditional statements such as terms of a contract, e.g., “what...if...
then”, using the blockchain/DLT ecosystem. They contain the digital signatures - the private cryptographic
keys - of the parties to the contract and have access to the cryptographic primitives required to participate in a
consensus process. Smart contracts are intended to be hosted within each peer computational resource and can
create digital assets; read or write (add) transactions, order transaction proposals, and query transactions from
the ledger. Results of SC execution are recorded on the blockchain/distributed ledger technology (DLT). Note
that the term “contract” in its use here does not specify that it is legally binding.

Documents

19 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UniverRRYSER:2828 JrFEANNIIRS 6868k RH14:05 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 2418.5-2025


http://www.avadocuments.com/doc/ieee-2418-5-2025
http://www.avadocuments.com/doc/ieee-2418-5-2025

IEEE Std 2418.5™-2025
IEEE Guide for Blockchain in Power and Energy Systems

trustability: A technical feature of a blockchain/distributed ledger technology (DLT) with specific supporting
attributes:

— Shared: The ledger is shared among multiple participants, providing transparency across node
participants in a blockchain/DLT network.

— Distributed: A blockchain is distributed among nodes, allowing for scaling the number of nodes of
a blockchain network to make it more resilient to attacks by bad actors. By increasing the number
of nodes, the ability for a bad actor to impact the consensus protocol used by the blockchain/DLT is
reduced.

— Immutable: Transactions recorded on a blockchain ledger cannot be altered.

validator: A node or nodes that execute block verification and validation by engaging in a consensus process
to publish a new block.

3.2 Acronyms and abbreviations

ADMS advanced distribution management systems
AMI advanced metering infastructure

IoT Internet of Things

OMS outage management system

Pll personally identifiable information
SCADA supervisory control and data acquisition
SGAM smart grid architecture model

SLEC smart legal energy contract

WAMS work and asset management system

4. Common categories of blockchain/DLT
4.1 General

There are two basic classes of blockchain: public (permissionless) and private (permissioned). A hybrid
blockchain/DLT combines public and private types for the purposes of controlling specific data or
administrative functions via permissions. The intent is to control who has access to specific data stored in the
blockchain and the data that is publicly available. Finally, a consortium blockchain is a type of permissioned
blockchain, similar to a private blockchain. The difference between a consortium blockchain and a private
blockchain is subtle; in a consortium, multiple organizations may participate and agree to administrate the
same chain, rather than a private blockchain, which is centrally managed by a single organization.

In a public or permissionless blockchain, accessibility is as follows:

— Anyone in the system can participate
— Read/write access is open to all participants through nodes
— All nodes may participate in the consensus process

— Transactions are visible to all participants
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In a public blockchain, the blockchain state (the data, all records) and its transactions are transparent and
accessible to everyone. Any node joining a public blockchain network can validate transactions. Notably, in
a public blockchain, a node may be a source of malicious behavior. To help prevent attacks from malicious
nodes, the blockchain network implements a consensus algorithm.

In a permissioned blockchain, including private and consortium types:

—  Only participants with permissions can participate
— Read and write access to publish new blocks requires specific permissions

— Transactions are visible to permissioned participants

Consequently, only authorized and trusted entities can participate in the activities within the permissioned
blockchain. By allowing only authorized and trusted entities to participate in activities within the blockchain,
a private or consortium blockchain helps ensure the privacy of the chain data. Permissioned blockchain
networks have the same traceability of digital assets as they pass through the blockchain, as well as the same
distributed, resilient, and redundant data storage system as a permissionless blockchain network.

Permissioned blockchain networks may be used by organizations that need to control and protect their
blockchain more tightly. Permissioned blockchain networks may also be used by organizations that wish to
work together but may not fully trust one another. They can establish a permissioned blockchain network and
invite business partners to record their transactions on a shared distributed ledger. These organizations can
determine the consensus model to be used, based on how much they trust one another. Notably, users of the
permissioned blockchain will need to have trust in the administrative organization. Beyond trust, permissioned
blockchain networks provide transparency and insight that may help better inform business decisions and hold
misbehaving parties accountable. This can explicitly include auditing and oversight entities, making audits a
constant occurrence versus a periodic event.

Some permissioned blockchain networks support the ability to selectively reveal transaction information
based on a blockchain network user's identity or credentials. With this feature, some degree of privacy in
transactions may be obtained. For example, it could be that the blockchain records that a transaction between
two blockchain network users took place, but the actual contents of transactions are only accessible to the
involved parties.

Table 2 describes key differences and applications between permissionless or public blockchain/DLT, and
permissioned blockchain/DLT.

Table 2—Key differences and features comparison between permissionless and
permissioned blockchain/DLT

Permissionless/public | Permissioned/private/consortium

Immutability of the ledger

Immutability refers to the notion that the The immutability aspect of a ledger is
content recorded in the ledger cannot maintained in the private/permissioned

be changed or edited due to a hash- blockchains. The cryptographic linkage
based cryptographic linkage. In any between the blocks of transactions that
blockchain/DLT, this means that any are recorded in the ledger addresses the
change to previously recorded data is integrity security objective.

immediately identified by a validator as The principle of hash-based cryptographic
the cryptographic hash of a previously linkage between the blocks is the same for
recorded block would change along with all blockchains (private, public, hybrid).
the slightest difference to the content.
A ledger can create and read properties,
but lacks edit and delete properties.

Permissionless/public Permissioned/private/consortium

Table continues
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Table 2—Key differences and features comparison between

permissionless and permissio

ned blockchain/DLT (continued)

Permissionless/public

| Permissioned/private/consortium

Identity of the participants

In most cases, there is almost no concept of
identity, and the users are anonymous. The
node’s information (human or a device)

is not associated with the transactions or
with the data records in the ledger. This
may be an undesirable feature in some
applications (such as in power and energy
applications). Non-repudiation is limited
to the individual node addresses, i.e.,
transactions can be traced to the individual
node addresses, but the true entity-based
identity (human or device) is unknown.

The philosophy of private blockchains is
geared toward solving problems that can
use blockchain technology in a restricted
multi-organizational facet to facilitate the
solution to the entire business network.
Therefore, anonymity and transparency are
augmented with identity management and
permissions. To achieve this, the private
blockchain uses a directory of all valid
members and their identities pertaining to
the network. Some blockchains facilitate
access by building upon an organization’s
or business network’s lightweight directory
access protocol (LDAP), Active Directory,
single-sign-on credentials, and similar
technologies. Unlike public blockchain,
nonrepudiation can be associated with

a particular entity (human or device) in
private blockchain architectures since

the transaction relationship can be traced
to the node (human or device) and not

just the node’s network address.

Data transparency

All of the data is expected/assumed to

be fully transparent. However, due to

the anonymity of the participants, it is
extremely difficult (or near impossible)

to associate the data record or transaction
with an individual/entity. This may be an
undesirable feature in some applications
(i.e., some power and energy applications).

In most cases, total transparency is
replaced with the ability to define access
control rules; ultimately, governance
policies are placed in the hands of the
business network/coalition. The multi-
organizational network can collectively
define the rules around read- and write-
access, as well as transaction initiation
access guided by the well-known
access control principles such as least
privilege and need-to-know to facilitate
needed confidentiality and need-based
availability. This permits the business
network to control who can read what
data and who can do what with the data.
Access control lists (ACLs) can be used
to assign and maintain permissions.

Tru

st

Permissionless/public blockchains are
designed with the notion of ensuring
the secure transaction of digital
commodities without the need for
reconciliation and trust establishment
between transacting entities.

Since enterprise/private blockchain
solutions are geared toward applications
with well-defined boundaries and
business networks, these blockchains
are designed to function in a partial

or fully trusted environment.

Permissionless/public

Permissioned/private/consortium

High-level functions of a node (decentralization versus quasi-decentralization)
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permissionless and permissioned blockchain/DLT (continued)

Permissionless/public

Permissioned/private/consortium

At ahigh-level, every node in a public
blockchain performs three functions: 1)
each node is responsible for keeping a
copy of the ledger; 2) all nodes would
execute any requested smart contract (e.g.,
if an entity called a function out of a smart
contract, that function is executed by all
of the nodes in the network); and 3) nodes
attempt to keep their copy of the ledger

in synchronization with all of the copies
of the ledger on the network. The goal is
to have the same data in the same order

in all of the ledgers on the network. This
achieves full decentralization but with the
caveat of slow transactional speeds and
the lack of centralized control on a node’s
functions.

Public/permissionless blockchains do

not control aspects such as who can

join the blockchain, who can form
consensus, or define the minimum/
maximum number of nodes.

Permissioned networks are not fully
peer-to-peer given that validator nodes
are based on permission/assignment.
Permissioned networks retain the needed
redundancy, failover, and fault tolerance
as a distributed system, and as a result of
assigning validation to specific nodes, it
increases the scalability factor. Varying
types of nodes and administrative roles
may be utilized, including but not limited
to: 1) Nodes to administrate redundant
copies of the ledgers; 2) Nodes to execute
smart contracts; 3) Nodes to manage data
ordering and ledger synchronization. In a
permissioned blockchain/DLT, authority
organization(s) can control the number
of nodes that would form consensus,
conditions and constraints to join the
network, and the number of nodes that
should be on the blockchain network.

In regard to identifying that number, it
depends on the nodes that need to transact,
and the contractual terms between the
organizations that would dictate the
number of consensus nodes permitted in
a single organization. The key is to have
enough consensus-forming nodes to satisfy
the network’s fault-tolerant parameters.

Consensus mechanisms

Permissionless ledgers are managed
through network consensus. Blockchain
nodes attempt to stay in synchronicity
with each other using the idea of group
consensus. The concept of group consensus
is central to the ability of any participating
node to participate in the consensus-
forming process. Under group consensus,
nodes verify if the data was recorded
correctly. However, the nodes lack the
ability to verify the truth of the data itself.

The concept of a global ledger is replaced
with multiple localized ledgers to facilitate
need-based availability, with specific
consensus nodes assigned. Shards may be
fully localized to a business network that
can define the security rules and processes
in that blockchain/DLT. This concept

ties back to the elimination of the group
consensus that was described previously. In
such a non-global architecture, there may
be no one place where all data is stored.

In this architecture, an attacker could not
obtain all of the data in the network by
attacking certain nodes on the network
(which addresses a single point of failure).

Permissionless/public

Permissioned/private/consortium

Shared ledger
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Table 2—Key differences and features comparison between
permissionless and permissioned blockchain/DLT (continued)

Permissionless/public Permissioned/private/consortium
The ledger is shared with all the nodes, The concept of a global ledger is replaced
and several redundant copies of the ledger | with multiple localized ledgers to facilitate
exist on the network (addressing a single need-based availability, with specific
point of failure). Therefore, all of the nodes | consensus nodes assigned. Shards may be
own and maintain a copy of the ledger. fully localized to a business network that

The governing rules around the ledger are | can define the security rules and processes
defined at the overall blockchain network | in that blockchain/DLT. This concept

level. This method may have scalability ties back to the elimination of the group
issues for some consensus types. One consensus that was described previously. In
method to address scalability is referred such a non-global architecture, there may
to as sharding or splitting the workload of | be no one place where all data is stored.
transactions in the network into multiple In this architecture, an attacker could not
ledgers specific to types of transactions, obtain all of the data in the network by
network locations, or other criteria. Shards | attacking certain nodes on the network
may maintain copies of other shards. (which addresses a single point of failure).

Traceability in the ledger

Cryptocurrency-based blockchains are Permissioned blockchains have
primarily used to track the history of the the ability to track any digital asset
cryptocurrency. Recent permissionless through the ledger function.

blockchain platforms extend that capability
to track any feasible digital asset.

For the electric power industry, entities may utilize the following:

— Private or consortium blockchains are used because of the sensitivity of an application and its data,
centralizing control to a single company (private) or a group of organizations (consortium) for a
particular business reason.

— Public blockchains where an application and/or data is intended to be public with full transparency.

— Hybrid blockchains, mixing public and private forms to match a business use case application. For
private and hybrid type blockchains, entities may require the implementation of identification and
authentication security controls for devices and individual participants. Use case applications are
presented in Clause 5.

4.2 Consensus mechanisms

Consensus mechanisms are the methods that build trust in a decentralized ledger, such that all the participants
in the blockchain/DLT will trust the validity of the system and the data that it contains. It is the method that
replaces a centralized authority to verify and validate additions of data and transactions on the blockchain. As
data is added to a blockchain, the blockchain version is updated, and nodes accept the updated version through
a consensus mechanism. The consensus mechanism confirms the replication of a block record across shared
ledgers.

Inadistributed ledger system, hashing is a key feature fundamental to consensus as well as other administrative
functions of the system. Hashing refers to the digital modification, via an algorithmic, mathematical process,
of transforming an input string (i.e., simply the data being recorded into the next block) such that it returns a
digital output of a fixed length. Hash functions are designed to be irreversible. Using the same hashing method
always produces a hash of the same size, which can be easily compared for the purpose of consensus. Using
the same hashing algorithm or function on the same input string always returns the same hash code, no matter
how long the input string is, so long as it is the same data.
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This feature makes any modification of a blockchain system of record detectable. Finally, using the same
hashing method on two different input strings, no matter how small the difference, will always return two
different hash codes. This characteristic is what makes blockchain secure, given that any change to any data
of any length in any block will change a block’s hashed output. In all consensus methods, a computational
algorithm is used to compute various hashes. Each block in a distributed ledger stores the hash of the previous
block as well as the data being submitted in the current block. Consensus is the process of accepting the
same blocks among nodes and at every node participating in the system. This technical feature is what makes
distributed ledgers trustworthy, such that information in the distributed ledger may not be altered without
changing the hash code of a block. Data in blocks is replicated and distributed throughout all the distributed
computing nodes, a technical feature that makes distributed ledgers transparent. Since the process of hashing
is repeated for every new block addition to a chain, the blockchain technology makes data stored in the
distributed ledger traceable and tamper-evident: a transparent, trustworthy, encrypted record of the data shared
by all nodes. This, combined with smart contracts, creates a technical framework to accomplish traceable,
trustworthy, transparent automation for the use cases described in Clause 5.

A blockchain/DLT network may be implemented in any computer network, public or private, composed of a
set of distributed computing nodes that are connected via a network protocol. A comparison of the network
“stack” of web-based applications and blockchain/DLT, and interoperability between systems is provided
in Clause 4. A permissioned network uses a host computer to approve new nodes in the network, while a
permissionless network permits any node to contribute to the network via a network client. Continuous
consensus formation in such a distributed computing framework can be achieved through various methods.
Two common consensus types are lottery-based consensus and voting-based consensus.

The following is a summary of the most common lottery-based and voting-based consensus algorithms that
are currently in use. This summary is not intended to be an all-inclusive list, particularly as new algorithms are
being proposed and developed.

4.2.1 Lottery-based

Lottery-based consensus methods are well-suited for permissionless blockchains. There is no control on the
validators, as any node in a permissionless blockchain may be a validator. In a permissioned blockchain, the
validators are known and accepted by the network administrator. Each node assigns a probability based on the
characteristics of the winner. Lottery reduces the likelihood of an ill-behaved node validating a forged block.

Lottery-based mechanisms are more complex and may be slower than voting-based mechanisms, but can
scale well to large dimensions with fewer performance challenges. Good scalability means that a system
performs well as it grows in scale. The lottery-based systems may result in multiple chains at different nodes
in the network that need to be consolidated and resolved before the chain is concluded, affecting the speed of
transactions recorded in the blockchain.

Proof-of-Work (PoW)

PoW consensus requires each network node to validate a bundle of data from the group of current transactions,
also called a mempool, competing to add a new block to the blockchain.

Each node randomly solves a cryptographic puzzle (the work is creating a hash) over and over until an output
is discovered that sufficiently meets a performance criterion, or level of difficulty, called a “hash target.” The
goal for all node participants (frequently called miners) is to achieve a hash output that is lower than a specified
hash target. Miners cannot predict nor influence the outcome of a hash algorithm, so the only feasible action is
to calculate the hash value over and over through trial and error until success is achieved.

Anode is rewarded for correctly solving the puzzle (at the difficulty level of the hash target set in the network,
a feature of the specific consensus protocol).
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