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Abstract: This standard is for a Protection Profile for hardcopy devices in a restrictive
commercial information processing environment in which a relatively high level of document
security, operational accountability, and information assurance are required. Typical information
processed in this environment is trade secret, mission critical, or subject to legal and regulatory
considerations such as for privacy or governance. This environment is not intended to support
life-critical or national security applications. This environment will be known as “Operational
Environment A.”
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or
her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the
advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be submitted to the
following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 2600.1-2009, IEEE Standard for a Protection Profile in
Operational Environment A.

This document is a standard for a Common Criteria Protection Profile for Hardcopy Devices. It is intended
to be used by manufacturers of Hardcopy Devices to write conformant Security Target documents for
Common Criteria certification of their hardcopy device products. It may also be used to write conformant
Protection Profiles for Hardcopy Devices.

This standard is related to IEEE Std 2600™-2008. IEEE Std 2600-2008 is a more general standard for
hardcopy device security and contains a large amount of content that is beyond the scope of or is otherwise
inappropriate for a Common Criteria Protection Profile. The two standards are related by way of the
compliance clause of IEEE Std 2600-2008. With some well-defined exceptions, 8.1.1 of
IEEE Std 2600-2008 contains Security Objectives that are technically consistent with the Security
Objectives (APE_OBJ) clause of this document. The exceptions to this consistency between
IEEE Std 2600-2008 and this standard are distinguished by the use of the word “should” instead of ““shall”
in IEEE Std 2600-2008 and the absence of those objectives in this standard.

For more information

Further information, including the status and updates of this standard can be found on the Internet at
http://grouper.ieee.org/groups/2600/.

Comments or questions regarding this document should be directed to stds-2600-1@ieee.org. The comments should
include the title of the document, the page, section, and paragraph numbers, and a detailed comment or
recommendation.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
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amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this draft standard may require use of subject
matter covered by patent rights. By publication of this draft standard, no position is taken with respect to
the existence or validity of any patent rights in connection therewith. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the
legal validity or scope of Patents Claims or determining whether any licensing terms or conditions provided
in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this draft standard are expressly advised that determination of
the validity of any patent rights, and the risk of infringement of such rights, is entirely their own
responsibility. Further information may be obtained from the IEEE Standards Association.
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IEEE Standard for a Protection Profile in
Operational Environment A

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at htip://standards.ieee.org/IPR/disclaimers.html.

1. Overview

11 Scope

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

1.2 Purpose

The purpose of this standard is to create a security Protection Profile (PP) for Hardcopy Devices in
Operational Environment A as defined in IEEE Std 2600™-2008.

1.3  Application notes

Application notes are provided where they may contribute to the reader’s understanding. These notes, while
not part of the formal statement of this Protection Profile, are included as an acknowledgment of the
diverse uses of this document and are intended to provide guidance to its users.
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1.4 Notational conventions

The following notational conventions are used throughout this standard:
a) Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
b) Defined terms in abbreviated form are set in all caps (for example, “DSR”).

¢) In tables that describe Security Objectives rationale, a checkmark (“v”’) placed at the
intersection of a row and column indicates that the threat identified in that row is wholly or
partially mitigated by the objective in that column.

d) In tables that describe completeness of security requirements, a bold typeface letter “P” placed
at the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

e) In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the
objective in the same row. Requirement names and purposes set in normal typeface indicate that
those requirements perform supporting fulfillments.

f) In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in
this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition.

2) [Italic typeface indicates the portion of an SFR that must be completed by the ST
Author in a conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed
or refined in this Protection Profile, relative to the original SFR definition in Common
Criteria Part 2 or an Extended Component Definition, but which also must be
completed by the ST Author in a conforming Security Target.

g) The following prefixes in Table 1 are used to indicate different entity types:

Table 1—Notational prefix conventions

Prefix | Type of entity

User

Data

Function

Threat

Policy

Assumption

Objective

E. Environmental objective
Security attribute

+|olo|z|=|=|=[o|c

2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments or corrigenda) applies.
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Common Criteria for Information Technology Security Evaluation Version 3.1 Revision 2—Part 2:
Security Functional Components.'

Common Criteria for Information Technology Security Evaluation Version 3.1 Revision 2—Part 3:
Security Assurance Components.”

IEEE Std 2600™-2008, IEEE Standard for Information Technology: Hardcopy Device and System
Security.>*

3. Protection Profile introduction (APE_INT)

3.1 Protection Profile usage

The class of Hardcopy Device (HCD) products encompasses a wide variety of functions and
configurations, from small non-networked printers to large networked multifunction devices. To
accommodate such a wide variety of products, this Standard for a Protection Profile is structured as a
common Protection Profile that applies to all HCDs and a set of named Security Functional Requirements
(SFR) packages that may apply to some HCD configurations.

To use this Standard for a Protection Profile, authors compose a Security Target (ST) or Protection Profile
which conforms to the Protection Profile identified in 3.2 and which may need to conform to one or more
of the SFR packages identified in 12.2. The formal conformance requirements are described in 6.4.

3.2 Protection Profile reference

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

Version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Sponsor: IEEE Computer Society Information Assurance (C/IA) Committee

Authors: IEEE Hardcopy Device and System Security Working Group

Keywords: Hardcopy, Paper, Document, Printer, Multifunction Device (MFD), Multifunction Product
(MFP), All-In-One, Network, Office

PP APPLICATION NOTE 1. This Protection Profile defines two extended components for use in SFR
Packages. If a TOE does not need to conform to those SFR Packages, then its ST is Part 2 conformant.
Otherwise, a conforming ST is Part 2 extended.

4. Hardcopy Device overview (APE_INT)

41 Typical products

The Hardcopy Devices (HCDs) considered in this Protection Profile are used for the purpose of converting
hardcopy documents into digital form (scanning), converting digital documents into hardcopy form
(printing), transmitting hardcopy documents over telephone lines (faxing), or duplicating hardcopy

! Available from http://www.commoncriteriaportal.org/files/ccfilessfCCPART2V3.1R2.pdf.

2 Available from http://www.commoncriteriaportal.org/files/ccfiles/ CCPART3V3.1R2.pdf.

* IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org).

* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
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documents (copying). Hardcopy documents are commonly in paper form, but they can also take other
forms such as positive or negative transparencies or film.

HCDs can be implemented in many different configurations, depending on their intended purpose or
purposes. Simple devices have a single purpose implemented by a single function, such as a printer,
scanner, copier, or fax machine. Other devices augment a single primary purpose with additional secondary
functions, such as a fax machine that can also be used to make copies, or a copier that can also be used as a
printer. Complex multifunction devices fulfill multiple purposes by using multiple functions in different
combinations to perform the operations of several single-function devices.

Some HCDs have additional functions that enhance their capabilities, such as hard disk drives or other
nonvolatile storage systems, document server functions, or mechanisms for manually or automatically
updating the HCD’s operating software. All HCDs considered in this Protection Profile are assumed to
provide the capability for appropriately authorized users to manage the security features of the HCD.

4.2 Typical usage
HCDs can be used in a wide variety of environments, such as:

— Home use by consumers
— Home or office use by small businesses
— Office use by medium or large organizations

— Self-service use by the public in retail copy shops, libraries, business centers, or educational
institutions

— Production use by commercial service providers

HCDs may contain or process valuable or sensitive assets that need to be protected from unauthorized
disclosure and alteration. The utility of the device itself may be considered a valuable asset which also
needs to be protected. There is also a need to ensure that the HCD cannot be misused in such a way that it
causes harm to devices with which it shares network connections.

However, each environment may place a different value on those assets, make different assumptions about
security-relevant factors such as physical security and administrator skill, face threats of differing approach
and sophistication, and be subject to different external legal, regulatory, or policy requirements. It is not
practical to fulfill one set of Security Objectives for all environments, and therefore, IEEE Std 2600-2008
has defined several environments that form the basis for several Protection Profile standards in the
IEEE Std 2600 series. A complete description of those environments can be found in IEEE Std 2600-2008.

This Protection Profile and associated SFR Packages address the requirements of Operational Environment
A. Operational Environment A is generally characterized as a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. Typical information processed in this environment is trade secret,
mission-critical, or subject to legal and regulatory considerations such as for privacy or governance. This
environment is not intended to support life-critical or national security applications.

5. TOE overview (APE_INT)

5.1 TOE functions

To facilitate the creation of Security Targets or Protection Profiles that can be used for many types and
configurations of HCDs, this standard is composed of a Protection Profile that describes the generic
security problem, objectives, and security functional requirements of all HCDs, and a set of named SFR
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Packages whose application depend upon the functions that are performed by a particular conforming
Target of Evaluation. Examples of those functions are:

— Printing—producing a hardcopy document from its electronic form
— Scanning—producing an electronic document from its hardcopy form
— Copying—duplicating a hardcopy document

— Faxing—scanning documents in hardcopy form and transmitting them in electronic form over
telephone lines and receiving documents in electronic form over telephone lines and printing
them in hardcopy form

— Document storage and retrieval—storing an electronic document during one document
processing job for access during one or more subsequent document processing jobs, and
retrieving an electronic document that was stored during a previous document processing job

— Nonvolatile storage—persistent or temporary storage of User Data or TSF Data on a nonvolatile
storage device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

— Shared-medium Interfaces—transmitting or receiving User Data or TSF Data between the HCD
and external devices over communications media which, in conventional practice, is or can be
simultaneously accessed by multiple users

These functions can be combined to represent a wide variety of complete Hardcopy Devices.

5.2 TOE model

The Target of Evaluation (TOE) is described using the standard Common Criteria terminology of Users,
Subjects, Objects, Operations, and Interfaces. Two additional terms are introduced: Channel describes both
data interfaces and hardcopy document input/output mechanisms, and TOE Owner is a person or
organizational entity responsible for protecting TOE assets and establishing related security policies.

In the traditional Common Criteria model, Users bind with Subjects through Interfaces to perform
Operations on Objects. In this Protection Profile, the distinction between Users and Subjects is not
necessary because there is no generic need to distinguish between the security attributes of a User and those
of a Subject for this class of IT products, and therefore, it can be assumed that the security attributes of a
Subject used in access control decisions are identical to the security attributes of the User that requested
access, unless a conforming Security Target or Protection Profile makes a distinction between User and
Subjects in its TOE model.

In the traditional Common Criteria model, the TOE Security Functions (TSF) is a subset of the TOE. In this
Protection Profile, the distinction between the TOE and TSF is not necessary, and therefore, it can be
assumed that the TSF is equivalent to the TOE unless a conforming Security Target or Protection Profile
makes a distinction between the TSF and the TOE in its TOE model.

Objects in this Protection Profile are data (which can be created, read, modified, or deleted) and functions
(which can be executed). These objects and the communication among them have been defined abstractly
so that they do not imply or require any particular architecture or implementation. It is anticipated that
Security Target and Protection Profile authors will be able to use this model to describe most common
HCD architectures and implementations.

The general TOE model is shown in Figure 1.
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Figure 1—TOE model

There may be cases where User Data and TSF Data are generated outside of the

TOE and transmitted to the TOE, as well as cases where User Data and TSF Data are generated and/or
processed by the TOE and exported from the TOE. In those cases, it is expected that sufficient security
measures exist in the TOE environment that protect these data against unauthorized disclosure and

modification. Optionally, the TOE can provide functionality to support this protection.

5.3 Entity definitions

5.3.1 Users

Users are entities that are external to the TOE and which interact with the TOE. There may be two types of

Users: Normal and Administrator.

Table 2—Users

TOE

Designation Definition
U.USER Any authorized User.
UNORMAL A User who is authorized to perform User Document Data processing functions of the

U.ADMINISTRATOR

A User who has been specifically granted the authority to manage some portion or all
of the TOE and whose actions may affect the TOE security policy (TSP).
Administrators may possess special privileges that provide capabilities to override
portions of the TSP.
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5.3.2 Objects (Assets)

Objects are passive entities in the TOE, that contain or receive information, and upon which Subjects
perform Operations. In this Protection Profile, Objects are equivalent to TOE Assets. There are three types
of Objects: User Data, TSF Data, and Functions.

5.3.2.1 User Data

User Data are data created by and for Users and do not affect the operation of the TOE Security
Functionality (TSF). This type of data is composed of two objects: User Document Data and User Function
Data.

Table 3—User Data

Designation Definition

User Document Data consist of the information contained in a user’s document. This includes the
D.DOC original document itself in either hardcopy or electronic form, image data, or residually stored data
created by the hardcopy device while processing an original document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by the TOE.

5.3.2.2 TSF Data

TSF Data are data created by and for the TOE and that might affect the operation of the TOE. This type of
data is composed of two objects: TSF Protected Data and TSF Confidential Data.

Table 4—TSF Data

Designation Definition
TSF Protected Data are assets for which alteration by a User who is neither an Administrator nor the
D.PROT owner of the data would have an effect on the operational security of the TOE, but for which

disclosure is acceptable.

TSF Confidential Data are assets for which either disclosure or alteration by a User who is neither an

D.CONF Administrator nor the owner of the data would have an effect on the operational security of the TOE.

PP APPLICATION NOTE 3. It is required that ST Authors define the TSF Data assets for their TOEs, and to
appropriately categorize those assets according to whether they require protection from unauthorized
alteration or protection from both unauthorized disclosure and unauthorized alteration. Examples of some
possible categorization of assets are shown in Table 5. These are intended only as examples and are not
intended to imply categorization requirements or any requirements of architecture, function, or
implementation for conforming products.

Table 5—Examples of TSF Data Categorization

Examples of TSF Protected Data Examples of TSF Confidential Data

User and Administrator identification data User and Administrator authentication data

Credentials for accessing external devices (e.g., e-mail or
file servers)

Scan/fax/e-mail destination lists or address books

Job status logs Job details and audit logs

Status of pending or stored jobs and documents Access control lists

Device and network status information and Device and network management (e.g., Simple Network
configuration settings Management Protocol) authentication data

Device security status Cryptographic keys

5.3.2.3 Functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
These functions are used by SFR Packages and are identified and defined in 12.3.
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5.3.3 Operations

Operations are a specific type of action performed by a Subject on an Object. In this Protection Profile, five
types of operations are considered: those that result in disclosure of information (Read), those that result in
alteration of information (Create, Modify, Delete), and those that invoke a function (Execute).

5.3.4 Channels

Channels are the mechanisms through which data can be transferred into and out of the TOE. In this
Protection Profile, four types of Channels are allowed but not required in any particular conforming
Security Target or Protection Profile:

Private-medium Interface: mechanisms for exchanging information that use (1) wired or wireless
electronic methods over a communications medium which, in conventional practice, is not accessed by
multiple simultaneous Users; or (2) Operator Panel and displays that are part of the TOE. It is an input-
output channel.

Shared-medium Interface: mechanisms for exchanging information that use wired or wireless network or
non-network electronic methods over a communications medium which, in conventional practice, is or can
be simultaneously accessed by multiple Users. It is an input-output channel.

Original Document Handler: mechanisms for transferring User Document Data into the TOE in hardcopy
form. It is an input channel.

Hardcopy Output Handler: mechanisms for transferring User Document Data out of the TOE in
hardcopy form. It is an output channel.

In practice, at least one input channel and one output channel would be present in any HCD configuration,
and at least one of those channels would be either an Original Document Handler or a Hardcopy Output
Handler.

5.4 TOE operational model

The TOE is composed of the essential input, output, storage, and processing elements required to perform
one or more of the following document processing operations on User Document Data:

— Print a hardcopy document from a document source in electronic form

— Produce an electronic document from a document source in hardcopy form
— Duplicate a hardcopy document

— Transmit and receive facsimiles of hardcopy documents over a telephone line
— Store and retrieve an electronic document

User Function Data (e.g., job status) and TSF Data (e.g., job or audit logs) may be created or modified
during the performance of these processes.

The TOE provides the essential elements required to configure the operation of the TOE and may also
provide the essential elements required to manage TOE users.

The major security features of the TOE are:

a) All Users are identified and authenticated and are authorized before being granted permission to

perform TOE functions.
b) Administrators authorize Users to use the functions of the TOE.
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