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Abstract: Appropriate methods for the characterization of shielding effectiveness of the board level
shields themselves as well as the way they are mounted on the printed circuit board are provided to
manufacturers and users of broad level shielding in this guide. A guide for the user in the selection
of the appropriate test method in order to determine the level of shielding provided in the intended
application will be provided in this guide.

Keywords: board level shield, electromagnetic shielding, IEEE 2716™, measurement techniques,
nested reverberation room, reverberation chamber shielding effectiveness, TEM cell
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE Standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained in
its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE standards documents are
supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars,
or educational courses, an individual presenting information on IEEE standards shall make it clear that the
presenter’s views should be considered the personal views of that individual rather than the formal position
of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements made by volunteers may not
represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of'its Societies and subcommittees of the IEEE SA Board of Governors
are not able to provide an instant response to comments, or questions except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating comments or in revisions to an IEEE standard is welcome
to join the relevant IEEE working group. You can indicate interest in a working group using the Interests tab in
the Manage Profile and Interests area of the IEEE SA myProject system.! An IEEE Account is needed to access
the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption

!Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2Available at: https://standards.iece.org/content/icee-standards/en/about/contact/index.html.
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by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through
the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE.? For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional
Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE Standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

3Available at: https://ieeexplore.iece.org/browse/standards/collection/ieee.
4Available at: https://standards.ieee.org/standard/index.html.
’Available at: https://standards.iece.org/about/sasb/patcom/materials.html.
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Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. IEEE Standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with
all appropriate safety, security, environmental, health, and interference protection practices and all applicable
laws and regulations.
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Introduction

This introduction is not part of Std 2716-2022, Guide for the Characterization of the Effectiveness of Printed Circuit
Board Level Shielding.

A board level shield (BLS) is a shielded enclosure that is mounted on a printed circuit board (PCB) in order
to provide local shielding of devices mounted on the PCB. While its shielding function may be to provide
protection to or from other electronic systems, the BLS is most likely to be required to provide shielding
isolation between its contents and other components or installed antennas on the same PCB, or nearby in the
same electronic system

It must be clearly stated that the final shielding result regarding the BLS depends not only on the choice of
the BLS, but also on the way of installation, openings and holes, cable entries, etc. BLS is not a stand-alone
enclosure as it only provides five of the six walls to make a complete Faraday cage, with potentially no or
poor electrical connectivity to the circuit board ground plane. Several techniques are available to measure the
shielding properties of BLS. Unfortunately, measurement results are often inconsistent between techniques.

This guide provides guidance on the use of recognized techniques for the measurement of the shielding
effectiveness of BLS, depending on the boundary conditions of each technique. It does not recommend one
technique over another. It is also recognized that some of the “alternative” techniques may, at some time in the
future, become widely accepted and practiced. At such time, the guide will be revised to reflect their adoption.
It is also recognized that efforts are currently underway to revise some of the measurement techniques covered
in this guide. These revisions will be included in future updates of this document.

The theory of shielding effectiveness of BLS in this guide is highly simplified and is only intended to illustrate
primary principles and to clarify the basic concept of each measurement technique. For a greater understanding
of the shielding effectiveness regarding electromagnetic waves, the reader is advised to consult the many
excellent mathematical treatments in books and papers available through the IEEE and other technical
publishers.
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IEEE Guide for the Characterization
of the Effectiveness of Printed
Circuit Board Level Shielding

1. Overview

1.1 Scope

This guide provides methods for the characterization of the shielding effectiveness of the board level shields.
This document guides the user in the selection of the appropriate test method.

1.2 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).%’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

IEEE Std 299™-2006, reaffirmed 2012 IEEE Standard Method for Measuring the Effectiveness of
Electromagnetic Shielding Enclosures.®’

The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.

"The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
SIEEE publications are available from The Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).

°The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
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IEEE Guide for the Characterization of the Effectiveness of Printed Circuit Board Level Shielding

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The /EEE Standards Dictionary
Online should be consulted for terms not defined in this clause. '°

decibel (dB): Ten times the logarithm to base 10 of a ratio of two powers.
dBpA/m: Decibels referenced to 1 microampere per meter (LA/m).
dBpV/m: Decibels referenced to 1 microvolt per meter (uV/m).

dBm: Decibels referenced to 1 mW (mW).

dynamic range (DR): The range of amplitudes over which the receive system operates linearly. For a
measurement, the DR is the difference between the reference level and the minimum discernable signal above
the noise floor, normally with an amplitude of 3 dB (or more) above the noise floor.

electromagnetic compatibility (EMC): The ability of a device, equipment, or system to function satisfactorily
in its electromagnetic environment without introducing intolerable electromagnetic disturbances to anything
in that environment.

electromagnetic interference (EMI): Any conducted or radiated electromagnetic energy that interrupts,
obstructs, or otherwise degrades or limits the effective performance of telecommunications or other electrical
and electronic equipment.

far field: The electric and magnetic field of an antenna at distances more than one sixth (A/2w) the wavelength
of'the carrier signal being used for communications. In this region, waves are dominated by planar wave mode
transmission.

measurement uncertainty: The limits of error about a measured value between which the true value will lie
with the confidence stated.

mode stirred chamber: An electromagnetic reverberation chamber (e.g., a non-anechoic shielded chamber)
used to generate an average, uniformly homogeneous electromagnetic field that is achieved by rotating an
irregularly shaped mode stirrer or tuner.

near field: The electric and magnetic field of an antenna at distances less than one sixth (A/27) the wavelength
of the carrier signal being used for communications. In this region, waves are dominated by capacitive and
magnetic coupling modes.

repeatability: The closeness of agreement among a number of consecutive measurements of the output for the
same value of the input under the same operating conditions.

shielding effectiveness (SE): The ratio of the signal received (from a transmitter) without the shield, to the
signal received inside the shield; the insertion loss when the shield is placed between the transmitting antenna
and the receiving antenna.

transverse electromagnetic mode (TEM) cell: A measuring device that is designed to utilize the transverse
electromagnetic mode (TEM) over the frequency range of interest. Common examples are the two-port TEM
cell (also known as the Crawford Cell) and the wideband TEM cell.

Y JEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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|IEEE Std 2716-2022
IEEE Guide for the Characterization of the Effectiveness of Printed Circuit Board Level Shielding

vibrating intrinsic reverberation chamber (VIRC): Vibrating intrinsic reverberation chamber is a
reverberation chamber without mode stirrer, but with moving (vibrating) walls, so that the resonant patterns

are disturbed. Is used as an alternative for the mode stirred chamber.

3.2 Acronyms and abbreviations

AACS
ATCS
BLS
CW
DR
EM
EMC
EMI
GND
GTEM
/0
LUF
NRC
PCB
RC
RF
rms
SE
SRC
TEM
VIRC
VNA

ustrip

4. Factors affecting SE of BLS materials

average absorption cross-section
average transmission cross-section
board level shield

continuous wave

dynamic range

electromagnetic

electromagnetic compatibility
electromagnetic interference
ground

Gigahertz transverse electromagnetic
input/output

lowest usable frequency

nested reverberation chamber
printed circuit board

reverberation chamber

radio frequency

root mean square

shielding effectiveness

stirred reverberation chamber

transverse electromagnetic

vibrating intrinsic reverberation chamber

vector network analyzer

microstrip

A board level shield (BLS) is a shielded enclosure that is mounted on a printed circuit board (PCB) in order
to provide local shielding of devices mounted on the PCB. While its shielding function may be to provide
protection to or from other electronic systems, the BLS is most likely to be required to provide shielding
isolation between its contents and other components or installed antennas on the same PCB, or nearby in the
same electronic system.

A BLS is typically a small enclosure with linear dimensions of less than 100 mm. As such, its shielding

effectiveness (SE) measurement falls out of the scope of IEEE Std 299.1™-2013.
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IEEE Std 299.1™ and other earlier standards provide methods for measuring the SE of complete six-sided
enclosures as stand-alone devices without reference to their installation or contents. A BLS is a component
that is mounted on a PCB. It is not necessarily a complete shield; typically, a BLS is a five-sided enclosure,
the sixth side being the PCB metallization, typically a ground or power plane. The installed SE will therefore
depend on the properties of the PCB and the installation of the BLS on the PCB. The SE of the BLS cannot be
assessed in isolation.

Over the frequency range from zero to 40 GHz, the behavior of the fields structure in BLS will change. As with
all enclosures the behavior of the fields inside the BLS will be quasi-static at low frequencies and will change
through evanescent at frequencies below the first cavity resonance, resonant and finally reverberant at the highest
frequencies when a large number of modes are present. In the case of a BLS, the first resonance is likely to be at a
frequency above | GHz and the BLS is likely to become reverberant at frequencies above 10 GHz.

The BLS mounted on a PCB will be housed in an outer equipment enclosure. The external electromagnetic
environment of the BLS will thus be determined by the properties of this external enclosure. If the external
enclosure has a shielding function, the external environment will also exhibit quasi-static, evanescent,
resonant, and reverberant propagation properties as the frequency increases. The boundaries between these
regimes will be at lower frequencies than for the BLS as the external enclosure is larger. The SE of a BLS
installed in such an environment will depend on its position within the outer enclosure. If the outer enclosure
is not a shield, then the external electromagnetic environment of the BLS will still be determined by outer
enclosure’s structure and electromagnetic properties. The external electromagnetic environment in which the
BLS is operated is effectively indeterminate.

The propagation of electromagnetic energy through a high conductivity (metal) BLS structure will be through
structural apertures and seams and imperfections in the joints at the interface with the PCB.

In all applications, the PCB will provide propagation paths for signals and power to enter and leave the
components inside the BLS. These penetrations into the shielded enclosure formed by the BLS and the PCB
are different in character to those used on larger stand-alone enclosures, as the standard cable shield bonding
and signal and power line filtering are not applicable. SE measurement must either exclude or account for
these paths which are application dependent.

The factors described above mean that standard SE measurement techniques are either not applicable to BLS
SE measurement, or that they need significant adaptation. The small size of the BLS along with its mounting
on the PCB mean that the use of conventional antennas to measure the electromagnetic power inside the BLS
is impractical. A set of measurement techniques is required which mimics both the external electromagnetic
environment in a meaningful way, and which mimics the coupling of the internal electromagnetic energy to
the components inside the BLS.

5. Standardized SE measurement techniques

5.1 SAE ARP6248: Stripline Test Method to Characterize the Shielding
Effectiveness of Conductive EMI Gaskets up to 40 GHz

5.1.1 General

Based on a stripline measuring setup for the electromagnetic compatibility (EMC) characterization of
Integrated Circuits ([B14], [B15]), a stripline test method to characterize the Shielding Effectiveness of
conductive electromagnetic interference (EMI) gaskets up to 40 GHz has been published as SAE ARP 6248
[B27]."

""The numbers in brackets correspond to those of the bibliography in Annex A
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