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Abstract: The application guide of knowledge graphs for financial services is defined in this
standard, the knowledge model of knowledge graphs for financial services is proposed, the general
framework of technical activities of knowledge graphs for financial services is given, the process and
application methods of constructing knowledge graphs for financial services is described, and the
practical application factors for use cases of knowledge graphs for financial services is expounded.
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analysis and reasoning, financial reputational risk management, financial standards and regulations
compliance benchmarking, IEEE 2807.2", intelligent insurance claim settlement, intelligent
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html), appear in
all IEEE standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers involved in technical working groups
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development process,
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness
of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning all standards, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety,
security, health, or environmental protection, or compliance with law, or guarantee against interference with
or from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English language version published by IEEE is the approved IEEE
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training,
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express,
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, or
generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE or IEEE SA. At
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shall make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity issuing
the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of'its Societies and subcommittees of the IEEE SA Board of Governors
are not able to provide an instant response to comments or questions, except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome to
join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests tab
in the Manage Profile and Interests area of the IEEE SA myProject system.! An IEEE Account is needed to
access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory

!Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
Available at: https://standards.iece.org/about/contact/.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through

the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE.> For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional

3Available at: https:/ieeexplore.icee.org/browse/standards/collection/ieee.
4Available at: https://standards.ieee.org/standard/index.html.

Documents

5 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UnfvERYJIabSEhdaddd B F Mafehrigias6 @ 61e85:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 2807.2-2024


https://www.copyright.com/
https://www.copyright.com/
https://ieeexplore.ieee.org/browse/standards/collection/ieee/
https://standards.ieee.org/about/contact/
https://standards.ieee.org/standard/index.html
https://ieeexplore.ieee.org/browse/standards/collection/ieee
https://standards.ieee.org/standard/index.html
http://www.avadocuments.com/doc/ieee-2807-2-2024
http://www.avadocuments.com/doc/ieee-2807-2-2024

Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE standards are developed in compliance with the IEEE SA Patent Policy.?

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which alicense may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in ways
not foreseen during the standard’s development. IEEE standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, data privacy, and interference protection practices and all
applicable laws and regulations.

’Available at: https://standards.iece.org/about/sasb/patcom/materials.html.
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Introduction

| This introduction is not part of IEEE Std 2807.2-2024, IEEE Guide for Application of Knowledge for Financial Services.

Knowledge graphs are a core technology of artificial intelligence, which is playing a more important role in the
financial field. Compared with general knowledge graphs, knowledge graphs for financial services, which are
characterized by strong dynamics, complex associations, and risk resistance of financial scenarios. Abstract
knowledge management is divided into three categories: events, entities, and concepts by applying object-
oriented class/instance independent definition and construction methods to enhance knowledge management
effectively. Events that are used to better manage financial risk events, such as policy regulations, enterprise
risks, and industry dynamics, which are diverse and changing over time, facilitate prediction of events
trending, historical event backtesting, and so on. Entities such as merchants, enterprises, products, services,
etc., are multi-factor compositional entity types relevant to business decision-making and are often related to
privacy and security, which are described using multidimensional factors to depict their profiles. Concepts are
relatively static knowledge classification systems or atomic-level knowledge constraints, such as financial
product classifications, event classifications, etc.

Due to the unique characteristics of financial scenarios, there are high demands for maintaining a sound
financial ecosystem, combating financial crimes, and protecting user privacy and security. The cross-
institutional and cross-platform nature of user/merchant financial behavior also complicates the problem.
Each financial institution can only render part of the risk profiling with partial data, while the data of long-
tail financial institutions is even sparser. User credit or risk tracking is challenging, and each stage requires
the completeness of clues/evidence to achieve credibility and verifiability. Therefore, in addition to the
requirements for knowledge management, knowledge graphs for financial services also have high demands
for privacy and security, interpretable reasoning, cross-institutional knowledge federation under privacy
protection, and knowledge value confirmation and tracking.

Knowledge graphs for financial services can promote knowledge fusion, data communication, knowledge
reasoning, and application to improve organization, management, and the understanding of massive amounts
of information in the financial field. It can provide technical support for risk assessment, risk prediction,
anti-fraud analysis, precision marketing, and intelligent search in the financial services industry. Nowadays,
financial institutions and enterprises put more resources into the implementation of knowledge graph
technology to provide a more accurate and reliable basis for decision-making in the financial field. There is an
urgent need to support the implementation of knowledge graphs for financial services, including the design,
development, testing, use, operation, and maintenance of the technology.

However, there is no standardized guide for application of knowledge graphs for financial services yet. Thus,
this guide is proposed. This guide defines the application guide of knowledge graphs for financial services,
proposes the knowledge model of knowledge graphs for financial services, provides the general framework of
technical activities of knowledge graphs for financial services, describes the process and application methods
of constructing graphs for financial knowledge, and expounds the practical application factors for use cases of
knowledge graphs for financial services.

This guide can help institutions and enterprises to develop knowledge graph applications in the financial field
by following the general implementation approach. In addition, it can help suppliers to provide compatible
knowledge graph systems under unified financial knowledge models. Under the guidance of this guide,
knowledge graph systems for financial services can be simply and effectively constructed and applied so as to
form a more complete and standard knowledge service system in the financial industry.

Documents

9 Document Sharing Hub
Authorized licensed use limited to: Tsinghua UnfvERYJIabSEhdaddd B F Mafehrigias6 @ 61e85:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 2807.2-2024


http://www.avadocuments.com/doc/ieee-2807-2-2024
http://www.avadocuments.com/doc/ieee-2807-2-2024

Contents

Lo OVIVICW ..ttt ettt ettt et ettt et e bt e et e bt e e e b em et e emt e ee e bt e st e bt emee e bt emte e bt emteebeenbeeseenteeneenneenes 11
L o) o OO OSSPSR 11
L2 PUIPOSE .ottt ettt ettt ettt e h e bt s e e bt e et e bt e et e bt en e bt en e e bt e n e eh e et e ene et et et enean 11
1.3 WOTA USAZE ..ottt ettt sttt et e e et e bt e st e bt e et e bt ea e bt em e e et e en e e sbeenteeaeeneeeneenaeenean 11

2. NOTIMALIVE TETETEIICES ....enviuteiiinieiieiieiieieete ettt sttt ettt b bbbt b e bt ettt et e bt eat bt ebeebesbe et e b e 12

3. Definitions, acronyms, and abDIVIAtIONS ..........couieiiruiriirieie ettt e e eneas 12
I B D 1< 311 11 o) 4 TSSOSO UP RSP 12
3.2 Acronyms and abDIEVIAtIONS ........ccouiiuieiiiiieiieiieitt ettt ettt eee et ettt et sae e e e e eeeas 14

Y (4T (<] TSP 14
4.1 KNOWICAZE CLEMENLS .....c..eoviiiieiiieiieie ettt ettt ettt e st esaesseensesseensessaenseeseenseeneenseenes 14
N @) 1110) (o a1 s e 1o 1 RSO SRPTRS 15
4.3 EXPOIE TULES. .. eeuveiieiieiieieetee ettt ettt et e sttt et e st e et e e s e e st e s e eseesseeseesseenseeseenseesaenseeneenseeneenneenes 20

5. Technical activity frameEWOTK ........ccoiiiiiiiiii e 21
5.1 MAIN ACHIVITIES -ttt eieeteeieerte ettt ettt ettt ettt ettt e bt e s e s bt e stesb e e bt e b e et e st et e es e et e eneeabeeneesaeeneesseenaeenean 21
5.2 ROIES .ttt bt bt h bt h et e e e bt et e bt et e eae et eneeaeenean 21

0. COMSLIUCTION ...ttt ettt ettt et b bbbt bt e bt e bt bbbt st ettt et e st e st e st ebtebtebeebeebe e bt sbeebe b e 24
0.1 OVETVIEW ..ttt ettt sttt ettt et e bbbt e bt e bt bbb et ettt s e eb e ebeebeebeebenbe et et e 24
6.2 Financial knowledge MOdCIINg..........ccveiuiiiiiiiiiiiiieiecit ettt ae s 25
6.3 RaW data PrePAraAtiON .......cc.evuieieiiieieeiieieettete et et ete et este st eaesseesesseesseeseenseesseseessanseensesseensesseensesneen 25
6.4 Financial KnoOWIed@e EXIIraCtioN........ccveuieeieiieiieii ettt sttt et esseenaesneensesseenseenees 26
6.5 Financial KNOWIed@e fUSION........ceeiviiiieiiciieiieiec ettt e sae e saeeneenees 26
6.6 Financial KNOWIEAEE STOTAZE ... .ecvveviivieiieiieiieiieit ettt sttt ettt esseenaesneensessaensesnees 27
6.7 Financial KnOWIed@e aSSESSIMENL.........eecvireieiieiieiieie ettt ettt et et esseenaesseenaesseenseenees 27

7. Application of financial knowledge reasoning ...........ccoeoeviereiiiriiieneieeee e e 28
7.1 Financial kKnowledge retrieVal ..........coeeiiiiiiiiiiii et 28
7.2 Financial KnoOWIedge reaSOMING ........ccueeiiiiiriieiieiieie ittt ettt see e eeeas 28
7.3 Visual analysis of financial KNOWIEAZE .........c.ooiiiiiiiiiiiiie e 29

8. Practical application factors fOr USE CASES .......ccueriieiiriieiieiierie ettt ettt et esseeeesraesesnees 30
8.1 Application framework of knowledge graphs for financial SErvViCes ........cecvevrrierierierienieie e 30
8.2 Application of intelligent investment research SCENATIO .........coevuererierierieriinienieieieeceeeeeee e 32
8.3 Application of financial equity-interest analysis SCENATIO...........ervereerueeieriieieniieieneeeieeeeeeeeeeeneeeeees 35
8.4 Application of financial standards and regulations compliance benchmarking scenario .................... 37
8.5 Application of enterprise risk identification SCENATIO............ccuerierierieriieieieeiee e 39
8.6 Application of intelligent insurance claim settlement SCENATIO. ..........ccveeverieeieriieierreie e 42
8.7 Application of credit fund flow tracking SCENATIO ..........ccveruierieriieieiieie e 45
8.8 Application of coNSUMET fINANCE SCENATIO ......eovvevieeieiieieriteieeieeieeeeie et ete e este e sseeneesseesesseensesnees 47
8.9 Application of enterprise credit risk management SCENATIO ..........cecververeerieeieniieieneeeeeeeeeeeeee e 49
8.10 Application of financial fraud detection SCENATIO. .........c.eeeerierierieeiieieeieie et eeees 52
8.11 Application of stock fOrecasting SCENATIO .........ccuieueruierierieieeiieie ettt et ee st aesaeeeesseenaeeeees 54
8.12 Application of financial report analysis and reasoning SCENATIO ..........coerveruerrerieieieeeeneneneeereniene 57
8.13 Application of financial reputational risk management SCENATIO .........c.ceeverververieieieeeieinenceeeniene 60
8.14 Application of enterprise association analysis SCENATIO ........ccurererirrerierierienienieieteeeieee e 62

0. DIALA SECUITEY . ...ttt ettt ettt ettt ettt ettt et e bt a e e bt e st e e et e st e e bt eme e eb e enbees e et e em e et e emeeebeeneeebeenbenneeneeanean 65

Documents
10 Document Sharing Hub

Authorized licensed use limited to: Tsinghua UnfvERYJIabSEhdaddd B F Mafehrigias6 @ 61e85:48 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 2807.2-2024


http://www.avadocuments.com/doc/ieee-2807-2-2024
http://www.avadocuments.com/doc/ieee-2807-2-2024

IEEE Guide for Application
of Knowledge Graphs for
Financial Services

1. Overview
1.1 Scope

This standard defines guidelines for application of knowledge graphs for financial services. The standard
specifies technical framework, workflows, implementation guidelines, and application scenarios of financial
knowledge graphs.

1.2 Purpose

This guide assists institutions and enterprises, which develop knowledge graph applications in the financial
field to follow a general implementation method. In addition, it may assist the suppliers, such as developers
and engineers, to provide more efficient tools to support knowledge graphs in the financial services industry.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required t0).*’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.
"The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

IEEE Std 2807™-2022, IEEE Standard for Framework of Knowledge Graphs.*®

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The /[EEE Standards Dictionary
Online should be consulted for terms not defined in this clause.'’

attribute: Describable features (IEEE Std 2807™-2022).

NOTE—TIt can be expressed by string, numerical value, and other literals.'!

concept: See:entity type.

entity: An object existed independently in the real world (IEEE Std 2807™-2022).

entity type: An abstraction of a certain set of entities with the same attribute. (IEEE Std 2807™-2022) Syn:
concept.

event: Changes of states comprised by one or more actions with the participation of one or more roles, which
occurs at a specific point in time or within a specific geographical area or time period (IEEE Std 2807™-2022).

NOTE—An event can be expressed as a combination of entities and relations with the information of time.

event evolutionary graph: A knowledge graph that describes the logic relationship between events, such as
continuation and causality, etc.

knowledge: Facts, opinions, actions, or skills acquired through learning, practicing, or exploring
(IEEE Std 2807™-2022).

knowledge acquisition: An activity of extracting knowledge from input data with different sources and
structures (IEEE Std 2807™-2022).

NOTE—The data source can be classified into three categories by data organization: structured data, semistructured data,
and nonstructured data (e.g., plain text, audio, and video data).

knowledge computing: An activity that discovers or acquires implicit knowledge by using constructed
knowledge graphs and algorithms to provide knowledge services (IEEE Std 2807™-2022).

SIEEE publications are available from The Institute of Electrical and Electronics Engineers at https://standards.ieee.org/.

The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
WIEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.

"Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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NOTE—Types of knowledge computing can be categorized into statistical analysis, knowledge inference, and so on.
Statistical analysis refers to statistics and induction of knowledge structures and characteristics of knowledge graphs.
Knowledge inference refers to discovery and mining of implicit knowledge from existing facts or relations.

knowledge element: Knowledge unit describing a certain object or concept that is independent and inseparable
(IEEE Std 2807™-2022).

NOTE—Knowledge element is an umbrella name for the terms of an entity, concept (entity type), attribute, relation,
relation type, event, or rule in this document.

knowledge evolution: An activity that replenishes, updates, or reorganizes original knowledge by using new
produced knowledge with changing of ontology models and data resources (IEEE Std 2807™-2022).

NOTE—Knowledge completion may trigger knowledge evolution.

knowledge fusion: An activity that integrates knowledge cell(s) to form a knowledge graph with global
unified knowledge identifications (IEEE Std 2807™-2022).

knowledge graph: Assemblies of knowledge elements and their relations described in a structured form
(IEEE Std 2807™-2022).

knowledge graph ecosystem partner for financial services: Organizations that provide suppliers,
integrators, and users of knowledge graphs for financial services with information infrastructure, data, tools,
methods, standards, and mechanisms necessary for the construction and application of knowledge graphs for
financial services.

knowledge graph integrator for financial services: Organizations that integrate knowledge graphs for
financial services, information systems or services according to knowledge application requirements, and
provide knowledge graph application systems and services for financial services.

knowledge graph supplier for financial services: Organizations that use financial industry data, knowledge,
etc., to build knowledge graphs to meet specific financial needs, and provide basic tools or services based on
knowledge graphs for financial services.

NOTE—Foundational tools and services refer to middleware upon which complex applications or systems can be built.

knowledge graph user for financial services: Organizations or individuals who use the knowledge graph
application system and supporting services for financial services to support their own needs.

NOTE—Users of the knowledge graph for financial services can export necessary data or knowledge.

knowledge modeling: An activity that constructs the ontology of a knowledge graph and its formal expressions
(IEEE Std 2807™-2022).

NOTE—Knowledge modeling activities include the definition of entity types, relation types, and attributes.

knowledge provenance: An activity that tracks transformation from raw data to knowledge in knowledge
graph lifecycle (IEEE Std 2807™-2022).

knowledge reasoning: Knowledge reasoning over knowledge graphs aims to identify errors and infer new
conclusions from existing data.

knowledge representation: An activity that describes knowledge acquired by humans while discovering or
understanding the real world through machine interpretable symbols and methods (IEEE Std 2807™-2022).
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knowledge storage: An activity that designs the storage architecture and conducts knowledge storing,
querying, maintaining, and managing by using software and hardware infrastructures (IEEE Std 2807™-2022).

NOTE—Types of knowledge storage usually include, but are not limited to, storage based on relational databases, graph
database, and resource description framework (RDF) database.

ontology: Amodel to describe entity types, entity attributes, and relations among them (IEEE Std 2807™-2022).

NOTE—Ontology is also described as an “ontology model.”

reasoning interpretability: The degree to which people can understand the reason of knowledge reasoning

results.

relation: Connection between entities, entity types, combination of entities, or combination of entity types
(IEEE Std 2807™-2022).

NOTE—Relation describes the connections between entities, entity types, or an entity and an entity type.

schema: Formalized expression of ontology models (IEEE Std 2807™-2022).

time series analysis: Analyzing time series data in order to extract meaningful statistics and other
characteristics of the data.

3.2 Acronyms and abbreviations

API
ATM
Ccv
EEG
IT
NLP
KOL
OCR
ODM
RDF

4. Model

application programming interface
automated-teller machine
computer vision

event evolutionary graph
information technology

natural language processing

key opinion leader

optical character recognition
original design manufacturer

resource description framework

4.1 Knowledge elements

Model of knowledge graphs for financial services, like general knowledge graphs, includes five types
of knowledge elements: entity, event, concept, relationship, and attribute. Related descriptions refer
to IEEE Std 2807-2022." In addition, the model of knowledge graphs for financial services also includes
extended elements such as property graphs and semantic graphs.

2Information on references can be found in Clause 2.
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4.1.1 Property graph

A property graph is a graph data structure consisting of two types of elements: vertices and edges. Each element
in the graph contains a set of key-value pairs that represent attributes. The property graph is the most concise
representation of the knowledge graph. In order to facilitate the rapid landing of financial scenario business, it
is necessary to provide expression of property graph which is compatible with standardized concept semantic.

4.1.2 Semantic graph
A semantic graph is equivalent to a knowledge managed by RDF triples based on concept standardization,

which has the following properties:

— Each type of element has a domain standardized model, with concept type definitions, such as brand,
category, disease classification, etc.

— Each concept type has an entity linking operator for standardization, linking, etc.

4.2 Ontology model

Based on the conceptual model of knowledge graph given by IEEE Std 2807-2022, this standard proposes a set
of standardized common ontology models of knowledge graph of the financial industry. IEEE 2807.2 original
design manufacturer (ODM), which uses a set of glossary and constraint rules containing terms related to each
subject field of finance to define the entity type of financial knowledge, relationship type, attribute of entity
or relationship, attribute definition field and naming rules of various financial knowledge elements. It also
stipulates the requirements for extension method of IEEE 2807.2 ODM public ontology model.

4.2.1 The research objects

The research objects of knowledge graphs for financial services are listed and described in Table 1.

Table 1—The research objects

15

Mode of existence Description Example
Objective things Objects that really exist in the objective world A specific bank
L . An abstraction that represents
The concept of objective things a set of objective things bank
Methods Methods and rules Bank lending programs
A measure of a certain aspect of something,
Measurement results . . . —
including constants and variables.
The size of a certain
— Constant Fixed measured value automated-teller
machine (ATM)
— Variable Variable measured value exchange rate
Can be subdivided into smaller
Sets . . —
granularity objects
— Spatial set Objects that can be spatially divided —
— — Physical set Spatial set in the objective world All ATMs at a bank
. . . .. The scope of a
— — Logical set The collection of logical cognition bank's business
— Time set Objects that can be re-divided in time Abank's plan to go public
— — Space-time set | Objects that can be divided in time and space A bank listing event
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The correlation modes among the research objects of knowledge graphs for financial services can be divided
according to Table 2.

Table 2—Correlation modes among the research object

Association mode Associative . Object types.of Object scope Example
symmetry interrelated objects

Connection Symmetric Objective things Two objects Inter-en'térprlse
competition

Composition Asymmetric | Objective things, Set Multiple objects Bank ca.r('i number
composition

. Objective things, The . Banks belong to

Belong to Asymmetric concept of objective things Two objects financial institutions

Fungtlona} Asymmetric | Measurement results Two objects Interest and interest rates

relationship

Various business

contacts — All types — Exchange

4.2.2 The subject domain

In the model of knowledge graphs for financial services, the modeling object domain can be divided into credit
domain, security domain, insurance domain, financial management domain, marketing domain, consumer
finance domain, and other subject domains.

The credit domain contains the abstraction of the objects involved in the process of financial credit and their
relationships. The security domain contains the abstraction of the objects involved in transaction security and
their relationships. The insurance domain contains the abstraction of the objects involved in the insurance
claim settlement as well as the underwriting process and their relationship between them. The financial
management domain contains the abstraction of the objects involved in the financial management process and
their relationships. The marketing domain includes the abstraction of the objects involved in the marketing
process of financial products and services and the relationship between them. The consumer finance domain
includes the abstraction of the objects involved in consumer finance and the relationship between them.

4.2.3 Modeling method

Knowledge modeling is the definition of the process of abstracting various modeling objects into knowledge
elements in knowledge graphs for financial services.

4.2.3.1 Knowledge modeling of the existence mode of the research object

In order to facilitate storage, retrieval, and reasoning in the knowledge graph, except for the measurement
results of the constant type, other types of data objects are abstracted as entities in knowledge graphs for
financial services. Constant type measurements are recorded as attributes of the entity, as shown in Table 3.

Table 3—Knowledge modeling of the existence mode of the research object

Object type Knowledge element

Objective things Entity

The concept of objective things Entity

Methods Entity

Measurement results Entity type

— Constant Entity attribute

— Variable Entity

Sets Entity type

Table continues
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Table 3—Knowledge modeling of the existence mode of the research object (continued)

Object type Knowledge element
— Spatial set Entity type
— — Physical set Entity
— — Logical set Entity
— Time set Entity
— — Space-time set Entity

4.2.3.2 Knowledge modeling of association between research objects

Only binary relationships can be described in general knowledge graphs, while multi-entity association
expressions are widely used in financial business scenarios. Therefore, IEEE 2807.2 ODM constructs an event
type (entity) to represent the correlation of multiple entities and concept types due to a specific event, adding
the expression of time, space, behavior, and other elements to the general entity type.

4.2.3.3 Equivalence relationship modeling

In knowledge graphs for financial services, there are often equivalent relationships between some entities.
On one hand, multiple entities with equivalence relations can be fused into one entity; on the other hand, the
same entity may play multiple roles in the knowledge graph and need to pay attention to different attributes.
In this case, the equivalence relationship between entities can be recorded. There are many businesses in the
financial field, and knowledge graphs for financial services shall have the cross-business integration ability of
equivalent relational entities.

4.2.4 Representation method

Knowledge representation is the process of using a property graph to represent various knowledge elements of
knowledge graphs for financial services.

All objects (including entity types) abstracted as “entities” are represented by nodes.

All associations abstracted as “relation” are represented by directed edges, pointing from the node that
represents the head entity to the node that represents the tail entity.

4.2.5 Naming rules of ontology model

Entity type name: Use upper camel case, e.g., Powersystemresource.
Relationship name: Use lower camel case, e.g., connectto, instanceof.
Attribute name: Use lower camel case, e.g., name, id.

4.2.6 IEEE 2807.2-ODM model schema

In order to verify the compatibility and consistency between different knowledge graphs for financial services,
the common basic ontology model of knowledge graphs for financial services shall be used, and the standard
method can be used to extend the basic ontology model according to the specific application requirements.
The ontology model defines the storage and expression method and constraint rules of the knowledge graph.
A schema is a standardized form for describing an ontology model, which consists of a vocabulary of terms
related to a topic domain and formulas, tables, or graphs that reflect constraint rules.

Knowledge graphs for financial services are consistent with the specification of IEEE Std 2807-2022, and are
also composed of ontology layer and instance layer, but in order to facilitate business knowledge management,
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knowledge graphs for financial services make an explicit distinction between entities, events, and concepts in
modeling. Such distinction is as follows:

a)  Entity: Objective examples with strong business relevance through entity properties (attributes,
relationships) to portray individual portraits (such as users, enterprises, merchants, products and
securities, etc., entities) because they are the core subjects of business decisions. They also closely
relate to privacy security, under the financial graph and usually around the entity to define privacy
security capabilities, such as de-identification, encryption desensitization, cross-subject privacy
computing, etc.

b) Concept: Entities represent a set of entities from concrete to general abstraction. It is relatively static
and has strong reusability, such as crowd tags, domain standard types, semantic words (such as
HowNet), etc. There is also a relatively standardized hierarchical structure within the concept, such as
multi-level categories, parent-son brands, etc.

c) Event: Entity types with time, space, object, and other constraints, such as industry events, enterprise
events, and diagnosis and treatment events extracted through natural language processing (NLP),
computer vision (CV), etc.

Ontology model of knowledge graphs for financial services, knowledge representation model for semantic

enhancement of property graph, and knowledge management framework of knowledge graphs for financial
services as shown in Figure 1, Figure 2, and Figure 3.

Event Type 1 . Rules, axioms, etc. Entity Type 1

Ontology

layer Attribute 1, Attribute Type 1
Attribute 2, Attribute Type 2
Attribute 3, Attribute Type 3

Entity Type 2

Instance
layer

Figure 1—Ontology model
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Figure 2—Knowledge representation model of semantic enhanced property graph
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Figure 3—Knowledge management framework

Data security issues of financial scenarios are often related to users, enterprises, merchants, and other entities,
while brands, categories, financial products, risk classification, etc., are relatively general knowledge. As
the key driver of risk discovery, events cannot be simply attributed to the combination of multiple entities,
but also can describe the evolution due to changes in time and space. With a clear definition of the previous
classification, it can better describe the risk law, better service supervision and data security, and effectively
realize the precipitation of financial core knowledge elements.

4.2.6.1 Entity type definition

Each entity type needs to declare its type name, superior entity type, proprietary attributes, and explain its
meaning and other supplementary information. Taking the bank entity type as an example, the entity type is

described by Table 4.
Table 4—Example of entity type definition
Entity type name Bank
. Financial institutions that absorb deposits from the public, issue loans, handle settlements,
Meaning otc.
Superior e.n.my Financial institution
type definition
Table continues
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Table 4—Example of entity type definition (continued)

Entity type name Bank

Financial institutions include banks, securities enterprises, insurance enterprises, trust and

Description investment enterprises and fund management enterprises, etc. Banks are a type of financial
institutions.
Attribute name Attribute Altribute Description

value type value range
Proprietary attribute The ratio of the bank's
Reserve crcentage 0% t0100% deposit reserves to
requirement ratio P g 0 ¢ the central bank to
its total deposits.

4.2.6.2 Relationship type definition

Each relationship type needs to declare its type name, relationship attributes, and relationship constraints (the
definition domain declared by the starting entity type and the value range declared by the end entity type) as
well as explain its meaning and other supplementary information. Take the transactional relationship as an
example, which is described by Table 5.

Table 5—Example of relationship type definition

Relationship type name Transaction
Meaning It is the act of exchanging valuable goods and services between buyers and sellers
Description It can be money as a medium of exchange or barter.
Start entity type End entity type Description
Relational constraints ) ) The buyer and seller
Natural persons/enterprises | Natural persons/enterprises | can be natural persons
or corporations
Relational attribute None

4.2.7 Extension of model

The extension of knowledge graphs for financial services should follow the principle of downward
compatibility. That is, the extended ontology model is compatible with the ontology model before expansion.

Extensions can follow any of the following ways, from simple to complex, including:

a)  Adding attribute(s) to an entity type without subclasses.
b)  Adding attribute(s) to a relationship type.

c¢) Adding attribute(s) to entity types with subclasses, and all descendant types of this type inherit the
newly added attributes.

d) Adding a new entity type, which is a subclass of an existing type and inherits the attribute definition of
the parent class.

e) Adding new relationships to connect existing entity types.

f)  Adding attribute(s) to an attribute.

4.3 Expertrules

There are a large number of expert rules in the financial field. The answer as to how to combine expert skill rules
with knowledge definitions and form effective representations needs to include the following capabilities:
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