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Abstract: Uniform measurement procedures and techniques are provided for determining the
effectiveness of electromagnetic shielding enclosures at frequencies from 9 kHz to 18 GHz
(extendable to 50 Hz and 100 GHz, respectively) for enclosures having all dimension greater than
or equal to 2.0 m. The types of enclosures covered include, but are not limited to, single-shield or
double-shield structures of various construction, such as bolted demountable, welded, or integral
with a building; and made of materials such as steel plate, copper or aluminum sheet, screening,
hardware cloth, metal foil, or shielding fabrics.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the
advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 299-2006, IEEE Standard Method for Measuring the Effectiveness of
Electromagnetic Shielding Enclosures.

This document provides a standard set of methods and procedures for determining the shielding
effectiveness (SE) of shielding enclosures. The enclosures of concern include those used for testing groups
of equipment, vehicles, computing systems, and smaller units whose electromagnetic (EM) emission and
susceptibility require determination without disturbance from other sources. This standard incorporates the
basic concepts of MIL-STD-285," the SE measurement reference for many years, which was cancelled by
the U.S. Department of Defense in 1997. Those concepts have been expanded upon to increase the
applicability of the measurement techniques to enclosures having a wide variety of applications and
constructed from a large number of materials with varying methods of fabrication and assembly.

The basic premise of MIL-STD-285 is still in position: the shield effect is to provide an insertion loss to
outside influence. IEEE Std 299-2006 offers testing based upon the performance specifications of the
shield, rather than a fixed set of parameters that may not be applicable to the shield in question. The
specific test procedures and frequency ranges are selected as appropriate for the enclosure being tested. The
most important factor considered during the development of this revision was the concept that
measurement of EM SE is a requirement not unique to walk-in sized enclosures. There are no widely
accepted standards in use to describe test methods and techniques for measuring SE of physically small
enclosures. The Standards Development Committee of the IEEE Electromagnetic Compatibility Society
directed the current Working Group to plan for developing new parts of IEEE Std 299 for addressing the
testing of these smaller enclosures. Thus, this document will continue to provide a standardized test method
for EM shielded enclosures having all dimensions greater than or equal to 2 m. New parts of IEEE Std 299
will be developed soon to address these smaller enclosures.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

4 MIL publications are available from Customer Service, Defense Printing Service, 700 Robbins Ave., Bldg. 4D, Philadelphia, PA
19111-5094, USA.
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Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard Method for Measuring
the Effectiveness of Electromagnetic
Shielding Enclosures

1. Overview

1.1 Scope

This standard provides uniform measurement procedures for determining the -effectiveness of
electromagnetic (EM) shielding enclosures at frequencies from 9 kHz to 18 GHz (extendable down to
50 Hz and up to 100 GHz).

The owner of the shielding enclosure shall provide the frequencies at which the shield will be tested, and
the shielding effectiveness (SE) limits for pass/fail. This standard suggests a range of test frequencies that
would provide very high confidence in the effectiveness of the shield. This standard dose not define SE
limits for pass or fail.

1.2 Purpose
The purpose of this standard is to provide the following:
a) A standard procedure for the measurement of the effectiveness of shielded enclosures, in a
broad range of radio frequencies (RFs), including a minimum set of recommended frequencies
b) Identical procedures applicable to frequencies other than the standard set

¢) An optional measurement technique to detect the nonlinear behavior of high-permeability
ferromagnetic enclosures (see Annex C)

1.3 Application

The measurement procedures provided in this standard apply to any enclosure having a smallest linear
dimension greater than or equal to 2.0 m. Separate methods, to be provided in the future, shall be used for
enclosures with any dimension smaller than 2.0 m.

In the case of enclosures that are to be used in anechoic or semianechoic applications, this procedure shall
apply prior to the installation of any RF absorber materials.
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2. Normative references
The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments or corrigenda) applies.

ANSI C63.2, American Standard for Electromagnetic Noise and Field Strength Instrumentation, 10 kHz to
40 GHz—Specifications.'

ANSI/NCSL Z540, U.S. Guide to the Expression of Uncertainty in Measurement.
IEEE 100™, The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition.>*

IEEE Std 291™ [EEE Standard Method for Measuring Electromagnetic Field Strength of Sinusoidal
Continuous Waves, 30 Hz to 30 GHz.

IEEE Std 473™, IEEE Recommended Practice for an Electromagnetic Site Survey (10 kHz to 10 GHz).*

IEEE Std C95.1™, IEEE Standard for Safety Levels with Respect to Human Exposure to Radio Frequency
Electromagnetic Fields, 3 kHz to 300 GHz.

ISO/IEC 17025, General Requirements for the Competence of Testing and Calibration Laboratories.’

NIST TN 1297, Guidelines for Evaluating and Expressing the Uncertainty of NIST Measurement Results,
Barry N. Taylor and Chris E. Kuyatt.°

UKAS LAB 34, The Expression of Uncertainty in EMC Testing.’

3. Definitions

For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary
of IEEE Standards Terms should be referenced for terms not defined in this clause.

3.1 General terminology

3.1.1 shall: Indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).

! ANSI publications are available from the Sales Department, American National Standards Institute, 25 West 43rd Street, 4th Floor,
New York, NY 10036, USA (http://www.ansi.org/).

2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08855-
1331, USA (http://standards.ieee.org/).

* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

* IEEE Std 473 has been withdrawn; however, copies can be obtained from Global Engineering, 15 Inverness Way East, Englewood,
CO 80112-5704, USA, tel. (303) 792-2181 (http://global.ihs.com/).

* ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20,
Switzer—land/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, CO 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA
(http://www.ansi.org/).

¢ NIST publications are available from the Superintendent of Documents, U.S. Government Printing Office, Washington, DC 20402-
9325 USA (http://www.nist.gov/).

7 UKAS publication are available from the United Kingdom Accreditation Service, 8500 21-47 High Street, Feltham Middlesex
TWI13 4UN (http://www.ukas.cony).
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3.1.2 should: Indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required; or that (in the negative form) a certain course of action is deprecated but not prohibited (should
equals is recommended that).

3.2 Technical terminology

3.2.1 accessible test location: A location that can be reached by a test antenna or probe without modifying
a parent structure.

3.2.2 dynamic range (DR): The range of amplitudes over which the receive system operates linearly (see
B.6). For a measurement, the DR is the difference between the reference level and the minimum
discernable signal above the noise floor. The minimum discernable signal is defined as one with an
amplitude of 3 dB or more above the test system noise floor. This is what should be verified during the DR
validation step of the SE procedures defined in 4.4 of this standard, and represents the maximum SE
measurable at that frequency with that particular equipment and settings.

3.2.3 local source: An emitter located close enough to a shielding enclosure for its EM energy to illuminate
only a localized portion of a shielding face. The effect is assessed by choosing the poorest performance in
the set of measured locations.

3.2.4 owner (shielded enclosure user or owner): The individual, corporation, or organization that intends
to use the shield and that is the ultimate source of the shielding requirement.

3.2.5 parent structure: A permanent enclosure or outside housing that contains the shielding enclosure.

3.2.6 shielding effectiveness (SE): The ratio of the signal received (from a transmitter) without the shield,
to the signal received inside the shield; the insertion loss when the shield is placed between the transmitting
antenna and the receiving antenna (IEEE 100-2000).

3.2.7 shielding enclosure: A structure that protects its interior from the effect of an exterior electric or
magnetic field, or conversely, protects the surrounding environment from the effect of an interior electric or
magnetic field. A high-performance shielding enclosure is generally capable of reducing the effects of both
electric and magnetic field strengths by one to seven orders of magnitude depending upon frequency. An
enclosure is normally constructed of metal with provisions for continuous electrical contact between
adjoining panels, including doors.

3.2.8 testing organization: The organization that actually performs the tests and records the data.

4. Preliminary procedures

4.1 Background

The detailed procedures required for the measurement of SE are defined in Clause 5. There are a number of
steps (reference measurement, measurement of DR) that must be taken before the SE is measured,
however, and these steps are defined in 4.2 through 4.6.

Initial performance checks of the shield, prior to measurement data collection, are not required by this
standard. Refer to Annex E for suggested procedures, if desired.
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4.2 Test plan

A test plan shall be prepared. The plan shall be approved by the owner or owner’s representative prior to
the start of test. Tests shall be performed in accordance with the approved test plan.

The test plan shall include, but shall not be limited to, actual test frequencies, test result pass/fail requirements,
test locations, and a proposed equipment list. In addition, requirements for maintenance of a test log and an
accepted procedure for making changes to the test plan that may arise during testing should be included.

4.3 Calibration

Any piece of equipment, whose operation directly affects the numerical value of the SE, shall be in
calibration before any critical measurements are begun. Dates of latest calibration (traceable to a national
standard) shall be provided and shall be within the calibration cycle of the equipment.

4.4 Reference level and dynamic range

A reference level shall be determined as described in 5.6.4, 5.7.4, and 5.8.4, which address the low-
frequency (magnetic), resonant range, and high-frequency (plane wave) measurements. This determination
may be made as frequently as required by changes in the test configuration. The reference level shall be
remeasured at the conclusion of testing at each frequency. The tests since the prior reference level
determination shall be repeated if the values have varied by more than + 3 dB.

Each unique equipment configuration used to measure SE shall be demonstrated to have adequate DR.
Determination of the DR shall consist of excitation of the receiving equipment with the associated
transmitting equipment, and demonstration that the equipment remains calibrated (linear) for all levels of
received and transmitted signals that are actually experienced during the test. This demonstration shall be
accomplished by varying the receiver input with a calibrated attenuator external to the receiver and
observing an equal change, in decibels, in the receive system. Alternatively, the input attenuator of the
instrument can be used. In this case, linear operation is present if no change is signal amplitude is observed
when changing the input attenuator setting. This test shall be done at least once for each test frequency.

The DR shall be at least 6 dB greater than the SE to be measured. DR can most efficiently be determined
during the reference measurement. Effects of surrounding structure (walls, buildings, etc.) shall be minimized.

4.5 Preliminary shield check procedures

See Annex E for preliminary measurements and repairs.

4.6 Test/witness personnel

It is not desirable to have personnel within the shielded enclosure during testing. If required, a maximum of
two (2) people is allowed within the shielded enclosure. This is intended to allow a tester and a witness.

5. Detailed procedures

5.1 Background

This clause contains the detailed procedures for the SE measurements. This standard defines a test
procedure but does not define the frequencies at which the measurements should be made, nor does it
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define the minimum SE that constitutes pass/fail. The owner shall define these frequencies and all pass/fail
requirements.

However, as a guide for owners, this standard recommends frequencies that can be selected for testing their
shield. Successful tests at these frequencies should provide very high confidence that a shield system
provides the specified SE at all the frequencies from 9 kHz to 18 GHz.

The detailed procedures are divided into three ranges, denoted as low frequency, resonance, and high
frequency. Separate and distinct procedures and equipment are required in each of these ranges.

WARNING

For all measurements undertaken as a part of this standard, care shall be taken to protect personnel from
potentially hazardous RF field levels (IEEE Std C95.1-1999). This standard also suggests that authorization
for transmit operation be obtained from the appropriate regulatory agency prior to activation of any
transmitter. See C.3 of this standard for selecting measurement frequencies.

Care shall also be taken to avoid interference with other electronic equipment operating in the vicinity.

5.2 Recommended standard measurement frequencies

Test frequencies shall be chosen by the owner. Recommended test frequencies are defined in Table 1.

Table 1—Standard measurement frequencies

Standard frequency Antenna type Clause procedure
Low range *
9 kHz-16 kHz Small loop 5.6
140 kHz-160 kHz U U
14 MHz-16 MHz U U

Resonant range *

20 MHz-100 MHz Biconical 5.7
100 MHz-300 MHz Dipole U
High range b
0.3 GHz-0.6 GHz Dipole 5.8
0.6 GHz—1.0 GHz U U
1.0 GHz-2.0 GHz Horn U
2.0 GHz—4.0 GHz y U
4.0 GHz-8.0 GHz Uy U
8.0 GHz—18 GHz J U

# Actual test frequencies shall be according to the approved test plan.

®A single frequency in each band is recommended, but actual test frequencies shall
be according to the approved test plan.

The frequencies may be extended to lower and higher ranges. Table 2 contains recommended frequencies
in the extended ranges.

8 For information on references, see Clause 2.
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