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Foreword 

(This foreword is not a part of IEEE Std 352-1975, Guide for General Principles of Reliability Analysis of Nuclear 
Power Generating Station Protection Systems.) 

This document is basically tutorial and has been prepared to provide the user with the basic 
principles that are needed to conduct a reliability analysis of protection systems. It is not expected 
or intended that any individual or organization would need all of the principles that are present­
ed. For example, an organization may be concerned only with qualitative analysis as discussed in 
Section 4. Another organization may be concerned with quantitative analysis and mathematical 
modeling as discussed in Section 5. T h e very important problem of failure data is discussed in Sec­
tion 6; the material on probability distributions, estimation, and confidence intervals may be used 
by those who are concerned with analysis and evaluation of failure and repair rate data that will 
be accumulated as nuclear power generating station operating experience is accrued. T h e materi­
al on established data programs may be of more immediate use to those who make reliability or 
availability predictions on current protection system designs. 

This document was prepared to provide a common and consistent means of reliability analysis 
for protection systems covered by I E E E Std 279-1971, Criteria for Protection Systems for Nuclear 
Power Generating Stations. Reference is especially made to Sections 4.2, 4.3.7, and 5.2 of 
I E E E Std 338-1971, Trial-Use Criteria for the Periodic Testing of Nuclear Power Generating 
Station Protection Systems. 

T h e general principles presented in this document, and further information given by the refer­
ences, are sufficient to conduct the reliability/availability analyses of protection systems, but ev­
ery analysis will not necessarily employ all of the general principles that are presented. Further­
more, the principles contained herein are not necessarily limited to protection systems. They may 
be applied, as applicable, to the analyses of other systems. T h e user may select those parts of the 
document that apply to his particular problem. 

T h e I E E E will update this document as the state of the technology changes. Comments and 
suggestions for additional material may be added; these should be addressed to: 

Secretary 
I E E E Standards Board 
T h e Institute of Electrical and Electronics Engineers, Inc 
345 East 47 Street 
New York, N Y 10017 

Thi s document was prepared by Subcommittee 5, Reliability, of the Nuclear Power Engineering 
Committee of the I E E E Power Engineering Society. A t the time of approval for ballot, the mem­
bers of the subcommittee were: 

D . G . Fitzgerald, Chairman 

S. J. Ditto 
M . L. Faught 
I. M. Jacobs 
R. Lohrding 

H. Otway 
E. S. Patterson 
J. R. Penland 

R. Salvatori 
Β. M . Tashjian 
E. C. Wenzinger 
J. J. Wroblewski 
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An American National Standard 

IEEE Guide for 
General Principles of Reliability Analysis of 

Nuclear Power Generating Station Protection Systems 

1. Introduction 

This document was prepared to provide the 
designers and operators of nuclear power 
plant protection systems and the concerned 
regulatory groups with the essential methods 
and procedures of reliability engineering that 
are applicable to protection systems. B y ap­
plying principles given, systems may be an­
alyzed, acceptable test intervals may be estab­
lished, results m a y be reconciled with re­
liability objectives, and the analyses may be 
suitably documented. 

T h e quantitative principles are applicable 
to the analysis of the effects of random fail­
ures on protection system reliability. T h e y are 
not intended for use in treating the problem of 
systematic or common-mode failure. 

T h e principles are applicable during any 
phase of a protection system's lifetime. They 
have their greatest value during the design 
phase. During this phase reliability engineer­
ing can have the greatest effect for enhancing 
safety. 

T h e principles m a y also be applied during 
the preoperational phase or at any time dur­
ing the normal lifetime of a system. W h e n the 
principles are applied during either of these 
two phases, they will aid in the evaluation of 
systems and in improving test programs. A l ­
though not inherently limited, these prin­
ciples are intended for application to systems 
covered in the scope of I E E E Std 279-1971, 
Criteria for Protection Systems for Nuclear 
Power Generat ing Stations, A N S I N42.7-
1972. 

2. Definitions 

availability. T h e characteristic of an item ex­
pressed by the probability that it will be oper­
ational at a randomly selected future instant 
in time. 

break-in period. T h a t early period, beginning 
at some stated time, during which the failure 
rate of some items is decreasing rapidly. Also 
called early-failure period. 

common-mode failure. Multiple failures at­
tributable to a common cause. 

failure. T h e termination of the ability of an 
item to perform its required function. Failures 
may be unannounced and not detected until 
the next test (unannounced failure), or they 
m a y be announced and detected by any num­
ber of methods at the instant of occurrence 
(announced failure). 

failure rate. T h e expected number of failures 
of a given type, per item, in a given time inter­
val (for example, capacitor short circuit fail­
ures per million capacitor hours). 

mean time between failures ( M T B F ) . T h e 
arithmetic average of operating times between 
failures of an item. 

mean time to repair ( M T T R ) . T h e arithmetic 
average of time required to complete a repair 
activity. 

mission. T h e singular objective, task, or pur­
pose of an item or system. 

mission time. T h e time during which the mis­
sion must be performed without interruption. 

mutually exclusive events. Events that cannot 
exist simultaneously. 

probability distribution. T h e mathematical 
function that relates the probability of an 
event to an elasped time or to a number of 
trials. 

reliability. T h e characteristic of an item ex­
pressed by the probability that it will perform 
a required mission under stated conditions for 
a stated mission time. 

repair rate. T h e expected number of repair ac­
tions of a given type completed per unit of 
time. 
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risk. T h e expected detriment per unit time to 
a person or a population from a given cause. 

sensitivity analysis. A n analysis that deter­
mines the variation of a given function caused 
by changes in one or more parameters about a 
selected reference value. 

test frequency. T h e number of tests of the 
same type per unit time interval; the inverse 
of the test interval. 

test interval. T h e elapsed time between the 
initiation of identical tests on the same sen­
sor, channel, etc. 

test schedule. T h e pattern of testing applied to 
the parts of a system. In general, there are two 
patterns of interest: 

(1) Simultaneous. R e d u n d a n t items are 
tested at the beginning of each test interval, 
one immediately following the other 

(2) Perfectly Staggered. Redundant items 
are tested such that the test interval is divided 
into equal subintervals 

unavailability. T h e numerical complement of 
availability. Unavailability may occur as a re­
sult of the item being repaired (repair una­
vailability) or i t ,may occur as a result of un­
detected malfunct ions (unannounced una­
vailability). 

wearout period. T h e time interval, following 
the period of constant failure rate, during 
which failures occur at an increasing rate. 

3 . Objectives 

This document presents the general prin­
ciples that may be used to evaluate the quali­
tative and quantitative reliability and avail­
ability of safety related nuclear power plant 
systems. 

Qualitative analysis provides the designer 
an identification of the various failure modes 
of the parts of a system that contribute to the 
system unreliability. Quantitative analysis 
utilizes operating experience of the system's 
components and provides the designer with a 
numerical value for the probability that the 
system will perform its intended function for 
the environments and time period of interest. 
T h e output of the analysis is to be used as in­
puts to determine and to update the test inter­
val of the system. 

3.1 Qualitative Analysis. Qualitative relia­
bility analyses are used to locate possible 
failures and to identify proper precautions 
(design changes, administrative procedures, 
etc) that will reduce the frequency or con­
sequences of such failures. 

A qualitative reliability analysis can be 
performed with one or more of the following 
objectives: 

(1) T o identify weak spots or unbalances in 
the design 

(2) T o aid in the systematic assessment of 
overall plant safety 

(3) T o document and assess the relative 
importance of all identified failures 

(4) T o develop discipline and objectivity on 
the part of a designer of safety-related systems 

(5) T o provide a systematic compilation of 
data as a preliminary step to facilitate quan­
titative analyses 

It should be stressed that this type of analy­
sis should become an integral part of the nor­
mal system design process. T h e designer is the 
most qualified to identify the particular fail­
ure modes and chains of importance, but it 
should be realized that a designer might over­
look in his systematic analyses those failure 
modes that he considered unimportant during 
the original design process. Therefore, his sys­
tematic analysis should be reviewed and 
checked by qualified people who are not 
directly involved in the particular design 
being studied. 

A reliability analyst should provide meth­
ods, data, and analysis services to the design 
groups, and participate in the analysis. 

T h e general steps in a qualitative system 
reliability analysis are as follows: 

(1) Identify significant failures, .and their 
consequences (generally called Failure Mode 
and Effects Analysis — F M E A ) 

(2) Display the above information in a 
table, chart, fault tree, or other format 

(3) Evaluate overall system reliability rela­
tive to the information above and resolve 
identified problems 

Each of these steps requires different types 
of documentation, methods, and personnel. In 
the first step, special forms similar to those 
shown in Table 1 are useful for documenting 
an F M E A . Failure modes are identified by de­
sign and operating personnel, in fact, by ev­
eryone involved in a project; but it is usually 
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Table 1 
Typical Failure Mode and Effects Analysis Documentation 

FAILURE MODE AND EFFECTS ANALYSIS - TYPICAL TRIP FUNCTION 

Component 
Identification 

(1) 
Function 

(2) 
Failure Mode 

(3) 
Failure Mechanism 

(4) 

Effect on 
System 
(5) 

Method of Failure 
Detection 

(β) 
Remarks 

<7J 

1. Circuit Breaker 
52/RTA, RTB, 
BY A, BYB 

Trip Fall Closed Jam Mechanism 
UV Trip Attachment 

Mechanism Stuck 
Fuse Main Contacts 

Makes Trip 1/1 Monthly Test 

Fail Open Loss of DC Control 
Power 

UV Coil Failure 
Worn Trip Latch 

Spurious Trip Spurious Trip Immediate 
Detection 

2. DC Control 
Relay 

Break Ckt. 
To Trip 
Breaker 
UV Coil on 
Trip (DE-EN 
To Trip) 

Fall Closed 

Fail Open 

Contacts Shorted 
or Fused 

Armature Jammed 
Wiring Fault 

Loss of DC Control 
Power 

Coil Failure 

Broken Contacts 
Broken Wire or 

Loose Connec. 

Makes Trip 1/1 

Spurious Trip 

Spurious Trip 
if 2/2 Fail 

Monthly Test 

Spurious Trip Immediate 
1 Jetcction 

3. AC Control 
Relay 
XIA. B, 
X2A. B, 
X3A, Β 

Break CkL 
To DC Relays 
on Trip (DE-EN 
To Trip) 

Fail Closed Contacts Shorted 
or Fused 

Armature Jammed 
Wiring Fault 

Makes 1 Train 
2/2 vice 2/3 

Monthly Test 

Fail Open Loss of AC Power 
(Instr. Bus) 

Coil Failure 
Broken Contacts 
Broken Wire or 

Loose Connec. 

Spurious Trip 
if 2/3 

Spurious Trip 

4. Alarm Unit 
PC 1. 2, 3 

Remove AC 
Power To 
Relays 1-ur 
P M > P s e t 

Fail Ofi Transformer Failure 

Open Circuit in 
Output Sect 

Setpoint Drift 

Makes Both Trains 
1/2 

Spurious Trip 
il 2/3 Kail 

Partial Trip 
Alarm 

Fail On Short in Output 
Section 

Setpoint Drift 

Makes Both Trains 
2/2 

Monthly Teal 

5. DC Power 
Supply 
PQ-1. 2. 3 

Provide 
Power For 
Analog Cur­
rent Loop 

Fail Low or 
Off 

Fail High 

Transformer Failure 

Diode Failure 

Heat Effects 

Misadjustment 

Makes Both Trains 
1/2 

Makes Both Trains 
2/2 

Spurious Trip 
if 2 Fail 

Monthly Test 

Partial Trip 
Alarm 

6. Pressure 
Transmitter 
PT 1, 2. 3 

Convert 
Pressure To 
Analog 
Current 

Fail Low Corrosion 

Wear 
Mechanical Damage 
Heat Effects 

Makes Both Trains 
2/2 

Monthly Test 
and Comparison 
with Redundant 
Channel Indicator> 

Possible 
1 m mediate 
Detection 

Fail High Misadjustment Makes Both Trains 
1/2 

Spurious Trip 
if 2 Fail 

Partial Trip 
Alarm 

the job of the design engineer to document 
these modes. In the second general step, fail­
ure data forms of various types such as fault 
trees, system functional diagrams, and block 
diagrams are used; and in the third step the 
analyst is usually required to obtain and to in­
terpret the data and to evaluate reliability. 
3 . 2 Quantitative Analysis. T h e quantitative 
analysis represents the system in a mathemat­

ical model , apportions the reliability and 
availability goals, and reconciles the calcu­
lated reliability and availability with the over­
all system goals. T h e analysis provides an ap­
propriate model to represent the system that 
will facilitate the applications of reliability 
engineering techniques during the design, 
production, and operating stages of a plant's 
life. 
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T h i s ana ly s i s h e l p s t he des igner t o m i n i ­
m i z e s y s t e m c o m p l e x i t y , t o be c o g n i z a n t o f t h e 
cha rac t e r i s t i c o f t he c o m p o n e n t s se lec ted , a n d 
t o p r o v i d e a re l iab le des ign . T h e des igner c o n ­
siders the fa i lure ra tes a n d fai lure m o d e s o f 
t he c o m p o n e n t s t ha t h e se lec ts a n d deter­
m i n e s w h e t h e r t h e y are s e l f - a n n u n c i a t i n g o r 
n o n s e l f - a n n u n c i a t i n g u n d e r fa i led c o n d i t i o n s 
t o d e t e r m i n e a p p r o p r i a t e s y s t e m o r o p e r a t o r 
a c t i o n s , o r b o t h . 

T h e m a t h e m a t i c a l m o d e l gene ra t ed c a n be 
used in a sens i t iv i ty ana lys i s . T h u s , o n e c a n 
iden t i fy t h e c r i t i ca l i t e m s in t h e des ign a n d es­
tab l i sh the c r ed ib i l i t y o f t he ana lys i s . T h e rel­
a t ive s i g n i f i c a n c e o f e a c h c o m p o n e n t ' s fa i lure 
rate in t he re l iab i l i ty a n d ava i l ab i l i t y pre­
d i c t i o n for t he p r o t e c t i o n s y s t e m c a n a l so be 
d e t e r m i n e d . 

3 . 3 Test Interval. T e s t i n g verif ies the ope r -
ab i l i ty o f t he s y s t e m a n d its c o m p o n e n t s o n a 
regular bas is . T h e test in te rva l s se l ec ted m u s t 
be a d e q u a t e for t h e safe ty n e e d s o f t he p lan t . 

3 .3 .1 Initial Selection. T h e in i t ia l test in­
terval is e s t ab l i shed b y us ing t he q u a n t i t a t i v e 
re l iab i l i ty m o d e l , a n d t he i m p o r t a n c e , c o m ­
p lex i ty , a n d t h e p u r p o s e o f i t ems b e i n g tes ted 
are c o n s i d e r e d . T h i s in te rva l is based p r inc i ­
pa l ly o n t he results o f t he t r ia l ana lys i s o f t he 
ava i l ab i l i t y m o d e l re f lec t ing the e x p e c t e d up ­
t i m e a n d d o w n - t i m e o f t h e e q u i p m e n t re la t ive 
t o t he des ign goa l s . T h e fai lure rates a n d field 
d a t a a p p l i c a b l e t o t h e m o d e l are used in t he 
c a l c u l a t i o n . T h e test s e l ec t i on p rocess ensures 
tha t p r o j e c t e d t rends , life c y c l e s , a n d drift 
cha rac t e r i s t i c o f t he c o m p o n e n t s h a v e been 
a d e q u a t e l y a c c o u n t e d for w h e n e x p o s e d to t he 
e x p e c t e d o p e r a t i n g c o n d i t i o n s . 

3 . 3 . 2 In-Service Assessment. T h i s effort en­
sures t ha t t h e in i t ia l test in te rva ls are su i t ab le 
o r i nd i ca t e s t he n e e d for c h a n g e b e c a u s e o f dif­
fe rences b e t w e e n t he a s s u m e d a n d o b s e r v e d 
va lues o f t he ana lys i s i n p u t pa rame te r s . T h e 
c h a n g e s sha l l n o t c o n f l i c t w i t h t he p r o t e c t i v e 
s y s t e m d e s i g n goa l s a n d sha l l be c o n s i s t e n t 
w i t h t h e safe ty needs o f the p lan t . T h e in-ser­
v i c e a s ses smen t s s h o u l d be b a s e d o n t h e eva l ­
u a t i o n o f t he test d a t a t o d e t e r m i n e if c h a n g e s 
in t he f r e q u e n c y , m o d e , c o m p l e x i t y , m e c h a ­
n i s m , o r p e r t u r b a t i o n s , e tc , are n e c e s s a r y a n d 
w a r r a n t e d . I t m a y b e c o m e neces sa ry o r desir­
ab le t o c h a n g e t h e test in te rva l b e c a u s e o f 
f e e d b a c k d a t a f r o m o p e r a t i n g e x p e r i e n c e or 
b e c a u s e o f c h a n g e s in n u m e r i c a l goa l s . 

4. Qualitative Analysis Principles 

A s m e n t i o n e d in S e c t i o n 3.1, the first gener­
al s tep o f a re l iabi l i ty ana lys i s is the ident i ­
f i c a t i o n o f f a i lu re m o d e s . T h i s s t e p , the 
F M E A , is d i scussed in the f o l l o w i n g para­
g raphs , a l o n g w i t h fault tree a n d rel iabi l i ty 
b l o c k d i a g r a m ana lyses tha t represent p ic -
to r ia l ly the r e l a t ionsh ips o f i m p o r t a n t even ts . 

4 . 1 F a i l u r e M o d e a n d E f f e c t s A n a l y s i s 
( F M E A ) . T h e F M E A is a sys t ema t i c p r o c e ­
dure for iden t i fy ing the m o d e s o f failure a n d 
for e v a l u a t i n g thei r c o n s e q u e n c e s . 

4.1 .1 Purposes of Failure Mode and Effects 
Analysis T h e purposes o f an F M E A are 
to : 

(1) Ass i s t in se lec t ing des ign a l te rna t ives 
w i th h i g h re l iabi l i ty a n d h igh safety po ten t i a l 
d u r i n g ear ly des ign p h a s e 

( 2 ) E n s u r e t h a t al l c o n c e i v a b l e f a i lu re 
m o d e s a n d the i r effects o n o p e r a t i o n a l success 
o f t he s y s t e m h a v e been c o n s i d e r e d 

(3) Lis t po t en t i a l fai lures a n d ident i fy the 
m a g n i t u d e o f their effects 

(4) D e v e l o p ear ly cr i ter ia for test p l a n n i n g 
a n d t he des ign o f t he test a n d c h e c k o u t sys­
t ems 

(5 ) P r o v i d e a bas i s for quan t i t a t i ve re­
l iab i l i ty a n d ava i l ab i l i ty ana lyses 

(6) P r o v i d e h i s to r ica l d o c u m e n t a t i o n for fu­
ture re fe rence to a id in ana lys i s o f field fail­
ures a n d c o n s i d e r a t i o n o f des ign c h a n g e s 

(7) P r o v i d e i n p u t d a t a for t r adeof f s tudies 
(8) P r o v i d e basis for es tab l i sh ing co r r ec t ive 

a c t i o n pr ior i t ies 
(9) Ass i s t in t he o b j e c t i v e e v a l u a t i o n o f de­

s ign r e q u i r e m e n t s related to r e d u n d a n c y , fail­
u re d e t e c t i o n s y s t e m s , fail-safe cha rac te r ­
ist ics , a n d a u t o m a t i c a n d m a n u a l over r ide 

W h e n c o n s i d e r i n g re l iabi l i ty ana lys i s o f a 
des ign , o n e usua l ly t h inks o f all the ana ly t i ca l 
s teps l e a d i n g t o an es t ima te o f t he rel iabi l i ty 
o f a g iven i t em. A c o m p l e t e ana lys i s requires 
c o m p r e h e n s i v e i n p u t d a t a tha t i nc lude ma te ­
rial p roper t i es , des ign de ta i l s , a n d c o m p o n e n t 
fai lure rates; h o w e v e r , it is n o t necessary t o 
wai t un t i l all o f these are k n o w n before m u c h 
c a n be d e t e r m i n e d a b o u t t he rel iabi l i ty o f t he 
des ign . 

B y c o n f i n i n g the s c o p e o f an analys is to h o w 
the ar t ic le c a n fail a n d the c o n s e q u e n c e s if it 

'References are listed in Section 8. 
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should fail, it is usually not necessary to be 
concerned about stresses and strengths. This 
limited-scope analysis is the F M E A , which 
does not do the whole job, but it does provide 
some early answers when they are most need­
ed, and it provides a basis for later studies and 
analyses. 

4 . 1 . 2 Timing of a Failure Mode and Effect» 
Analysis. T h e F M E A should be an integral 
part of the early design evaluation and should 
be periodically updated to reflect changes in 
design or application. A n updated F M E A 
should be a major consideration in design re­
views, inspections, or other major system re­
view points in the program. F M E A s have been 
used as part of concept selection procedure. 
T h e major program points at which an F M E A 
should be performed are as follows: 

(1) Concept formulation or selection 
(2) Preliminary design or layout 
(3) Completion of detail part design 
(4) Design improvement programs 

T h e F M E A may be performed with limited 
design information because it is not primarily 
concerned with rate of occurrence or frequen­
cy of failure. T h e basic questions to be an­
swered by an F M E A are as follows: 

(1) H o w can each part conceivably fail? 
(2) W h a t mechanisms might produce these 

modes of failure? 
(3) W h a t could the effects be if the failures 

did occur? 
(4) Is the failure in the safe or unsafe direc­

tion? 
(5) H o w is the failure detected? 
(6) W h a t inherent provisions are provided 

in the design to compensate for the failure? 
4 . 1 . 3 Preparatory Steps for Failure Mode 

and Effects Analysis. T h e depth to which one 
performs the preparatory steps is a function of 
the complexity of the equipment being studied 
and the experience that one has with similar 
equipment*. Each of the following preparatory 
steps is essential but may vary greatly in 
scope: 

(1) Definition of the system to be analyzed 
and its mission 

(2) Description of the operation of the sys­
tem 

(3) Identification of failure categories 
(4) Description of the environmental condi­

tions 

T h e system should be described to the ex­
tent that what constitutes the system and its 
mission is described. Interfaces should be 
clearly defined. One may use a similarly de­
tailed product specification, parts list, or sales 
agreement. T h e important point is that the 
analyst must know just what he is to analyze; 
he will then be able to define the interface 
functions. T h e more complex the system, the 
greater the need to carefully define the sys­
tem. A functional diagram may be used in 
the F M E A to show the functional inter-
dependencies in the system so that the effects 
of failure can be traced. Fault trees may also 
be used. These techniques are discussed later. 

Once the system and its intended use are 
defined and understood, the actual F M E A 
can be performed. A s stated previously, the 
amount of work required to arrive at this 
point is a function of the complexity of the 
system and the experience and knowledge of 
the people performing the analysis. 

4 . 1 . 4 Procedure in a Failure Mode and Ef­
fects Analysis. A partial F M E A has been per­
formed on a typical reactor trip system. Table 
1 documents the F M E A for the typical reactor 
trip function shown in Fig 1 and described in 
Section 4.4. T h e form shown in Table 1 is typ­
ical of that which can be used to document an 
F M E A ; however, other forms may be used. A 
form similar to that shown in Table 1 is not 
only very helpful but also the very heart of the 
procedure for documenting the F M E A . 

T h e system component or part being an­
alyzed is shown in Table 1, column 1. T h e 
breakdown of a system for analysis should 
normally be to the lowest level of system de­
scription at the time of the F M E A . In special 
cases, such as electronic or control systems us­
ing integral modular units as system building 
blocks, the modules rather than their parts 
may be listed. T h e term "part" will be used to 
indicate this lower level of detail. Functional 
parts codes that have been assigned to assist 
in defining the system can also be shown. 

T h e drawing or scheme number by which 
the part is identified is recorded. If a re­
liability logic block diagram is used, reference 
to it and the particular functions associated 
with the part being analyzed should be noted. 

All of the functions performed by the part 
are shown in a concise manner in column 2. 
(See Table 1.) 
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Each failure mode which the analyst can 
conceive for each feature or location of the 
part is noted in column 3. Again , the question 
is "Could it?" not "Wil l i t?" W h e n the item 
designated in column 1 is a piece-part, the 
failure modes will be: open, shorted, leaking, 
broken, spalled, cracked, or other applicable 
modes and a statement as to the location on 
the part where the failure mode could occur. 

Al l mechanisms of failure that could result 
in the mode described in column 3 are noted in 
column 4. 

In column 5 the effects of the failure on the 
overall system are described. It is at this point 
that a reliability logic block diagram can be 
helpful. Apparent redundancies m a y not pro­
tect against a single failure for a particular 
system mode of operation. 

In column 6 the ways that failure can be de­
tected are shown. In the absence of some 
means of detection, it is possible that loss of 
redundancy will not be noticed until the 
whole system fails. 

Co lumn 7 contains information that the 
analyst m a y feel is pertinent to his analysis. 

4 . 2 Fault Tree Analysis. Fault tree analysis is 
a technique by which failures that can con­
tribute to an undesired event are organized 
deductively and represented pictorially. It is 
one way to diagram and relate the informa­
tion developed in a failure mode and effects 
analysis ( F M E A ) . T h e resulting arrangement 
is a treelike structure with information flow 
from the branch tips, with the single most 
undesired event at the convergence of the 
branches. A fault tree diagram is illustrated 
by Fig. 2. 

4 . 2 . 1 Function» and Benefits of Fault Tree 
Analysis. T h e primary features of the tech­
nique are as follows: 

(1) It forces the analyst to actively seek out 
failure events in a deductive manner 

(2) It provides a visual display of how the 
system can malfunction, allowing an easy 
understanding of the system by persons other 
than the designer 

(3) It points out the critical aspects of sys­
tem behavior 

(4) It provides a reference for the evaluation 
of modifications 

(5) It provides a systematic basis for quan­
titative analysis 

4 . 2 . 2 Representation of Events and Oper­
ations in a Fault Tree. Because the basic ele­
ments of a fault tree are the same regardless of 
the types of events or systems being analyzed, 
a standard jargon and a set of symbols have 
been developed to represent the events and op­
erations. T h e symbols can be understood more 
fully by studying the sample fault tree in Fig 
2. T h e symbols and their explanations are as 
follows: 

(1) Circle. T h e circle represents a basic 
fault event that requires no further dissection 
because the probability of such events is de­
rived from empirical data or physics of failure 
analysis. Th i s probability is an input to the 
fault tree when quantitative analysis is per­
formed. 

(2) Diamond. T h e diamond represents a 
fault event that is assumed basic in a given 
fault tree. Th i s event could be divided further 
to show how it is caused from more basic fail­
ures, but is not developed either because of 
lack of significance in such fault, or because of 
lack of sufficient details to develop it further. 

(3) Rectangle. T h e rectangle represents an 
event that results from the combination of 
events of the types described above through 
the input of a logic gate. 
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(4) AND Gate. T h e A N D gate is the inter­
section operation of sets; that is, an output 
event occurs if and only if all the inputs occur. 

OUTPUT 

R F I INPUT 

(5) OR Gate. T h e O R gate is the union op­
eration of sets; that is, an output event occurs 
if one or more of the inputs occur. 

OUTPUT 

Γ 1 INPUT 

(6) Transfer Gates. T h e transfer symbol 
provides a tool to avoid repeating sections of 
the fault tree. T h e "transfer-out" gate repre­
sents the full branch that follows it, represent­
ed by a symbol, say / , and indicates that the 
branch is repeated somewhere else. T h e 
"transfer-in" gate represents the branch (in 
this case, J) that is already drawn somewhere 
else, and instead of drawing it again it is sim­
ply input at the point. 

T R A N S F E R - O U T T R A N S F E R - I N 

and others related to it m a y have been identi­
fied in an F M E A . 

(2) Define, for the main branches of the 
tree, those events that lead directly to the top 
event and decide what logic gate should be 
used to relate them to the top event of the tree. 
These events are deduced from experience and 
knowledge of what can happen. T h e y should 
be kept sufficiently general so that the details 
of the system can be developed by subsequent 
branches. 

(3) Select one of the branches and deduce 
its next level of sub-branches. T h e manner of 
deducing the sub-branches is identical to that 
used in deducing main branches, and so on 
throughout the rest of the tree. T h e termi­
nation of a sub-branch of a tree occurs when 
the event being considered is a fundamental 
event (basic fault) or when a transfer gate can 
be used for another subtree already developed. 

These general steps can be carried out after 
an F M E A , or concurrently with a formal or 
informal F M E A . Once the fault tree is pre­
pared, it may be possible to assign numerical 
values to the probabilities of the events and 
conditions and, by using methods discussed 
later, to determine the probability of the event 
at the top of the tree. 

4 . 3 Reliability Block Diagram. T h e reliability 
block diagram ( R B D ) is a success-oriented 
diagram which represents pictorially the logic 
of a system. Reliability block diagrams are 
developed through analysis of the functional 
relationships among items shown by function­
al block diagrams and circuit schematics. T h e 
interrelation of events is expressed by the way 
that the blocks are interconnected in the 
block diagram. 

For example, the blocks shown below repre­
sent a system with two success paths, E1-E3, 
and E2—E 3. 

4 . 2 . 3 Procedure for Constructing a Fault 
Tree. T h e general steps in constructing a fault 
tree are as follows. 

(1) Define the most undesired event. This 
event, called the top event, is the starting 
point of the fault tree. It is important that this 
event be precisely worded so that its interpre­
tation will not vary. 

For a particular fault tree there is one and 
only one most undesired event. Th i s event 

If either path is good, that is, made up of un-
failed components, the system is good or suc­
cessful. 
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T h e o rde r o f t he b l o c k s is u n i m p o r t a n t . F o r 
e x a m p l e , t h e b l o c k s h o w n b e l o w is e q u i v a l e n t 
t o the R B D a b o v e . 

T h e s y s t e m l o g i c m a y be s h o w n in d i f ferent 
w a y s . F o r e x a m p l e , a t w o - o u t - o f - t h r e e s y s t e m 
o f log ic w i t h succes s p a t h s Α-B, A-C, a n d 
B-C m a y be s h o w n as f o l l o w s : 

N o t e tha t e a c h b l o c k a p p e a r s t w i c e i n the d ia ­
g r a m for c l a r i t y in d e p i c t i n g the l o g i c , bu t it is 
u n d e r s t o o d tha t w h e n a b l o c k is in a failed 
s ta te , all b l o c k s w i t h t he s a m e d e s i g n a t i o n are 
c o n s i d e r e d fa i led. 

T h e s a m e log i c m a y be s h o w n in a shor t ­
h a n d fash ion as in t he d i a g r a m b e l o w . 

L12 
2/3 

1 a n d 2 represen t n o d e s , a n d the c i rc le in­
d ica te s tha t the l o g i c b e t w e e n n o d e s 1 a n d 2 
(L12) are t o be c o m b i n e d in all the succes s 
pa ths a s soc i a t ed w i t h a two-ou t -o f - t h r ee (2 /3 ) 
l o g i c . 

T h e genera l p r o c e d u r e for c o n s t r u c t i n g a re­
l i ab i l i ty b l o c k d i a g r a m is as f o l l o w s : 

(1) D e f i n e the m i s s i o n so t ha t t h e c o m ­
p l e t i o n o f the m i s s i o n y ie lds s y s t e m succes s . I f 
t h e s y s t e m h a s m o r e t h a n o n e m i s s i o n , t h e n 
e a c h m i s s i o n m u s t be c o n s i d e r e d i n d i v i d u a l l y . 

(2) F r o m f u n c t i o n a l d i a g r a m s , the F M E A , 
a n d o t h e r a p p l i c a b l e da ta , c o n s t r u c t the re­
l iab i l i ty b l o c k d i a g r a m . D e f i n e all o f the ele­
m e n t s a n d n u m b e r all o f t he n o d e s . E a c h 
b l o c k in t he d i a g r a m represents t he app l i cab l e 
fai lure m o d e o f the c o m p o n e n t ident i f ied , in­
h i b i t i n g t he success p a t h in w h i c h it is l o ­
ca t ed . 

(3) Inves t iga te t he re l iabi l i ty b l o c k d i a g r a m 
to ensure t ha t all poss ib le p a t h s l ead ing to 
success h a v e been i n c l u d e d . 

T h e s teps a b o v e y ie ld a re l iabi l i ty b l o c k dia­
g r a m tha t s h o w s in de ta i l w h a t goes o n . T o get 
a genera l p i c tu re o f w h a t is h a p p e n i n g , m a n y 
o f t he p a t h s m a y be r e d u c e d i n t o fewer , m o r e 
i m p o r t a n t pa ths . T h i s r e d u c t i o n is a c h i e v e d 
f r o m the de ta i l ed re l iabi l i ty b l o c k d i a g r a m as 
fo l l ows : 

(1) T h e success o f e a c h p a t h is re la ted to the 
success o f its e l e m e n t s in s o m e s imple f a sh ion . 
D e t e r m i n e the log ica l de sc r ip t i on for success 
o f e a c h pa th a n d treat the p a t h as o n e c o m ­
pos i t e e l emen t . C o n s t r u c t a n e w d i a g r a m 
w h e r e the pa ths are c o m p o s i t e e l emen t s . 

(2) C o n t i n u e th i s p roces s un t i l a d i a g r a m 
is d e v e l o p e d tha t needs n o further s im­
p l i f i ca t ion . 

It is i m p o r t a n t to no te the d i f ference be­
tween the re l iabi l i ty b l o c k d i a g r a m a n d the 
fault t ree d i a g r a m . T h e t w o d i a g r a m s s h o u l d 
no t be c o m p a r e d ; t h e y pe r fo rm different func­
t ions a n d are used for different purposes . T h e 
fault t ree represents d e p e n d e n t a n d indepen­
den t even t s h a v i n g o n l y an ind i rec t cor re­
s p o n d e n c e t o a s y s t e m func t iona l d i a g r a m . 
T h e use o f fault trees s t imula te s the ident i­
f ica t ion o f poss ib le fai lures a n d events , and 
the fault tree c a n represent all k inds o f depen ­
d e n c i e s a n d c o m m o n m o d e fa i lu res a n d 
even t s . T h e re l iabi l i ty b l o c k d i a g r a m cor re ­
s p o n d s c lo se ly to a s y s t e m func t iona l d i a g r a m 
and a l l o w s a v isual u n d e r s t a n d i n g o f t he nor­
m a l f u n c t i o n i n g o f a sy s t em. The re fo r e , the 
fault tree represents the s y s t e m in te rms o f the 
even t s l ead ing t o fai lures , a n d the re l iabi l i ty 
b l o c k d i a g r a m desc r ibes the sys t em in t e rms o f 
the even t s l e a d i n g t o success . 
4 . 4 E x a m p l e . A t y p i c a l r eac to r t r ip func t ion 
has been se lec ted t o i l lustrate the a p p l i c a t i o n 
o f t he m e t h o d s d e s c r i b e d in t he p rev ious sec­
t i ons . 

4 . 4 . 1 Description of a Typical Reactor Trip 
Function. In the typ ica l t r ip f u n c t i o n , s h o w n 
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schematically in Fig. 1, a process pressure is 
sensed by three pressure transmitters P T - 1 , 
P T - 2 , and P T - 3 . During normal operation, 
pressure is below the setpoint and each alarm 
unit supplies ac voltage to energize two ac 
control relays (for example, PC-1 energizes 
X 1 A and X 1 B ) . Contacts of these relays, 
arranged in two sets of two-out-of-three logic, 
connect dc voltage to two pairs of dc control 
relays ( R T 1 and 2). Contacts of the pairs of dc 
control relays in parallel arrangement con­
nect dc voltage to the undervoltage trip at­
tachments of the trip breakers, holding the 
trip plungers down against their springs. T h e 
two trip breakers ( 5 2 / R T A and 5 2 / R T B ) in 
series connect three-phase ac power from the 
rod drive M G sets to the rod control power 
supply cabinets using the single scram bus 
principle of design. Bypass breakers, provided 
to permit testing, are cross-connected to the 
dc control relay contacts. 

In an abnormal situation, where the process 
pressure exceeds the setpoint, the three alarm 
units switch off power, deenergizing the ac 
control relays. W h e n two out of three of the 
normally open contacts of these ac relays 
open, the dc control relays are deenergized. A s 
the normally open contacts of the pairs of dc 
relays open, the undervoltage coils sense a loss 
of dc voltage, release the trip plunger, and trip 
open the trip breakers. W h e n either of the trip 
breakers opens, power is interrupted to the rod 
control power supply, and the control rods fall 
by gravity into the core. T h e trip action is 
then complete and rods cannot be withdrawn 
until an operator resets the trip breakers and 
the process pressure is below the setpoint 
again. 

4 . 4 . 2 Failure Mode and Effects Analysis. 
Table 1 contains a tabular summary of a 
failure mode and effects analysis for the typi­
cal reactor trip function described in Section 
4.4.1. 

4 . 4 . 3 Fault Tree Analysis. Fig. 2 is a fault 
tree for the typical trip function described in 
Section 4.4.1. Th i s tree presents the possible 
combinations of failures or basic events which 
can generate the ultimate system failure to 
trip on demand. 

4 . 4 . 4 Reliability Block Diagram. Figs. 3 
and 4 illustrate two possible reliability block 
diagram representations of the trip function 
described in Section 4.4.1. 

W h e n using reliability block diagrams, as 
well as fault tree analyses, for reliability cal­
culations, care must be exercised when the 
same component failure affects more than one 
branch and when coincidence logic is em­
ployed. 

4.5 Extended Qualitative Analysis. In this 
section an extended qualitative analysis pro­
cedure is described. This procedure, or anoth­
er procedure similar in content or purpose, 
m a y be used to qualitatively assure that a sys­
tem is not vulnerable to common-mode or cas­
cade failures. This procedure is not suggested 
as a standard nor as an ideal method of analy­
sis. Rather, it is presented only as a possible 
design and analysis tool. 

T h e extended qualitative analysis is a sys­
tematic procedure to identify potential com­
mon-mode and cascade failures in reactor sys­
tems. T h e approaches described here are ex­
tensions of the failure modes and effects anal­
ysis ( F M E A ) as explained below. These exten-
tions are designed to suggest to the analyst 
common-mode failure mechanisms and cas­
cade-failure sequences not normally consid­
ered in a random failure analysis. 

T h e common-mode-failure analysis (CM-
F A ) is designed to identify modes and mech­
anisms of failures of components normally 
considered to be redundant. For example, 
this extension should have identified a sit­
uation in which all protection system relays 
could fail closed due to an insufficiently baked 
coating. Th i s type of analysis is most appli­
cable to systems with well-defined boundaries 
and a high order of redundancy. 

T h e cascade-failure analysis ( C F A ) is in­
tended to identify failures which can lead to 
"chain-type" events affecting several differ­
ent areas or systems in a plant. This extension 
of the F M E A should have identified the po­
tential for an incident in which the failure of a 
battery charger resulted ultimately in damage 
to the plant turbine and in deformation of a 
reactor coolant pump shaft. T h e C F A is well 
suited to the analysis of interconnected and 
complex systems. 

Different aspects of the procedure should be 
stressed in the analysis of different types of 
systems. Some systems are more readily an­
alyzed by the C M F A and others by the C F A ; 
however , m a n y s y s t e m s warrant consid­
eration of both. Th i s procedure need not be 
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s l av i sh ly a d h e r e d t o . R a t h e r , th is is a genera l 
gu ide , p o r t i o n s o f w h i c h m a y be i n a p p l i c a b l e 
t o a g iven s t u d y a n d , m o r e i m p o r t a n t l y , it is 
n o t c o m p l e t e bu t m a y sugges t fur ther s teps in 
t h e ana lys i s o f a g iven s y s t e m . 

4.5.1 Procedure in Extended Qualitative 
Analysis. T h e d e p t h a n d s c o p e o f th i s ana lys i s 
m a y v a r y w i t h t he s y s t e m b e i n g s tud ied a n d 
w i t h t he p u r p o s e s o f t he ana lys i s . T h e f o l l o w ­
ing p r o c e d u r a l s teps s h o u l d be c o n s i d e r e d . 

(1) Define System and System Boundaries. 
P a r t i c u l a r ca re m u s t be t a k e n in t he def in i ­
t i o n o f s y s t e m b o u n d a r i e s . C h a n n e l s o f inter-
s y s t e m c o m m u n i c a t i o n (p ipes , wi res , re lays , 
e t c ) m u s t be c o m p l e t e l y spec i f ied . A list o f all 
s u c h c h a n n e l s s h o u l d be m a d e . 

(2) Define All Anticipated System Oper­
ation Modes. T y p i c a l l y t h e o p e r a t i o n m o d e s 
w o u l d i n c l u d e a u t o , m a n u a l , test, b y p a s s , e t c . 
I t is i m p o r t a n t t o c o n s i d e r all c r ed ib l e m o d e s 
o f o p e r a t i o n b e c a u s e e x p e r i e n c e has s h o w n 
t ha t s y s t e m s d e s i g n e d for o n e m o d e m a y per­
f o r m or fail in u n e x p e c t e d m a n n e r s u n d e r un­
usua l , bu t a n t i c i p a t e d , o p e r a t i n g c o n d i t i o n s . 

(3) Describe Operation of System and Envi­
ronment Conditions Applicable to All Oper­
ating Modes. T h e e n v i r o n m e n t a l d e s c r i p t i o n 
s h o u l d i n c l u d e , as we l l as t hose n o r m a l l y an­
t i c ipa ted , a n y c o n d i t i o n s w h i c h c a n be c redi ­
b l y e x p e c t e d t o o c c u r w i t h i n t he life o f t he 
p l an t . 

(4) Prepare Critical Items Lists. L i s t A c o n ­
t a ins a list o f all s y s t e m c o m p o n e n t s a n d / o r 
m o d u l e s (as d e f i n e d in I E E E S t d 279-1971 
( A N S I N 4 2 . 7 - 1 9 7 2 ) ) . Lis t Β c o n t a i n s a list o f 
un i t s e a c h o f w h i c h is c o m p o s e d o f al l c o m ­
p o n e n t s / m o d u l e s i den t i ca l o r s imi la r in des ign 
o r c o n s t r u c t i o n . Lis t C c o n t a i n s a list o f un i t s 
c o m p o s e d o f all c o m p o n e n t s / m o d u l e s t ha t 
h a v e iden t i ca l f u n c t i o n a n d are n o t c o m ­
p le te ly d iverse . 

(5) Prepare List of Failure Modes. De te r ­
m i n e a n d list all pos s ib l e fai lure m o d e s o f e a c h 
un i t ident i f ied a b o v e . W h e n a p p r o p r i a t e t he 
fa i lure m o d e s o f a c o m p o n e n t / m o d u l e s h o u l d 
n o t be l imi t ed t o u p s c a l e / d o w n s c a l e fa i lures . 
F o r i n s t ance , if an ampl i f i e r c a n fail w i t h a 
c o n s t a n t m i d r a n g e o u t p u t (as o p p o s e d t o zero 
or ful l -scale o u t p u t ) , th is e v e n t m u s t be c o n ­
s idered . 

4.5.2 CFA. F o r e a c h o p e r a t i o n m o d e a n d 
e a c h un i t fa i lure m o d e , d e t e r m i n e t he f o l l o w ­
i n g effects p r o d u c e d b y t h e c a s c a d e fai lure . 

(1) T h e effect o n the s y s t e m be ing s tud ied 
( the p r i m a r y s y s t e m ) , for e x a m p l e , fai lure o f 
v a l v e c l o s i n g , f a i l u r e t o t r ip o n d e m a n d , 
spu r ious t r ip , e tc . 

(2) T h e effects o n the c o m m u n i c a t i o n c h a n ­
n e l s , for e x a m p l e , h i g h l eve l s i g n a l , o s ­
c i l l a to ry s igna l , n o f l ow , e tc . 

(3) F o r e a c h a b n o r m a l s ignal [from s tep ( 2 ) ] 
o n a c o m m u n i c a t i o n c h a n n e l , d e t e r m i n e the 
effect o n the sys t em c o m m u n i c a t e d wi th ( the 
s e c o n d a r y s y s t e m ) . If the effect is se r ious ly ab­
n o r m a l , e x a m i n e effects o n re la ted sys tems . 

(4) I f a s y s t e m c o m m u n i c a t e d wi th in s tep 
(3) c o n t a i n s e l e m e n t s s imi la r t o t hose in the 
p r i m a r y s y s t e m w h o s e failures cause the ab­
n o r m a l c o m m u n i c a t i o n , eva lua t e t he effect o f 
the a b n o r m a l c o m m u n i c a t i o n and t he s imi lar 
e l e m e n t s in the s e c o n d a r y s y s t e m be ing fai led. 

(5) A s s u m e a b n o r m a l s ignals (h igh , l o w , 
e t c ) o n c h a n n e l s i n t o t he p r i m a r y sys t em a n d 
e x a m i n e the effects . If the c o n s e q u e n c e s are 
se r ious , e x a m i n e h o w the a b n o r m a l s ignal c a n 
arise. 

4 . 5 . 3 CMFA. F o r e a c h fai lure m o d e e x a m ­
ined a b o v e w h i c h causes p r i m a r y s y s t e m fail­
ure o r fails s e c o n d a r y sys t ems , d e t e r m i n e a n d 
d o c u m e n t all m e a n s by w h i c h the fai lures 
m a y o c c u r . E x a m i n e , as a m i n i m u m , the fol­
l o w i n g c o n s i d e r a t i o n s : 

(1) R a n d o m fai lure (list A o n l y ) . 
(2) W e r e m e m b e r s o f a un i t m a d e by a s ingle 

m a n u f a c t u r e r ? W h a t are c red ib le sources o f 
fai lure in t h e m a n u f a c t u r i n g processes? 

(3) W h a t e n v i r o n m e n t a l fac tors (dust , hu­
m i d i t y , r ad ia t ion , l iqu id spi l lage , e tc ) c o u l d 
c a u s e t he fai lure? 

(4) C a n m a i n t e n a n c e or ins ta l la t ion errors 
c a u s e s i m u l t a n e o u s fai lures o f m e m b e r s o f a 
un i t ? Ins t a l l a t ion a n d m a i n t e n a n c e p r o c e ­
dures s h o u l d be e v a l u a t e d real is t ica l ly to de­
t e r m i n e w h a t can h a p p e n ra ther t h a n w h a t 
s h o u l d o c c u r . 

(5 ) W h a t p o s s i b l e o p e r a t o r i n t e r a c t i o n s 
c o u l d p r o d u c e un i t fai lure? 

(6) E x a m i n e o p e r a t i n g t rans ients a n d c r ed ­
ible a c c i d e n t s . E s t i m a t e rate o f o c c u r r e n c e o f 
t r ans ien t β a n d t he f rac t ion o f t ime F s y s t e m 
is in the m o d e be ing ana lyzed . If liF > 10 _ 6 

per year , e x a m i n e the effects o n the s y s t e m to 
iden t i fy " fa i l ed b y a c c i d e n t " fai lures ( tha t is, 
c o u l d h o t s t e a m be released o n i n s t rumen t s or 
cab le s , e t c ? ) ; i f ßF < 1 0 ~ β per yea r , the p r o b a ­
b i l i ty o f o c c u r r e n c e o f s u c h pos tu l a t ed o c c u r -
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rences is so sma l l as to be i nc red ib l e i r respec­
tive o f the c o n s e q u e n c e s . T h e n u m e r i c a l va lue 
o f 10 - 6 per yea r is used as a t h r e sho ld for c o n ­
t i nua t ion o f this p h a s e o f the ana lys i s . T h e ac ­
tual va lue used m a y va ry wi th a p p l i c a t i o n . 

4 . 5 . 4 Termination of the Analysis. A n in­
o rd ina t e a m o u n t o f t i m e c o u l d be s p e n t in ap­
p l y i n g the o u t l i n e d p r o c e d u r e to a real sys t em. 
T h i s is n o t the in ten t . G o o d eng inee r ing judg­
m e n t m u s t be used in d e t e r m i n i n g w h e n a n d 
h o w the s t udy is t e rmina t ed . A l t h o u g h it is 
d i f f icul t to de f ine w h e n the ana lys i s s h o u l d be 
ha l ted , a few sugges t ions are of fered . 

(1) If the c o n s e q u e n c e s o f a fai lure are n o t 
severe in c o m p a r i s o n to o the rs ident i f ied , a de­
ta i led ana lys i s o f the causes is no t necessa ry . 

(2) S e c o n d a r y sy s t ems need o n l y be an­
a lyzed to the ex ten t to w h i c h t hey c o m m u n i ­
c a t e w i t h the p r i m a r y s y s t e m . 

(3) W h e n the effects o n a c o m m u n i c a t i o n 
c h a n n e l are the s a m e for several s e q u e n c e s o f 
f a i lu res , c o n s e q u e n c e s s h o u l d be a n a l y z e d 
o n c e . 

(4) If the causes o f failure are o b v i o u s l y in­
c red ib le , de ta i l ed s tudy o f the c o n s e q u e n c e s is 
unneces sa ry . 

(5) A s far as poss ib le , the ana ly s t s h o u l d 
k e e p in m i n d the re la t ive c red ib i l i ty o f causes 
o f fai lure. T i m e s h o u l d be spen t o n the m o s t 
p r o b a b l e events at the expense o f o the rs . 

5. Quantitative Analysis Principles 

T h e q u a n t i t a t i v e ana lys i s uses w h a t is 
k n o w n or a s s u m e d a b o u t t he fai lure c h a r a c ­
terist ics o f i nd iv idua l c o m p o n e n t par ts to pre­
d ic t the fai lure p robab i l i t y o f t he sy s t em. A 
m a t h e m a t i c a l m o d e l for s y s t e m success is 
used as a f unc t i on o f s o m e o r all o f t he fo l l ow­
ing: fai lure rates, repai r rates , test in tervals , 
m i s s ion t ime , s y s t e m log i c , a n d su rve i l l ance 
test s c h e d u l e . In p r ac t i ce t he va l id i ty o f q u a n ­
t i ta t ive results m a y be l imi t ed b y t he q u a l i t y 
a n d q u a n t i t y o f da ta ; h o w e v e r , useful c o m ­
para t ive results a n d sens i t iv i ty ana lyses d o 
n o t d e p e n d o n the ava i l ab i l i ty o f ex tens ive 
da ta . 

5.1 M i s s i o n Def in i t ion . A de ta i l ed de sc r i p t i on 
o f w h a t t he s y s t e m m u s t d o for success for the 

t i m e in te rva l o r task o f interest , a n d for the 
e n v i r o n m e n t a l c o n d i t i o n s u n d e r w h i c h t he 
s y s t e m m u s t pe r fo rm is ca l led t he mis s ion def­
i n i t i o n . T h e r e m a y be m o r e t han o n e f u n c t i o n 
o f interest , a n d e a c h m u s t h a v e its o w n par t ic ­
ular m i s s i o n de f in i t i on . 

T w o w a y s in genera l use to express miss ion 
succes s , re l iabi l i ty , a n d ava i lab i l i ty , are dis­
cussed in the f o l l o w i n g sec t ions . 

5.1 .1 Reliability. Re l i ab i l i t y is the c h a r a c ­
ter is t ic o f an i t em expressed by the p robab i l i t y 
tha t it will pe r fo rm a requi red miss ion unde r 
s ta ted c o n d i t i o n s for a s ta ted mis s ion t ime . In 
the s imples t case , repair is no t a l l o w e d du r ing 
the s ta ted pe r iod o f t ime . I f r e d u n d a n t c h a n ­
nels c o m p r i s e a sy s t em, o n e or m o r e c h a n n e l s 
m a y fail a n d m a y be repai red , p rov ided there 
is n o d i s c o n t i n u i t y o f func t ion . T h e exac t 
g r o u n d rules for t rea t ing repair mus t be clear­
ly de l inea ted . 

In all cases , the exac t pe r iod o f t ime o f inter­
est mus t be s ta ted. A s t a t emen t o f numer i ca l 
re l iabi l i ty w i t h o u t an a c c o m p a n y i n g state­
m e n t o f t i m e is mean ing l e s s . T w o e x a m p l e s o f 
va l id re l iabi l i ty mi s s ions are as fo l lows : 

(1) A pressure s w i t c h m o n i t o r i n g reac to r 
pressure is inaccess ib le for m a i n t e n a n c e dur­
ing reac to r o p e r a t i o n . A n assessment o f the 
n u m e r i c a l re l iabi l i ty o f the swi t ch to surv ive 
o n e fuel c y c l e (a s ta ted t ime) is a mean ing fu l 
m e a s u r e o f its in tegr i ty . 

(2) A safeguard sys t em is in i t ia ted a n d 
m u s t c o n t i n u e t o ope ra t e w i t h o u t fai lure for 
100 hou r s . 

T h e re l iabi l i ty o f a n y c o m p o n e n t for a mis ­
s ion t i m e < m a y be ca l cu l a t ed exac t ly by the 
express ion : 

R(t) = e x p 2fc(í)díJ ( E q 1) 

w h e r e 
R(t) = re l iabi l i ty (p robab i l i t y o f success ) 
h{t) = h a z a r d ra te ( i n s t a n t a n e o u s failure 

ra te) 
t = s ta ted t i m e d u r a t i o n o f the mi s s ion 

w h i c h beg ins at t i m e ti a n d e n d s at tt 

E q 1 is per fec t ly genera l a n d d o e s n o t re­
qu i re a n y a p p r o x i m a t i o n s for its use. S i n c e 
t h e h a z a r d ra te h(t) is t ime va r i an t , t he re­
l iabi l i ty c a n be c a l c u l a t e d t h r o u g h t imes o f 
b reak- in as wel l as wear -ou t . 
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Generally, data are not available to give a 
good description of the hazard rate through­
out a component's whole lifetime. Also, it has 
been demonstrated that on m a n y com­
ponents, there is a period of middle life where­
in the hazard rate is relatively constant. Un­
der these conditions Eq 1 reduces to 

R(t) = exp [-λί] (Eq 2) 

where λ is the constant component failure rate 
which is characteristic of the exponential dis­
tribution (see Section 6.1). Eq 2 is the form 
generally used in most reliability calculations. 
T h e exponential form can be expressed as a 
series of the form: 

exp [-λί] = 1 - λ ί + ( λ ί ) 2 / 2 ! - ( λ ί ) 3 / 3 ! + · · · 

For small values of the product λί, 

R(t) = 1 - λί (Eq 3) 

Where λί is equal to 0.1, the error when using 
Eq 3 is approximately 5 percent. For the range 
of values of λί normally encountered, the error 
is trivial. 

T h e unreliability R(t) is the complement of 
the reliability, and, for small values of λί, 

Α ( ί ) = λί (Eq 4) 

5.1.2 Availability. Availability m a y be con­
sidered as the fraction of the time the system 
is operational. If a record is maintained on an 
operating system, the availability may be 
computed from the following formula: 

Availability = 
Up T i m e 

Up T i m e + Down T i m e 
( E q 5 ) 

Availability allows for failure, that is, com­
plete loss of function, and subsequent repair. 
Unlike reliability, availability is not expressed 
as a function of time, since the long-term 
availability is time invariant. 

For a system that is being designed, the 
availability may be predicted by calculating 
the expected down time in any period of 
interest, usually the interval between tests. 
Some of the failures that occur in systems 
annunciate themselves, and the repair process 
may start immediately. Other failures are not 
self-annunciating and can be discovered only 
by periodic testing. Thus , the down time in Eq 
5 is a function of the test interval as well as 
the actual repair time. 

Power plant protection systems are standby 
systems awaiting a command that may come 
at any random instant in time. Thus , avail­
ability is a good measure of the integrity of 
such systems. 

Average time in the "good" 
. .. . state per test interval 

Availability = — 
Average time per test interval 

( E q 6 ) 

For a single component, the availability may 
be calculated from: 

Availability = θ ~ < X 0 ) ( ^ (Eq 7) 
θ 

where θ is the average time per test interval, ΧΘ 
is the probability that the single component 
fails sometime in interval θ (Eq 4), and {012) is 
the expected (average) time that the com­
ponent was in a failed state. 

Eq 7 reduces to 

Availability = 1 - (Eq 8) 

for a single component. 
Eq 8 for availability is valid if the following 

criteria are satisfied: 
(1) T h e system consists of a single com­

ponent with failure rate λ 
(2) T h e product ΧΘ is small compared to 

unity 
(3) T h e system is known to be good at the 

beginning of each test interval 
(4) Every test interval lasts for a time θ 
(5) W h e n a failure occurs, it is not detected 

until a test is conducted at the end of the time 
interval θ 

(6) W h e n a failure is detected at the end of a 
test interval, it is repaired instantaneously, or 
the process to be protected is placed in a state 
not requiring the protection (for example, 
plant shut down) 

Alternatively, the availability can be viewed 
as the "average" reliability during a given test 
interval, expressed as 

1 e 6 

Availability = j J R(t)dt (Eq 
9) 

where R(t) is an expression for either the 
reliability of a system, or a single component. 
In the special case of a single component with 
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NUCLEAR POWER GENERATING STATION PROTECTION SYSTEMS 

a constant failure rate λ and the product \θ 
small compared to unity, Eq 9 yields Eq 8. 

For a system consisting of multiple com­
ponents, the procedure is the same as that 
above except that the average time in the 
"good" state per test interval must be calcu­
lated by using the mathematical modeling 
techniques covered in Section 5.2 by using Eq 
9. 

Availability is frequently defined as the 
probability that the system will be operational 
at a randomly selected future instant in time. 
This definition follows directly from Eq 5, and 
is a useful definition regardless of whether the 
availability of a system is being measured or 
predicted. 

5 .2 Mathematical Modeling. T o compute the 
reliability or availability of a system, a mathe­
matical expression interrelating the logic and 
components is used. On simple systems, this 
mathematical expression may be derived and 
evaluated manually. On more complex sys­
tems, it is convenient to use computer pro­
grams especially fitted for this purpose. 

A Β C 

Fig. 5 
Basic Two-Out-of-Three (2 /3 ) System 

5 .2 .1 For Manual Calculation. A s an ex­
ample of a manual calculation, consider the 
reliability block diagram of Fig. 5 wherein A, 
B, and C represent three channels arranged in 
a 2-out-of-3 (2/3) logic. There are many ways 
to calculate the reliability of such a simple 
system. One basic method is to list all the 
combinations of the three components in a 
"truth" table as follows: 

IEEE Std 
352-1975 

A Β c System Term 

(0) 0 0 0 0 A B C 

(1) 0 0 1 0 A B C 

(2) 0 1 0 0 A B C 

(3) 0 1 1 1 A B C 

(4) 1 0 0 0 A B C 

(5) 1 0 1 1 A B C 

(6) 1 1 0 1 A B C 

(7) 1 1 1 1 A B C 

where a 1 represents the successful operation 
of the component, and a 0 represents the 
failure of the component to operate. Each 
term in the truth table is mutually exclusive of 
all other terms as is illustrated in the follow­
ing Venn diagram: 

ABC *~~ABC 
ABC - \ ABC 

A 

ABC 
-- ri\BC ABC ri\BC 

V C ^ Ä B C 

Since success is defined as "at least any two 
of the three components operate successful­
ly," terms (3), (5), (6), and (7) of the truth table 
each represent a success term. All other terms 
in the truth table are failure terms. T h e 
system success probability is now calculated 
as the sum of the probabilities of each of the 
success terms. T h e success probability of each 
term is now written as: 

Term (3) P(S) = P ( A ) P(B) P(C) 
Term (5) P(S) = P{A) P(B) P(C) 
Term (6) P(S) = P(A) P(B) P(C) 
Term (7) P(S) = P(A) P(B) P(C) 

where A is the negation (complement) of A, 
etc. T h e system success probability is now 
expressed as the sum of these terms: 
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