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Abstract: General reliability and availability analysis methods that can be applied to structures,
systems, and components (SSCs) in nuclear power generating stations and other nuclear
facilities are contained in this guide.

Keywords: availability, Class 1E, failure rate, IEEE 352™, MTBF, MTTF, MTTR, nuclear power
generating station, reliability
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be
obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at
http://ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association
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Introduction

This introduction is not part of IEEE Std 352-2016, IEEE Guide for General Principles of Reliability Analysis of
Nuclear Power Generating Station Systems and Other Nuclear Facilities.

This document is basically tutorial and has been prepared to provide the user with the basic principles that
are needed to conduct a reliability analysis of safety systems. It is not expected or intended that any
individual or organization would need all of the principles that are presented. For example, an organization
may be concerned with quantitative analysis and mathematical modeling as discussed in Clause 6. The very
important problem of failure data is discussed in Clause 7; the material on probability distributions,
estimation, and confidence intervals may be used by those who are concerned with analysis and evaluation
of failure and repair rate data that will be accumulated as nuclear power generating station operating
experience is accrued. The material on established data programs may be of more immediate use to those
who make reliability or availability predictions on current safety system designs.

This document was originally prepared to provide a common and consistent means of reliability analysis
for protection systems covered by IEEE Std 279™-1971, IEEE Standard: Criteria for Protection Systems
for Nuclear Power Generating Stations. In the intervening years, IEEE Std 279 has been superseded by
IEEE Std 603™, and in March, 1984, IEEE Std 279 was withdrawn. This standard has been expanded in
revisions since 1971 to include many technical areas as they have become important. In accord with the
current version of IEEE Std 603, it has been generalized to apply to safety systems.

The general principles presented in this document, and further information given by the references, are
sufficient to conduct the reliability/availability analyses of safety systems, but not every analysis will
necessarily employ all of the general principles that are presented. Furthermore, the principles contained
herein are not necessarily limited to nuclear power plant safety systems. They may be applied to the
analyses of other facilities and systems by selecting those parts of the principles relevant to those other
facilities/systems.

The current revision of this document contains much updated information and clarification, but adheres to
the general principles put forth in previous editions.
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Ae A : can National Standard

IEEE Guide for General Principles of Reliability Analysis of Nuclear

Power Generating Station Safety-Systems and Other Nuclear Facilities

1. Overview Intreduction-and References

1.1 General Intreduction

This guide was prepared to provide the designers and operators of nuclear power plant safety
systems and—the concerned regulatory groups with the essential methods and procedures of
reliability engineering that are applicable to such systems. By applying the principles given, systems
may be analyzed, results may be compared with reliability objectives, and the basis for decisions

may be suitably documented.

The quantitative principles are applicable to the analysis of the effects of component failures on
safety system reliability. The principles are applicable during any phase of the system’s lifetime.
They have their greatest value during the design phase. During this phase, reliability engineering

can make the greatest contribution toward enhancing safety.

These principles may also be applied during the preoperational phase or at any time during the
normal lifetime of a system. When the principles are applied during either of these two phases, they
will aid in the evaluation of systems, in the preparation or revision of operating or maintenance

procedures, and in improving test programs. Although not inherently limited, these principles are

intended for application to systems covered in the scope of ANSHIEEE Std 603-+980-{5} ™ |B24|.1

1.2 Scope

This guide contains general reliability and availability analysis methods that can be applied to

structures, systems, and components (SSCs) in nuclear power generating stations and other nuclear

facilities.

"The numbers in brackets correspond to those of the references listed in -2 the bibliography in Annex A.
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1.3 Purpose

This guide provides the designers, operators, and regulators with a common and consistent

framework for performance of reliability and availability analyses of nuclear power generating

stations and other nuclear facilities.

2. Normative references

3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. The IEEE Standards

Dictionary: Glossary of Terms and Definitions should be consulted for terms not defined in this clause.”
3.1 Definitions

availability: The probability that an item or system will be operational on demand._See also: steady-

state availability and transient availability.

2IEEE Standards Dictionary: Glossary of Terms and Definitions is available at http://dictionary.ieee.org.
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common-cause failures: Multiple failures attributable to-a common cause. (Sometimes called
common-mode-failure,but-this-term-is becoming-ebseolete) Loss of function to multiple structures,

systems, and components due to a shared initiating event or reason. Common-cause failures are

dependent failures.

common-mode failures: Loss of function to multiple structures, systems, and components in the

same manner. Common-mode failures can be dependent failures (if they are the result of single

initiating event or reason) or independent failures (if they are the result of distinct initiating events

Or reasons).

failure: The termination of the ability to perform a required function. {See_also: item failure and
mission failure). Failures may be unannounced and not detected until the next test (unannounced
failure), or they may be announced and detected by any number of methods at the instant of

occurrence (announced failure).

failure rate: The expected number of failures of a given type, per item, in a given time interval (for
example, capacitor short-circuit failures per million capacitor hours). The failure rate of an item is
often a function of time, although dependence upon the number of operations, environmental

conditions, etc., may also occur.

human error probability: The quantitative estimation of the likelihood of a human error.

infant mortality: That early period, beginning at some stated time, during which the failure rate of

some items may be decreasing rapidly. Also called “early-failure period” and “break-in period.”

item failure: The termination of the ability of an item to perform its required function.

mean time between failures (MTBF): The average, or expected value, of operating times between

failures of a repairable item.
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mean time to failure (MTTEF): The expected life of a nonrepairable item. Also, the mean or expected

value of time to failure of an item.

mean time to repair (MTTR): The average, or expected value, of times required to complete a repair

activity.

mission: The singular objective, task, or purpose of an item or system.

mission failure: The inability to complete a stated mission within stated limits.

mission time: The time during which the mission must be performed without interruption.

mutually exclusive events: Events that cannot exist simultaneously.

probability distribution function: The mathematical function that gives Preb Pr(X < x), where X is a

random variable and x is a particular value of X.

reliability: The characteristic of an item or system expressed by the probability that it will perform a

required mission under stated conditions for a stated mission time.

repair rate: The expected number of repair actions of a given type completed on a given item per

unit of time.

risk: A measure of the probability and severity of undesired effects:; often taken as the simple

product of probability and consequence.

sensitivity analysis: An analysis that assesses the variation in the value of a given function caused

by changes in one or more arguments of the function.-

steady-state availability is the expected fraction of the time in the long run that an item (or system)

operates satisfactorily.

test frequency: The number of tests of the same type per unit time interval; the reciprocal of the test

interval.
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test interval: The elapsed time between the initiation of identical tests on the same sensor, channel,

etc.

test schedule: The pattern of testing applied to systems or the parts of a system. In general, there are
two patterns of interest: (A) simultaneous: Redundant items or systems are tested at the beginning
of each test interval, one immediately following the other. (B) perfectly staggered: Redundant items

or systems are tested such that the test interval is divided into equal subintervals.

transient availability (or instantaneous availability) is the probability that an item (or system) will

be operational at a given instant in time. For repairable items, this will converge to steady-state

availability in the long term.

unavailability: The probability that an item or system will not be operational at a future instant in

time. Unavailability may be a result of the item being repaired{repairunavailability), maintained, or

tested or it may occur as a result of malfunctions. Unavailability is the complement of availability.

wearout period: The time interval, following the period of constant failure rate, during which

failures occur at an increasing rate.

3.2 Acronyms and abbreviations

CCFA common-cause failure analysis

FMEA failure mode and effects analysis

GADS Generating Availability Data System

GIDEP Government-Industry Data Exchange Program
1&C instrumentation and control

Iid identically distributed

MTBF mean time between failures
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MTTF mean time to failure

MTTR mean time to repair

NPRD nonelectric parts reliability data
NPRDS Nuclear Plant Reliability Data System
RBD reliability block diagram

SSC structures, systems, and components

4. Objectives and methods

4.1 Overview

This guide presents the general principles that may be used to evaluate the qualitative and
quantitative reliability and availability of safety-related nuclear power plant systems. Qualitative
analysis provides the designer with an identification of the various failure modes of the parts of a
system that contribute to the system unreliability. It also indicates ways to increase the probability
that the system will perform its intended function for the environments and time periods of interest.
Quantitative analysis utilizes the operating experience of the system’s components and provides the
designer with a numerical estimate of the system’s reliability. The output of the analysis may be
used to determine the adequacy of the system and to establish operating procedures such as testing

requirements.
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4.2 Consideration of the human factor

Historically, the focus of reliability analysis has been on equipment failure and success. This neglects
the fact that in most systems human interaction and interface with the equipment is an important
and sometimes critical element in the overall success or failure of that system. There have been
instances, historically, where the human element has been the weakest link in the system, and
conversely where it has been the strongest. Consequently, when performing system reliability
analyses, the system can only be modeled accurately if the human element is considered. This is true
for both qualitative and quantitative analyses. In particular, computer software should be

investigated thoroughly; because it contains prior human decisions that may be inaccurate.

See IEEE Std 1082™ [B25], Conference Record Bibliography [B10], NUREG/CR-1278 [B39],

NUREG/CR-2254 [B40], NUREG/CR-2300 [B41], and NUREG/CR-3010 [B42] for information on

incorporating the human factor into system reliability analysis.
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4.3 Qualitative analysis

4.3.1 Objectives of a qualitative analysis

Qualitative reliability analyses are used to identify possible ways in which a system can fail and to
identify proper precautions (e.g., design changes, administrative procedures;—ete) that will reduce

the frequency or consequences of such failures.

A qualitative reliability analysis can be performed with one or more of the following objectives:
a) To identify weak spots or imbalances in the design.
b) To aid in the systematic assessment of overall plant safety.
¢) To document and assess the relative importance of all identified failures,

d) To develop discipline and objectivity on the part of a designer of safety-related systems and

interfaces between systems.

e) To provide a systematic compilation of data as a preliminary step to facilitate quantitative

analyses.

This type of analysis should become an integral part of the normal system design process. The

designer is usually the most qualified person to identify the particular failure modes and chains of

importance, but it should be realized that a designer might overlook—n-his—systematic-analyses;

those failure modes that he or she considered unimportant during the original design process.

Therefore, his the designer’s systematic analysis should be reviewed and checked by qualified

people (including a reliability analyst) who are not directly involved in the particular design being

studied.
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4.3.2 Steps in a qualitative analysis

The general steps in a qualitative system reliability analysis are as follows:
a) Identify the functional required performance of the system.
b) Identify the system boundaries and components.

c) Identify significant failures and their consequences (generally called failure mode and effects

analysis—FMEA)

d) Display the above information in a table, chart, fault tree, or other format.

e) Evaluate overall system reliability relative to the information above and identify potential

problems.

f) Identify improvements that can be made from items identified in item e).

Each of these steps requires different types of documentation and methods. In the first three steps,
special forms are useful for documenting an FMEA. Failure modes are identified by design and
operating personnel, but it is usually the job of the design reliability engineer to deeument assemble
these modes. An experienced reliability analyst should be consulted to define the level of detail to be

pursued in identifying failures.

In the fourth fifth general step [item e)], failure logic forms of various types such as fault trees,
system functional diagrams, and block diagrams are used to develop and document the interaction

of components within the system. In the last step the analyst is required to estimate-thereliabilityof
the-system-and-peint-out prioritize areas where improvements can be made.
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4.4 Quantitative analysis

In quantitative analysis, the analyst represents the system by a mathematical model, apportions the
reliability and availability goals among parts of the system, assigns probabilities to each failure
mode of concern, and reconciles the calculated estimates of reliability and availability with the
overall system goals. The analysis provides an appropriate model to represent the system that will
facilitate the applications of reliability engineering techniques during the design, production, and

operation stages of a plant’s life.

The mathematical model generated can be used in a sensitivity analysis. Thus, ere the analyst can

identify the critical items in the design and establish the influence of the input parameters on the
analysis. The relative significance of each component’s failure rate in the reliability and availability

prediction for the safety system can also be determined.
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4.5 Applications of reliability methodology

4.5.1 Overview

In Seetions4- Clause 5 and 5- Clause 6 of this guide various reliability methods will be introduced.
The intent of this subseetion subclause is to provide an outline of ways in which these methods can
be applied to enhance system reliability. Each-methed Select methods will be discussed in greater
detail in Seetion—7 Clause 8. Although a broad spectrum of reliability methodology exists, all
methods have one common feature—they are intended to provide a systematic approach to
evaluating some aspect of a design’s failure potential. Reliability assessments can range from
detailed numerical calculations of the failure rate to simple listings of the potential failure modes. It
is important to recognize, however, that the methodology itself is only a tool and will provide
outputs that reflect, and are limited by, the quality of data input and the assumptions used. If the
analyst does not have a thorough understanding of all design functions, the output may be

superficial and may have little chance of correctly assessing or improving reliability.
The following discussion will provide reliability methodology in the four categories listed next:
a) Failure modes and effects analysis (FMEA)
b) Logic tree analysis
c) System modelling
d) Reliability testing

As in other design disciplines, in actual application the results of one methodology serve as input to

others with the final design evolving after many iterations.
4.5.2 Failure modes and effects analysis (FMEA)

The FMEA is usually the first reliability activity performed to provide a better understanding of a

design’s failure potential. It can be limited to a qualitative assessment, but may include numerical

estimates of a failure probability such as a criticality analysis.
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Important applications of the FMEA include the following;:

a) The specification of future tests—such as a qualification test—that are required to establish

whether or not design margins are adequate relative to the specific failure mechanisms that

have been identified in the FMEA.

b) Identification of “safe” versus “unsafe” failures for use in the quantitative evaluation of

safety-related reliability.

c) Identification of critical failures that may dictate the frequency of operational test or

maintenance intervals if these failure modes cannot be eliminated from the design.

d) The establishment of the level of parts quality«—particularly true in electrical systems) —

needed to meet allocated reliability goals.

e) The identification of the need for design modifications to eliminate unacceptable failure

mechanisms. These failures could produce unacceptable safety or operational conditions.

f) Identification of the need for failure detection.
4.5.3 Logic trees

Logic trees provide a powerful tool for evaluating the effect of multiple failures (or successes) of
components throughout the system being evaluated. They are particularly useful for establishing the
level of redundancy (or lack thereof) for various system functions. They also provide a graphic
display of events that can be easily reviewed by all design disciplines for completeness and adequate
representation of features in their areas of expertise. Applications of logic trees yield the following

benefits:

a) They identify single point failures. These are single (or multiple dependent) failures that can

prevent the system from performing its intended function.

b) By focusing attention on critical path failure modes, they provide a structure for evaluating
the effect of human performance, which should be considered at important branches of the

failure scenario.
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c¢) They aid in establishing the frequency of operational tests by identifying those system

components that may be required to have high “demand availability.”

d) They identify the need for system configuration changes because of inadequate redundancy

or diversity to meet allocated reliability goals.

e) They provide a systematic method for quantifying the relative probability of various failure
scenarios. Thus, even if data available is inadequate for an “absolute” assessment of failure

probability, priorities can be established for the efficient allocation of available resources.
4.5.4 System modeling

In the computation of system reliability or availability, a mathematical expression interrelating logic
and components is used. Depending on the complexity of the system and the importance of
considerations such as maintenance or testing, different approaches are employed. Two modeling
techniques that are often used are success/failure state modeling and Markov modeling. The latter

method is particularly useful when maintenance activities are important to the overall prediction.
Applications that require the use of system models include the following:

a) The comparison of reliability estimates for various proposed system configurations to
provide input to concept selection. It is important to recognize, however, that reliability is
only one design consideration, and other factors may dictate that a concept with adequate,

not necessarily optimum, reliability may be finally chosen.

b) Sensitivity studies to identify the component failures, maintenance actions, and/or human

errors—er—beth; having the greatest impact on system reliability. This information can be
used to take action to improve the reliability of individual components or to provide a basis

for modifying the system configuration.

c) Evaluation of operational test intervals that have a direct impact on predicted system
reliability. By evaluating the effect on predicted reliability of changing the test interval, a
meaningful balance between test frequency and the adverse effect of human interaction can

be established.
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d) Apportionment of reliability goals by establishing reasonable contributions to the overall

system goal of lower level subsystems or components.
e) Evaluation of the degree to which predicted system reliability satisfies apportioned goals.

f) Establishment of the amount of reliability demonstration testing required for various system

elements (or the system itself) to confirm meeting established goals.
4.5.5 Reliability testing

Reliability testing can be divided into the following two broad categories:
a) Testing to confirm adequate system reliability prior to placing the system in operation.

b) Testing of the system at established intervals after it has been placed in operation to ensure

high-demand availability.
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4.5.5.1 Confirmation testing

This category of testing has as its objective the demonstration that chosen components will meet
established reliability requirements in the system configuration in which they are placed.

Confirmation testing is a straightforward process when the components or systems are inexpensive,

so that a significant number may be tested to failurealthough. However, extremely high reliability
requirements may make reasonable test plans impractical. In some cases confirmation testing may
entail the establishment of component or system reliability estimates by analytical methods; in other
cases it may entail confirmation of adequate design margins to defend against the significant failure
modes. This latter approach is often necessary when the specific component being tested is large and
expensive, which makes testing to establish absolute levels of reliability highly impractical.
Examples in this category would be main or auxiliary transformers, reactor shutdown systems
(combined mechanical and electrical components), and other large components or systems. For these
circumstances, failure tests are often performed to establish margins to failure for significant failure
modes identified by analysis, rather than attempting to quantify the actual probability of failure. For
example, when practical for electrical components, testing of a statistically meaningful sample of
components can be done under prototypical conditions to estimate reliability. This is usually done at
the module or subsystem level with higher level system reliability estimates obtained through the
use of mathematical models. In some cases it may be possible to utilize results from tests of, or

experience with, similar equipment if differences can be adequately quantified.
4.5.5.2 Operational test intervals

Operational testing verifies the operability of the system and its components on a regular basis. The

test intervals selected must be adequate for the safety needs of the plant. Analog and digital devices

have different considerations when determining test intervals because modern digital devices often

contain self-diagnostics that can allow longer operational test intervals.
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The initial test interval is established by using the quantitative reliability model, and the importance,
complexity, and the purpose of items being tested are considered. This interval is based principally
on the results of the trial analysis of the availability model reflecting the expected uptime and
downtime of the equipment relative to the design goals. Failure rates and field data applicable to the
model are used in the calculation. The test selection process ensures helps ensure that projected
trends, life cycles, and-draft characteristics of the components have been adequately accounted for

when exposed to the expected operating conditions.

In-service assessment ensures helps ensure that the initial test- intervals are suitable, or indicates the
need for change because of differences between the assumed and observed values of the analysis
input parameters. The changes shall not conflict with the safety system design goals and shall be
consistent with the safety needs of the plant. The in-service assessments should be based on the
evaluation of the test data to determine if changes in the frequency, mode, complexity, mechanism,
or perturbations, etc., are necessary and warranted. It may become necessary or desirable to change
the test interval because of feedback data from operating experience or because of changes in system

goals.

5. Qualitative analysis principles

5.1 Overview

As mentioned in 4.3, the first general step of a reliability analysis is the identification of failure
modes. A specific method for accomplishing this step; the FMEA;) is discussed, along with fault tree
and reliability block diagram (RBD) analyses that pictorially represent the relationships of important

events.

5.2 Failure Mede modes and effects analysis (FMEA)

The FMEA is a systematic procedure for identifying the modes of failure and for evaluating their
consequences. The essential function of an FMEA is to consider each major part of the system SSC,
how it may fail (the mode of failure), and what the effect of the failure on the system SSC would be

(the failure effect). Usually, the analysis is organized by creating a format like that shown in Table 1.
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5.2.1 Purposes of failure Mede modes and effects analysis {23} (FMEA)

The purposes of an FMEA are as follows:

a) To assist in selecting design alternatives with high reliability and high safety potential

during early design phases.

b) To ensure that all conceivable failure modes, such as transient failures, off-normal failures,

and parameter drifts, and their effects on the operational success of the system have been

considered.

c) To list potential failures and identify the magnitude of their effects.

d) To develop early criteria for test planning and the design of test and checkout systems.

e) To provide a basis for quantitative reliability and availability analyses.

f) To provide historical documentation for future references to aid in the analysis of field

failures and consideration of design changes.

g) To provide input data for tradeoff studies.

h) To provide a basis for establishing corrective action priorities.

i) To assist in the objective evaluation of design requirements related to redundancy, failure

detection systems, fail-safe characteristics, and automatic and manual override.

When considering the reliability analysis of a design, one usually thinks of all the analytical steps

leading to an estimate of the reliability of a given-itess component or system. A complete analysis

requires comprehensive input data that inelade includes material properties, design details, and
component failure rates; however, it is not necessary to wait until all of these are known before

much can be determined about the reliability of the design.
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By confining the scope of an analysis to determining determine how the artiele component or system

can fail and what the consequences would be-if, should it fail, it is usually not necessary to be
concerned about stresses and strengths. This limited-scope analysis is a preliminary FMEA, which
does not do the whole job, but does provide some early answers when they are needed, and also
provides a basis for later studies and analyses. The FMEA provides acceptable documentation of the
failure characteristics considered in the design and, if followed through the design process, the way

they were reconciled. A suggested form for documenting an FMEA is shown in Table 1.
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documentation

Table 1—Typical failure mode and effects analysis (F
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5.2.2 Timing of a failure mode and effects analysis (FMEA)

The FMEA should be an integral part of the conceptual design process and should be periodically
updated to reflect changes in design or application. An updated FMEA should be a major
consideration in design reviews, inspections, or other major system review points in the program.
FMEAs should be developed throughout the entire design process, from concept selection through

documentation of the final design.

The major program points at which an FMEA should be performed are as follows:
a) Concept formulation or selection
b) Preliminary design or layout
c) Completion of detail part-design

d) Design improvement programs
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5.2.3 Issues addressed in a failure mode and effects analysis (FMEA)

The FMEA may be performed with limited design information because it is not primarily concerned
with rate of occurrence or frequency of failure. The basic questions to be answered by an FMEA are

asfellows may include the following:

a) How can each part conceivably fail?

b) What mechanisms might produce these modes of failure?

¢) What could the effects be if the failures did occur?

d) Is the failure in the safe or unsafe direction?

e) How is the failure detected?

f)  What inherent provisions are provided in the design to compensate for the failure?

However, as the design matures it is best practice to revisit the FMEA to add ranking information

for each failure mode for severity of the effect of the failure mode, probability of occurrence of the

failure mode, and detectability of the failure mode. These rankings can help the analyst prioritize

which failure modes will be the most important ones for increasing safety and availability of the

system. There are a variety of methods for performing this part of the analysis, ranging from a

formal criticality analysis described in MIL-STD-1629A [B32] to less formal methods such as the one

presented in Annex B. The severity S, occurrence O, and detectability D, are commonly ranked using

5-or 10-point scales that are set up before the FMEA is performed.

Severity rankings should be consistent with the information in the “Effect on system” column of the

FMEA. As a starting point, generic analysis of severity can offer guidance as to the potential impact

of each failure mode, but final analysis requires project-specific input. For example, in the severity

ranking scale of Table B.3, appropriate and full use of the severity ranking values from 3 to 10

requires project-specific input.
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Probability of occurrence rankings can be either subjective or objective. Subjective rankings are used

before failure rate data for each failure mode are available. An advantage of subjective rankings is

that they allow better ranking than objective rankings, based on operating experience. Objective

rankings are based solely on component and system failure rate information. For example, in the

occurrence ranking scale of Table B.4, ranking values of 1 to 3 represent unlikely failure modes,

values of 4 to 6 represent occasional failure modes, and 7 to 10 represent failure modes that are

possible repeatable or inevitable.

Detectability rankings should be consistent with the information in the “Method of detection”

column of the FMEA. For example, in the detectability ranking scale of Table B.5, appropriate and

full use of the severity ranking values—especially from 5 to 10 —requires project-specific input.

5.2.4 Preparatory steps for a failure mode and effects analysis (FMEA)

The depth to which ene—performs—the preparatory steps are performed is a function of the

complexity of the equipment being studied and the experience that ene an analyst has with similar

equipment. Each of the following preparatory steps is essential, but may vary greatly in scope:

a) Definition of the system to be analyzed and its mission objective.

b) Description of the operation of the system for the given missions, considering surveillance

and maintenance policies.
c) Identification of failure categories.

d) Description of the environmental conditions.
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The system should be described to the extent that it delineates the boundaries of the system and
clearly defines its mission. Interfaces should be clearly defined. One-may—use A similarly detailed

product specification, parts list, or sales-agreement contract requirement may be used. The analyst

must know just what he or she is to analyze; he or she will then be able to define the interface

functions. Fhe More complex the-system,—thegreaterthe-need-to-carefullydefine systems require

that more care be taken when defining the system. A functional diagram may be used in the FMEA

to show the functional interdependencies in the system so that the effects of failure can be traced.

Fault trees may also be used-These-techniques-are, as discussed later in 5.3.

Once the system and its intended use are defined and understood, the actual FMEA can be
performed. As mentioned previously, the amount of work required to arrive at this point is a
function of the complexity of the system and the experience and knowledge of the people

performing the analysis.
5.2.5 Procedure for a failure mode and effects analysis (FMEA)

A partial FMEA has been performed on a typical reactor trip system to demonstrate the procedure.

Table 1 documents the FMEA for the typical reactor trip function shown in ¥ig Figure 1 and Figure 2

and described in-4-4 5.5. The form shown in Table 1 is typical of that which can be used to document
an FMEA; however, other forms may also be used. A form similar to that shown in Table 1 is not

only very helpful, but alse may actually be the—ery heart of the procedure for documenting the

FMEA. Documentation requirements for analysis of nuclear power plant safety systems are

described in ANSHIEEE Std 5774976-(R1986)14} 577™ [B23].

The system component or part being analyzed is shown in Fable+-column 1 of Table 1. The normal

breakdown of a system for analysis should nermaltlybe-to the lowest level of system description
appropriate to the purposes of the FMEA. In special cases; such as electronic or control systems
asing that use integral modular units as system building blocks, the modules, rather than their parts,

may be fisted listed. The term “part” will be used to indicate this lower level of detail. Funetional
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The drawing or schematic number by which the part is identified is recorded. If a reliability logic
block diagram is used, reference to it and the particular functions associated with the part being

analyzed should be noted.

All of the functions performed by the part are shown in a concise manner in column 2 {see of Table

1.

Each failure mode that the analyst can conceive for each feature or location of the part is noted in
column 3—Again; of Table 1. The question is “Could it?” not “Will it?” When the item designated in
column 1 is a piece-part, the failure modes will might be: open, shorted, leaking, broken, spalled,
cracked, or other applicable modes, including a statement as to the location on the part where the

failure mode could occur.

All mechanisms causes of failure that could result in the mode described in column 3 are noted in

column 4 of Table 1.

Column 5 of Table 1 describes the effects of the failure on the overall system. It is at this point that a
reliability logic block diagram or other tool can be helpful to trace system logic and interconnections.
Apparent redundancies may not protect against a single failure for a particular system mode of

operation.

Column 6_of Table 1 describes the ways that failure can be detected. In the absence of some means of

detection, it is possible that loss of redundancy will not be noticed until the whole system fails.

Column 7 of Table 1 contains information that the analyst may feel is pertinent to his the analysis,

particularly whether the failure is acceptable or unacceptable.

Column 8 of Table 1 contains rankings for severity of the effect of the failure—S, probability of

occurrence of the failure—0O, and the detectability of the failure —D.
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5.3 Fault tree analysis

Fault tree analysis is a technique; (either qualitative or quantitative;) by which failures that can
contribute to an undesired event are organized deductively in a logical process and represented
pictorially. It is one way to diagram and communicate the information developed in afailure-meode
and-effeetsanalysis{an FMEA). The resulting arrangement is a treelike structure with information
flow from the branch tips, and the single-most undesired event at the convergence of the branches.

A fault tree diagram is illustrated in Fig2 Figure 3. The symbols used are defined in 422 5.3.2.
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Figure 1—Schematic of a typical reactor trip function—Channels 1-3
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NOTE 1—BYA and BYB bypass breakers are connected only for testin,q.3

NOTE 2 —Test switches shown in operate position.

NOTE 3—RT1A, RT2A, etc. are reactor trip auxiliary relays.

NOTE 4—52/RTA and 52/RTB refer to reactor breakers.

3
Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the

standard.
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" AT1A, RT2A. eic are reactor trip auxiliary relays.
4. 52/RTA and 62/RTB refer to reactor breakers,

Figure 2—Schematic of a typical reactor trip function—Trains A and B

5.3.1 Functions and benefits of fault tree analysis

The primary features of the-this technique are as follows:
a) It forces the analyst to actively seek out failure events in a deductive manner.

b) It provides a visual display of how the system can malfunction, allowing for an

understanding of the system by persons other than the designer.

c) It points out the critical aspects of system behavior.
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d) It provides a reference for the evaluation of modifications.
e) It provides a systematic basis for progressing to a quantitative analysis.

f) It provides consistent and clear documentation of the consideration of failure characteristics

in the design process.

g) It provides a basis for identifying multiple failures and common-cause failure mechanisms

for the system,
5.3.2 Representation of events and operations in a fault tree

Beeause Since the basic elements of a fault tree are the same regardless of the types of events or
systems being analyzed, a standard terminology and a set of symbols have been developed to
represent the events and operations. The symbols can be understood more fully by studying the

sample fault tree in Eig2 Figure 15. The symbols and their explanations are as follows:

a) Circle:: As shown in Figure 3, the circle represents a basic fault event that requires no further

dissection because the probability of such events is derived from empirical data or physics of
failure analysis. This probability is an input to the fault tree when quantitative analysis is

performed.

Figure 3—Circle

b) Diamond-: As shown in Figure 4, the diamond represents a fault event that is assumed to be

basic in a given fault tree. This event could be divided further to show how it can result from
more basic failures; but is not developed because of lack of significance in such a fault, lack

of sufficient details to develop it further, or because empirical data exists at this level.
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Figure 4 —Diamond

c) Rectangle:: As shown in Figure 5, the rectangle represents an intermediate event that results

from the combination of events of the types described above through the input of a logic

gate.

Figure 5—Rectangle

d) AND Gate:: As shown in Figure 6, the AND gate is the intersection operation of sets; that is,

an output event occurs if and only if all the input events occur.

OUTPUT

INPUTS

New

Figure 6—AND Gate
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e) OR Gate:: As shown in Figure 7, the OR gate is the union operation of sets; that is, an output

event occurs if one or more of the input events occur.

: OuUTPUT
INPUTS

(New)

Figure 7—OR Gate

OUTPUT

]_ INPAT

(Peleted)

f) Transfer Gates:: As shown in Figure 8, the transfer symbol provides a tool to avoid

repeating sections of the fault tree. The transfer-out gate represents the full branch that
follows it, represented by a symbol, say (e.g., I), and indicates that the branch is repeated
somewhere else. The transfer-in gate represents the branch (in this case, I) that is already
drawn somewhere else, and instead-of rather than drawing it again it is simply inserted at

this point.
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Figure 8 — Transfer Gates
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g) INHIBIT Gate:: As shown in Figure 9, the INHIBIT gate is a special type of AND gate. The

output of this gate is caused by a single input, but some qualifying condition must be
satisfied before the input can produce the output. The condition that must exist is the

conditional input.

OuUTPUT

CONDITIONAL
INPUT

INPUT

New

Figure 9—INHIBIT Gate
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h) The External Event; or House:: As shown in Figure 10, the house is used to signify an event

that is normally expected to occur, such as a phase change in a dynamic system. Thus, the
house represents events that are not in themselves faults. This event acts as a switch by being

set to 0 or 1 to reflect boundary conditions.

OUTPUT

INPUT

New

Figure 10 —External Event or House
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5.3.3 Procedure for constructing a fault tree

The general steps in constructing a fault tree are as follows:
a) Define system boundaries, success criteria, and initial conditions.

b) Define the most undesired event. This event, called the “top event,” is the starting point of
the fault tree. It is important that this event be precisely worded so that its interpretation will
be clear. For a particular fault tree there is ene-and-only one most undesired event. This

event and others related to it may have been identified in an FMEA.

c) Define, for the main branches of the tree, those events that lead directly to the top event and
decide what logic gate should be used to relate them to the top event of the tree. These

events are deduced from experience and knowledge of what can happen, guided by the

FMEA. They should be kept sufficiently general so that details of the system can be

developed by subsequent branches.

d) Select one of the branches and deduce its next level of subbranches. The manner of deducing
the subbranches is identical to that used in deducing main branches, and so on throughout
the rest of the tree. The termination of a subbranch of a tree occurs when the event being

considered is a fundamental event (basic fault) or when a transfer gate can be used for

another subtree alreaesy previously developed.

These general steps can be carried out after an FMEA, or concurrently with a formal or informal
FMEA. Once the fault tree is prepared, it may be possible to assign numerical values to the
probabilities of the events and conditions and, by using methods discussed later, to determine the

probability of the event at the top of the tree.

The value of a fault tree, other than to provide a detailed understanding of the system, is that the
combinations of failures that will lead to the top event can be identified, either by careful study or by
computerized algorithms. Such a combination of failures is called a cut set. A minimal cut set is one
that will no longer be a cut set if any one failure is removed. Obwieushya Knowledge of the minimal
cut sets of a fault tree is valuable to understanding the reliability of a system. Computer codes that

will find minimal cut sets are referenced in 522 6.3.2.
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