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Abstract: Federated machine learning defines a machine learning framework that allows a
collective model to be constructed from data that is distributed across repositories owned by different
organizations or devices. A blueprint for data usage and model building across organizations and
devices while meeting applicable privacy, security and regulatory requirements is provided in this
guide. It defines the architectural framework and application guidelines for federated machine
learning, including description and definition of federated machine learning; the categories federated
machine learning and the application scenarios to which each category applies; performance
evaluation of federated machine learning; and associated regulatory requirements.

Keywords: computation efficiency, economic viability, federated machine learning (FML),
IEEE 3652.1™, incentive mechanism, machine learning, model performance, privacy, privacy
regulations, security
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volunteers
with scientific, academic, and industry-based expertise in technical working groups. Volunteers are not
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While IEEE
administers the process and establishes rules to promote fairness in the consensus development process, IEEE
does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE standards documents are
supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars,
or educational courses, an individual presenting information on IEEE standards shall make it clear that the
presenter’s views should be considered the personal views of that individual rather than the formal position of
IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person who would
like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join the relevant
IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
and Interests area of the [IEEE SA myProject system. An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.
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Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through
the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE. For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional
Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE Standards are developed in compliance with the IEEE SA Patent Policy.

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.
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IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. IEEE Standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with
all appropriate safety, security, environmental, health, and interference protection practices and all applicable
laws and regulations.
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Introduction

This introduction is not part of IEEE Std 3652.1-2020, IEEE Guide for Architectural Framework and Application of
Federated Machine Learning.

Data privacy and information security pose significant challenges to the big data and artificial intelligence (AI)
community as these communities are increasingly under pressure to adhere to regulatory requirements, such as
the European Union’s General Data Protection Regulation. Many routine operations in big data applications,
such as merging user data from various sources in order to build a machine learning model, are considered
to be illegal under current regulatory frameworks. The purpose of federated machine learning is to provide
a feasible solution that enables machine learning applications to utilize the data in a distributed manner that
does not exchange raw data directly and does not allow any party to infer private information of other parties.
Federated machine learning is expected to promote and facilitate collaborations among multiple parties, some
of which are data source owners, such that user privacy and information security are protected. This guide will
promote the use of distributed data sources without violating regulations or ethical considerations.
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1. Overview

Companies and organizations are collecting increasingly more detailed information about users. On the
one hand, this information is exploited by machine learning techniques to improve products, services, and
welfare. It is a consensus that valuable information can be extracted, preferably, through raw data that belong
to different organizations. On the other hand, due to the potential misuse and adversarial attacks, there can be
severe challenges to the protection of data privacy and security in a distributed machine learning paradigm as
such. Federated machine learning (FML) is a technology that aims to build and use machine-learning models
by collectively exploiting the data at each data owner’s location without compromising user privacy and
information security. Practitioners can benefit from a standard for federated machine learning that facilitates
both the protection of user data privacy and security, at the same time, supports efficient, flexible, and scalable
processing of raw data with advanced machine learning techniques.

1.1 Scope

Federated machine learning is a technological framework that allows a machine learning model to be
collectively constructed and used through data that is distributed across repositories owned by different
organizations or devices. While facilitating the building of federated machine learning models, this framework
also aims to preserve privacy, improve security, and meet regulatory requirements concerning data usage.
This standard defines the architectural framework and application guidelines for federated machine learning,
including the following:

—  Description and definition of federated machine learning

— The categories of federated machine learning technologies and the application scenarios to which each
category applies

— Aset of measures concerning the performance evaluation criteria for federated machine learning

— Associated features of federated machine learning that fulfill different regulatory requirements

1.2 Purpose

Data privacy and information security pose significant challenges to the big data and artificial intelligence (AI)
community as these communities are increasingly under pressure to adhere to regulatory requirements such as
the European Union’s General Data Protection Regulation. Many routine operations in big data applications,
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such as merging user data from various sources in order to build a machine learning model, are considered
to be illegal under current regulatory frameworks. The purpose of federated machine learning is to provide
a feasible solution that enables machine learning applications to utilize the data in a distributed manner that
does not exchange raw data directly and does not allow any party to infer private information of other parties.
Federated machine learning is expected to promote and facilitate collaborations among multiple parties, some
of which are data source owners, such that user privacy and information security are protected. This guide will
promote the use of distributed data sources without violating regulations or ethical considerations.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to)."

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can

equals is able to).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

There are no normative references in this guide.

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary
Online should be consulted for terms not defined in this clause. *

accuracy: The fraction of results that are correct, i.e., the fraction of results that are either true positives or true
negatives.

auditor: A user who is responsible for checking the correctness and the performance of an FML process to
verify that the process complies with regulatory requirements.

coordinator: A user who builds FML models from different data owners and provides FML models to model
users.

'The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.

*The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.

3IEEE Standards Dictionary Online is available at: http:/dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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data owner: A user who has ownership claim to a data set used in federated machine learning.
data quality: A metric that indicates the usefulness and effectiveness of the data set.

data set: A collection of data items that consist of data features (consisting of feature names and values), data
labels (for (semi-) supervised learning), and data item identifier (ID).

encryption: an algorithm to convert plaintexts to ciphertexts to provide confidentiality with a cryptographic
key as a parameter.

feature: A subset of measurable properties of data items.

federated machine learning: Federated machine learning (FML) is a framework or system that enables
multiple participants to collaboratively build and use machine learning models without disclosing the raw and
private data owned by the participants while achieving good performance. See 4.1 for details.

federated machine learning model: The result of the model-training process of a federated machine learning
system. The learned model can be used in order to make certain machine-learning inference tasks on new data,
e.g., classification, recognition, prediction, and recommendation.

label: A common property associated with a subset of data features for (semi-) supervised learning.

model user: The user who uses an FML model in various tasks.

outcome: The result of an FML system’s inference process based on new data.

outcome profile: A list of outcomes of all agents based on a certain testing data.

payment scheme: A payment scheme is a function, which decides the transfer payments to data owners and
model user

precision: The fraction of the true positive among the true positive plus the false positive data.

raw data: Raw data is a collection of data sets that is obtained and maintained by data owners. This data set
contains user and data owner’s private information and needs protection. Raw data are also referred to as
private data to emphasize the need of privacy protection.

recall: The fraction of the true positive among the true positive and the false negative.

testing data set: A data set that is used to evaluate the performance of a trained FML model.

training: A federated machine learning process, in which the raw data are kept private and are exploited to
optimize the performance of an FML model for some given machine-learning tasks.

training data set: A data set that is used to train the FML model.

transfer payment: The monetary payments that a coordinator pays or charges the data owners and model
users.

user: An individual, entity, party/participant, or institution involved in FML. A user may play the role of a
coordinator, a data owner, a model user or an auditor. It should be noted that a user may, simultaneously, play
multiple roles.
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3.2 Acronyms and abbreviations

FML federated machine learning

MSE mean square error

RMSE root mean square error

MAPE mean absolute percentage error

IRI individual rationality index

BSM budget surplus margin

EIl efficiency Index

DOR data offering rate

FI fairness index

3.3 Symbols

IR, individual rationality of data owner i

i payment of data owner i

C cost of providing data of data owner i

w, user-defined weight for the relative importance of data owner i
d, effective data owned by data owner i

D total effective data owned by all data owners
B budget surplus margin

P total payments paid to data owners

R total revenue received from model users
Num, number of training samples

Num,,, number of test samples

4. FML reference architecture

Federated machine learning is a distributed machine-learning framework that enables multiple participants
to collaboratively train and use a machine learning model for a given task, e.g., classification, prediction,
and recommendation. Within this framework, all raw data owned by different participants are protected by
secure and privacy-preserving techniques, which prevent the data from being tampered and disclosed by other
participants or reverse-engineered by other participants.

An FML framework consists of data, users, and systems that are illustrated in Figure 1. In the framework,
data are distributed across different repositories and are used to build FML sub-models that are, subsequently,
integrated to result in a federated model in a secure and privacy-preserving manner.

An FML user can be a natural person, a corporation, or other organizations with the legal capacity to participate
in the FML framework. In addition, FML users may play four roles, which are the data owners, the model users,
the coordinators, and the auditors (see details in Clause 6). The FML system consists of multiple functional
modules that provide FML services to users (see more detail in Clause 7).
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Figure 1—A schematic diagram of FML framework, consisting of data, user and system

5. FML data view
5.1 Overview

FML data is often stored in a standard database format, i.e., tables, whereby each row represents a data sample
and each column represents a feature or label of the sample. In supervised learning, a complete training data
set consists of both features, denoted by X, and labels, denoted by Y. A set of feature attributes are usually
represented as a feature vector (X1, X2, ..., Xn). Moreover, a unique sample ID is associated with each data
sample. In an FML system, data from multiple data sets may have overlaps in sample IDs and/or feature
attributes. Depending on the extent of overlapping along either sample IDs or features, the following three
cases are of interest for a federated machine learning framework:

— The overlap of feature attributes (X1, X2, ...) is substantially larger than the overlap of sample IDs

(U1,02,...)
— The overlap of sample IDs (U1, U2, ...) is substantially larger than the overlap of feature attributes
(X1,X2,...)
— The overlap of sample IDs (U1, U2, ...) and the overlap of features (X1, X2, ...) are both small
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In the list above, “substantially larger” (and “significant overlap™) is judged by whether the overlapping data
can be used to build a high-quality machine learning model, where the measure of quality is determined by
applications.

Depending on the application scenarios, FML is categorized as Horizontal FML, Vertical FML, and Federated
Transfer Learning (as shown in Table 1). Also, depending on whether the data sets used have the same format

or different format, FML is categorized into homogeneous FML or heterogeneous FML.

Table 1—FML data view categorization

Overlap of features
Data distribution
Large Small
Overlap of Large FML not needed Vertical FML
sample IDs Small Horizontal FML Federated transfer learning

5.2 Horizontal FML

Horizontal FML refers to building a model in the scenario where data sets have significant overlaps on the
feature spaces (X1, X2, ...) but not on the ID spaces. In this case, an FML model can be built as if the data is
split and join horizontally. Horizontal FML may apply to scenarios where the number of sample IDs from data
owners is too small to build a high-quality model. An FML model should perform better than the sub-models
built by one single data set, and the performance of the FML model is very close to that of the model built when
all data were put together in one location.

See Figure 2.

=

Data:from A :
1 |
| I
g l |
8 I Horizontal |
©
()] | Federated Learning 1
| 1
| 1
| 1
| Data frcim B
Features

Figure 2—Horizontal FML

5.3 Vertical FML

Vertical FML refers to building a model in the scenario where data sets have significant overlaps on the sample
space D, but not on the feature spaces (X1, X2, ...). In this case, an FML model can be built as if the data is
split and joined vertically. Vertical FML may apply to scenarios where there are insufficient features or labels
to build a high-quality model. An FML model should perform better than the sub-models built by one single
data set, and the performance of the FML model is very close to that of the model built when all data were put
together in one location.
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See Figure 3.

Data from A

Vertical Federated Learning

Samples

Data from B

Features

Figure 3—Vertical FML

5.4 Federated transfer learning

Federated Transfer Learning (FTL) refers to the federated machine learning technique designed for application
scenarios where data sets have no significant overlap on neither the sample space nor the feature space. FTL
takes advantage of transfer learning techniques to exploit reusable knowledge across different feature domains,
and consequently, results in high-quality FTL models despite small data and weak supervision difficulties.

See Figure 4.
Federated
Data from B Transfer Learning O
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[oR
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©
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Figure 4—Federated transfer learning
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6. FML user view

6.1 Overview

In a federated machine learning framework, users may play any of four roles, namely, the data owners, the
model users, the coordinators, and the auditors. The roles are as shown in Figure 5. Note that a user may

simultaneously play more than one role.

Model user Coordinator
Requesting for Discovering Federated learning Capabilities
service meta data function development ) coordination )
- - - e N e N
D!scover|ng ) Usmg federat.ed Computing activities Data management
service capability learning service L ) L )
- e N - N
Using the FML model Economic
. . Model management . X .
& paying the price L ) incentive activities
Data owner Auditors
s N A
Collecting and preparing Participating in federated
the training data learning to train FL models Checking the Monitoring model
: b < legitimacy building procedures
( - ( Communicating h
Communicating the costs . .
f intermediate
of data preparation computational results
N 7\ / Supervising
( A ) model usage
Maintaining the privacy Asking for payments and
of provided model receiving the rewards
\ J U J

Figure 5—Federated machine learning user roles

6.2 Roles of FML users
6.2.1 Model user

Federated machine learning model users can establish business relations with federated machine learning
coordinators. The activities of the model user are as shown in Figure 6, including the following actions:

Requesting for service
Discovering metadata of services
Discovering service capabilities

Using federated machine learning services

Using the FML model in inferences and engaging in payment transactions

19
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Model user

[Requesting for service ] [ Discovering meta data ]

Discovering service Using federated learning
capability service

Using the FML model &
paying the price

Figure 6—Activities related to learning model users

6.2.2 Data owner

Federated machine learning data owners contribute their data sources for building an FML system. They
provide model parts to FML coordinators or to each other in a privacy-preserving manner and receive rewards
as a result of these contributions. Activities related to the data owners, as shown in Figure 7, include:

— Collecting and preparing the training data locally
— Communicating the costs of data preparation with other parties

— Maintaining the privacy of the provided model via encryption, homomorphic encryption, differential
privacy, secure multi-part computation, etc.

— Participating in federated machine learning to train FML models
— Communicating intermediate computational results with other parties during the fml inference phase

— Asking for payments and receiving the rewards

In FML, the data owners do not transfer the raw data to other parties.

Data owner

-
Collecting and preparing] [ Maintaining privacy of ]

original data original data
|\

~
Allowing federated

learning systems to train
FML models

Claiming costs of data
preparation

.

Asking for payments and
receiving the rewards

Figure 7—Activities related to the data owner
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