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— Foreword

(This Foreword is not a part of IEEE Std 487-1980, IEEE Guide for the Protection of Wire-Line Communication
Facilities Serving Power Stations.)

Wire-line communication facilities serving electric power stations often require special high-
voltage protection against the effects of fault-produced ground potential rise or induction volt-
ages, or both. Some of the communication services are used for control and protective relaying
purposes which may be called upon to perform critical operations during periods of these faults.
This constitutes a major problem in the design of the communications system since power system
faults usually result in the introduction of interfering voltages and currents into the communica-
tion circuit just at the time when the latter is most urgently required to perform its function.
Effective protection of any wireline communications circuit requires coordinated protection
on all circuits.

This guide presents workable methods for protecting wire-line communication circuits entering
power stations. It is important to note that special high-voltage protection for the purpose of per-
sonnel safety and plant protection may be required even when critical services are not involved. In
the case of leased circuits mutually agreeable methods for the installation of protective equipment
owned by either party are presented.

This guide has been prepared by a working group which is jointly sponsored by the Power Sys-
tems Communications Committee of the IEEE Power Engineering Society and by the Transmission
Systems Committee of the Communications Society. The guide represents a consensus of opinion
by both power and communications engineers.

At the time of approval of this standard, the membership of the working group was:

G. Y. R. Allen, Chairman J. M. Thorson, Jr, Vice Chairman
J. F. Laidig, Secretary

- M. J. Anna 1. E. Faber M. A. Street
G. L. Atyeo S. W. Guzik J. R. Ross
A. H. Badger C. D. Hansell R. K. Sullivan
G. E. Burridge S. E. Larson 0. Veraas
D. P. Callahan J. E. LeClair F.P. Zupa
The assistance of the members of the Inductive Coordination, Electrical Interference and Protec-
tion Subcommittee, the Wire-Line Subcommittee, and the Relaying Channels Subcommittee is
gratefully acknowledged.
—~—~~
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IEEE Guide for the Protection of
Wire-Line Communication Facilities
Serving Electric Power Stations

1. Introduction

Wire-line communication facilities serving
electric power stations often require special
high-voltage protection against the effects of
fault-produced ground potential rise or induc-
tion voltages, or both. Some of the communi-
cation services are used for control and protec-
tive relaying purposes which may be called
upon to perform critical operations during
periods of these faults. This constitutes a
major problem in the design of the wire-
line communications system since power faults
usually result in the introduction of interfer-
ing voltages and currents into the communica-
tion circuit just at the time when the latter is
most urgently required to perform its function.
It is important to note that special high-voltage
protection for the purpose of personnel safety
and plant protection may be required even
when critical services are not involved. Effec-
tive protection of any wire-line communications
circuit requires coordinated protection on all
circuits.

In general, extraordinary protective mea-
sures and special handling and administrative
procedures are necessary in order to provide
for personnel safety, protection against damage
to communication facilities and terminal equip-
ment, and to provide for reliability of service.
Disturbances in communication circuits may
arise from a number of causes, the major ones
are:

(1) Ground potential rise at the power station

(2) Longitudinal induction

(3) Electrical contact between power and
communication conductors

(4) Lightning and switching surges affecting
the communication system

This guide presents workable methods for
protecting wire-line communication circuits
entering power stations. It draws heavily on the
content of the following three IEEE papers,
their discussions and closures.

(1) Paper No T75160-7, The Isolation Con-
cept for Protection of Wire-Line Facilities
Entering Electric Power Stations, outlines a
combination of existing and improved isolation
techniques for protecting ac interruptible and
noninterruptible communication services.

(2) Paper No F76379-8, The Neutralizing
Transformer Concept for Protection of Wire-
Line Facilities Entering Electric Power Sta-
tions, presents the history, theory of operation,
and information for the application of the neu-
tralizing transformer for ac or dc service, or
both, using neutralization alone, neutralization
in parallel with isolation, and neutralization in
tandem with isolation.

(3) Paper No 31TP66-35, A Guide for the
Protection of Wire-Line Communications Facil-
ities Serving Electric Power Stations.

It is recognized that there are divided and dif-
fering opinions between and within the various
administrations regarding the merits of any one
protection method, voltage limits, and equip-
ment design characteristics. This guide is not
intended to supplant specific or general instruc-
tions contained in the practices of any utility,
or in any agreement between a telephone and
a power utility. Users of this guide should eval-
uate all suggested procedures, methods, voltage
limits, and equipment characteristics for their
own use. ,

In the case of leased facilities mutually agree-
able methods for the installation of protective
equipment owned by either party are pre-
sented.
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2. Electric Power Station Environment

2.1 General. Electric power stations utilize a
ground grid so that all grounded structures in
the station can be connected to the grid as a
safety measure to minimize potential differ-
ences in the system during a lightning stroke
or a power system fault. When a power system
fault to ground occurs, some of the fault cur-
rent returns via the earth through the ground
grid and produces a potential difference be-
tween the ground grid and remote earth. This
potential difference is referred to as power
station ground potential rise (GPR). The fault
current may be symmetrical or may have some
degree of asymmetry, depending on such fac-
tors as voltage phase angle at fault initiation,
location of the fault, and power system char-
acteristics. The GPR has the same wave shape
as the fault current. The impedance to ground
depends primarily on the geometry of the
ground grid and the soil resistivity in the vicin-
ity of the station.

Connections to the ground grid from remote
points by means of overhead ground, (static or
sky) wires, multi-grounded neutrals, cable
shields, rail lines, etc affect the distribution of
fault currents through the station grounding
grid and also affect the impedance of the grid
to remote earth. Since the above factors can
vary significantly, the GPR can vary over a
wide range.

IEEE papers are referenced to help the reader
understand the hazards involved in serving the
power station, and, from these, the effects and
magnitude of the hazards can be equated to
those with which communication engineers are
already familiar. Hazards in the power station
area are outlined in Ground Potential Rise
(GPR), 2.2; Longitudinal Induction, 2.3;
Lightning, 2.4; and Switching Surges, 2.5.
2.2 Ground Potential Rise (GPR). When a fault
to ground occurs on a transmission or distribu-
tion line terminating in a grounded-neutral
transformer bank at a power station or substa-
tion, fault current will flow from ground to the
system neutral by way of the station grounding
system. Since the grounding system has a finite
impedance-to-ground, it will experience a rise
in potential with respect to remote earth, be-
cause of this ground return fault current. The
magnitude of the GPR depends upon such fac-
tors as the impedance-to-ground of the station
grounding system, the magnitude and location
of the fault, the impedance of the transformers
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feeding the fault, the presence or absence of
ground wires on the line, and other grounding
structures in the area. It should be noted also
that a fault occurring at a station without a
grounded-neutral transformer may produce a
GPR as long as there is a ground source on the
system,

While the impedances of station ground grids
can range from 0.01 to 100 Q or more they
are normally quite small, frequently less than
1 Q. Fault currents, however, may sometimes
be very large in the order of 70 000 A or high-
er. GPRs of several thousand volts, therefore,
are possible.

The GPR voltage, which is of the same wave
shape as the fault current, consists of a steady-
state component and a transient component
(sometimes called the dc offset). The mag-
nitude of the transient component lies be-
tween zero and the peak value of the steady-
state component and is dependent on the
phase angle of the power line voltage at the
initiation of the fault. The rate of decay of
the transient components is determined by the
power system inductive reactance and resistance
(a function of the X/R ratio) looking back
toward the source(s) of generation. Figure 1
shows an example of an asymmetrical GPR
waveform and of the two components. A dis-
cussion of this waveform is given in Section 6.

Figure 2 illustrates a theoretical GPR distri-
bution from the edge of a simple ground grid
in homogenous earth for a number of ground
grid areas with no external metallic ground
paths.! This has been found to agree with cer-
tain measured data for stations not influenced
by external metallic paths such as pipes, over-
head ground (static or sky) wires, power neu-
trals, etc. Where external grounds exist it is
recommended that the fall of potential im-
pedance measurements referenced in IEEE
Std 81-1962 should be used to generate the
proper curves for a specific grid.

The area surrounding the electric power sta-
tion that is raised in potential is referred to as
the zone of influence.

The potential of the ground around the
power station, with respect to remote earth,
falls off with distance from the station ground-

1 Additional studies in the determination of GPR
distributions are presently being conducted by various
authorities, administrations and technical organizations.
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Fig 1

Example of Asymmetrical GPR Waveform

ing system as indicated by the equipotential
lines in Fig 3. This potential is inversely pro-
portional, roughly, to the distance from the
station grounding system. For simplicity the
equipotential lines are shown in Fig 3 as con-
centric circles. Due to the irregularity of the
grounding system, however, variations in the
earth resistivity around the station, and the
presence of metallic underground structures
such as pipes and cables, the equipotential lines
will not be as regular as indicated.

A typical communication circuit, extending
from the power station to some remote point,
is also shown in Fig 3. In this example the pro-
tector blocks are installed at the power station
end of the communication circuit, with the
protector ground terminal connected to the
power station grounding system. At some re-
mote point on the communication circuit, such
as the far end or some intermediate point, other
protector blocks are installed. In the latter
case, the protector ground terminal is con-
nected to what may be regarded as remote
ground. These protectors serve to limit the
voltage which may exist between the wire-
line communication circuit and local ground
at the protector location, and are, therefore,

11

installed for the purpose of safeguarding per-
sonnel and preventing damage to property
and equipment that might be caused by induc-
tion, by lightning, or by direct contact with
power circuits.

It is apparent that when there is a GPR at
the power station, a potential difference, equal
to this rise, will exist between the ground
terminals of the protectors at the two loca-
tions on the communication circuit. This dif-
ference in potential will, if of sufficient magni-
tude, cause the protectors on the communica-
tion circuit to operate, and possibly ground
permanently or damage the communication
circuit.

In order to prevent this ground-return cur-
rent from circulating over the communication
circuit and its protector gaps, methods have
been devised which are discussed later in this
guide. In applying these methods, it is neces-
sary to determine the expected GPR as ac-
curately as possible.

Cables are exposed to the effects of GPR
whether they are entering the GPR zone to
serve the substation, to serve subscribers within
the zone of influence, or merely passing
through the zone of influence. In each case,
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Fig 2

Earth Potential Distribution from Edge of
Power Station Ground Grid with Respect to Remote Earth

the shield-to-core dielectric strength must be
higher than the GPR at the point where the
cable goes through the zone. It is important
| that protector and cable shield grounds not be
placed in this zone without special considera-
tion. The difference in hazard to a cable serving
a substation and a nearby cable serving the gen-
eral public is one of degree. The cable to the
substation always enters the area of highest
GPR, while the other cable may pass through
the zone of influence at some lower voltage
level. Furthermore, protector or arc-over noise
must be more carefully avoided on substation
cables carrying protective relaying signals. If
isolation devices are used and conductors of
the cable core can be assured of being free of
substation ground and its potential rise, then
no hazard will exist.

It should be emphasized that no protecton
scheme should be installed to cope merely
with the existing fault current possibilities.

12

Provision must also be made for future power
system expansion.

A rigorous analysis of the ground potential
rise calculation is presented in IEEE Std 367-
1979, IEEE Guide for Determining the Maxi-
mum Electric Power Station Ground Potential
Rise and Induced Voltage from a Power Fault.

2.3 Longitudinal Induction. Wire-line com-
munication facilities entering power stations
are frequently routed parallel to power lines.
Such facilities are then subject to interfering
induction effects of the power lines under both
normal and fault conditions. Satisfactory elec-
trical coordination between the two systems
must be achieved under both normal and fault
conditions on the power system. Such coordi-
nation is particularly essential between cables
containing protective relaying circuits and the
power lines which are being protected by those
circuits. The power line fault condition is most
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Schematic Illustration of Power Station
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severe since inductive interference during this tors [2]. Heterogenous soil conditions, the

condition adds vectorially [1] to that produced
by the GPR. This may substantially increase
the stress on the communication systems and
their associated protection.l

Three forms of coupling between the two
systems must be considered, that is, magnetic
(inductive) coupling, electric (capacitive)
coupling, and conduction (resistive) coupling.

Magnetic (inductive) coupling, particularly
under power line fault conditions, is significant
when several kilometers of parallel routing of
both systems are constructed. The power line
fault current flowing to ground is coupled mag-
netically to the longitudinal circuit of the
communication system and results in a distri-
buted longitudinal voltage being induced on
the communication circuit. The induced volt-
age is calculated by multiplying the inducing
power line current by the mutual impedance
of the two systems. The inducing current is a
function of the fault location and the power
system characteristics. The mutual impedance
is a function of such variables as the inducing
current, frequency, length of parallel, separa-
tion, soil resistivity, and shielding conduc-

INumbers in brackets correspond to those of the
Bibliography, Section 12 of this guide.
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presence of shielding conductors, and re-
sistances to ground of shielding conductors are
usually difficult to characterize accurately;
however, they have a significant effect on the
resulting level of induced voltage. Thus, one
must recognize that a large spread in values can
occur between actual and estimated induced
voltages because all parameters cannot be as-
sessed accurately.

Electric (capacitive) coupling at power sys-
tem frequencies is significant only where
communication lines are not shielded with a
grounded metallic shield. Since most wire-line
communication cables are metallically shielded
electric coupling is minimized.

Conductive (resistive) coupling is significant
where the power and communications ground-
ing systems are bonded together or where
grounds are mutually coupled due to their
proximity to each other. In general, for leased
teJecommunications facilities, resistive coupling
can be minimized by avoiding joint use and by
ensuring adequate separation of the grounding
systems in situations where the power line and
its associated protective relaying circuits must
follow the same route.

The probability of a power conductor falling
and causing a problem with a communication
cable in or near a substation is very low. The
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problem itself is no worse than any joint-use
condition.

2.4 Lightning. The occurrence of lightning
strokes to power stations is about the same as
those to about 1.6 km (about 1 mi) of buried
telephone cable. For an isokeraunic level of 30
there were 0.7 strokes per year toa 310 - 310 m
(96 000 m2?) power station, 0.4 strokes per
year to a 225 - 225 m (50 000 m2) station, and
0.07 strokes per year to a 9600 m2 substa-
tion [3]. The ground grids of 95 to 98% of all
substations are smaller than 9600 m2. This
compares with 0.1 to 0.2 strokes/1.5 km of
buried cable for the same isokeraunic level [4].
As a general rule, large power stations receive
more strokes because of the area of the station
and the surges entering on transmission lines,
but because of reflections, the effects of the
strokes are less severe than for the small sta-
tion [5]. If lightning strikes or enters an electric
power station on the shielding system, the
massive area of the ground grid and tower
system disperses the effect of the stroke cur-
rent [5]. If a shielding system failure occurs
and results in a stroke to the ground grid itself,
currents in the order of 2 to 20 kA can be
realized. Current severity of lightning strokes
is largely a function of structure height [6].
Since most power station shielding systems
are lower than 30 m, stroke current severity
for a power station and a buried cable are
about the same. Thus, hazards to communica-

tion facilities from lightning strokes to power
stations are about the same as those for 1.5
to 3 km of buried cable. High microwave
towers located on power station sites will also
localize the introduction of lightning currents
of all magnitudes.

The generalized wave shape of lightning
stroke current is indicated in Fig 4. The figure
shows that the lightning stroke current is char-
acterized by a very steep wavefront, where
the current rises to its maximum or crest value
in a very short period of time and a decay
interval occupying a considerably longer length
of time. Lightning stroke voltages and currents
are usually described by two numbers sepa-
rated by an X; the first number shows the time
in microseconds for the wave to reach its crest,
indicated by t, in the diagram. The second
number is the time in microseconds, also mea-
sured from the initiation of the discharge,
taken for the wave to decay to half its crest
magnitude, shown by t, in the diagram. These
times are usually very short, and may be in the
order of 1.2 X 50 us for voltage wave form,
or 8 X 20 us for current wave form. In some
strokes the decay tail may be considerably
longer.

Some idea of the values of crest current ex-
perienced may be obtained from the distribu-
tion curve of Fig 5. While some strokes exceed
200 000 A in crest current, 50% of the strokes
have crests not exceeding 20 000 A.

The incidence of thunderstorms varies widely

14
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in different sections of the country, and this
factor must be given consideration in estimat-
ing the exposure of electrical power and com-
munication plant to lightning. Data accumu-
lated by the Meteorological divisions of the
United States and Canadian Governments have
been plotted on an isokeraunic map, Fig 6
which shows the average annual thunderstorm-
day expectancy in any part of those countries.
A thunderstorm-day is defined as a day during
which thunder is heard at least once at a speci-
fied observation point. The fact that thunder
can be heard means that the storm is close
enough to constitute a hazard to the electrical
plant in the vicinity of the observation point.

2.5 Switching Surges. High-voltage systems can
cause electromagnetic field disturbances and in-
duce transient potentials in control and com-
munication circuits located within the elec-
tric station switchyard. These transients may
be caused by the restrike characteristics of arcs
that exist during the energization or interrup-
tion of a high-voltage circuit and the resonance
of lumped circuit constants within the switch-
yard, for example, potential transformers,
capacitive coupling devices, power factor
capacitors, reactors, power transformers, and
high-voltage power cables.

Typical operations of a high-voltage electric
system which cause these transient switching
surges are: (1) switching shunt capacitors,
(2) overvoltage flashover of lightning arresters,
(3) restrike of circuit breakers, and (4) switch-
ing a section of extra-high-voltage (EHV) bus
by an air break disconnect switch.

The transients are identified [7] as high fre-
quency, high voltage, and short time duration
with a decaying amplitude characteristic. Reso-
nant frequencies from 200 kHz to 2.9 MHz
with an amplitude of 12 kV and lasting for
10 to 100 us have been measured on control
circuits. Pulse trains lasting up to 3 s have been
observed.

Longitudinal induced voltages caused by
these transient switching surges can be kept
well below 1000 V if the cable is shielded and
paralleled with, for example, 2/0 bare copper
wire. Both shield and parallel copper wire must
be grounded at each end. Communication cable
should be oriented perpendicular to any high-
voltage bus overhead of the cable route.
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3. Protection Apparatus

3.1 General. Wire-line communication circuits
entering power stations are wusually either
owned by the electric power utility or leased
from a telephone company. In the case of
leased telephone circuits, the protective devices
located at the high-voltage interface may be
owned by either utility. These communication
circuits are of various types and have different
performance objectives as described in Sec-
tion 4.

The type, quality, and quantity of protective
devices which would be used in any particular
case would be dictated by the nature, magni-
tude, and frequency of occurrence of the inter-
ference, the nature of the service requirements,
considerations of personnel and plant safety,
and by the general protective policies employed
by the organizations concerned.

The protective devices in service today range
anywhere from very simple, low-cost, carbon-
block protectors to the most sophisticated
schemes involving neutralizing, isolating, and
drainage transformers, relays, and filters. The
following paragraphs will outline briefly the
broad characteristics and application tech-
niques of the various protective equipment in
current general use.

Annex A provides further details, includ-
ing operating characteristics, on various types
of protective apparatus.

3.2 Carbon Block Protectors. A carbon block
protector is an assembly of two carbon blocks
and an air gap designed to a specific break-
down voltage. These devices are normally con-
nected to communication circuits to provide
overvoltage protection and a current path to
ground during such overvoltage. (See Annex
Al)

3.3 Gas Filled Protectors. A gas filled protector
is a discharge gap between two or more elec-
trodes hermetically sealed in a ceramic or glass
envelope.

These gaps provide protection against exces-
sive voltage in the same manner as carbon
block protectors (see Annex A2). The dif-
ferences in operating characteristics of gas tube
and carbon block protectors are discussed in
Annex B.
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3.4 Spark Gaps. Spark gaps consist of air di-
electric between two electrodes which may be
a combination of several basic shapes. Spark
gaps are used to protect communication cir-
cuits from damage due to voltage stress in
excess of their dielectric capabilities. [See An-
nex A1(3)]

3.5 Horn Gaps. A horn gap is an air gap metal
electrode device, consisting of a straight vertical,
round electrode and an angular shaped round
electrode. In the case of a telephone pair, there
will be one common grounded, center straight,
vertical electrode and two angular electrodes,
one for each side of the pair.

Horn gaps are used usually outdoors on open
wire lines exposed to high-voltage power trans-
mission lines and in conjunction with isolating
or drainage transformers. They are also fre-
quently used alone out along the open-wire
pair. They provide protection both against
lightning and power contacts. (See Annex
Al1(3) and A10.)

3.6 Surge (Lightning) Arresters. Surge arresters
are devices which guard against dielectric
failure of protection apparatus due to lightning
or surge voltages in excess of their dielectric
capabilities, and serve to interrupt power fol-
low current. Protection of isolating and neu-
tralizing transformers by surge arresters is
covered in Annex C. (See Annex A3 for speci-
fications).

3.7 Isolating Transformers. Isolating (insulat-
ing) transformers provide longitudinal (com-
mon mode) isolation of the communication
facility. They can also be designed for use in a
combined isolating-drainage transformer con-
figuration. (See Annex A4.)

3.8 Neutralizing Transformers. The neutralizing
transformer is a device which introduces a
voltage into a circuit pair to oppose an un-
wanted voltage. It neutralizes extraneous
longitudinal voltages resulting from ground
potential rise, or longitudinal induction, or
both, while simultaneously allowing ac or dc
metallic signals to pass.

These transformers are primarily used to pro-
tect communication circuits at power stations,
or along routes where exposure to power line
induction is a problem, or both. (See Annex
AS5and F.)

3.9 Drainage Units. Drainage units are center-
tapped inductive devices designed to relieve
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conductor-to-conductor and conductor-to-
ground voltage stress by draining extraneous
currents to ground. They are also designed to
serve the purpose of a mutual drainage reactor
forcing simultaneous protector-gap operation.
(See Annex A6.)

3.10 High-Voltage Isolating Relays. A high-
voltage isolating relay provides for the repeat-
ing of dc on-off signals while maintaining longi-
tudinal isolation. High-voltage isolating relays
may be used in conjunction with isolating
transformers (see 3.11) or may be used as
stand-alone devices for dc tripping or dc tele-
metering. (See Annex A7.)

3.11 Isolating Transformers with High-Voltage
Isolating Relays. This assembly provides pro-
tection for standard telephone service, and
consists basically of an isolating transformer
and a high-voltage isolating relay. The trans-
former provides a path for voice and ringing
frequencies while the relay provides a means
for repeating dc signals. A locally supplied
battery or dc power supply is required for
operation of the telephone and relay. (See
Annex A8.)

3.12 High-Voltage Telephone Repeaters. A
high-voltage telephone repeater provides high-
voltage longitudinal isolation, while permitting
voice and signalling to pass. This is accomp-
lished by using a short span, carrier transmis-
sion system and high-voltage, isolation capaci-
tors or transformers. The repeater is intended
to provide ordinary telephone service in a
power station environment without interfer-
ence to other non-interruptible, critical cir-
cuits. (See Annex A9.)

3.13 Short Circuiting or Grounding Relays.
Communication circuit grounding relays are
used to ground an exposed communication or
telephone pair, usually on open-wire joint use
during periods of severe power system dis-
turbance. (See Annex All.)

3.14 Special Combination Protective Devices
(Open-Wire or Hot-Line Protectors). Com-
bined isolating and drainage transformer type
protectors used in conjunction with, but not
limited to, horn gaps and grounding relays,
are used on open-wire lines to provide protec-
tion against lightning, power contacts, or
high values of induced voltage. (See Annex
A10.)
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3.15 Optical Coupler. An optical coupler pro-
vides isolation using a short length, optical
path. Annex Al2 contains optical coupler
specifications for transmission of dc on-off
signals. Other forms of optical isolation tech-
niques for all types of transmission modes are
presently in the developmental stage.

3.16 High-Voltage Disconnect Jacks. High-
voltage disconnect jacks are used to disconnect
cable pairs for testing purposes. They help
safeguard personnel from remote ground
potentials. (See Annex Al13.)

3.17 Overhead Insulated Ground (Static or
Sky) Wire-Coupling Protector. A device for
protecting carrier terminals which are used
in conjunction with overhead, insulated, ground
wires (static wire) of a power transmission
line is described in Section 7.

3.18 Cable in the Zone of Influence. A high
dielectric cable which provides high-voltage in-
sulation between conductors and between con-
ductors and shield. (See Annex A14 and Sec-
tion 5.)

4. Service Types, Reliability, Service
Performance Objective (SPO) Classifications,
and Transmission Considerations

4.1 General. The term reliability means dif-
ferent things to different people. In its broad-
est sense the term reliability is used with the
term quailability to measure system or equip-
ment performance over a given period of time.
Reliability and availability formulae and ob-
jectives are not addressed in this guide.

In the context of power system protective
relaying, reliability consists of a combination
of dependability and security. This subject is
dealt with briefly in 4.3.

Service performance objective (SPO) classi-
fications as used in this guide are a function
of interruptions or outages due to the effects
of power system faults (see 4.3).

Communication services provided to electric
power stations are of different service types
and have different SPO classes in accordance
with the definitions given in this section. The
responsible power utility engineer must speci-
fy the service type and the desired SPO class
for each telecommunication service provided
at the power station.
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In addition to GPR and longitudinal induc-
tion considerations, service type, and SPO,
the transmission characteristics of the channel
must be considered when selecting the method
of protection to be used.

4.2 Service Types. For purposes of this guide,
wire-line communication services to electric
power stations can be classified into four major
types according to the following definitions.

NOTE: Various other classifications may be used.

Type 1: Services requiring either dc trans-

mission or ac and dc transmission used for

(a) Basic exchange telephone service or
private-line, or both, voice telephone service,
etc

(b) Teletypewriter, telemetering, supervi-
sory control, etc.

Type 2: Private line services requiring ac or
dc transmission, or both, used for pilot wire
protective relaying, or dc tripping

Type 3: Private line services requiring only
ac transmission used for telemetering, super-
visory control, data, etc

Type 4: Private line services requiring only
ac transmission used for audio tone protective
relaying

4.3 Service Performance Objective (SPO)
Classifications. Interruptions or outages of
wire-line communication circuits serving elec-
tric power stations may occur for physical
reasons such as cable damage due to extraordi-
narily heavy storm loading, a vehicle striking and
breaking a utility pole, a direct lightning stroke,
or acts of God. Circuit failures caused by such
events cannot be prevented but may be mini-
mized through careful application of the ap-
propriate construction and maintenance prac-
tices.

Interruptions or outages due to the effects of
power system faults can be minimized through
the installation and maintenance of special
protection systems which are designed to
operate in the fault-produced, electrical en-
vironment (GPR and longitudinal induction)
at electric power stations. Because of the criti-
cal need for service continuity during power
system faults on certain types of telecommuni-
cation services provided to power stations, a
system of optional Service Performance Objec-
tive Classifications, for the purpose of this
guide, has been established for all types of
communication services provided to power
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stations. These objectives, with respect to the
effects of power system faults, fall into three
classifications. They are:

(1) Class A. Non-interruptible service perfor-
mance (must function before, during, and
after the power fault condition)

(2) Class B. Self-restoring interruptible service
performance (must function before and after
the power fault condition)

(3) Class C. Interruptible service performance
(can tolerate a station visit to restore service)

4.4 Class A Service Performance Objective Con-
siderations. SPO Class A is the most demanding
type. It is service performance which cannot
tolerate even a momentary service interruption
before, during, or after a power system fault.
The nontolerable service interruptions include
both loss of dependability (failure to deliver a
valid trip or control signal) and loss of security
(delivery of a false trip or control signal). Ex-
amples of services that may have an SPO Class
A are pilot-wire protective relaying, audio-
tone protective relaying, and critical supervi-
sory (remote control) circuits.

To meet SPO Class A using wire-line facil-
ities, dual alternate routing should be serious-
ly considered. This means that critical operat-
ing circuits are duplicated, end-to-end, over
two geographically separated routes such that
an interruption on one route will not result in
an interruption on the other.

In addition to the special protection em-
ployed for achieving the SPO, certain other
special or nonstandard physical design and
administrative procedures of the plant facil-
ities must be followed. These include:

(1) The minimization of bridge taps and
multiple appearances of these cable pairs

(2) The minimization of the number of ap-
pearances on central office main frames with
special protective covers required on all ap-
pearances

(3) These circuits must not be tested,
switched, electrically contacted, or changed
unless prior arrangements have been made
with the appropriate group within the elec-
tric utility as to the date, time, and duration
of such operations

4.5 Class B Service Performance Considera-
tions. SPO Class B is less demanding than SPO
Class A in that a service interrruption can be
tolerated for the duration of a power system
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fault but service continuity must be restored
immediately after the fault without requiring
any repair personnel activity. Examples of ser-
vices which are SPO Class B (with self-restoring
requirements) are storm or emergency tele-
phone circuits, telemetering and data circuits,
supervisory control circuits, and signal and
alarm circuits. The communications engineer
may determine that, for reasons of service per-
formance, some of the special, nonstandard,
physical design, and administrative procedures.
indicated in 4.4 described for SPO Class A are
also necessary for SPO Class B.

4.6 Class C Service Performance Considera-
tions. SPO Class C is the least demanding in
that an interruption or a service outage due to
a power fault which requires a station visit to
restore service can be tolerated. Examples of
services which are SPO Class C are basic ex-
change telephone service, noncritical telemet-
ering and data circuits, and some signal and
alarm circuits. The special nonstandard design
and administrative procedures described for
SPO Class A are not required to achieve SPO
Class C.

4.7 Transmission Considerations. The trans-
mission characteristics of the channel must be
considered in selecting the optimum protec-
tive arrangement to safeguard power station
communication channels.

Depending upon the type of service, the
transmission requirements will vary widely.
For example, some services require a physical
metallic pair, end-to-end. Certain channels
must carry both ac and dc signals, while others
are required to carry only ac signals. In the
selection of protective hardware, transmission
demands of the terminal equipment must be
matched with the transmission capability of
the channel. Transmission characteristics and
SPO requirements for various types of com-
munication channels are shown in Annex
D. Typical interface requirements and trans-
mission characteristics for voice band chan-
nels used for power station communications
are shown in Annex E.

The following is a partial list of character-
istics which should be specified by the user,
if applicable, so that the transmission channel
and associated protective equipment can be
designed to meet the demands of the terminat-
ing equipment:

(1) Type of termination (2-wire or 4-wire)
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(2) Mode of operation (simplex, half-duplex
or full-duplex)

(3) Function (remote trip, supervisory con-
trol, pilot wire, etc)

(4) Transmission (VF audio tone, dc on-off,
dc pulses, etc)

(5) Attenuation requirements

(6) Required frequency response

(7) Steady-state noise requirements

(8) Impulse noise requirements

(9) Allowable harmonic distortion over fre-
quency range of interest

(10) Envelope delay distortion requirements

(11) Shunt capacitance limitation between
conductors of a single pair

(12) Maximum loop resistance, including the
neutralizing transformer (NT), if used

(13) Allowable capacitive or resistive unbal-
ance of the pairs, or both

(14) Maximum differential mode voltage

(15) Impedance of source and load

(16) Need for metallic continuity in the chan-
nel

5. Protection Theory and Philosophy

5.1 Introduction. Both the communications
protection engineer and the power protective
relaying engineer agree that the basic objec-
tives for the protection of wire-line communi-
cation facilities serving power stations are to
ensure personnel safety, protect the communi-
cations plant and terminal equipment, maintain
reliability of service, and to accomplish these in
the most economic way. In the design of a pro-
tection system to meet these objectives, how-
ever, the communications protection engineer
and the power protective relaying engineer may
differ in their design approaches due to dif-
ferences in their protection philosophies. The
design of a protection system requires a blend-
ing of the philosophies of the engineers re-
sponsible for communications protection and
for protective relaying in order to effect a solu-
tion which meets the primary protection objec-
tives of both.

The protection concepts and system designs
described in this guide have been agreed to by
the power and telephone industry representa-
tives on the joint working group which pro-
duced this guide. Where divergent views exist,
they are covered by notes and dashed-lined
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boxes in the circuit diagram figures. In these
cases, the communications protection engi-
neer and the power protective relaying en-
gineer must reach a mutual agreement regard-
ing the design to be implemented.

5.2 Special Protective System Design Require-
ments. In order to design special protective
systems for wire-line facilities serving electric
power stations, the following conditions
should be known:

(1) The quantities, service types, and service
performance objective classifications of all ser-
vices at the power station

(2) The transmission requirements of the
terminal equipment (ac signals only, dc signals
only, ac plus dc signals, signalling frequencies,
transmission demands of terminal equipment
related to the transmission capabilities of the
transmission facility, for example, noise squelch
levels versus expected noise performance of the
facility)

(3) Factors such as the total available, single
phase-to-ground fault current and its distribu-
tion, maximum GPR (rms), X/R ratio, fault-
produced longitudinal induction, lightning ex-
posure

(4) Power station ground grid impedance to
remote earth and the grid area

(5) The extent of the GPR zone of influence

(6) Whether the transmission parameters and
service performance objectives are compatible
with the available or proposed facilities

(7) Anticipated future changes in any of the
above data

If an isolation-type protection system is to
be considered, the following additional in-
formation should be known:

(1) Whether lightning protection is required
for the isolation devices

(2) Drainage current capability for the isolat-
ing transformers and drainage reactors, if re-
quired

If a neutralization-type protection system is
to be considered, the following additional in-
formation should be known:

(1) The required volt-second or per unit flux
capability of the neutralizing transformer based
on the expected GPR (including dc offset if re-
quired) and maximum permitted remanent volt-
age (see 6.1.2).

(2) Wire gauge and number of pairs, based on
present and future requirements

(3) Maximum resistance of the primary cir-
cuit conductors and remote ground resistance
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(4) The design method to be used for design
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in turn until the complete pair complement

N
specification purposes: worst case design, the has been tested. A further test may be con-
number of good cycles approach, custom de- ducted between all pairs strapped together and
sign, standardized design the shield depending on the magnitude of the
(5) Mechanical constraints: size, weight, type anticipated voltage stress. High-voltage discon-
of( (i;r)nl];regnation, terminals or stub cables, etc nect j;cké or switches wili be requilred }?t one
ectrical constraints: presence of addi- end of the dedicated cable to apply the test
tional protective devices, such as carbon blocks, potential and at the other end to disconnect
drainage reactors, limitations of cable and pairs from service and properly terminate them
terminal dielectric strength so that arcing does not occur during testing.
5.3 Dedicated Cable. A common feature of all Lastly, a cable jacket insulation withstand test
o . . . . . should be conducted.
circuit configurations, discussed in Protection Special id . b b d
Configurations (Section 7), is the use of a high pecial consl erations .must e observe
. . . ’ .. when grounding the dedicated cable. Cable
dielectric, dedicated cable containing only . - : ;
. . . . pairs and shield between the high-voltage inter-
those pairs serving the power station. Pairs to . p
. s e . face location and the remote drainage loca-
all other subscribers are excluded, minimizing -
. . - . tion must not contact the ground structure at
pair-to-pair stress during a fault. A dedicated .
. the power station. The cable should be routed
cable provided by a telephone company may th h insulati duit in the stati d
extend the entire distance from the power sta- roug dms.u a :ﬁg con ]10111 tm fe Sl'?i ion grie
tion high-voltage interface location to a com- grea;, lr © uimgt .Eh%ESSI tl tl.y ° .30 ;f or IECI-
munication center, but it should extend at least enta tc on gc tﬁ" hi le ds iloﬁigll;l .l' arrgs er;
to a point where the GPR profile has decreased are dno dusfe ’ e.lsjlle ¢ shou ¢ N C)ifepe fan
to an ineffective value. This point should be rengere inaccess1 et.o plr;lever;l.vlvcci)rt rstagml;
the 300 V peak point in order to protect the errc:ln(-g)us y connnecting the shie o statio
general-use cable plant and to minimize protec- ground. . .
h . Low impedance grounding of the dedicated
tor block operation and the resulting genera- . "y .
—~ . . . - . cable shield within the GPR zone of influence
tion of noise which could interrupt or inter- Lo . . . -
. " . is likewise not permitted. Incidental, high-
fere with critical services. : :
< .. impedance grounding, however, can be tol-
If a remote drainage location is not used, the T .
. . erated. An incidental ground results from a
dedicated cable need extend only to a point . . .
- . . small puncture or pinhole in the outer covering
on the GPR profile compatible with the as- .
. . . of the cable. Incidental grounds are assumed to
sured dielectric of the installed, general-use . . .
. have, and continue to have, sufficiently high
cable. In some cases, this may be only 300 V R s :
eak. Annex Al4 lists tvpical Ficati contact impedance to limit shield current and
peak. L 1Sts 1ypic . Specilications internal cable stress.
for communication cable serving power sta-
tions. 5.4 Resistive Balance. Longitudinal current
The reliability of the wire-line communica- will result if cable pairs contact the station
tions facility is dependent, in part, upon the potential during the fault or if induced volt-
high-voltage integrity of the dedicated cable. ages are sufficient to operate the drainage
To ensure the high-voltage capability, it should mechanism provided on the pairs. This current
be high potential tested prior to, and subse- will produce metallic voltages if the resistance
quent to, installation completion and after any of the tip and ring conductors or of the drain-
repair-splice operation which has been per- age devices is not balanced. This longitudinal-
formed. Even a slight repositioning of previ- to-metallic conversion can produce sufficient
ously spliced pairs in a splice case may be suf- metallic noise levels to disrupt sensitive critical
ficient to degrade high-voltage performance. services. It should be minimized by checking
Periodic high-voltage testing may be performed the resistance balance of pairs for power sta-
to ascertain that the high-voltage integrity is tion use and assigning critical services to the
being maintained. pairs with the best resistive balance. Effects of
High-potential testing of the dedicated cable capacitance unbalance are relatively negligible
consists of application of the test voltage be- when direct drainage longitudinal currents flow
- tween a single pair and the remaining pairs and so only normal tests for noise are required for

shield which have been temporarily strapped
together. The process is repeated for all pairs
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this parameter.
When determining resistive balance, the en-
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tire pair length between the power station and
the communication center must be considered.
Where the dedicated cable extends only a short
distance from the power station and joins with
the general-use plant, the general-use telephone
cable may form an appreciable section of the
cable run and will have the greatest contribu-
tion to resistive unbalance. If this cable is ex-
posed to induction, strategically placed drain-
age along the cable route may be used to main-
tain the voltage within acceptable limits; how-
ever, drainage current will be converted to
metallic noise on poorly balanced pairs. Pre-
sently, resistive balance is considered excellent
when the difference in resistance between tip
and ring conductors does not exceed 1%.

5.5 Concepts and Concerns. A fundamental
concept regarding the protection of wire-line
communication facilities serving power sta-
tions is the concept of a coordinated protec-
tion system design. This refers to a system of
protection in which special protection mea-
sures are applied to SPO Class C services, as
well as to SPO Class A and B services, that are
provided in the same cable so that a circuit
interruption or outage on an interruptible ser-
vice will not cause a circuit failure or interrup-
tion on a non-interruptible service. The protec-
tion devices used on the various services must,
therefore, be coordinated with each other with
respect to the environment and the service
performance objectives of the services on
which they are employed. The object of the
coordination is to minimize the likelihood of
cable failure, protector operation, failure of
special protection devices, failure of terminal
equipment, or other similar occurrences which
could create hazards to personnel and plant
and result in interruptions or outages of
critical and noncritical services alike. The vari-
ous special protection systems described in
Section 7 of this guide are examples of coordi-
nated systems of protection.

In situations in which the only communica-
tion services at a power station are of an inter-
ruptible type (SPO Class C) and where the elec-
trical environment is judged to be hazardous,
responsible protection philosophy requires that
special profection measures be taken. This
situation is of concern because of the need to
provide special protection for personnel and
plant safety when uninterrupted service per-
formance is not a requirement. Instead, only
ordinary station protection is sometimes in-
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stalled and this results in an inadequate or po-
tentially unsafe condition. The telephone com-
pany and the power utility personnel are cau-
tioned not to overlook this situation.

5.6 Other Telephone Subscribers in the Power
Station Zone of Influence. When a general-
use cable with a grounded shield is routed
through an area subject to GPR, supplemental
protection measures may be necessary to pre-
clude cable damage due to pair-to-pair and
pair-to-shield potential differences at times of
GPR. This situation is illustrated in the follow-
ing example in which the power station services
are contained in a general use cable that is
routed through the GPR zone as shown in
Fig. 7. The voltage profile in the earth and
developed along the grounded shield of the
general-use cable is indicated in Fig 8. This
profile assumes a homogeneous earth, a hemi-
spherical model interpreted for a square sta-
tion grid, and no metallic conductors to distort
the voltage profile. Power station pairs are
shown at or near central office potential, due
to the special protection at the power station
and because the protectors on the power sta-
tion pairs at the remote drainage location have
not operated (pairs A,B, and C have no protec-
tors at the cable junction near the remote
drainage location). Pair C is also shown at or
near central office potential because subscriber
C is outside the GPR zone and the station pro-
tectors at location C have not operated. Station
protectors at subscribers A and B have op-
erated, raising the potentials on pairs A and B
to the values shown. The voltage drop due to
resistance in all the ground connections has
been neglected, and it is further assumed that
protectors at subscriber locations are metal-
lically connected to the general-use cable shield
in these diagrams (Figs 7, 8 and 9). Significant
pair-to-pair and pair-to-shield potential differ-
ences can be observed at various points along
the cable. These potential differences could re-
sult in insulation breakdown within the cable
and possible disruption of services to the power
station. Thus, special protection applied at the
power station high-voltage interface may pos-
sibly be circumvented.

To reduce the pair-to-pair and pair-to-shield
stresses within the general-use cable between
the central office and the remote drainage
locaton, protecton may be applied to all pairs
not serving the power station at the cable junc-
tion. If permanent grounding of the carbon
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Voltage Gradient Along General Use Cable
protectors presents a maintenance problem, tween the central office and the remote drain-
gas tube protector units may be used in place age location. It is important that this protec-
— of the carbon blocks. Placement of these pro- tion not be applied to pairs serving the power

tectors will reduce both pair-to-pair and pair-
to-shield stress in the general-use cable be-

station. Pairs in the general-use cable that
serve the power station are protected at the
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Voltage Gradient Along General Use Cable with
Full Count Protection Applied at the Remote Drainage Location

remote drainage location as part of the sys-
tem of protecton for circuits entering the
power station. Figure 9 shows the voltage profile
with full-count protection (all pairs protected)
on the pairs not serving the power station at
the cable junction. As described earlier, the
power station pairs and pair C are at or near
central office potential. Station protectors at
subscribers A and B have operated, and the
protectors on pairs A and B at the cable junc-
tion have also operated, causing the pairs to
assume the potential of the shield at those
locations. Figure 9 shows that pair-to-pair and
pair-to-shield stresses have been reduced be-
tween the central office and the remote drainage
location, but that significant voltage differences
still exist within the cable passing through the
GPR zone.

To reduce the potential differences in the
cable passing through the GPR zone, strategi-
cally placed full-count protection may be
necessary at additional location(s) along the
cable route. Considerations regarding this ad-
ditional protection are as follows:

(1) When pair-to-pair voltage differences ex-
ceed 600 V peak, regardless of the type of
general-use cable, consider applying full count
6 mil carbon block protection.

(2) When pair-to-shield voltage differences ex-
ceed 850 V peak for cables having paper core
insulation, or 2000 V peak for PIC cables, con-
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sider applying full count 6 mil carbon block
protection.

The selection of a location for the strategical-
ly placed protection can be made using the
voltage profiles. Figure 10 shows the results of
placing full-count protection at the subscriber
A location. As before, the power station pairs
are at or near central office potential because
the protectors on the power station pairs at the
remote drainage location have not operated.
However, other protectors have operated as
shown, creating the indicated voltage profiles.
Excessive pair-to-pair and pair-to-shield stresses
have been eliminated and it is seen that the
voltage profiles of the pairs generally follow
the profile of the shield. In the example, full
count 6 mil carbon protection was strategical-
ly placed at the subscriber A location to re-
duce the stresses shown in Fig 9. In placing this
additional protection at subscriber A, stresses
have been sufficiently reduced so that further
overvoltage protection along the cable route
is unnecessary. If additional subscribers had
been located, or unassigned pairs terminated
beyond subscriber C, the voltage profiles of
these pairs could be obtained by drawing
straight lines from the full-count protection
location at subscriber A (Fig 10) to the addi-
tional subscriber locations and the unassigned
pairs termination locations. Pair-to-pair and
pair-to-shield voltage differences could then be
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Fig10
Voltage Gradient Along General Use Cable with
Full Count Protection Applied at the Remote
Drainage Location and Strategically Along Cable Route

observed and excessive differences reduced by
the use of a second strategically placed full-

count protection location at or near subscriber
C.

NOTE: The models and graphs are for illustrative pur-
poses only. Each installation should be engineered to
include all ground resistances and customer drop (en-
trance wiring) impedances as these can have a signifi-
cant effect on pair and shield potentials. Conductor
and shield currents should be evaluated to determine
possible thermal damage and the need for special pro-
tective apparatus. A further consideration is the effect
on power station communication services of possible
protector operation at the remote drainage location
due to the subscriber zone protective measures. Be-
cause shield and core potentials can differ from that of
the surrounding earth, safe working practices are re-
quired.

6. Neutralizing Transformer Theory
and Design Concepts

6.1 NT Operation — The 3-Winding Neutraliz-
ing Transformer

6.1.1 General. Protection of the communica-
tions facility by a neutralizing transformer is
accomplished by introducing a voltage of the
proper magnitude and polarity into a cable pair
to cancel or neutralize undesirable common
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mode voltages arising from power station GPR,
longitudinal induction, or both. A basic 3-wind-
ing neutralizing transformer configuration is il-
lustrated in Fig 11. A primary circuit is estab-
lished between the power station ground grid
and a remote ground point which is outside the
zone of influence of the GPR and its induc-
tion. During a power fault to ground, the cur-
rent returning to the power system neutral
through R, , the resistance of the power sta-
tion ground grid with respect to reference
ground, will produce an increase in potential
on the power station side of the neutralizing
transformer with respect to remote ground. As
long as primary reactance remains high relative
to primary winding and external circuit re-
sistance, the majority of the rise in ground po-
tential will be developed across the primary
winding and will be coupled into each secondary
winding with the proper magnitude and polar-
ity to neutralize the common mode voltage ap-
plied to the communication conductors by the
power station GPR.

The communication pairs are virtually
grounded at the end distant from the power
station either through impedance to ground
of connected equipment or through cable capa-
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(1) Instantaneous voltage polarities are shown.

(2) Protection such as carbon protector blocks or
drainage reactors are usually incorporated on leased
communications facilities to protect cable dielectric
from damage due to excessive voltage stress.

Vrem ~ Ip(Rp + Rexr + Rg) =

where

Vepr(Rp + Rgxyr + Ry)
|Zpril

Y
Zprr = [(Rp + Rgxr *+ Rg)? + (WLpgp)?]

Fig 11

3-Winding Neutralizing Transformer

citance to ground. Fig 11 shows that the in-
stantaneous voltage polarities across R, and
the NT primary and secondary windings are in
a direction to provide cancellation. Thus,
negligible voltage is developed from communi-
cation conductors to ground or across cable-
pair protection devices at the power station
location.

The NT functions in the same manner to
neutralize longitudinally induced voltage. In
this case, the undesirable common mode volt-
age arises from coupling with power lines and
is distributed along the communication wire
pairs and NT primary circuit conductor(s).
Neutralization will occur only if the NT pri-
mary conductors are exposed to the same
magnetic induction as the communications
conductors. Thus, the NT primary conduc-
tor(s) must be within the same communica-
tions cable or must follow the same routing as
the communication conductors.

Unlike the isolation transformer in which the
disturbing voltage is applied across the primary-
to-secondary dielectric and no longitudinal

(common mode) current flows through the
transformer windings, the NT primary winding
is placed in series with the disturbing voltage.
Significant longitudinal current does not nor-
mally flow in the NT secondaries. Therefore,
the primary winding may be viewed as a longi-
tudinal choke or reactor.

Primary exciting current is a function of the
applied voltage and the volt-time area accum-
ulated under the applied voltage waveform.
The excitation characteristic of a typical NT is
a monotonically increasing relationship be-
tween exciting current and accumulated volt-
time area. The characteristic may be varied,
that is, the value of excitation current which
results for a given accumulated volt-time area
may be changed by altering either the number
of turns, the core area or the air gap within the
core, or a combination of these parameters.

6.1.2 Remanent Voltage. Primary winding
resistance R, primary external conductor re-
sistance Rgx v, and remote ground resistance R,
are illustrated in Fig 11 along with cable-pair
protection at the power station and the remote
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