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Abstract: Criteria are provided for the design of an integrated security system for nuclear power 
generating stations. Requirements are included for the overall system, interfaces, subsystems, and 
individual electrical and electronic equipment. This standard addresses equipment for security-related 
detection, surveillance, access control, communication, data acquisition, and threat assessment. 
Keywords: access control, central alarm station (CAS), cyber security, duress alarms, integrated 
security system, intrusion detection, line supervision, perimeter intrusion alarm, portal security 
lighting, remote video surveillance, secondary alarm station (SAS), security lighting, security systems, 
threat assessment, uninterruptible power supply (UPS) system, voice communications 
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Introduction 

This introduction is not part of IEEE Std 692-2010, IEEE Standard Criteria for Security Systems for Nuclear Power 
Generating Stations. 

The physical protection and security of nuclear power generating stations concerns utilities, manufacturers, 
the general public, and those who are responsible for licensing and regulating nuclear power generating 
stations and other nuclear facilities. This standard is intended to establish both guidance and minimum 
requirements for acceptable security system design for nuclear power generating stations. This standard 
focuses on the design, operation, and maintenance of various security-related electrical and electronic 
equipment, including integration to achieve an acceptable security system. As described in this standard, to 
be effective, the electrical and electronic aspects of such an integrated security system need to include 11 
essential elements:  

⎯ Perimeter intrusion alarms 

⎯ Security lighting 

⎯ Video surveillance 

⎯ Access control 

⎯ Interior intrusion detection 

⎯ Data acquisition, processing, and display 

⎯ Voice communications 

⎯ Line supervision 

⎯ Duress alarms 

⎯ Power supplies 

⎯ Maintenance and testing 

The integrated security system and each of these 11 elements are addressed in separate clauses of this 
standard. 

The development of these criteria was initially undertaken in January 1978. The standard was originally 
issued in 1986 and then updated in 1997 and later reaffirmed in early 2005. In September 2005, Working 
Group 3.2 (Nuclear Security) of Nuclear Power Engineering Committee’s Subcommittee 3 (Operations, 
Maintenance, Aging, Testing, and Reliability) was directed to undertake another update of the standard. 

This new revision incorporates the following improvements and updates: 

⎯ Update of the Introduction 

⎯ Development of high-level design basis requirements for the integrated security system and each of 
its 11 elements 

⎯ Re-format and revision of each clause to achieve improved consistency, clarity, usability, and level 
of detail 

⎯ Update of definitions to reflect current security term usage 

⎯ Update of terminology throughout the standard to reflect current industry usage 

⎯ Update of each of the four figures to reflect current industry approaches 

⎯ Deletion of several overly prescriptive requirements in favor of performance-based approaches 
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⎯ Deletion of references to obsolete technology and replacement with current state-of-the-art usage 

⎯ Update and validation of guidance and requirements in Clause 4, Clause 5, Clause 6, and Clause 7 
on threat assessment 

⎯ Update of Clause 6 to address IESNA comments on the 1997 version, to reflect current approaches, 
and to provide guidance on maintaining minimum illumination levels throughout the life of the 
plant 

⎯ Addition of guidance in Clause 4 and Clause 10 on addressing cyber security issues 

⎯ Addition of new requirement to consider duress alarms in badging areas that are located outside the 
Protected Area 

⎯ Update of bibliography 

This revision is intended primarily to assist development of security systems at new nuclear power 
generating stations but may also be helpful for design modification efforts at older plants and at other 
nuclear facilities. The working group attempted to stay abreast of and consistent with the rapidly changing 
security requirements evolving after the September 11, 2001 terrorist event in the U.S., but at the same time 
avoided the level of detail that could compromise any safeguard aspects of such changes. 

Note that this standard is not intended to cover all security-related topics. An understanding of the goals 
and objectives of the security system with an appreciation for the financial, operational, testing, and 
maintenance functionality of the site will enhance the compatibility of the various plant systems, features, 
and operator actions required to mitigate events such as radiological, fire, loss of site power, and security 
events. The plant layout shall be compatible with the need to control access and maintain separation of 
areas due to pipe break accident, missiles, fire, radiation exposure, and flooding considerations. Physical 
protection measures should be incorporated into the design prior to the start of construction to enhance 
physical protection and non-obtrusive security system installation and to minimize cost. 

Consequently, such features as listed below should be incorporated in the initial design: 

⎯ Embedment of card readers/conduit 

⎯ Hardened walls, floors, and ceilings 

⎯ Bullet-resistant features 

⎯ Minimized utility ports 

⎯ Utility port barriers 

⎯ Security door hardware 

This standard is not intended to cover the following security-related topics: 

⎯ Development of threat and response criteria 

⎯ Security force composition, deployment, or weaponry 

⎯ Classification of vital equipment or vital areas 

⎯ Contingency plans 

⎯ Security requirements during the plant construction stage 

⎯ Personnel screening 

⎯ Physical, civil, and structural aspects of security boundaries 

⎯ Controls on safeguards information 

v 
Copyright © 2010 IEEE. All rights reserved. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 25,2026 at 22:36:42 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 692-2010

http://www.avadocuments.com/doc/ieee-692-2010
http://www.avadocuments.com/doc/ieee-692-2010


 

Notice to users 

Laws and regulations 
Users of these documents should consult all applicable laws and regulations. Compliance with the 
provisions of this standard does not imply compliance to any applicable regulatory requirements. 
Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.  

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 
Users of IEEE standards should be aware that these documents may be superseded at any time by the 
issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of 
the document together with any amendments, corrigenda, or errata then in effect. In order to determine 
whether a given document is the current edition and whether it has been amended through the issuance 
of amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at 
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously. 

For more information about the IEEE Standards Association or the IEEE standards development process, 
visit the IEEE-SA Web site at http://standards.ieee.org. 

Errata 
Errata, if any, for this and all other standards can be accessed at the following URL:  
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL 
for errata periodically. 

Interpretations 
Current interpretations can be accessed at this URL: http://standards.ieee.org/reading/ieee/interp/index.html. 

Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence 
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying 
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity 
or scope of Patents Claims or determining whether any licensing terms or conditions provided in 
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable 
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any 
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further 
information may be obtained from the IEEE Standards Association. 
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IEEE Standard Criteria for Security 
Systems for Nuclear Power Generating 
Stations 

 
 
 
 
 
IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or 
environmental protection in all circumstances. Implementers of the standard are responsible for 
determining appropriate safety, security, environmental, and health practices or regulatory requirements. 

 
This IEEE document is made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers appear in all publications containing this document and may be found under the 
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” 
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/ 
disclaimers.html. 

 
 
1. Overview 

 
 
1.1 Scope 

 

The standard provides criteria for the design, testing, and maintenance of security system equipment for 
nuclear power generating stations. Such equipment includes permanently or temporarily installed systems, 
subsystems, and components used by the security force for physical protection of the station against 
security threats. It includes equipment for security-related detection, assessment, surveillance, access 
control, communication, and data acquisition. 

 
 
1.2 Purpose 

 

This standard establishes criteria for the design of an integrated security system for nuclear power 
generating stations. These criteria assist in the selection and application of equipment to detect, monitor, 
display, and record security conditions and events. The security system defined here is not intended to be a 
safety system as defined by IEEE Std 603-1991. 

 
 
2. Normative references 
 

 There are no publications normatively referenced in this standard 
 
 This standard shall be used in conjunction with the following publications IEEE Std 100-1996, IEEE Standard 
Dictionary of Electrical and Electronics Terms.1 IEEE Std 603-1991, IEEE Standard Criteria for Safety 
Systems for Nuclear Power Generating Stations (ANSI). 
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3. Definitions 
 
For the purposes of this document, the following terms and definitions apply. The IEEE Standards 

  Dictionary: Glossary of Terms & Definitions should be referenced for terms not defined in this clause.1 
access control: The portion of an entry-control system that verifies authority and authorizes access of 
personnel seeking entry into a controlled area. 

 
 
access mode: The condition that maintains security over the signal lines between the detector and the 
annunciator and over the tamper switch in the detector but allows access into the protected area through the 
zone of detection without indicating an alarm condition. 

 
acknowledge: Operator action to indicate awareness of an event or alarm. 

 
Alarm : A warning from a sensor or sensor system, usually signaled by light or sound; it may indicate 
a false warning, nuisance warning, or valid warning. A signal for attracting attention to some abnormal 
condition. A warning of danger, safeguard threat, equipment failure, or other condition requiring attention. 
 
 
IEEE definitions are found in IEEE Std 100-1996. The following are terms used in this standard: 

 
3.1 access control: The means to allow authorized entry and prevent unauthorized entry of persons, 
vehicles, and materials into an area. 

 
3.2 acknowledge: Operator action to indicate awareness of an event or alarm. 

 
3.4 alert: A notification to be watchful that shall not be considered the same priority as an alarm. 

 
 badge number: A numeric character code assigned to a badge. 

 
barrier: An obstruction composed of suitable construction and materials or a time delay mechanism that 
imposes a delay for an intended purpose. 

 
card reader: A device used to read a coded credential at an entry point. 

 
central alarm station (CAS): A continuously manned area that functions as the primary location for 
monitoring the security system operation, which is designated a vital area.   

 
clear: Operator action to remove specific displays. 

 
3.10 degraded mode: When part of the central alarm station equipment is inoperable, causing less then 
optimal operational conditions 
 
cyber security: The vulnerability of any computing system, software program, or critical infrastructure to, 
or their ability to resist, intentional interference, compromise, or incapacitation through the misuse of, or by 
unauthorized means of, the Internet, public or private telecommunications systems. 

 
detection zone:  The volume of space in which an intrusion sensor will detect intrusion.  
 Any area equipped to sense the presence of an intruder 
 

 
duress alarm: An alarm designed to signal that a plant staff member is being coerced into an undesired 
action. 

 
emergency egress: A path or route that provides an immediate exit path or way out of an area in the event 
of a sudden, unexpected, or dangerous occurrence. 

 
event: Change of status or condition. 
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  false alarm: (A) An alarm generated without an apparent cause. (B) An alarm normally associated with 
electronic malfunction of the sensing device. An indicated alarm where no danger, safeguards threat, or 
equipment failure condition exists 

 
3.15 inactive mode: When the alarm input is in an unmonitored mode for testing 
 
 
intrusion alarm: A tamper-indicating electrical, electromechanical, electrooptical, electronic, or similar 
device that will detect intrusion by an individual into a building, protected area, vital area, or material 
access area, and alert guards or watchmen by means of actuated visible and audible signals. 

 
isolation zone: Any area, adjacent to a perimeter physical barrier, clear of all objects that could conceal or 
shield an individual. The inner isolation zone is inside of the perimeter physical barrier; the outer isolation 
zone is outside of the perimeter physical barrier. 

 
1 The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/. 

 

legitimate access: The proper and correct access authorization. 
 

nuisance alarm: A alarm warning generated by an identified input to a sensor or monitoring device that 
does not represent danger , a safeguards threat, or equipment failure conditions requiring an actual response. 

 
owner controlled area (OCA): Area of property that is owned by the Licensee that is outside the protected 
area. 

 
patrol tour: An inspection by a member of the security organization along a predetermined route to 
observe the route area’s security conditions. 

 
physical security: The application of methods for preventing malevolent acts against safeguards and 
security interests, detecting such acts as they occur, and responding to such acts. 

 
protected area (PA): An    access area encompassed by physical barriers and to which access is  controlled. 
 
remote access: The ability to access a computer, node, or network resource located within an identified 
defensive level from a computer or node that is physically located in a less secure defensive level. 
(Traditionally, the term “remote access” has been defined to be the ability to log onto a network from a 
distant location. Having remote access means that the remote computer actually becomes a full-fledged 
host on the network and has the ability to access resources located on the network. As related to the 
Nuclear Energy Institute (NEI) 04-04 [B6]2 Cyber Security Program, remote access is modified to include 
the concept of “defensive levels” typically employed within a Defensive Model.) 

 
3.23 safeguards: Security measures for the physical protection of nuclear material and vital equipment at a 
nuclear power generating station 

 
3.24 secondary alarm station (SAS): A continuously manned location that is capable of providing backup 
security system monitoring and communications functions. 

 
3.25 security system: As used in the context of this standard, the aggregate assemblage of hardware and 
associated software that includes all components, equipment, barriers, etc., necessary for the physical 
protection of nuclear power generating stations against the design basis threat of radiological sabotage. 

 
3.26 tamper: To interfere with the performance of a security sensor or the electrical connections within an 
alarm communications system. 

 
3.27 trouble: Equipment malfunction or loss of power. 
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remote control: The ability to control a computer, node, or network resource located within an identified 
defensive level from a computer or node that is physically located in a less secure defensive level. 
(Traditionally, the remote control has been defined to be the ability to take control of another computer. 
This type of interaction is distinctly different from that of remote access in that with remote control the 
ability to interact with the computer is the same as if the user were physically located at the computer itself. 
As related to the NEI 04-04 [B6] Cyber Security Program, the definition of remote control is modified to 
include the concept of “defensive levels” typically employed within a Defensive Model.) 

 
safeguards: Security measures for the physical protection of nuclear material and vital equipment at a 
nuclear power generating station. 

 
secondary alarm station (SAS): A continuously manned station, not necessarily on site, equipped with 
alarm monitoring and communications equipment that provide a backup capability for the central alarm 
station functions. 

 
security system: The aggregate assemblage of hardware and associated software, which includes all 
components, equipment, barriers, etc., necessary for the physical protection of nuclear power generating 
stations against the design basis threat of radiological sabotage. 

 
tamper: To interfere in an intentional, unauthorized, or undeclared manner to physically defeat a security 
device. 

 
unimpaired observation: Conditions that enable an unobstructed view to provide ensure direct visual or 
closed-circuit television (CCTV) video surveillance of individuals or vehicles. 
 
vital area: Any area that contains vital equipment. 
 
2 

The numbers in brackets correspond to those of the bibliography in Annex A. 

 
vital equipment: Any equipment, system, device, or material, the failure, destruction, or release of which 
could directly or indirectly endanger the public health and safety by exposure to radiation. Equipment or 
systems which would be required to function to protect public health and safety following such failure, 
destruction, or release are also considered to be vital. 

 
zone: A defined security and/or perimeter segment that encompasses intrusion detection and surveillance 
equipment. 
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4. Integrated security system 
 
 
4.1 Design basis 

 

This clause provides the overall requirements and equipment interfaces for an integrated security system. 
Specific criteria for the various individual types of equipment (or subsystems), which comprise the overall 
security system, are provided in Clauses 5 through 15. 

 
An integrated security system provides the electronic systems that are used to support nuclear power 
generating station security in providing adequate protection of public health and safety from a radiological 
release caused by attempted radiological sabotage by design basis threats. 

 
An integrated security system shall be capable of detecting and notifying security personnel of threats to 
the physical security of the nuclear power generating station, such that the physical protection objectives 
for that facility are met. 

 
An integrated security system shall provide the means to collect, display, and audibly annunciate in the 
appropriate alarm monitoring station any alarm or abnormal event that is generated by any monitoring 
system required by the facility’s security plan. An integrated security system shall provide the means to 
observe and assess the isolation zones and physical barriers at the perimeter through the use of video 
surveillance or other suitable means, which limits exposure of responding personnel to attack. The 
integrated system shall also provide equipment for access control, entry/exit control, and response force 
communications. 

 
The security system at nuclear power generating stations shall be engineered, designed, manufactured, 
constructed, and operated in accordance with documents that specify the design basis and requirements of 
the subsystems and components included in the integrated security system. Some of these documents are 
listed in the bibliography of this standard (see Annex A). Other documents are specific to each site and 
installation. Security equipment, both indoor and outdoor, should be sufficiently protected against lightning 
strikes and resulting surges, such that equipment failure or malfunction is minimized to the extent 
economically feasible but not allowing reliability to be detrimentally affected. 

 
 
4.1 General 

 
This clause provides the overall requirements and equipment interfaces for an integrated security system. 
Criteria that are specific to the various individual types of equipment (or subsystems) that comprise the over- 
all security system are provided in 4.2 through 4.5. 

 
 
4.2 List of security system  ( subsystems ) and  equipment 

 

An integrated security system shall include, but is not limited to, the following types of security system 
equipment (or subsystems): 
The types of security system equipment (or subsystems) that shall be included in an integrated security 
system and that are addressed by this standard are as follows: 

 

 
a) Perimeter intrusion alarm system  

b) Security lighting 

c) Video Remote surveillance and assessment  

d) Access control 

e) Interior intrusion detection 
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f) Data acquisition, processing, and display  
g) Voice communications 

 h) Line supervision 

i) Duress alarms  

j) Power supplies 

k) Maintenance and testing 
 

Also included in an integrated security system are equipment interconnecting cables and raceways and 
power distribution systems. 

 

 
 
4.3 General performance requirements Performance 

 

 
An integrated security system shall be capable of detecting, delaying, and responding to threats to the 
physical security of the nuclear power generating station, such that the physical protection objectives for 
that facility are met. 

 
4.3.1 Integrated security system interfaces 

 

A typical arrangement of the interfaces among security system equipment (or subsystems) is illustrated in 
Figure 1. 
 
4.3.2 Configuration control 

 

The software and hardware of the integrated security system shall be maintained with suitable design 
control documentation such that the design basis of the integrated security system is not altered without 
proper approval. 

 
4.3.3 Physical protection elements 

 

Determination of the physical protection objectives and analysis of the system adequacy to meet them are 
not within the scope of this standard, but are important related elements of plant security. The relationship 
of physical protection elements and illustration of those that fall within the scope of this standard are shown 
in Figure 2. 

 
 
4.3.4 Security areas 

 

The security system design encompasses many areas of the plant. Figure 3 is a diagram of typical security 
areas and features. The security system design would also typically include the use of barriers to protect 
against the malevolent use of vehicles to gain unauthorized access to nuclear power generating stations. 

 
 
4.3.5 Tamper protection 

 

Tamper switches or other triggering mechanisms shall be provided for the sensors and associated equipment 
enclosures, where applicable. These tamper devices shall initiate a tamper signal upon detection of a 
stimulus or a condition (e.g., removing a cover) for which the device was designed to react. These devices 
shall be supervised in accordance with Clause 12. 
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                                Figure 1—Integrated security system interfaces 
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