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Abstract: Additional computer specific requirements to supplement the criteria and requirements
of IEEE Std 603™-2009 are specified. Within the context of this standard, the term computer is a
system that includes computer hardware, software, firmware, and interfaces. The criteria
contained herein, in conjunction with criteria in IEEE Std 603-2009, establish minimum functional
and design requirements for computers used as components of a safety system.

Keywords: commercial grade item, diversity, safety systems, software, software tools, software
verification and validation
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation, or every ten years for stabilization. When a document is more than five
years old and has not been reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are
cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or
her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the
advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Recommendations to change the status of a stabilized standard should include a
rationale as to why a revision or withdrawal is required. Comments and recommendations on standards, and requests
for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA
Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood

Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 7-4.3.2-2010, IEEE Standard Criteria for Digital Computers in Safety Systems
of Nuclear Power Generating Stations.

This standard evolved from IEEE Std 7-4.3.2-2003. It represents a continued effort by an IEEE working
group to support the specification, design, and implementation of computers in safety systems of nuclear
power generating stations.

This standard specifies additional computer-specific requirements (incorporating hardware, software, firm-
ware, and interfaces) to supplement the criteria and requirements of IEEE Std 603-2009. This standard
should be used in conjunction with IEEE Std 603-2009 for completeness of the safety system design when
a computer is to be used as a component of a safety system.

This standard recognizes that development processes for computer systems continue to evolve. As such, the
information presented should not be viewed as the only possible solution. This is in keeping with the desire
to use advances in digital technology, provided the criteria and requirements of IEEE Std 603-2009 and this
standard are met. For example, while this standard does not address specifically artificial intelligence sys-
tems or fourth generation languages, their use is not precluded.

This standard does not provide requirements associated with the operation and maintenance of the
computer following installation (i.e., surveillance testing frequency). Any problems identified should be
addressed through applicable standards that specifically address these requirements.

Subclause 5.1 in IEEE Std 603-2009 defines the single-failure criterion. Guidance for the application of this
criterion is provided in IEEE Std 379™-2000 [B16]. The approach stated in Subclause 5.5 of IEEE Std
379-2000 is also appropriate for potential common-cause failures associated with computer hardware and
software that have been developed under the requirements of IEEE Std 603-2009 and this standard.
Additional guidance for determining the need for design diversity in safety-related computer systems is
provided in 5.16 of this standard.

This standard does not address justification for the selection of software tools and acceptance criteria for
compilers, operating systems, and libraries. The working group felt this subject was outside of the scope of
this revision.

In summary, the following major changes were implemented in this version of IEEE Std 7-4.3.2:

—  The references were updated to include current IEEE standards.

— Subclause 5.6 is significantly enhanced to specify acceptable communication independence
between safety divisions and between safety and non-safety systems. This also involved revising
Annex E to be more specific on acceptable communication methods.

— The Nuclear Regulatory Commission (NRC) established seven task working groups (TWGs) to
address seven specific areas of digital [&C where the industry requested more specific regulatory
guidance. Utilities, Nuclear Steam Supply System (NSSS) vendors, Electric Power Research
Institute (EPRI), Nuclear Energy Institute (NEI) and other industry representatives interfaced
directly with the NRC in discussing six out of the seven specific areas. The NRC subsequently
issued interim staff guidance (ISG) in these seven specific areas. Three of these impact this
standard in four different areas of the standard:

— Address the issue of computer security (see NRC Interim Staff Guidance DI&C-ISG-01 [B28]
for more information regarding computer security for safety systems). Subclause 5.9 provides
the requirements for computer security for safety systems.
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— Define the requirements for common cause failure as it relates to computer in safety systems
(see NRC Interim Staff Guidance DI&C-ISG-02 [B29] for more information). Added 5.16
Common Cause Failure criteria that augments IEEE Std 603-2009, 5.16. The contents of
Annex B are removed because the information is now normative in 5.16.

— Address the issue of multidivisional control and display stations (see NRC Interim Staff
Guidance DI&C-ISG-04 [B30] for more information. Expanded 5.8 Information Displays, to
define these requirements.

— Address the issue of function prioritization (see NRC Interim Staff Guidance DI&C-ISG-04
[B30] for more information). A new subclause, 5.5.4 Prioritization of functions, was added to
define these requirements.

— A new subclause, 5.17 Use of commercial digital equipment, was added to the standard to provide
clarity on the unique requirements for commercial grade dedication of computer equipment and
software. This subclause was reviewed for consistency with industry guidance. Annex C was
revised to provide specific information for commercial dedication of computer systems in the
United States.

— Removed Annex F because various NRC and industry efforts are underway to determine the
methodologies for establishing computer reliability. The material in this annex therefore may
become obsolete in its current form. This annex will be revised in a future edition of this standard.

— Implemented editorial and clarification changes throughout the standard.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
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document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/iece/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard Criteria for Digital
Computers in Safety Systems of
Nuclear Power Generating
Stations

IMPORTANT NOTICE: This standard is not _intended to ensure safety, security, health, or
environmental protection. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is _made _available for use subject to important notices _and legal
disclaimers. These notices and disclaimers appear in all publications containing this document and
may be found under the heading “Important Notice” or “Important Notices and _Disclaimers

Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at

http://standards.ieee.org/IPR/disclaimers.html.

1. Scope

This standard serves to amplify criteria in IEEE Std 603"-1998 2009, IEEE Standard Criteria for Safety
Systems for Nuclear Power Generating Stations, to address the use of computers as part of safety
systems in nuclear power generating stations. The criteria contained herein, in conjunction with

criteria in IEEE Std 603- 2009, establish minimum functional and design requirements for computers
used as components of a safety system.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they
must be understood and used, so each referenced document is cited in text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

IEEE Std 3237-2003 (Reaff 2008), IEEE Standard Criteria—for Safety-Systems Qualifying Class 1E
Equipment for Nuclear Power Generating Stations. 1,2

! IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ
08854, USA (http://standards.iece.org/).

2 The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers,

Inc.

™

IEEE Std 344 -2004, IEEE Recommended Practice for Seismic Qualification of Class 1E Equipment
for Nuclear Power Generating Stations.

IEEE Std 603"-2009, IEEE Standard Criteria for Safety Systems for Nuclear Power Generating
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Stations. IEEE Std 1012™-2004, IEEE Standard for Software Verification and Validation.

IEEE Std 1042™-1987 (Reaff 1993) (withdrawn), IEEE Guide to Software Configuration
Management.

ISO/IEC 12207:2008 (IEEE Std 12207-2008). Second Edition, 2008-02-01, Systems and Software
Engineering—Software life cycle processes.

S 101271998 Standardfor-Sof Geat; | Validation.

3. Definitions,_ acronyms and abbreviations

3.1 Definitions

For the purposes of this standard; document, the following terms and definitions apply. The Aunthoritative
Dictionary-of IEEE Standards chtlonarv Glossary of Terms & Definitions should be referenced for
terms not defined in this clause.’

3.1.1 acceptance testing: (A) Formal testing conducted to determine whether erset a system satisfies
its acceptance criteria and requirements; and to enable the customer to determine whether ernetto
accept the system. See also: equipment qualification testing, system testing. (B) Formal testing
conducted to enable a user, customer, or other authorized entity to determine whether to accept a system
or component.

3.1.2 basic component: For operating facilities, a structure, system, component (SSC), or part thereof
that affects its safety function and is necessary to assure one or more of the conditions provided below is
met. For new plant designs, a basic component is the design or procurement information approved or to
be approved within the scope of the design certification or approval for a SSC or part thereof that affects
its safety function and is necessary to meet one or more of the following conditions:

— The integrity of the reactor coolant pressure boundary;

— The capability to shut down the reactor and maintain it in a safe shutdown condition; or

— The capability to prevent or mitigate the consequences of accidents with significant potential
for offsite exposures.

Basic components are items designed and manufactured under a nuclear quality assurance program, or
commercial grade items that have successfully completed the commercial grade dedication process. A
basic _component includes the safety related design, analysis inspection, testing, fabrication,

design certlﬁcatlon, or desuzn approval, whether these services are performed by the component supplier
or others.
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3 The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/.

3.1.3 commercial grade dedication: An acceptance process undertaken to provide reasonable assurance

that a commercial grade item to be used as a basic component will perform its intended safety function
and, in this respect, is deemed equivalent to an item designed and manufactured under a nuclear
quality assurance program. This assurance is achieved by identifying the critical characteristics of the
item and by verifying their acceptability by inspections, tests, or analyses performed by the purchaser or
third party dedicating entity after delivery or through commercial grade surveys: product inspections or
witness at hold points at the supplier’s facility, and analysis of historical records for acceptable
performance. In all cases, the dedication process must be conducted under a nuclear quality assurance
program. The process is considered complete when the dedication activities are complete and the item
is designated for use as a basic component.

3.1.4 commercial grade item:_ A structure, system, component, or part thereof that affects its
safety function that was not designed and manufactured as a basic component. These do not include
items where the design and manufacturing process require in-process inspections and verifications so that
defects or failures to comply are identified and corrected where one or more of the item’s critical
characteristics cannot be verified. For digital items, the vendor’s software life cycle processes can be
included as critical characteristics.

3.1.5 commercial grade service: A service or activity that affects the safety function of a basic
component, performed by a commercial vendor not operating under a nuclear quality assurance program.

3.1.6 computer security: Protection of digital computer-based systems throughout the development

lifecycle of the system to prevent unauthorized, unintended, and unsafe modifications to the system; this
includes protection of the safety system during operation and maintenance from inadvertent actions that

result in unintended consequences.

3.1.7 configuration: (A) The arrangement of a computer system or component as defined by the
number, nature, and interconnections of its constituent parts. (B) In configuration management, the
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functional and physical characteristics of hardware or software as set forth in technical documentation or
achieved in a product.

3.1.8 configuration control: An element of configuration management, consisting of the evaluation,
coordination, approval or disapproval, and implementation of changes to configuration items after
formal establishment of their configuration identification.

3.1.9 configuration item: An aggregation of hardware, software, or both, that is designated for
configuration management and treated as a single entity in the configuration management process.

3.1.10 configuration management: A discipline applying technical and administrative direction and
surveillance to identify and document the functional and physical characteristics of a configuration
item, control changes to those characteristics, record and report change processing and
implementation status, and verify compliance with specified requirements.

3.1.11 critical characteristics: Important design, material, and performance (including design process

attributes of a commercial grade item that, once verified, will provide reasonable assurance that the

item will perform its intended safety function. Used for the dedication of commercial grade services to
confirm equivalent results are produced to those that would have been produced had the vendor

been operating under a nuclear quality assurance program.

3.1.12 critical characteristics for acceptance: Those selected, identifiable, and measurable attributes
and variables of a commercial grade item or service, when verified, provide reasonable assurance that
the item received is the item specified.

NOTE—Adapted from EPRI NP-5652 [B3].*

% The numbers in brackets correspond to those of the bibliography in Annex H.

3.1.13 critical characteristics for design: Those selected properties or attributes which are essential
for the item’s form, fit, and functional performance. For design they are the identifiable and measurable
attributes of a commercial grade item that provide reasonable assurance that the item will perform
its design function. An example for design shall be design methods used to implement the various life

cycle phases.
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NOTE—Adapted from EPRI NP-5652 [B3].

3.1.14 dedicating entity: For operating facilities, the organization that performs the dedication process
under a nuclear quality assurance program. Dedication may be performed by the manufacturer of the

item, a third-party, or the utility itself. This organization is responsible for identifying and evaluatin

deviations, reporting defects and failures to comply for the dedicated item, and maintaining auditable
records of the dedication process.

3.1.15 engineering workstation: A computer-based tool that performs engineering and maintenance
functions, including creating new control functions, adding various input and output points, modifying
sequential and continuous control logic, simulating the logic offline, supporting database engineering,
and preparing such engineering documentation as input/output (I/O) lists and device summaries. It

provides a means to monitor and troubleshoot various aspects of system operation including diagnostics,
install and update program elements, recover from failures, and perform miscellaneous tasks associated

with system administration.

NOTE—Adapted from the Instrument Engineer’s Handbook, Fourth Edition, ed. by Béla Liptdk, and from U.S.
CERT online document, Control Systems Security Program (CSS). Overview of Cyber Vulnerabilities.

3.1.16 equipment qualification: The demonstration and documentation of the ability of the equipment,
consisting of the integrated hardware and software, to perform its safety function or functions under
applicable service conditions, including design basis events. Equipment Qualification is defined in

IEEE Std 323-2003.

3.1.17 firmware: The combination of a hardware device, software and data that are incorporated into
the hardware device. For compliance with this standard, firmware shall be treated as software in a

programmable device.

NOTE—Adapted from IEEE Std 610.12™-1990 [B19].

3.1.18 hazard: A condition that is a prerequisite to an accident. Hazards include external events as well
as conditions internal to computer hardware or software.

3.1.19 hazard analysis: A process that explores and identifies conditions that are not identified by the
normal design review and testing process. The scope of hazard analysis extends beyond plant design
basis events by including abnormal events and plant operations with degraded equipment and plant
systems. Hazard analysis focuses on system failure mechanisms rather than verifying correct system
operation.

3.1.20 protected area: An area encompassed by physical barriers and to which access is
controlled.
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3.1.21 safe shutdown condition: Bringing the plant to those shutdown conditions specified in plant
technical specifications as Hot Standby or Hot Shutdown, as appropriate.

3.1.22 safe state: A state in which potential hazards and operational risks are minimized.

NOTE—Determining_the safe state(s) of a device is a plant systems issue, which is outside the scope of this
standard (i.e., not solely related to digital design).

3.1.23 software tools: A computer program used in the design, development, testing, review, analysis,
or maintenance of a program or its documentation. Examples include compilers, assemblers, linkers,
comparators, cross-reference generators, decompilers, editors, flow charters, monitors, test case

generators, integrated development environments, and timing analyzers.

NOTE—Adapted from IEEE Std 610.12-1990 [B19].

3.1.24 vital area: Any area that contains any equipment, system, device, or material, the failure,
destruction, or release of which could endanger the public health and safety, directly or indirectly, by
exposure to radiation (referred to as vital equipment), or equipment or systems that are required to
function to protect public health and safety following such failure, destruction, or release.
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3.2 Acronyms and abbreviations

The following abbreviations and acronyms appear in this standard:

ATWS anticipated transient without scram

CER
CCF Common Cause Failure
CDR critical digital review

COTS commercial off-the-shelf
cRe eyehieredundaney-cheek
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e

D3 defense in depth and diversity
DPRAM dual-ported random access memory
EIA Electronic Industries Alliance
EPRI Electric Power Research Institute
EQ equipment qualification

FMEA failure modes and effects analysis
V& nd | Seati validat
MABE mean-tme-bebween-fattures

PROM  programmable read only memory

FTA fault tree analysis

IEC International Electrotechnical Commission

M&TE measurement and test equipment

NEI Nuclear Energy Institute

PLC Programmable Logic Controller

QA quality assurance

QFR reinforced functional qualification (translated from the French)
RAM random access memory

o .
cvvp e dation plan

SAR Safety Analysis Report

SER Safety Evaluation Report
SSC structure, system, component
V&V verification and validation

4. Safety system design basis
NOTE—See Annex A for more information about the relationship of this standard to IEEE Std 603- 2009.

No requirements beyond IEEE Std 603- 2009 are necessary.
5. Safety system criteria
The following subclauses list the safety system criteria in the order they are listed in IEEE Std 603-

2009. For some criteria, there are no additional requirements beyond what is stated in IEEE Std 603-
2009. For other criteria, additional requirements are described in 5.1 through 5.17.

5.1 Single-failure criterion

In addition to the Ne requirements beyond in IEEE Std 603-1998-are-neeessary 2009, the following
criteria apply for digital computers in safety systems (see also 5.16):

a) Functions that are assumed to malfunction independently in the safety analysis shall not be
affected by failure of a single control processor.

b) Functions shall be configured (e.g., functionally distributed) such that a single processor
malfunction or software error shall not result in spurious actuations that are not enveloped in the
plant design bases, accident analyses, anticipated transient without scram (ATWS) provisions, or
other provisions for abnormal conditions. This includes spurious actuation of more than one
plant device or system as a result of processor malfunction or software error. The possibility and
consequences of malfunction of multiple processors as a result of common software error shall
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be addressed (see 5.16).

5.2 Completion of protective action

No requirements beyond IEEE Std 603- 2009 are necessary.

5.3 Quality

Hardware quality is addressed in IEEE Std 603- 2009. Software quality is addressed in ISO/IEC
12207:2008 (IEEE Std 12207 -2008) and supporting standards. Computer development activities shall
include the development of computer hardware and software. The integration of the computer hardware
and software and the integration of the computer with the safety system shall be addressed in the
development process.

A typical computer system development process consists of the following life cycle
processes:

— Creating the conceptual design of the system, translation of the concepts into specific system
requirements

— Using the requirements to develop a detailed system design

— Implementing the design into hardware and software functions

— Testing the functions to confirm that the requirements have been correctly implemented
— Installing the system and performing site acceptance testing

— Operating and maintaining the system

— Retiring the system

In addition to the requirements of IEEE Std 603-2009, the following activities necessitate
additional requirements that are necessary to meet the quality criterion:

— Software development
— Qualification of existing commercial computers (see 5.17)
— Use of software tools

— Verification and validation
— Configuration management
— Risk Management

5.3.1 Software development

Computer software shall be developed, modified, or accepted in accordance with an-appreved a software
quality assurance (QA) plan consistent with the requirements of ISO/IEC 12207:2008 (IEEE Std 12207-
2008). The software QA plan shall address all software that is resident on the computer at run time (i.e.,
application software, network software, interfaces, operating systems, and diagnostics). Guidance for
developing software QA plans can be found in IEC 60880 (1986-69B4 Ed. 2, (2006-05) [B13] and

IEEE Std 730™-1998-{B82002 [B20].

The software QA plan shall also address the software tools for system development and maintenance as
described in 5.3.2.
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5.3.1.1 Software quality metrics

The use of software quality metrics shall be considered throughout the software life cycle to assess
whether software quality requirements are being met. When software quality metrics are used, the
following life cycle phase characteristics should be considered:

— Correctness/Completeness (Requirements phase)

— Compliance with requirements (Design phase)

— Compliance with design (Implementation phase)

— Functional compliance with requirements (Test and Integration phase)

— On-site functional compliance with requirements (Installation and Checkout phase)
— Performance history (Operation and Maintenance phase)

The basis for the metrics selected to evaluate software quality characteristics should be included in the

software development documentation. IEEE Std 1061 -1998 [B23] provides a methodology for the
application of software quality metrics.

5.3.2 Software tools

If software tools are used during the life cycle process of safety-related software, one or both of the

following methods shall be used to confirm outputs of that software tool are suitable for use in
safety- related systems:

a) _The output of the software tool shall be subject to the same level of verification and validation
(V&V) as the safety-related software, to determine that the output of that tool meets the
requirements established during the previous lifecycle phase.

b) _The tool shall be developed using the same or an equivalent high quality lifecycle process as
required for the software upon which the tool is being used as described in this subclause (5.3) or
commercially dedicated as in 5.17, to provide confidence that the necessary features of the
software tool function as required.

Software tools used to support the software life cycle process of safety-related software shall be
controlled under configuration management.

5.3.3 Verification and validation

NOTE—See IEEE Std 1012-1998-and JEEE-Std—1012a™' 1998 [B10] 2004 for more information about software
V&V.

V&V is an extension of the program management and systems engineering team activities. V&V is used
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to identify objective data and conclusions (i.e., proactive feedback) about digital system quality,
performance, and development process compliance throughout the system life cycle. Feedback consists
of anomaly reports, performance improvements, and quality improvements regarding the expected
operating conditions across the full spectrum of the system and its interfaces.

V&V processes are used to confirm that the development products of an activity conform to the
requirements of that activity, and whether that the system performs according to its intended use and
user needs. This determination of suitability includes assessment, analysis, evaluation, review,
inspection, and testing of products and processes.

This standard adopts the IEEE Std 1012-2004 terminology of process, activity and task, in which
software V&V processes are subdivided into activities, which are further subdivided into tasks. The
term V&V effort is used to reference this framework of V&V processes, activities, and tasks.

V&V processes shall address the computer hardware as it affects software, computer software,
integration of the digital system components, and the interaction of the resulting computer system with
the nuclear power plant.

The V&V activities and tasks shall include system testing of the final integrated hardware, software,
firmware, and interfaces.

The software V&V effort shall be performed in accordance with IEEE Std 1012-2004. The IEEE Std
1012- 2004 V&V requirements for the highest integrity level (software integrity level 4) apply to
systems developed using this standard (i.e., IEEE Std 7-4.3.2™). See IEEE Std 1012- 2004 Annex B for
a definition of integrity level 4-seftware.

5.3.4 V&V independence requirements

Independent verification and validation is required for safety-related software. In order to have
independent verification and validation, three different types of independence are required as follows:

1) The verification and validation staff shall report to a separate organization with sufficient

limitations, as defined in Annex C of IEEE Std 1012- 2004.

2) The development activities and tests shall be verified and validated by individuals or groups with
appropriate technical competence, other than those who developed the original design.

3) The original designers, people who contributed to the design, design and development project
management, and staff supervising the original designers shall not perform or oversee independent
verification and validation on safety-related software.

Testing_throughout the life cycle process may be conducted by the V&V organization or the design

organization or both. Regardless of who actually writes the procedures and/or conducts the tests, the test
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procedures and reports shall be independently verified by the alternate organization.

Annex C of IEEE Std 1012- 2004 provides additional guidance.
5.3.5 Software configuration management
Software configuration management shall be performed in accordance with IEEE Std 1042-1987. IEEE

Std 828™- 2005 [B21] provides guidance for the development of software configuration management
plans.

The minimum set of activities shall address the following:

a) Identification and control of all software designs and code

b) Identification and control of all software design functional data (e.g., data templates and data bases)
c) Identification and control of all software design interfaces

d) Control of all software design changes

e) Control of software documentation (user, operating, and maintenance documentation)

f) Control of software vendor development activities for the supplied safety system software

g) Control and retrieval of qualification information associated with software designs and code

h) Software configuration audits

i) Status accounting

Some of these functions or documents may be performed or controlled by other QA activities. In this
case, the software configuration management plan shall describe the division of responsibility.

A software baseline shall be established at appropriate points in the software life cycle process to
synchronize engineering and documentation activities. Approved changes that are created subsequent to
a baseline shall be added to the baseline.

The labeling of the software for configuration control shall include unique identification of each
configuration item, and revision and/or date time stamps for each configuration item.

Changes to the software shall be formally documented and approved consistent with the software
configuration management plan. The documentation shall include the reason for the change,
identification of the affected software and the impact of the change on the system_including the
hazards and risks analysis. Additionally, the documentation should include the plan for
implementing the change in the system (e.g., immediately implementing the change, or scheduling the
change for a future version) along with updating documentation including the hazards and risk analyses
and additional software life cycle activities such as V&V.

5.3.6 Software project risk management

Software project risk management is a tool for problem prevention: identifying potential problems,
assessing their impact, and determining which potential problems shall be addressed to assure that
software quality goals are achieved. Risk management shall be performed at all levels of the digital
system project to provide adequate coverage for each potential problem area. Software project risks shall
include technical, schedule, er cost and resource-related risks that could compromise software quality
goals, and thereby affect the ability of the safetyeomputer digital system or component to perform its
safety-related functions. Software project risk management differs from hazard analysis (see Annex D)
in that hazard analysis is focused solely on the technical aspects of system failure mechanisms_and their
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effect on plant safety, rather than risks to project execution. Overlap between the project risks and
hazard analyses are possible when elements are common to both. Such overlaps shall be evaluated as
software project risks as well as through the hazards analysis process.

Risk management shall include the following steps:

a) Determine the scope of risk management to be performed for the digital system.

b) Define and implement appropriate risk management strategies.

¢) Identify risks to the software project in the project risk management strategy and as they develop
during the conduct of the project.

d) Analyze risks to determine the priority for their mitigation.

e) Develop risk mitigation plans for risks that have the potential to significantly impact
software quality goals, with appropriate metrics for tracking resolution progress. (These risks
may include technical, schedule, or resource-related project risks that could compromise the
ability of the safety computer system to perform safety-related functions.)

f) Take corrective actions when expected quality is not achieved.
g) Establish a project environment that supports effective communications between individuals and

groups for the resolution of software project risks.

Additional guidance on the topic of risk management is provided in ISO/IEC 12207 :2008 (IEEE
Std 12207-2008).

5.4 Equipment qualification

The requirements in this subclause shall be applied in addition to the equipment qualification criteria
provided by IEEE Std 603-2009, based on IEEE Std 323-2003.

Equipment qualification testing shall be performed with the system functioning with software and
diagnostics representative of those intended to be used in actual operation. All portions of the computer

necessary to accomplish safety functions and those portions whose operation or failure could impair
safety functions shall be exercised during testing. This includes, as appropriate and practicable,
exercising and monitoring the memory, the CPU, inputs and outputs, display functions, diagnostics,
associated components, communication paths, and interfaces. Testing shall demonstrate that the
performance requirements related to safety functions have been met in the presence of all defined
environmental and plant input and output stressors. Equipment qualification is required for commercial

grade items as well as equipment produced under a nuclear quality assurance program.
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5.5 System integrity

In addition to the system integrity criteria provided by IEEE Std 603-2009, the following are-neeessary
shall be considered to achieve system integrity in digital equipment for use in safety systems:

— Design for computer integrity

— Design for test and calibration

— Fault detection and self-diagnostics
— Prioritization of functions
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5.5.1 Design for computer integrity

The computer shall be designed to perform its safety function when subjected to conditions, external or
internal, that have significant potential for defeating the safety function. Such conditions include input
and output processing failures; precision or roundoff problems; improper recovery actions; electrical
supply, input voltage and frequency fluctuations; maximum credible number of coincident signal
changes; and environmental stressors.

If the system requirements identify a safety system preferred failure mode, failures of the computer
shall not preclude the safety system from being placed in that mode. Performance of computer system
restart operations shall not result in the safety system being inhibited from performing its function
including causing a spurious safety system actuation.

5.5.2 Design for test and calibration

Test and calibration functions shall not adversely affect the ability of the system to perform its safety
function. Appropriate bypass of one redundant channel is not considered an adverse effect in this context.
Tt-shall-be—verified-that the test and calibration functions shall not affect system functions that are not
included in a calibration change (e.g., setpoint change).

V&V, configuration management, and QA shall be required for test and calibration functions on separate
computers (e.g., test and calibration computer) when the test and calibration functions provide the sole
verification of test and calibration data. V&V, configuration management, and QA shall be required
when the test and calibration function is inherent to the computer that is part of the safety system.

V&V, configuration management, and QA are not required when the test and calibration function
is resident on a separate computer and does not provide the sole verification of test and calibration
data for the computer that is part of the safety system.

5.5.3 Fault detection and self-diagnostics

Computer systems can experience partial failures that can degrade the capabilities of the computer
system, but may not be immediately detectable by the system. Self-diagnostics are one means that can be
used to assist in detecting these failures. Fault detection and self-diagnostics requirements are addressed
in this subclause.

The reliability requirements of the safety system shall be used to establish the need for self-diagnostics
and the frequency of periodic manual testing. Self diagnostics are not required for systems in which
failures can be detected by alternate means in a timely manner. If self-diagnostics are incorporated into
the system requirements, these functions shall be subject to the same V&V processes as the safety system
functions.

If reliability requirements warrant self-diagnostics, then computer programs shall incorporate functions
to detect and report computer system faults and failures in a timely manner. Self-diagnostic functions
shall not adversely affect the ability of the computer system to perform its safety function, or cause
spurious actuations of the safety function. A typical set of self-diagnostic functions includes the
following:

— Memory functionality and integrity tests (e.g., programmable read only memory checksum
and random access memory tests)

— Computer system instruction set tests (e.g., calculation tests)

— Computer peripheral hardware tests (e.g., watchdog timers and keyboards)

— Computer architecture support hardware tests (e.g., address lines and shared memory interfaces)
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— Communication link diagnostics (e.g., cyclic redundancy checks)

Infrequent communication link failures that do not result in a system failure or a lack of system
functionality de—netrequirereperting shall be identified for utility or vendor resolution, and should be
evaluated to the extent practical.

When self-diagnostics are applied, the following self-diagnostic features shall be incorporated into the
system design:

a) Self-diagnostics during computer system startup
b) Periodic self-diagnostics while the computer system is operating

c) Self-diagnostic test failure reporting

5.5.4 Prioritization of functions

This subclause presents criteria applicable to prioritization of functions. A priority function receives device
actuation commands from safety and non-safety sources, and sends the command having highest priority to
one or more safety-related actuated devices. An actuated device is a safety-related component such as a
motor actuated valve, a pump motor, a solenoid operated valve, etc. A non-safety source may be any non-
safety component including operator or maintenance video display units, computerized procedure systems,
control systems, diverse actuation systems, etc.

a) _A priority function shall be a safety-related function.

b) _The priority function used for a diverse actuation signal shall be independent of the postulated
CCF of the remainder of the digital system, and shall function properly regardless of the
state or condition of the digital system.

¢) _Commands that originate in the safety system shall have priority over commands that originate in

non-safety systems, with the exception of non-safety diverse actuation signals. When signals that
originate from the safety system are combined with diverse actuation signals, priority shall be

given to the signal that corresponds with the predetermined safe state of the controlled device(s)
such that that the safe state will be achieved even in the presence of a CCF in the safety system
that erroneously demands a non-safe state. For devices with more than one safe state (e.g.,
auxiliary feedwater isolation valves), this requires selection of the preferred safe state.
Determining the safe state or the preferred safe state of a device is a plant systems issue,
which is outside the scope of this standard (i.e., not a safety computer system design issue).

d) A priority function may control one or more components. If a priority function controls more than
one component, then all of these provisions contained in this section shall apply to each of the
actuated components.

e) _Communication isolation for each priority function should be as described in 5.6.4 of this

standard.

f) Software tools used in the design, testing, maintenance, etc. of a priority function are subject to

the requirements in 5.3.2, Software Tools. This includes software tools applicable to any

programmable device used in support of the safety function of a prioritization function, such as
programmable logic devices (PLDs), programmable gate arrays, or other such devices. Validation of

design tools used for programming a priority function or a component of a priority function is not
necessary if the device directly affected by those tools is 100% tested before being released for

service. See item g) below for requirements for 100% testing. The testing should not involve the
use of the design tool itself.

g) _If the priority function is to be 100% tested, testing shall include the application of every possible
combination of inputs and the evaluation of all of the outputs that result from each combination
of inputs. If a priority function includes state-based logic (that is, if the response to a particular
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set of inputs depends upon past conditions), then all possible sequences of input sets shall be
tested. If testing of all possible sequences of input sets is not considered practical, then the
testing that is excluded shall be identified and the exclusion shall be justified. The testing
planned or performed shall be shown to provide adequate assurance of proper operation under all
conditions and sequences of conditions. It is possible that logic devices within the priority
function include unused inputs. If those inputs are forced by the module circuitry to a
particular known state, those inputs can be excluded from the “all possible combinations”
criterion.

h) _Nonvolatile memory (such as burned-in or reprogrammable gate arrays or random-access
memory) shall not be changeable while in service, either by design provisions requiring removal
and replacement of the memory device, or through the use of physical restrictions such as
those in 5.6.4.2 of this standard, i.e., physical cable disconnect, or keylock switch that either
physically opens the data transmission circuit or interrupts the connection by means of hardwired

logic. The contents and configuration of field programmable memory shall be considered to be
software, and shall be developed, maintained, and controlled accordingly.

1) The priority function shall be tested through manual periodic tests and/or through automatic self-
diagnostics. Automatic testing within a priority module, whether initiated from within the
module or triggered from outside and including failure of automatic testing features, shall not
inhibit the safety function.

1) Software-based _prioritization _shall _meet _all _requirements _(quality _requirements, V&V,
documentation, etc.) applicable to safety-related software.

The priority function shall be implemented such that the completion of a protective action as required by

IEEE Std 603-2009 is not interrupted by commands, conditions, or failures outside the function’s
own safety division.

5.6 Independence

In addition to the requirements of IEEE Std 603-2009, data communication between safety divisions or
between safety and non safety systems shall not inhibit the performance of the safety function.

IEEE Std 603-2009 requires that safety functions be separated from non-safety functions such that the
non- safety functions cannot prevent the safety system from performing its intended functions. In digital
systems, software performing safety functions and software performing non-safety functions may reside
on the same computer and use the same computer resources.

The barriers non-safety software functions shall be designed developed in accordance with the

safety-related requirements of this standard.-Fhe-nonsafetyseftware-isnetrequired-to-meet-these
requirements:

Safety systems should be as simple as possible; therefore, functions that are not necessary for safety,

even if they enhance reliability, should be executed outside the safety system. A safety system designed
to perform functions not directly related to the safety function would be more complex than a system
that performs the same safety function, but is not designed to perform other functions. The more
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