IEEE Std 802.10-1998
(Revision of IEEE Std 802.10-1992,
incorporating IEEE Std 802.10b-1992,
802.10e-1993, 802.10f-1993,
802.10g-1995, and 802.10h-1997)

IEEE Standards for Local and
Metropolitan Area Networks:
Standard for Interoperable LAN/MAN
Security (SILS)

Sponsor

LAN MAN Standards Committee
of the
IEEE Computer Society

Approved 17 September 1998
IEEE SA-Standards Board

Abstract: IEEE 802.10 provides specifications for an interoperable data link layer security protocol
and associated security services. The Secure Data Exchange (SDE) protocol is supported by an
application layer Key Management Protocol (KMP) that establishes security associations for SDE
and other security protocols. A security label option is specified that enables rule-based access
control to be implemented using the SDE protocol. A method to allow interoperability with type-en-
coded Medium Access Control (MAC) clients is also provided, as well as a set of managed object
classes to be used in the management of the SDE sublayer and its protocol exchanges.
Keywords: decipherment; encipherment; local area networks, security; metropolitan area net-
works, secure data exchange; security; security association

The Institute of Electrical and Electronics Engineers, Inc.
345 East 47th Street, New York, NY 10017-2394, USA

Copyright © 1998 by the Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published 1998. Printed in the United States of America.

ISBN 0-7381-1419-7

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior
written permission of the publisher.

Documents

Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:24:57 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.10-1998


http://www.avadocuments.com/doc/ieee-802-10-1998
http://www.avadocuments.com/doc/ieee-802-10-1998

| EEE Standar ds documents are devel oped within the | EEE Societies and the Standards Coordinat-
ing Committees of the |IEEE Standards Association (IEEE-SA) Standards Board. Members of the
committees serve voluntarily and without compensation. They are not necessarily members of the
Institute. The standards devel oped within |EEE represent a consensus of the broad expertise on the
subject within the Institute as well as those activities outside of IEEE that have expressed an inter-
est in participating in the development of the standard.

Use of an |IEEE Standard is wholly voluntary. The existence of an |EEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developmentsin
the state of the art and comments received from users of the standard. Every |EEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any |EEE Standard.

Comments for revision of |IEEE Standards are welcome from any interested party, regardless of
membership affiliation with |EEE. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments.

Interpretations. Occasionally questions may arise regarding the meaning of portions of standards as
they relate to specific applications. When the need for interpretations is brought to the attention of
|EEE, the Institute will initiate action to prepare appropriate responses. Since |EEE Standards rep-
resent a consensus of all concerned interests, it is important to ensure that any interpretation has
also received the concurrence of abalance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to
interpretation requests except in those cases where the matter has previously received formal
consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which alicense may be required by an |IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individua standard for internal or persona use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
feeis paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(978) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can a so be obtained through the Copyright Clearance Center.
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Introduction to IEEE Std 802.10-1998

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
|EEE standard numbers.)
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deals with the Physical and Data Link layers as defined by the I nternational Organi-
zation for Standardization (1ISO) Open Systems Interconnection (OSI) Basic Reference Modd (ISO/IEC
7498-1:1994). The access standards define seven types of medium access technologies and associated
physica media, each appropriate for particular applications or system objectives. Other types are under
investigation.

The standards defining the technol ogies noted above are as follows:

« |EEE Std 802 Overview and Architecture. This standard provides an overview to the fam-

ily of IEEE 802 Standards.

* ANSI/IEEE Std 802.1B
and 802.1k

LAN/MAN Management. Defines an OSI management-compatible architec-
ture, and services and protocol elements for usein aLAN/MAN environ-

[ISO/IEC 15802-2]

ANSI/IEEE Std 802.1D
[I1SO/IEC 15802-3]

ANSI/IEEE Std 802.1E
[ISO/IEC 15802-4]

ANSI/IEEE Std 802.1F

ANSI/IEEE Std 802.1G
[1SO/IEC 15802-5]

ANSI/IEEE Std 802.2
[ISO/IEC 8802-2]

ANSI/IEEE Std 802.3
[I1SO/IEC 8802-3]

ANSI/IEEE Std 802.4
[I1SO/IEC 8802-4]

ment for performing remote management.

Media Access Control (MAC) Bridges. Specifies an architecture and protocol
for the interconnection of IEEE 802 L ANs below the MAC service boundary.

System Load Protocol. Specifiesaset of servicesand protocol for those aspects
of management concerned with the loading of systems on |EEE 802 LANSs.

Common Definitions and Procedures for |EEE 802 Management | nformation

Remote Media Access Control (MAC) Bridging. Specifies extensionsfor the
interconnection, using non-LAN communication technologies, of geographicaly
separated |EEE 802 LANs below theleve of thelogical link control protocal.

Logical Link Control

CSMA/CD Access Method and Physical Layer Specifications

Token Passing Bus Access Method and Physical Layer Specifications
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« ANSI/IEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications
[ISO/IEC 8802-5]

* ANSI/IEEE Std 802.6 Distributed Queue Dual Bus Access Method and Physical Layer Specifi-

[ISO/IEC 8802-6] cations
* ANSI/IEEE Std 802.9 Integrated Services (1S) LAN Interface at the Medium Access Control
[ISO/IEC 8802-9] (MAC) and Physical (PHY) Layers

e ANSI/IEEE Std 802.10  Interoperable LAN/MAN Security

e« ANSI/IEEE $td 802.11  Wireless LAN Medium Access Control (MAC) and Physical Layer Specifi-
[ISO/IEC DIS8802-11] cations

e ANSI/IEEE $td 802.12 Demand Priority Access Method, Physical Layer and Repeater Specifi-
[ISO/IEC 8802-12] cations

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

« |EEE Std 802.7 |EEE Recommended Practice for Broadband Local Area Networks
The following additional working group has authorized standards projects under devel opment:
* |EEE 802.14 Sandard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the conform-
ance test methodology documents for the 802 family of standards. Thus the conformance test documents for
802.3 are numbered 1802.3.

IEEE Std 802.10-1998

The IEEE 802.10 Working Group was formed in May of 1988 to address the security LANsand MANS. Itis
sponsored by the IEEE LAN/MAN Standards Committee (LM SC). The working group currently has repre-
sentation from vendors and users of security technology, and previously has also had representation from the
government and general interest communities. The standard is an interoperability standard that is compatible
with the existing |EEE 802 and OSl architectures.

Data networks, especially LANs and MANS, have become widespread. LANs and MANSs are used by both
industry and government for transferring vast amounts of information in the course of daily operations.
Because of their ever-increasing use in the private and public sectors, the capabilities of these networks are
being expanded to encompass more and more performance requirements. As a result, there is the growing
need to standardize network protocols wherever feasible, to ensure that data networks will interoperate
effectively.

As standardization practices evolve, several key areas will become critically important. One of these areasis
network security. Many LANs and MANSs require the capability to exchange datain a secure manner. Thisis
especialy important in cases where disclosure of operational information to unauthorized parties would
severely undermine an organization’s effectiveness. It is often as critical to protect the integrity of the dataas
it isto prevent disclosure of operating information.
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Financial and government institutions have traditionally been most aware of the importance of security.
However, recent widely publicized cases of computer fraud and related crimes have made security a goal for
many other industries aswell. Asthe need for security on LANs and MANSs gains recognition, the need for a
standardized approach to providing such a capability also becomes a priority. Much security standardization
has already been started. Where applicable, this standard attempts to incorporate this work.
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IEEE Standards for Local and
Metropolitan Area Networks:

Standard for Interoperable LAN/MAN
Security (SILS)

1. Overview and model

1.1 Scope and purpose

This standard was developed to provide security in IEEE 802 Local Area Networks (LANSs) and Metropoli-
tan Area Networks (MANS).

The model for providing security servicesis described in Clause 1. A Secure Data Exchange (SDE) protocol
for IEEE 802 LANs and MANSs is defined in Clause 2. Key management in IEEE 802 LANs and MANsis
described in Clause 3 (published separately as IEEE Std 802.10c-1998). While SDE is independent of any
key management or system management implementation, the security services described in this standard
depend on management information provided by management entities.

1.2 References
This standard shall be used in conjunction with the following references:

NOTE—Ad(ditional references are listed in 1.3 of |EEE Std 802.10c-1998.

ANSI X9.17-1985 (R1991), Financial Institution Key Management (Wholesale).
FIPS PUB 188: 1994, Standard Security Label for Information Transfer (SSL).2

|EEE Std 802-1990, | EEE Standards for Local Area Networks: Overview and Architecture.3

TANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd Street, 13th Floor,
New York, NY 10036, USA (http://www.ansi.org/).

2FIPS publications are available from the National Technical Information Service (NTIS), 5285 Port Royal Road, Springfield, VA
22161 USA, tel. (703) 605-6000.

3EEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA (http://standards.ieee.org/).
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|IEEE Std 802.1F-1993 (Reaff 1998), IEEE Standards for Local and Metropolitan Area Networks: Common
Definitions and Procedures for IEEE 802 Management Information.

Internet RFC 1457: 1993, R. Housley, Security Labeling Framework for the Internet.*

ISO/IEC 7498-1: 1994, Information technology—Open Systems Interconnection—Basic Reference
Model—Part 1: The Basic Model.®

ISO 7498-2: 1989, Information processing systems—Open Systems Interconnection—Basic Reference
Model—Part 2: Security Architecture.

| SO/IEC 7498-4: 1989, Information processing systems—Open Systems I nterconnection—Basic Reference
M odel—Part 4: Management framework.

ISO/IEC 8802-2: 1998 [ANSI/IEEE Std 802.2, 1998 Edition], Information technology—Telecommunica
tions and information exchange between systems—L ocal and metropolitan area networks—Specific require-
ments—Part 2: Logical link control .6

ISO/IEC 8824: 1990, Information technology—Open Systems Interconnection—Specification of Abstract
Syntax Notation One (ASN.1) (Provisionally retained edition).

ISO/IEC 8825: 1990, Information technology—Open Systems Interconnection—Specification of basic
encoding rules for Abstract Syntax Notation 1 (ASN.1) (Provisionally retained edition).

ISO/IEC 9595: 1991, Information technology—Open Systems Interconnection—Common management
information service definition.

ISO/IEC 9596-1: 1991, Information technology—Open Systems | nterconnection—Common management
information protocol—Part 1. Specification.

ISO/IEC 9596-2: 1993, Information technology—Open Systems | nterconnection—Common management
information protocol—Part 2: Protocol |mplementation Conformance Statement (PICS) proforma.

ISO/IEC 10040: 1992, Information technology—Open Systems Interconnection—Systems management
overview.

ISO/IEC 10164-1: 1993, Information technology—Open Systems Interconnection—Systems Manage-
ment—Part 1: Object Management Function.

ISO/IEC 10165-1: 1993, Information technology—Open Systems Interconnection—Structure of manage-
ment information—~Part 1: Management Information Model.

ISO/IEC 10165-2: 1992, Information technology—Open Systems | nterconnection—Structure of manage-
ment information—M anagement information—~Part 2; Definition of management information.

ISO/IEC 10165-4: 1992, Information technology—Open Systems Interconnection—Structure of manage-
ment information—~Part 4: Guidelines for the definition of managed objects.

“Internet Requests for Comments (RFCs) are available from the DDN Network Information Center, SRI International, Menlo Park, CA
94025 USA. They are also available on the World Wide Web at the following URL: http://www.internic.net/ds/rfc-index.html.

5ISO and ISO/IEC publications are available from ISO, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20, Switzerland/Suisse
(http://www.iso.ch/). ISO publications are also available in the United States from ANSI.

%1SO [ANSI/IEEE] publications are available from the ISO Central Secretariat, 1 rue de Varembé, Case Postale 56, CH-1211, Genéve
20, Switzerland/Suisse. They are also available in the US from the IEEE.
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ISO/IEC 10165-6: 1997, Information technology—Open Systems Interconnection—Structure of manage-
ment information—Part 6: Requirements and guidelines for implementation conformance statement pro-
forma associated with OSI management.

| SO/IEC 15802-1: 1995, Information technol ogy—Telecommunications and information exchange between
systems—L ocal and metropolitan area networks—Common specifications—Part 1: Medium Access Control
(MAC) service definition.

I|SO/IEC 15802-2: 1995 [ANSI/IEEE Std 802.1B and |EEE Std 802.1k, 1995 Edition], Information technol-
ogy— Telecommunications and information exchange between systems—L ocal and metropolitan area net-
works—Common specifications—Part 2: LAN/MAN management, service and protocol.

NISTIR 5308: 1993, N. Nazario, General Procedures for Registering Computer Security Obj ects.’

1.3 Definitions and acronyms
1.3.1 Definitions

This subclause contains the definitions that are applicable to all clauses of this standard. Sources for the def-
initions are indicated. When no source isindicated, this standard is the source.

1.3.1.1 access control: The prevention of unauthorized use of aresource, including the prevention of use of
aresource in an unauthorized manner. (ISO/IEC 7498-2: 1989)8

1.3.1.2 attribute: A property of a managed object or a property of an association among OS| entities. An
attribute has an associated value, which may have a simple or complex structure. (1ISO/IEC 10040: 1992)

1.3.1.3 authentication: See: data origin authentication; peer entity authentication. Note: In this standard, the
term “authentication” is not used in connection with data integrity; the term “data integrity” is used instead.

1.3.1.4 bootstrap SAIDs: Four SAID valuesthat are reserved for the purpose of establishing initial commu-
nication with key management or system management when an SAID has not already been negotiated.
These SAID values have a preestablished security association.

1.3.1.5 ciphertext: Data produced through the use of encipherment, the semantic content of which is not
available. Note: Ciphertext may itself be input to encipherment, producing superenciphered data.

1.3.1.6 cleartext: Intelligible data, the semantic content of which isavailable. (ISO/IEC 7498-2: 1989)

1.3.1.7 compromise: A violation of the security of a system such that an unauthorized disclosure of sensi-
tive information may have occurred. (NCSG-TG-005 Version-1 [B3]%)

1.3.1.8 computer security object: An information object used to maintain a condition of security in com-
puterized environments. Examples include: representations of computer or communications systems
resources, security label semantics, modes of operation for cryptographic algorithms, and one-way hashing
functions. (NISTIR 5308: 1993)

"This publication is available from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal Rd.,
Springfield, VA 22161 USA.

8 |nformation on references can be found in 1.2.
9The numbersin brackets preceded by the letter B correspond to those of the bibliography in Clause 4.
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1.3.1.9 confidentiality: The property of information that is not made available or disclosed to unauthorized
individuals, entities, or processes. (1SO/IEC 7498-2: 1989)

1.3.1.10 connectionless confidentiality: The protection of (N)-service data units from unauthorized disclo-
sure during transmission from one (N+1)-entity to one or more (N+1)-entities, where each entity has an
association with the physical layer, and no association is established for the transmission of data or for the
application of the confidentiality service between the layer peer-entities themselves.

1.3.1.11 connectionless integrity: A service providing for the integrity of a single SDU. It may take the
form of determining whether or not the received SDU has been modified.

1.3.1.12 connection-oriented confidentiality: The protection of all (N)-service data units from unautho-
rized disclosure during communications from one (N+1)-entity to one or more (N+1)-entities for which a
security association is established for the transfer of data and for the application of confidentiality service
between the entities themselves and between each entity and the physical layer.

1.3.1.13 connection-oriented integrity: A service providing for the integrity of all (N)-service data on a
security association and detecting any modification, insertion, deletion, or replay of any datawithin an entire
SDU sequence.

1.3.1.14 cryptographic checkvalue: Information that is derived by performing a cryptographic transforma-
tion on the data unit. See: cryptography. (ISO/IEC 7498-2: 1989)

1.3.1.15 cryptogr aphy: The discipline embodying principles, means, and methods for the transformation of
datain order to hide its information content, prevent its undetected modification, and/or prevent its unautho-
rized use. (ISO/IEC 7498-2: 1989)

1.3.1.16 data deciphering key: A key used for the decipherment of an (N)-layer SDU. (It is not used to
decipher other keys.)

1.3.1.17 data enciphering key: A key used for the encipherment of an (N)-layer SDU. (It is not used to
encipher other keys.)

1.3.1.18 data integrity: The condition or state in which data has not been altered or destroyed in an unau-
thorized manner. (ISO/IEC 7498-2: 1989)

1.3.1.19 data origin authentication: The corroboration that the source of data received is as claimed. This
service, when provided by the (N)-layer, provides the corroboration to an (N+1)-entity that the source of the
dataisthe claimed peer (N+1)-entity. (ISO/IEC 7498-2: 1989)

1.3.1.20 decipherment: The reversal of a corresponding reversible encipherment. (ISO/IEC 7498-2: 1989)

1.3.1.21 encipherment: The cryptographic transformation of datato produce ciphertext. See: cryptography.
(ISO/IEC 7498-2: 1989)

1.3.1.22 entity: An active element in an open system. (ISO/IEC 7498-1: 1994)

1.3.1.23 hierarchical level: A member of alinearly ordered set (i.e., hierarchy) of levels, e.g., a number in
the range from O to 255.

1.3.1.24 information object: A well-defined piece of information, definition, or specification that requiresa
name to identify its use in an instance of communication. (1SO/IEC 8824: 1990)
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1.3.1.25 Initialization Vector (I1V): A binary vector used at the beginning of a cryptographic operation to
alow cryptographic chaining. (ANSI X9.17-1985)

1.3.1.26 Integrity Check Value (ICV): A valuethat is derived by performing an algorithmic transformation
on the data unit for which data integrity services are provided. The ICV is sent with the protected data unit
and isrecalculated and compared by the receiver to detect data modification. See: cryptographic checkvalue.

1.3.1.27 key: A sequence of symbols that controls the operations of encipherment and decipherment. (1SO/
|EC 7498-2: 1989)

1.3.1.28 key management: The generation, storage, distribution, deletion, archiving, and application of
keys in accordance with a security policy. (ISO/IEC 7498-2: 1989)

1.3.1.29 Key Management Stack: The protocols residing above SDE that request servicesviaan SDE SAP
that is supported by the use of abootstrap SAID with either of the two values reserved for key management.

1.3.1.30 layer management: Functions related to the management of the (N)-layer partly performed in the
(N)-layer itself according to the (N)-protocol of the layer, and partly performed as a subset of systems man-
agement. (ISO/IEC 7498-1: 1994)

1.3.1.31 Layer Manager (LM): A systems management service application for which a particular exchange
of systems management information has taken a manager role of the (N)-layer. (1ISO/IEC 10040: 1992)

1.3.1.32 managed object: The OSI structure of management information term used as an abstract represen-
tation of a resource. This managed object has a set of attributes. These attributes are equivalent to data
objects. (ISO/IEC 10165-2: 1992)

1.3.1.33 Management Information Base (MIB): A conceptual database of information contained in the
collection of all the managed object classes and their instances. (ISO/IEC 7498-4: 1989)

1.3.1.34 manipulation detection: A mechanism used to detect whether a data unit has been modified (either
accidentally or intentionally). (1ISO/IEC 7498-2: 1989)

1.3.1.35 masquer ade: The pretense by an entity to be adifferent entity. (1SO/IEC 7498-2: 1989)

1.3.1.36 misordering data: A form of unauthorized data modification in which the reception sequence of
data units is atered from the original transmission sequence in an unauthorized manner. This can be
attempted by a combination of techniques involving deleting, delaying, and reinserting data; or modifying
seguence control information; or both.

1.3.1.37 Named Tag Set: A field containing a Tag Set Name and its associated set of security tags. (FIPS
PUB 188: 1994)

1.3.1.38 object: A dataobject that has an identifier (name) and avalue.

1.3.1.39 Open Systems Interconnection (OSI) (N)-service: A capability of the (N)-layer, and the layers
benesath it, that is provided to the (N)-entities at the boundary between the (N)-layer and the (N+1)-layer.
(ISO/IEC 7498-1: 1994)

1.3.1.40 peer-entity authentication: The corroboration that a peer entity in an association is the one
claimed. This service, when provided by the (N)-layer, provides corroboration to the (N+1)-entity that the
peer entity is the claimed (N+1)-entity. (ISO/IEC 7498-2: 1989) Note: This is primarily intended for,
although not limited to, connection-oriented service and may be either unilateral or mutual.
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1.3.1.41 permissive [security] attribute: A security attribute that identifies an active entity or aresource as
member of a group. An entity is granted access to all resources in the groups of which it is a member. Per-
missive attributes could be used alone or in combination with restrictive attributes. Commonly, when used in
combination with restrictive attributes, they are secondary in the determination of access privilege.

1.3.1.42 policy: See: security policy.

1.3.1.43 protocol data unit: A unit of data specified in a protocol and consisting of protocol information
and, possibly, user data. (ISO/IEC 7498-1: 1994)

1.3.1.44 protocol entity: An entity that follows a set of rules and formats (semantic and syntactic) that
determines the communication behavior of other entities. (ISO/IEC 7498-1: 1994)

1.3.1.45 reflection: A form of data modification in which PDUs sent by an entity are returned in an unautho-
rized manner. This can be attempted by a combination of techniques involving deleting, delaying, and rein-
serting data; and/or modifying address or sequence control information.

1.3.1.46 register: A set of records (paper, electronic, or a combination) maintained by a Registration
Authority containing assigned names and the associated information. (NISTIR 5308: 1993)

1.3.1.47 restrictive [security] attribute: A security attribute that indicates the minimum level of privilege
required by an active entity (i.e., subject) in order to gain access to aresource (i.e., object). Commonly a set
of restrictive security attributes are associated with each resource. An active entity may only gain accessto a
resource if its set of privileges is higher than, or a superset of (i.e., dominates), the attribute set for the
resource.

1.3.1.48 secret key: The traditional cryptographic key known only to the communicating parties and used
for both encipherment and decipherment.

1.3.1.49 secure data exchange (SDE) Layer Manager (LM): The SDE portion of the Layer 2 Manager.

1.3.1.50 security association: A cooperative relationship between entities formed by the sharing of crypto-
graphic keying information and security management objects. This shared information need not be identical,
but it must be compatible.

1.3.1.51 Security Association I dentifier (SAID): A value placed in the clear header of the SDE PDU that is
used to identify the security association.

1.3.1.52 security attribute: A security-related quality of an object. Security attributes may be represented
as hierarchical levels, bitsin abit map, or numbers. Compartments, caveats, and release markings are exam-
ples of security attributes.

1.3.1.53 security label: A marking bound to aresource (which may be a data unit) that names or designates
the security attributes of that resource. (1SO/IEC 7498-2: 1989)

1.3.1.54 security level: A hierarchical level whose purpose is to indicate degree of sensitivity to a desig-
nated security threat. It indicates a specific level of protection as specified by the security policy being
enforced.

1.3.1.55 Security Management Information Base (SM1B): An MIB that stores security-relevant objects.

1.3.1.56 security policy: A set of criteriafor the provision of security services. (ISO/IEC 7498-2: 1989)
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1.3.1.57 security service: A service, provided by alayer of communicating open systems, that ensures ade-
guate security of the systems or of data transfers. (ISO/IEC 7498-2: 1989) Note: These security services
need not be directly requested at the (N)- and (N+1)-layer boundary asis required for an OSI (N)-service.

1.3.1.58 security tag: An information unit containing a representation of certain security-related informa-
tion (e.g., arestrictive attribute bit map).

1.3.1.59 security threat: A potential violation of security. (ISO/IEC 7498-2: 1989)
1.3.1.60 System Management Stack: The protocols residing above SDE that request services via an SDE
SAP that is supported by the use of a bootstrap SAID with either of the two values reserved for system man-

agement.

1.3.1.61 system management: Functions in the Application Layer related to the management of various
OSl resources and their status across all layers of the OS| architecture. (ISO/IEC 7498-1: 1994)

1.3.1.62 Tag Set Name: A numeric identifier associated with a set of security tags. (FIPS PUB 188: 1994)
1.3.1.63 threat: A potential violation of security. (ISO/IEC 7498-2: 1989)
1.3.1.64 transparent: The state of a protocol when all of the following conditions are met:
a) Previoudly existing protocol implementations are able to recover when receiving packets formed by
this new protocol.
b) Theimplementations of this protocol are able to process packets formed by previously existing pro-
tocols without problems.
¢) Theprotocol does not affect the operations of the (N+1) and (N-1)-layer implementations.

1.3.1.65 trusted functionality: That which is perceived to be correct with respect to some criteria, e.g., as
established by a security policy. (ISO/IEC 7498-2: 1989)

1.3.1.66 unauthorized data modification: Alteration of datanot consistent with the defined security policy.

1.3.1.67 unauthorized disclosure: The process of making information available to unauthorized individu-
als, entities, or processes. (ISO/IEC 7498-2: 1989)

1.3.1.68 unauthorized resource use: Use of a resource not consistent with the defined security policy.
(ISO/IEC 7498-2: 1989)

1.3.1.69 User Stack: The protocols residing above SDE that request services from any SDE SAP except
those supported by the use of a bootstrap SAID.

1.3.2 Acronyms
This subclause contains acronyms that are applicable to the standard.

NOTE—Additional acronyms arelisted in 1.2.1 of IEEE Std 802.10c-1998.

ANS| American National Standards I nstitute
ASN.1 Abstract Syntax Notation One

CMIP Common Management Information Protocol
CMIS Common Management Information Service
CSOR Computer Security Objects Register

DA Destination Address

DEA Data Encryption Algorithm
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DIS Draft International Standard
DMI Definition of Management Information

DSAP Destination Service Access Point
GDMO  Guidelines for the Definition of Managed Objects

ICV Integrity Check Value

IEC International Electrotechnical Commission
ISO International Organization for Standardization
v Initialization Vector

LAN Local Area Network

LLC Logical Link Control

LM Layer Manager

LME Layer Management Entity

LMI Layer Management Interface

LMMP  LAN/MAN Management Protocol
LMMPE LAN/MAN Management Protocol Entity
LMMS  LAN/MAN Management Service
LMMU  LAN/MAN Management User

LSAP Link Service Access Point

MAC Medium Access Control

MAN Metropolitan Area Network

MDF Management-Defined Field

MER Minimum Essential Requirements

MIB Management Information Base
MIS-User Management Information Services User
MO Managed Object

MOCS Management Object Conformance Statement
MSDU MAC Service Data Unit

NM Network Management

NMI Network Management Interface
oID Object Identifier

osl Open Systems Interconnection
Qul Organizationally Unique Identifier
PDU Protocol Data Unit

PE Protocol Entity

PICS Protocol Implementation Conformance Statement
RDN Relative Distinguished Name

SA Source Address

SAID Security Association Identifier
SAP Service Access Point

SDE Secure Data Exchange

SDbuU Service Data Unit

SILS Standard for Interoperable LAN Security
SMAE System Management Application Entity
SMI Structure of Management Information
SMIB Security Management Information Base
SNAP Subnetwork Service Access Point

SSAP Source Service Access Point

SSL Standard Security Label

TCB Trusted Computing Base
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1.4 Architecture

The relationship of the each of the security protocols to the Open Systems Interconnection (OSl) Basic Ref-
erence Model will be described in this subclause, which is under consideration.X°

2. Secure Data Exchange (SDE)

2.1 Overview

The SDE is an OS| Basic Reference Model (ISO/IEC 7498: 1984) Layer 2 entity. This entity provides ser-
vicesthat permit the secure exchange of dataat Layer 2. As part of the Logical Link Control (LLC) sublayer,
the SDE entity provides a connectionless service immediately above the Medium Access Control (MAC)
sublayer in IEEE 802 LANs and MANS. It provides security across the MAC sublayer using cryptographic
mechanisms and security services provided transparently at the boundary to the LLC entity. The relationship
of the SDE entity to the |EEE 802 reference model is shown in Figure 2-1.

osil IEEE 802
802.1
802.2
LAYER
2 802.10 SDE

802.3 802.4 802.5 802.6* 802.9* 802.11 802.12 P802.14*

LAYER

*SDE is not applicable to MANs using isochronous and connection-oriented protocols.
Figure 2-1—Relationship to IEEE 802 reference model

The SDE interface services specification to the MAC sublayer, to the boundary of the LLC entity, and to the
SDE layer management functions is defined in this subclause. The security services provided and the threats
these services protect against are described in 2.3. In 2.4, the service specifications are defined and the inter-
face to the MAC sublayer and to the LLC entity boundary is described in detail.

The SDE entity provides security services and an interface at the boundary to the LLC entity. However, it
does not specify any of the higher protocols that reside in the User Stack, including those of the LLC sub-
layer. The SDE interface is equivalent to the unprotected MAC interface and thus requires no change to the
existing upper-layer protocols in the User Stack.!! SDE security services provided to a Key Management
Stack or to a System Management Stack require the LL C protocol.

10This subclause will be included in IEEE P802.10a, which at the time of this publication was not an approved |EEE standard, but is
available as a draft. For information about obtaining draft standards, contact the | EEE.
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An SDE-specific Protocol Data Unit (SDE PDU) isintroduced in 2.6. The SDE PDU has optional €lements
and fields to satisfy a broad range of potential security applications. A reserved Link Service Access Point
(LSAP) in the clear header portion of the SDE PDU distinguishesthe SDE PDU from LLC PDUs. In 2.5, the
SDE PDU elements and element fields are defined and the transformation of an SDE SDU into an SDE PDU
is described.

A security association is an important concept in this standard. A security association is a cooperative rela-
tionship between communicating entities, formed by sharing security management information. This shared
information coordinates the transmission and reception processing of the SDE PDU. In practice, there are
many defined security associations, but only one applies to the processing of a specific SDE PDU. A Secu-
rity Association ldentifier (SAID) associates a defined security association with a specific SDE PDU. In 2.6,
the contents of the security management information are defined and the use of the SAID in finding the
applicable security association is described.

The Layer 2 security services provided by the SDE rely on information from non-Layer 2 key management
or system management entities. Management entities communicate the information to the SDE entity
through a Security Management Information Base (SMIB). The implementation of the SMIB is a local
issue; however, the standard specifies the structure of the information as defined in the Structure of Manage-
ment Information (1SO/IEC 10165-2: 1992). The SMIB, the security management architecture, and the pro-
cedures for processing the SDE PDU based upon the security management information contained in the
SMIB are described in 2.6.

2.2 Definitions

See1.3.1.

2.3 SDE security services

This subclause contains a description of the security services provided by, or supported by, the SDE entity,
and the threats these security services protect against.

The security services are asfollows:

a) Data confidentiality. The SDE entity provides data confidentiality by enciphering the SDE SDU.
The SDE entity provides for the use of multiple confidentiality algorithms and depends on an exter-
nal key management service to establish a data enciphering key and data deciphering key and for
choosing an appropriate cryptographic algorithm.

b)  Connectionless integrity. The SDE entity provides connectionless integrity by calculating an Integ-
rity Check Vaue (ICV) and placing it in the ICV field of the SDE PDU. The SDE entity depends on
an external key management service to establish an integrity algorithm and integrity key.

c) Data origin authentication. Data origin authentication is achieved by the use of key management. It
is supported by the SDE entity placing a Station ID in the Protected Header portion of the SDE
PDU. Theinclusion of the Station ID also prevents undetected reflection of the SDE PDU. Data ori-
gin authentication can only be provided in conjunction with the integrity service.

d)  Access control. Access control is provided by one or a combination of the following: key manage-
ment, system management, and the labeling of SDE PDUs. The SDE entity’s use of security associ-
ations supports management’s access control decisions. The SDE entity cannot transmit or deliver a
PDU unless a security association exists. It is management’s responsibility to set up the security
associations and the SDE’s responsibility to enforce the access control policy. Access control is

11 To use the management functionality of 1SO/IEC 15802-2, LAN/MAN management, service and protocol, and | SO/IEC 9596, Com-
mon Management |nformation Protocol (CMIP), the SDE is modeled as part of LLC. If these management protocols are not used, it is
possible to model SDE as a Data Link sublayer directly above the MAC sublayer.
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dependent on both integrity and authentication services. Access control can only be provided in con-
junction with integrity and authentication.

The threats that these services protect against are as follows:
— Unauthorized disclosure
— Masqguerading
— Unauthorized data modification

— Unauthorized resource use

The rationale for addressing these threats is contained in Annex 2A. The dependencies among the security
services are shown in Table 2-1.

Table 2-1—Security service dependencies

Service Dependency
Confidentiality No dependencies
Integrity No dependencies
Authentication Depends on integrity
Access control Depends on authentication and integrity

It is not necessary for all stationsinthe LAN or MAN to employ the SDE protocol. It is possible for entities
that do not employ the protocol to communicate with those that do employ the protocol.

The SDE protocol is required to be transparent to existing implementations. Transparency, in the context of
this standard, consists of meeting the following reguirements:

a) Existing IEEE 802 entities shall be able to recover if they receive an SDE protected packet.
b) SDE entities shall be able to accept non-SDE protected packets without impairment.
¢) Theaddition of security should not modify either the (N+1)-layer or (N-1)-layer implementations.

Note that the addition of the SDE protocol may cause certain network management values, such as the frag-
mentation size, to change, but can still be considered a transparent implementation.

2.4 SDE service specifications

The services provided by SDE are defined in this subclause. SDE is modeled as part of the LLC entity and
relies on the services provided by the MAC sublayer. There are only two primitives that are used at the SDE
boundary: UNITDATA.request and UNITDATA.indication. These primitives are described in detail in |SO/
IEC 15802-1: 1995.

In subsequent subclauses of this document, the primitives on the upper boundary of the SDE are prefixed
with “SDE”, and the primitives on the lower boundary are prefixed with “MA” (see Figure 2-2). The ser-
vices provided at the upper SDE boundary include those provided by the MAC sublayer with the addition of
those services provided transparently by the SDE.

The primitives used across the SDE service interface are a subset of the MAC primitives defined in 1ISO/IEC
15802-1: 1995. Additional primitives specified by other MAC interfaces shall be passed unaltered through
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LOGICAL LINK CONTROL
v i
SDE_UNITDATA. SDE_UNITDATA.
request indication
i A
SDE
A
A A
MA_UNITDATA. MA_UNITDATA.
request indication

v i

MEDIUM ACCESS CONTROL

Figure 2-2—SDE primitives

SDE. Likewise, the minimum set of parameters of these primitivesis specified. Other MAC interfaces, such
asthose in ISO/IEC 8802-5: 1998 [B2] are also allowed, and shall be passed through without modification.
The MAC primitives that make up the SDE subset are as follows:

UNITDATA .request Source Address (SA)
Destination Address (DA)
MAC Service Data Unit (MSDU)
UNITDATA.indication ~ SA
DA
MSDU
2.4.1 SDE_UNITDATA.request parameters
The parameters associated with the SDE_UNITDATA .request are defined in 1SO/IEC 15802-1: 1995.
2.4.2 SDE_UNITDATA.indication parameters
The parameters associated with the SDE_UNITDATA.indication are defined in | SO/IEC 15802-1: 1995.
2.4.3 Services assumed

The service primitives assumed at the lower boundary of SDE are those defined in |SO/IEC 15802-1: 1995.

The SDE entity assumes the existence of an SMIB that is accurately maintained by a method outside the
scope of the SDE entity.
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2.5 SDE PDU structure

The structure of the SDE PDU is described in this subclause. The SDE PDU format is described in 2.5.1. In
2.5.2, the relative positions of the various elements of the SDE PDU are defined. This subclause includes
descriptions of the fieldsin terms of size and content. These fields are also defined as either optional or man-
datory. The transformation of an SDE SDU to an SDE PDU is described in 2.5.3.

2.5.1 SDE PDU format

SDE uses asingle PDU type. The PDU contains an integral number of octets. The PDU format, which may
contain up to five elements, is shown in Figure 2-3. These elements include the Clear Header, Protected
Header, Data (SDE SDU), Pad, and the ICV. All of these elements are optional except Data. The contents of
the Protected Header, Data, and Pad may be transformed prior to transmission by the integrity algorithm.
The contents of the Protected Header, Data, Pad, and ICV shall always be transformed when the confidenti-
ality algorithm is applied.

SDE SDU (e.g., LLC PDU)

DSAP | SSAP| CONTROL | DATA

|
ENCIPHERED (MAY INCLUDE EXPANSION _|
€ ———AND/OR CRYPTOGRAPHIC INFORMATION)_|—>I
1
SDE PDU < | ICVed l >
h J h J
CLEAR HEADER | PROTECTED HEADER DATA (SDE SDU) PAD Icv
21 >1

SDE DESIGNATOR | SAID | MDF FRAGMENT [SECURITY] PAD
0AOAO3 STATION| FLAGS [ |pENTIFIER | LABEL || PAPP'NG |LENGTH

SIZE IN 3 4 <20 8 1 4 <247 <255 1
OCTETS

Figure 2-3—Structure of the SDE PDU

2.5.2 Elements of the SDE PDU
2.5.2.1 Clear Header

The Clear Header (see Figure 2-4) identifies the SDE PDUs and aids in the processing of information con-
tained in these PDUs. The content of the Clear Header is determined during security association setup and is
constant for the life of that security association. The use of the Clear Header is optional.1> When the Clear
Header is present, its length will be from seven to 27 octets, inclusive.

SDE DESIGNATOR SAID MDF
3 4 <20

Figure 2-4—Clear Header

12 some bri dges operate on data outside the MAC header. As aresult, SDE frames that do not include the SDE Designator may not be
processed correctly. Therefore, when bridges of this type are employed, the option for Clear Header should be selected.
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2.5.2.1.1 SDE Designator

The first three octets of the Clear Header constitute the SDE Designator, which ensures that a non-SDE
entity that contains an LL C-entity will not process the SDE PDU. The SDE Designator contains the value of
areserved LSAP in each of the first two octets and the Unnumbered Information control field, as defined in
I|SO/IEC 8802-2: 1998 (P-hit equal to zero), in the third octet. In this and subsequent subclauses, the octets
in each field shown are ordered left to right and the leftmost bit is the first bit received from, or sent to, the
MAC sublayer. The SDE Designator is mandatory when the Clear Header is present.

The reserved LSAP contains the binary value 0101 0000, where the leftmost digit is the least significant.
This value has been assigned by I SO and 1 EC to ensure unique identification of SDE PDUs. The value of the
Unnumbered Information Control field is 1100 0000, where the first “1” is the least significant bit. In hexa-
decimal, the SDE Designator is represented as a sequence of three octets with values 0A OA 03, ordered left
to right.

2.5.2.1.2 SAID

The SAID field identifies the security association. It contains the SAID associated with the destination SDE
entity. If the destination is a group address, the SAID value is common for all the stations in the group and is
negotiated by key management or system management. The SAID field isfour octetsin length and is manda-
tory when the Clear Header is present.

The format of the SAID is shown in Figure 2-5. The leftmost bit of the SAID is called the G-bit. Thisisthe
first bit received from the MAC sublayer. It is used to indicate whether the security association identified by
the SAID is common to a group of SDE entities (value set to 1) or an individual SDE entity (value set to 0).

G-BIT ID BITS
0 INDIVIDUAL
1 GROUP

| 4——— 4 OCTETS ———

Figure 2-5—SAID format

Four SAID values are reserved for the purpose of establishing initial communication with key management
or system management when an SAID has not already been negotiated. These SAID values are called “boot-
strap” SAIDs, and identify preestablished security associations. If the bootstrap SAID is used for key man-
agement, the ID bits contain all zeroes. If the bootstrap SAID is used for system management, the ID bits
contain all ones. The use of the bootstrap SAID mechanism is optional. Communication to the System Man-
agement and Key Management Stacks may be accomplished via the use of any security association whose
SDE_SAP object indicates the appropriate stack. Also note that the function of key management or system
management can reside on a User Stack; however, the bootstrap SAIDs cannot be used to support those
implementations.

When the destination address is a group address, key management or system management will create group
Ssecurity associations by assigning a unique group SAID, distributing the keying material to the group mem-
bers, and determining which services will be used for secure transmission of multicast data. To ensure that
key management and system management can assign unique group SAIDs, the available numbers are
divided as shown in Figure 2-6. Since some managers will be responsible for alarge number of group secu-
rity associations and other managers will be responsible for afew group security associations, three different
group SAID classes are defined. The first class alows 1024 different managers, each responsible for
1048 576 group security associations. A product vendor may obtain an identifier associated with this class
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and assign a portion of the numbers to each instance of their product. The second class alows 131 072 dif-
ferent managers, each responsible for 4096 group security associations. The third class alows 2 097 152 dif-
ferent managers, each responsible for 256 group security associations.

One identifier from the third class of group SAIDs is reserved for testing and managers on isolated LANS.
Thisreserved identifier is 800001 (hexadecimal). Therefore, group SA1Ds between 80000100 and 800001FF
(hexadecimal) are reserved for this purpose.

G-BIT S1-BIT S2-BIT ID BITS
0 INDIVIDUAL SAID
1 10 BITS 20 BITS
1 0 1 17 BITS 12 BITS
1 0 0 21 BITS 8 BITS

Figure 2-6—Group SAID Format

For the purpose of assigning group SAID identifiers, the Institute of Electrical and Electronics Engineers,
Inc., USA, is the Registration Authority. 3

2.5.2.1.3 Management-Defined field (MDF)

The MDF alows the transfer of information that may facilitate, but is not required for, the processing of the
PDU. The MDF isvariable in length and is an integral number of octets up to a maximum of 20. Itsvalueis
indicated by an entry in the SMIB. The MDF may contain any value and is not used to determine the appro-
priate security association. The MDF valueisaunidirectiona attribute of the security association and is con-
stant for the duration of that security association. The MDF is optional.

An example of the application of the MDF is an SDE implementation that does not retain cryptographic state
information. The transfer of cryptographic state information and keying information in the MDF could facil-
itate reception processing.

2.5.2.2 Protected Header

The Protected Header isin the portion of the SDE PDU to which the security services are applied. If present,
the Protected Header contains up to four optiona fields. Thefields are Station ID, Flags, Fragment I dentifier,
and Security Label. These fields shall appear in the order listed if all options are selected. The Station 1D
uniquely identifies the originating station. It is eight octets and contains the canonical form of the MAC
address as specified in IEEE Std 802-1990, Section 5.2. The first octet of the Station ID field shall contain
the first octet of the MAC address: the contents of the field after the MAC address is undefined. Annex 2E
covers the use of the Flags and Fragment Identifier fields to support fragmentation. Security labels are dis-
cussed in Annex 21.

2.5.2.3 Data

The Data portion of the SDE PDU contains the SDE SDU, which is the MSDU parameter of the SDE ser-
vice primitive.

13Communications regarding registration should be addressed to Registration Authority for IEEE Std 802.10, c/o Institute of Electrical
and Electronics Engineers, 445 Hoes Lane, PO. Box 1331, Piscataway, NJ 08855-1331, USA, tel. (732) 562-3813.
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2.5.2.4 Pad

The Pad consists of the Padding and Pad Length fields. The Pad may be used to provide padding for confi-
dentiality and integrity algorithms.'* Pad is selected on a per-security-association basis. If it is selected, each
PDU processed under the association shall contain the Pad Length field.

2.5.2.4.1 Padding field

The Padding field is optional but may be required by the specific confidentiality or integrity algorithm
selected. The maximum size of the Padding field is 255 octets. The content of the Padding field is a local
matter.

The Padding field specifies an integral number of octets; therefore, the Padding field cannot be used to cor-
rect octet alignment problems caused by either the integrity or confidentiality algorithms.

2.5.2.4.2 Pad Length field

The value of the Pad Length field contains the number of octets in the Padding field. This value does not
include the one octet required by the Pad Length field itself. If no integrity is requested, the Pad Length field
isthe last octet of the SDE PDU. If integrity is requested, the Pad Length field is the octet before the ICV.

25.25ICV field

The ICV fidd is a security mechanism for detecting data modification. The ICV value, if present, is con-
tained in the last field in the SDE PDU. The length of the ICV is an attribute of the security association. The
ICV is calculated over the Protected Header, the Datafield, and Pad. It is an optional field.

2.5.3 Building the SDE PDU

The means by which the information passed to the MAC is used to construct the SDE PDU is described in
this subclause. (The MSDU isthe SDE SDU.) All of the parameters of the service request except the MSDU
are copied unaltered from the SDE_UNITDATA.request to the MA_UNITDATA .request. Likewise, on
incoming processing, all parameters except the MSDU are copied unaltered from the MA_UNITDATA.indi-
cation to the SDE_UNITDATA.indication. The MSDU is used to generate the SDE PDU as shown in
Figure 2-7. On reception, the process is reversed to reconstruct the MSDU. The encipherment algorithm may
require the addition of fields specific to the algorithm. These fields will be added and removed as part of the
encipherment or decipherment processing. They will be transmitted as part of the SDE PDU provided in the
MSDU of the MAC service primitives. An example of this type of field is the Initialization Vector (1V)
required by certain algorithms.

2.6 SDE procedure

All elements of the SDE procedures, including transmission and reception processing and al other elements
that direct those procedures, are defined in this subclause. These other elements include management archi-
tecture, addressing, the SMIB, and the definitions of the managed objects.

The SDE management architecture is described in 2.6.1. The architectural description includes the following:
a)  Therelationship between the management application entity and the SDE Layer Manager (LM);

14Many confidentiality algorithms take blocks (n bits) of cleartext and transform this cleartext to ciphertext as a unit. This block is
known as a cryptographic block. The confidentiality algorithm may require that the input cleartext be amultiple of thisblock size. If the
chosen confidentiality or integrity algorithm has this restriction, then the SDE protocol uses the Pad to make sure that the cleartext isa
multiple of the block size. (The Pad follows the Data to allow stream processing for outgoing PDUS.)
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Figure 2-7—Construction of the SDE PDU

b) Therole of the SMIB in their relationship;
¢) How security associations are coordinated through the use and the exchange of SAIDs; and
d) Thestructure of the SDE managed objects.

The type of addressing used by the SDE entity is described in 2.6.2. The details of the SDE objects that are
attributes of SDE managed objects are described in 2.6.3. Finally, the transmission and reception procedures
are described in 2.6.4 and 2.6.5, respectively.

2.6.1 SDE management architecture

Each station that employs the SDE protocol has accessto an SMIB. The SMIB contains alist of the current
security associations. Key management and security management or both are responsible for maintaining
this information base.

The SMIB provides the interface between the local System Management Application Entity (SMAE) and the
LM of the protocol stack. Thisisillustrated in Figure 2-8.

There are three types of SDE managed objects:. station, Service Access Point (SAP), and security associa
tion. Station objects, which set certain parameters for the SDE entity, apply to all processing by the SDE
entity. The SAP objects apply to a specific SAP. The security association objects apply only to a specific
instance of PDU transmission, reception, or both.
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Figure 2-8—SDE management architecture

Since multiple security associations can exist at any time, the SDE entity shall identify which security asso-
ciation appliesto that SDE PDU. For example, this identification may be passed viathe optional SAID.

How the value of the SAID is coordinated between SDE entities is independent of the SDE protocol; how-
ever, it isuseful to examine how a pairwise SAID could be established. During either a key or system man-
agement exchange, partiesA and B exchange the values of the attributes of the security association managed
object. These values specify the security parameters (e.g., the security services employed, keys, etc.) that
will be needed for the security association. In this example, the SAID identifies this security association.
Thisprocessisillustrated in Figure 2-9.

A ATTRIBUTE VALUES AND A’s SAID B
SYSTEM AND/OR - SYSTEM AND/OR
KEY MANAGEMENT < KEY MANAGEMENT

ATTRIBUTE VALUES AND B’s SAID

Figure 2-9—lInitial exchange

System and/or key management enters the value for the security association object into the SMIB. An exam-
ple of an SMIB that contains a table of security associations and the values of the associated attributes is
illustrated in Figure 2-10.

The security association shall be selected for each PDU transferred through the SDE entity. Outgoing PDUs
are PDUs that originate at one of the SDE stacks (i.e., System Management Stack, Key Management Stack,
or one of the User Stacks) and are to be delivered to the MAC sublayer. Incoming PDUs are PDUs that arrive
from the MAC sublayer and are to be delivered to one of these stacks. Incoming PDUs may contain the SDE
Clear Header, which can be used to select the security association; whereas the Clear Header may be created
for outgoing PDUs after the security association has been found. For this reason, the mechanism for select-
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Figure 2-10—Example SMIB containing security associations

ing the security associations can be different. The different parameters and/or PDU fields that can be used
for selecting the appropriate security association from the SMIB are shown in Figure 2-11.

Outgoing
— SDE SAP and/or outgoing MAC SA/DA pair
Incoming

— SAID and/or incoming MAC SA/DA pair

Figure 2-11—Parameters used for selecting security association

2.6.2 Addressing

All addresses referred to in this protocol are either LSAP addresses or MAC addresses. The LSAP address
syntax and semantics are defined in ISO/IEC 8802-2: 1998, while the specifics of the MAC addresses are
defined in IEEE Std 802-1990.

The Station ID contains the MAC address corresponding to the individual address of the station that origi-
nated the outgoing PDU. In group transmissions with a shared secret key, the Station ID prevents parties
external to the multicast group from tricking the receiving party into believing that the PDU came from a
party other than its originator. It does not prevent members within the same group from changing PDUs so
that they appear to have originated from another valid member of the same group. The inclusion of a Station
ID also provides protection against reflection where that protection is not provided implicitly by the SDE
confidentiality or integrity algorithms or from the services of the key management protocols.

2.6.3 SDE objects

Security managed objects as outlined in 2.6.1 are described in this subclause. Security objects that apply to
the entire SDE are described in 2.6.3.1; security objects that apply to transmission to and from an SDE SAP
are described in 2.6.3.2; security objects that are specific to the security associations are described in 2.6.3.3;
and SAIDs are described in 2.6.3.4.

2.6.3.1 Station objects

The station objects apply to the entire SDE regardless of security association. The formal definition of each
of the objectsin the SDE clause will be defined in 2.8, SDE sublayer management. The objects described in
this and the following two subclauses are abstractions provided for the purpose of describing the protocol
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processing. Some implementations may choose only manual management of these objects; in which case,
the representation becomes a purely local matter. In this and the following two subclauses, the object names
will be in boldface type.

a) Station_Clear_Hdr: Boolean. Station_Clear Hdr=TRUE indicates that the Clear Header is always
used when communicating with other SDE entities.
Station_Clear_Hdr=FAL SE indicates that there is no Clear Header expected on any incoming PDUSs,
and there is none placed on outgoing PDUs.
For communication using this mode of the protocol, both stations shall agree to have
Station_Clear Hdr=FALSE. Ddlivery of SDE PDUs with no clear header (Station_Clear Hdr=False)
will have unpredictable resultsif the receiving entity is one of the following:

Its Layer 2 entity does not employ SDE.
Its station object Station_Clear Hdr=TRUE.

b) Station_MDF: Boolean. Station MDF shall be set to TRUE if the station sends or desiresto receive
the MDF in the Clear Header. The actual inclusion or exclusion of the MDF is determined by the
value of the Assoc_ MDF attribute.

2.6.3.2 SDE SAP objects
These objects may be defined by 2.8, SDE sublayer management, and in Annex 2E.
2.6.3.3 Security association objects

The SDE entity uses security associations available to it via the SMIB to provide the necessary services
required for the secure transmission of data. The following are security objects that are attributes of a secu-
rity association managed object:

a) Local_SAID: Octetstring. This contains the value of the SAID expected in incoming PDUs if
Station_Clear Hdr=TRUE.

b) Remote SAID: Octetstring. This contains the value placed in the SAID field of outgoing PDUs if
Station_Clear Hdr=TRUE.

¢) Assoc_MDF: Boolean. Thisindicates whether or not the MDF is used for the security association. If
Station MDF=FALSE, then this Boolean is always FALSE. The length and value of the MDF field
in the PDU are unidirectional characteristics of the security association. Key management and/or
system management can force this Boolean to FALSE. If the Boolean is TRUE, the value of the fol-
lowing attribute is placed in the MDF of outgoing PDUs:

1) Remote MDF: Octetstring. This attribute contains the value that will be placed in the MDF
field in the Clear Header if the Assoc MDF=TRUE.

d) Protection set: These attributes indicate the security services to be provided by SDE.

1) Confid: Boolean. If TRUE, it indicates that data confidentiality is to be provided for the secu-
rity association.

2) Integ: Boolean. If TRUE, it indicates that connectionless integrity is to be provided for the
security association.

€) Security fields present: Booleans indicate the presence (TRUE) or absence (FALSE) of security
fields. These values shall remain constant over the life of the security association.

1) Pedding_pres: Boolean. Flag for the Pad Length field.
2) |ID_pres: Boolean. Flag for the Station ID.

f)  Confid_Alg_ID: Octetstring. Thisis alabel that specifies a complex object corresponding to a con-
fidentiality algorithm if Confid=TRUE. The definition of the algorithm shall include everything that
is necessary for the encipherment or decipherment to occur. This includes, but is not limited to, the
length and placement of 1Vs, block size, and mode of operation.
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g) Integ Alg ID: Octetstring. Thisisalabel that specifies a complex object corresponding to an integ-
rity algorithm if Integ=TRUE. The definition of the algorithm shall include everything that is neces-
sary for the ICV to be calculated and verified upon receipt. This includes, but is not limited to, the
length and placement of Vs, block size, and mode of operation.

h) SDE_SAP: Octetstring. Thisindicates the SDE SAP for the security association. Thisis used as part
of the index into the SMIB for outgoing PDUs. On incoming PDUSs, it indicates which protocol
stack should receive the PDU.

i)  Remote SDE: Boolean. Thisboolean is TRUE if the remote entity implements SDE protocol and is
FALSE otherwise.

j)  Outgoing_Source MAC_Address. Octetstring. This corresponds to the individual address of the
station that originated the outgoing PDU. It is the value included in the Station ID field of the Pro-
tected Header.

k) Outgoing_Destination_MAC_Address: Octetstring. This address may be an individua or group
address associated with the remote station(s).

) Incoming_Destination_ MAC_Address: Octetstring. This may be an individual or group address
associated with the local station.

m) Incoming_Source MAC_Address. Octetstring. If the Incoming_Destination MAC_Addressis an
individual address, this object contains a single individual address. If the
Incoming_Destination_ MAC_Address is a group address, this object contains a list of individual
addresses.

Within the SDE entity, the security association is represented by the security association object. Generic
entries corresponding to multiple MAC addresses may be allowed in the SMIB depending on local policy.
Changing the values of any of the security association attributes (or attributes of the complex objects |abeled
by the Confid_Alg_ID and the Integ_Alg_ID attributes) causes a new security association to be formed and
the prior security association to be invalidated. The SAID is a convenient tag for the identification of these
objects.

2.6.3.4 SAIDs

The SAID is primarily used to identify the security association, although it can be used for other purposes.
In security associations between two entities, each entity chooses its own SAID and communicates it to the
remote entity during a system and/or key management exchange. In security associations for multicast or
broadcast groups, it is the responsibility of system management and/or key management to assign and coor-
dinate the SAID used for that multicast or broadcast group address. Half of the possible values of the SAIDs
are reserved as group SAIDs (see Figure 2-5).

There are bootstrap values (see 2.5.2.1.2) for the SAID that are sometimes used for communications with the
System Management and/or Key Management Stacks. The communications under these bootstrap SAIDs
have no security protection (confidentiality, integrity) and do not have a Station ID. In addition, no padding
can be applied.

2.6.4 Transmission procedures

The transmission procedures are those involved in processing an SDE_UNITDATA.request. The functions
are represented as a flow chart shown in Figure 2-12. (Object values are contained in the SMIB.) Also,
Annex 2B contains an example of the transmission and reception procedures using specific algorithms.

In response to an SDE_UNITDATA .request from the LLC sublayer, the supplied address parameters or the
SDE SAP or both are used to search for a security association in the SMIB.

a) If the search is successful, a security header comprised of a Clear Header and a Protected Header
may be created and prepended to the Data field that contains the MSDU of the request. The options
of integrity and/or confidentiality may be provided. A Pad may be created and an ICV may be com-
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Obtain security association attributes
using outgoing source and destination
addresses and SDE SAP

¢ FOUND
NO

Remote_SDE=TRUE

¢ YES

Form Protected Header if ID_pres=TRUE,
Assoc_Frag_Enab=TRUE, or
Assoc_Label_Explicit=TRUE

v

Append Pad (allowing for ICV length)
if Padding_pres=TRUE

v

Calculate and append the ICV
if Integ=TRUE

v

Encipher if Confid=TRUE

v

Form Clear Header if Station_Clear_Hdr=TRUE
a) Prepend MDF if Assoc_MDF=TRUE

b) Prepend SAID

c) Prepend SDE Designator

3

Pass to MAC sublayer

Figure 2-12—Transmission of an MA_UNITDATA.request

puted; both are appended to the Data field. The Protected Header, Data, Pad, and the ICV may be
enciphered. Finaly, an MA_UNITDATA .request is constructed and passed on to the MAC sublayer.
b) If no security association is found, the SDE LM is natified.

If the expansion causes the PDU to exceed the maximum size the MAC will accept, fragmentation may be
required. Fragmentation is not part of this standard; however, if it isimplemented, the method of fragmenta-
tion specified in Annex 2E is the recommended approach.

2.6.4.1 Obtaining the security association

The security association shall be retrieved from the SMIB if a security association exists. The outgoing
MAC addresses and the SDE SAP are used to search for the security association in the SMIB. If a security
association is found, the values for each object of the security association are returned. If the request is orig-
inated by system management and/or key management, the SMIB may contain a bootstrap SAID security
association that will allow communication. If no security association is found corresponding to the SDE
SAP and addresses specified in the SDE_UNITDATA .request, the SDE entity indicates the error to the SDE
LM and discards the PDU.

From this step in the process until the end of transmission processing, it will be assumed that an appropriate
security association is already established.
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2.6.4.2 Transmission to non-SDE entities

If Remote SDE = FALSE, bypass further SDE processing and pass the SDE_UNITDATA. .request to the
MAC sublayer.

2.6.4.3 Forming the Protected SDE Header

After the security association isretrieved from the SMIB, a Protected Header is formed and prepended to the
Data field in the SDE_UNITDATA. .request, if either one or a combination of the following are TRUE:
ID_pres, Assoc_Frag Enab, and Assoc_Label_Explicit.

If ID_pres=TRUE, the Outgoing_Source MAC_Addressis placed in the Station_ID field. The Station _ID is
an optional field. Refer to Annex 2E for the appropriate processing if Assoc_Frag Enab=TRUE. Refer to
Annex 2| for the appropriate processing if Assoc_Label Explicit=TRUE.

2.6.4.4 Pad

If padding is required by the security association (Padding_pres=TRUE), the maximum size of Pad is 256
octets (255 Padding octets plus a one octet Pad Length field). Pad may be used to expand the size of the out-
going PDU for the integrity algorithm, for the confidentiality algorithm, or in alocal manner.

2.6.4.5 Calculation of the ICV

If integrity should be applied (Integ=TRUE), the ICV is computed over the Protected Header, Data, and Pad
using the algorithm specified in the SMIB. The ICV is appended to the Datafield.

2.6.4.6 Encipherment of the PDU

If confidentiality is an attribute of the security association (Confid=TRUE), then the Protected Header, Data,
Pad, and ICV will be enciphered using the algorithm specified in the SMIB.

2.6.4.7 Clear Header

The Clear Header is used both to signal the remote SDE entity that the PDU had been processed by the local
SDE entity and to supply the necessary information to determine the appropriate security association. If
Station_Clear_Hdr=TRUE, the Clear Header is placed in the outgoing PDU.

MDF: If Assoc. MDF=TRUE, then the Remote MDF is placed in the outgoing PDU. It is an optional field.

SAID: The Remote_SAID shall be placed in the SAID field of the PDU. It is a mandatory field when the
Clear Header is present.

SDE Designator: The SDE Designator is placed as the first three octets in the outgoing PDU. It is a manda-
tory field when the Clear Header is present.

2.6.4.8 MAC request

The SDE PDU is passed to the MAC sublayer as the MSDU parameter in the MA_UNITDATA .request. All
other parameters are passed through, unaltered, by the SDE entity.

2.6.5 Reception procedures

When an MA_UNITDATA.indication is received from the MAC sublayer, processing can vary, depending
on the local management functions. The security association shall be identified, and the appropriate security
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mechanisms are applied to the PDU. If appropriate, the PDU is deciphered and the ICV is checked. Finally,

the SDE_UNITDATA..indication is forwarded to the designated stack.

If any security-relevant exceptions are encountered during processing by the SDE entity, the PDU in ques-
tion is discarded and the SDE LM is notified.

The reception functions are those involved in processing an MA_UNITDATA.indication (see Figure 2-13).

Station_Clear_Hdr
=TRUE?

YES
L >

v

SDE Designator
Present?

YES

Y

Find security association
using addresses

Find security association
using addresses

Find security association
using SAID/addresses

FOUND i

FOUND J—l

FOUND l

NO | Remote SDE= Remote_SDE= | YES Check MAC address
TRUE? TRUE? indications against SMIB
NO -|
> P ERROR
YES OK
\ 4
Remove Clear Header
v v

Decipher if Confid=TRUE

v

Check ICV and remove if Integ=TRUE

v

Remove Pad if

Padding_pres=TRUE

v

Check Station ID against the source MAC address of
the incoming PDU if ID_pres=TRUE and remove

:

If Assoc_Label_Explicit=TRUE,
check security label value on

PDU against value(s) in the SMIB
for the security association. If valid,
remove label; else, discard PDU.

Y

\J

Forward to designated stack
(Default is a single User Stack)

Figure 2-13—Reception of an MA_UNITDATA.indication
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2.6.5.1 Requirements for reception

Before a station can process an incoming SDE PDU, a security association shall exist for communication to
be allowed. Note that it is possible to configure the SMIB such that loss of information in the SMIB (e.g.,
power failure) could prevent automated recovery.

The bootstrap values of the SAID shall have a security association in the SMIB. There are four bootstrap val-
ues: Individual Key Management, Group Key Management, Individual System Management, and Group
System Management.

2.6.5.1.1 Station configured for Clear Header

If Station_Clear Hdr = TRUE, then the presence of an SDE Designator indicates that an SAID may be used
for finding the security association. A security association shall exist for all communications, even with non-
SDE entities. An association for communication with a non-SDE entity is found by searching the SMIB
using the source and destination addresses. If the security association has Remote SDE = FAL SE, the PDU
will bypass the rest of the security processing and be forwarded to the stack designated by the SDE SAP.

The SDE entity checks the source and destination address parameters in the MA_UNITDATA.indication
against those denoted by the security association (Incoming Source MAC_Address and
Incoming_Destintion MAC_Address). The security association in the SMIB may indicate the presence of
an MDF. The MDF is used in alocally determined manner. The Clear Header is removed before the PDU is
deciphered.

2.6.5.1.2 Station configured with no Clear Header

If Station_Clear_Hdr=FALSE, then the security association and the correct protocol stack shall be deter-
mined based on source and destination addresses in the MA_UNITDATA.indication. If Remote SDE =
FAL SE for the security association, the PDU will bypass the rest of the security processing and be forwarded
to the stack designated by the SDE SAP.

2.6.5.1.3 Decipherment of the PDU
If Confid=TRUE, the confidentiality algorithm is selected from the SMIB, and the PDU is deciphered.
2.6.5.2 ICV checking

If Integ=TRUE, the PDU is assumed to have an ICV that shall be checked using the chosen algorithm
retrieved from the SMIB and subsequently removed from the PDU. If the ICV fails, the PDU is discarded
and the SDE LM is notified.

2.6.5.3 Pad
The SDE entity strips any Pad that may be present in the PDU.
2.6.5.4 Station ID

If ID_pres=TRUE, the SDE entity checks that the contents of the Station 1D field are the same as the source
addressin the MA_UNITDATA.indication. The Station ID field is removed.
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2.6.5.5 Security label

If Assoc_Label Explicit=TRUE, the SDE entity checks the security label value to ensure that it iswithin the
set of allowed values for the association in the SMIB. If valid, the security label isremoved. If not valid, dis-
card the PDU and notify local management.

Refer to Annex 2 for detailed security label processing.
2.6.5.6 SDE_UNITDATA.indication

The parameters received in the MA_UNITDATA.indication are passed up to the appropriate protocol stack
in the SDE_UNITDATA.indication with the SDE SDU (e.g., the LLC PDU) replacing the received MSDU.

2.7 Minimum Essential Requirements (MERS)

The MERs are stated in terms of the values of certain management objects in 2.7.1 and 2.7.2. Additional
MERSs are contained in 2.7.3 and 2.7.4. These objects are abstractions used to represent the options for the
SDE entity. These MERS do not mean that the objects shall be managed remotely. The effect of setting the
object to a particular value shall affect the protocol state as described previously in Clause 2. When con-
strained to the values specified in the following two subclauses and combined with transmission and recep-
tion processing, these objects delineate the minimally compliant protocol state machine.

2.7.1 Station objects

a) Station Clear Hdr: Boolean
SDE entities shall alow the Station_Clear_Hdr to be TRUE. Entities with Station Clear Hdr set to
TRUE are not interoperable with stations that have Station_Clear_Hdr set to FALSE.

b) Station MDF: Boolean
All entities shall allow the Station MDF to be FALSE. Entities may support TRUE, but then values
for each individual security association are determined by system and/or key management. If
Station_Clear Hdr is set to FALSE, then Station MDF shall also be set to FALSE.

2.7.2 Security association objects

a) Assoc_MDF: Boolean
This attributeis TRUE if the MDF will be used on the security association. Any party in the negotia-
tion can force the MDF not to be used. The protocol processing shall not depend on the presence of
the MDF in any implementation. Each entity shall have the capability of communicating with this
attribute set to FALSE. If TRUE is supported, the entity shall have the capability of supporting an
integral length (in octets) from zero to 20.

b) Protection Set: Includes Confid and Integ Booleans
An entity shall be capable of operating with at |east one security association having aTRUE valuein
at least one of these two Booleans. Entities implementing only Integrity, or only Confidentiality,
shall be considered conformant.

¢) Padding pres: Boolean
The Pad field is mandatory only if either the integrity or confidentiality algorithm requires padding.
Thus, some entities may support this object only being TRUE, and others may support it only set to
FALSE. Still others may support both. If the TRUE value is supported, the entity shall be able to
accept a maximum length of Pad (256 including Pad Length field).l® Negotiation of the

15The maximum Pad length must be specified due to its effect on stream processing and buffer sizes. It cannot be restricted to the block-
size of the Integrity or Confidentiality algorithm since this would defeat the objective of algorithm independence and require conform-
ance testing to be tied to a particular cryptographic agorithm.
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Padding_pres by key management and/or system management may allow the value to be set to
FAL SE where neither cryptographic a gorithm requires padding.

d) ID_pres: Boolean
A device shall be capable of supporting ID_pres=FAL SE.

2.7.3 SAID requirements

All entities shall support the reception of bootstrap, group, and individual SAIDs. In systems with key man-
agement appearing on the User Stack, the SDE entity associates the bootstrap SAID with the appropriate
stack identified by the SDE SAP in the SMIB. If no security association is found for the SAID, the PDU is
discarded and the SDE LM is notified.

2.7.4 Security services
Compliant entities shall support at least the Data Confidentiality Service or the Connectionless Integrity Service.

a) Toclaim that the entity provides the service of Data Confidentiality, the entity shall allow Confid to
be TRUE. The strength of this service is dependent upon the confidentiality algorithm used.

b) To claim that the entity provides the service of Connectionless Integrity, the entity shall allow Integ
to be TRUE. The strength of this service is dependent upon the integrity algorithm used. The entity
shall be able to send and receive PDUs with ICVs.

2.8 SDE sublayer management
2.8.1 Overview

This clause specifies the managed objects that permit the operation of the SDE to be remotely operated,
managed, and maintained. Both fully specified managed objects and partially specified managed objects
together with their contained management information are documented.

2.8.2 Scope

This standard provides specifications for |SO/IEC 10165-style managed object classes that represent SDE
sublayer resources that are subject to management. These specifications define managed object classes,
attribute types, specific attributes, actions, and notification types in accordance with | SO/IEC 10165-4: 1992
(GDMO) and the generic definitions contained in |SO/IEC 10165-2: 1992 (DMI). This standard also follows
the procedures and uses the managed objects defined in IEEE Std 802.1F-1993.

This standard provides the following two types of management information to the developers of SDE sub-
layer management services:

a) Definition of the managed object classes required for management of the SDE protocol; including
their relationships with other managed objects within the Data Link layer and the bindings that are
required in the naming of an instantiation of the management service, and;

b) Definition of common management information such as ATTRIBUTES, PACKAGES, BEHAVIOURS,
NOTIFICATIONS, and encodings of information that are used in managing the exchange of datain
accordance with SDE specifications.

These managed object classes allow a manager (or management application processes) to monitor and con-
trol resources, represented as managed objects, through local agents in other (managed) systems. Event
reports (notifications) may be returned from resources in other systems through their local agentsto a desig-
nated manager or managers.
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2.8.3 Definitions
2.8.3.1 LAN/MAN Management definitions

The SDE sublayer management subclause makes use of the following terms defined in ISO/IEC 15802-2:
1995 and ISO/IEC 7498-1: 1994:

a LAN/MAN Management

2.8.3.2 Common Definitions and Procedures for IEEE 802 Management Information
definitions

The SDE sublayer management subclause makes use of the following terms defined in the text of IEEE Std
802.1F-1993:

a MACAddress
b) ResourceTypelD

2.8.3.3 Management Framework definitions

The SDE sublayer management subclause makes use of the following terms defined in 1ISO/IEC 7498-4:
1989:

a) managed object
b)  management information base
Cc)  systems management
2.8.3.4 Abstract Syntax Notation One (ASN.1) definitions
The SDE sublayer management subclause makes use of the following terms defined in | SO/IEC 8824: 1990:

a) object identifier
b) type

2.8.3.5 Common Management Information Service (CMIS) definitions
The SDE sublayer management subclause makes use of the following terms defined in |SO/IEC 9595: 1991:

a) attribute (of managed object)
b) Common Management Information Services

2.8.3.6 Guidelines for the Definition of Managed Objects (GDMO) definitions

The SDE sublayer management subclause makes use of the following terms defined in ISO/IEC 10165-4:
1992;

a) managed object class definition
b) template

2.8.3.7 Systems Management Overview definitions

The SDE sublayer management subclause makes use of the following terms defined in 1SO/IEC 10040:
1992;
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a) agent
b) agentrole

Cc) generic definitions

d) layer management protocol

€) managed object class

f)  managed (open) system

g) management information

h)  manager

i)  manager role

j)  notification

k)  notification type

)  (systems management) operation
m) systems management application protocol

2.8.3.8 Structure of Management Information (SMI) Information Model definitions

The SDE sublayer management subclause makes use of the following terms defined in 1ISO/IEC 10165-1:
1993:

a) abstract datatype

b) attribute type

c) attribute value assertion

d) behaviour

€) containment

f)  containment hierarchy

g) distinguished name

h) inheritance

i)  inheritance hierarchy

j)  namebinding

k) naming tree

)  mandatory package

m) (conditional) package

n) relative distinguished name
0) subclass

p) subordinate object

q) superclass

r)  superior object

S)  unrestricted abstract datatype

2.8.4 Management model

This standard describes the management of the SDE sublayer in terms of a general model of resource man-
agement within an open systems environment. Two major components of this management model are aman-
aging system and a managed system.

Within the managing system (manager role), management processes invoke management operations that are
transated into management messages, which are sent to the managed system. A managed system (agent
role) provides an interface to those internal resources that are to be managed and processes the applicable
management (operations) messages.

The internal resources of the managed system are represented at the interface by abstractions known as man-
aged objects. Each managed object responds to a defined set of management operations with internal actions
and notifications that the managed system trandlates into messages. These messages are sent to the manage-
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