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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinat-
ing Committees of the IEEE Standards Board. Members of the committees serve voluntarily and
without compensation. They are not necessarily members of the Institute. The standards developed
within IEEE represent a consensus of the broad expertise on the subject within the Institute as well
as those activities outside of IEEE that have expressed an interest in participating in the develop-
ment of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in
the state of the art and comments received from users of the standard. Every IEEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of
membership affiliation with IEEE. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as
they relate to specific applications. When the need for interpretations is brought to the attention of
IEEE, the Institute will initiate action to prepare appropriate responses. Since IEEE Standards rep-
resent a consensus of all concerned interests, it is important to ensure that any interpretation has
also received the concurrence of a balance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to
interpretation requests except in those cases where the matter has previously received formal
consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which a license may be required by an IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(508) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:27:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.10c-1998


http://www.avadocuments.com/doc/ieee-802-10c-1998
http://www.avadocuments.com/doc/ieee-802-10c-1998

Introduction

[This introduction is not part of IEEE Std 802.10c-1998, IEEE Standards for Local and Metropolitan Area Networks:
Supplement to Standard for Interoperable LAN/MAN Security (SILS)—Key Management (Clause 3).]

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to

IEEE standard numbers.)
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802 OVERVIEW & ARCHITECTURE*

* Formerly IEEE Std 802.1A.

This family of standards deals with the Physical and Data Link layers as defined by the International Organiza-
tion for Standardization (ISO) Open Systems Interconnection (OSI) Basic Reference Model (ISO/IEC 7498-
1: 1994). The access standards define seven types of medium access technologies and associated physical
media, each appropriate for particular applications or system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

* IEEE Std 802 Overview and Architecture. This standard provides an overview to the fam-
ily of IEEE 802 Standards.

e ANSIIEEE Std 802.1B LAN/MAN Management. Defines an OSI management-compatible architec-

and 802.1k ture, and services and protocol elements for use in a LAN/MAN environ-
[ISO/IEC 15802-2] ment for performing remote management.
e ANSIIEEE Std 802.1D  Media Access Control (MAC) Bridges. Specifies an architecture and protocol
[ISO/IEC 10038] for the interconnection of IEEE 802 LANs below the MAC service boundary.
e ANSIIEEE Std 802.1E  System Load Protocol. Specifies a set of services and protocol for those
[ISO/IEC 15802-4] aspects of management concerned with the loading of systems on IEEE 8§02
LANS.
e ANSUIEEE Std 802.1G  Remote Media Access Control (MAC) Bridging. Specifies extensions for the
[ISO/IEC 15802-5] interconnection, using non-LAN communication technologies, of geographi-
cally separated IEEE 802 LANs below the level of the logical link control
protocol.

e ANSI/IEEE Std 802.2 Logical Link Control
[ISO/IEC 8802-2]
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e ANSIIEEE Std 802.3 CSMA/CD Access Method and Physical Layer Specifications
[ISO/IEC 8802-3]

* ANSUIEEE Std 802.4 Token Passing Bus Access Method and Physical Layer Specifications
[ISO/IEC 8802-4]

e ANSUIEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications
[ISO/IEC 8802-5]

e ANSUIEEE Std 802.6 Distributed Queue Dual Bus Access Method and Physical Layer Specifi-
[ISO/IEC 8802-6] cations

* ANSUIEEE Std 802.9 Integrated Services (IS) LAN Interface at the Medium Access Control
[ISO/IEC 8802-9] (MAC) and Physical (PHY) Layers

e ANSUIEEE Std 802.10  Interoperable LAN/MAN Security

» IEEE Std 802.11 Wireless LAN Medium Access Control (MAC) and Physical Layer Specifi-
[ISO/IEC DIS 8802-11]  cations

e ANSUIEEE Std 802.12  Demand Priority Access Method, Physical Layer and Repeater Specifi-
[ISO/TIEC DIS 8802-12]  cations

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

e IEEE Std 802.7 IEEE Recommended Practice for Broadband Local Area Networks

The following additional working group has authorized standards projects under development:

» IEEE 802.14 Standard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3.

IEEE Std 802.10c-1998

The IEEE 802.10 Working Group was formed in May 1988 to address the security of Local Area and Metro-
politan Area Networks (LANs and MANs). Work on cryptographic key management began in May 1989.
The IEEE 802.10 Working Group is sponsored by the LAN MAN Standards Committee. IEEE 802.10 pro-
vides interoperability standards that are compatible with existing IEEE 802 standards and Open Systems
Interconnection (OSI) architectures. The working group is made up of representatives from the vendor, gov-
ernment, and user communities.

Data networks, especially LANs and MANSs, have become widespread. LANs and MANs are used by indus-
try and government for transferring vast amounts of data in the course of daily operations. Because of their
ever increasing use in the public and private sectors, the capabilities of these networks are being expanded to
provide increased performance. As a result, there is a growing need to standardize data network protocols to
ensure that data networks will interoperate effectively and securely.
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As standards evolve, several key areas will become critically important. One of these areas is network secu-
rity. LANs and MANs must have the capability to exchange data in a secure manner. This is especially
important in cases where disclosure of operational data to unauthorized parties would severely undermine an
organization’s effectiveness. A related critical area is data reliability. Should data become corrupted, either
accidentally or maliciously, the effect on the organization could be grave. Both financial and government
institutions have traditionally been aware of the importance of reliable data in a secure environment. How-
ever, recent widely publicized cases of computer fraud and related crimes have made this capability a goal
for many other industries as well. Security has become a universal concern.

As the need for security on LANs and MANs becomes more widely recognized, the need for a security stan-
dards also becomes a priority. Work on security standards has already started; and where applicable, this
standard incorporates this previous work.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802
standards may be obtained from

Secretary, IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

IEEE 802 committee working documents are available from

IEEE Document Distribution Service
AlphaGraphics #35  Attn: P. Thrush
10201 N. 35th Avenue

Phoenix, AZ 85051

USA
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IEEE Standards for Local and Metropolitan Area
Networks:

Supplement to Standard for Interoperable
LAN/MAN Security (SILS)—

Key Management (Clause 3)

Revisions to IEEE Std 802.10-1992

The contents of this document will be incorporated into IEEE Std 802.10 in a future edition. The clauses of
this document are ordered to parallel the order of clauses in the base standard. This supplement is intended
to be used in conjunction with IEEE Std 802.10-1992. Editing instructions necessary to incorporate this
supplement into IEEE Std 802.10 are provided in bold italics.

1.2.1 Acronyms
Add the following to 1.2.1 of IEEE Std 802.10-1992:

ACSE Association Control Service Element

ASE  Application Service Element

ASO  Application Service Object

CA Certification Authority

CCITT International Telegraph Telephone Consultative Committee (Renamed ITU-T)
CF Control Function

CML  Compromised Material List

CRL  Certificate Revocation List

GULS  Generic Upper Layers Security

ICV Integrity Check Value

1IEC International Electrotechnical Commission
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IEEE
Std 802.10c-1998 INTEROPERABLE LAN/MAN SECURITY (SILS)—

ISO International Organization for Standardization
ITU-T International Telecommunications Union - Technical
KCASO Key Center Application Service Object
KDC  Key Distribution Center

KEK  Key Encryption Key

KMAE Key Management Application Entity
KMAP Key Management Application Process
KMID Keying Material IDentifier

KMP  Key Management Protocol

KMTI Key Management Technique Identifier
KPASO Key Peer Application Service Object
KTC  Key Translation Center

MKC  Multicast Key Center

NLSP Network Layer Security Protocol

PDU  Protocol Data Unit

SA Security Association

SAID  Security Association IDentifier

SDE  Secure Data Exchange

SE Security Exchange

SEI Security Exchange Item

SESE  Security Exchange Service Element
SMIB  Security Management Information Base
ST Security Transformation

TLSP  Transport Layer Security Protocol

1.3 References
Add the following references to IEEE Std 802.10-1992:

ANSI X9.30-1 (1995), Public Key Cryptography Using Irreversible Algorithms for the Financial Services
Industry —Part 1: The Digital Signature Algorithm (DSA).!

ANSI X9.30-2 (1993), Public Key Cryptography Using Irreversible Algorithms for the Financial Services
Industry —Part 2: The Secure Hash Algorithm (SHA).

ANSI DRAFT X9.42, Public Key Cryptography for the Financial Services Industry: Establishment of Sym-
metric Algorithm Keys Using Diffie-Hellman (draft dated 12 March 1998).

ANSI DRAFT X9.44, Public Key Cryptography Using Irreversible Algorithms for the Financial Services
Industry: Transport of Symmetric Algorithm Keys Using RSA (draft dated September 1997).

ISO 7498-2: 1989, Information processing systems—Open Systems Interconnection—Basic Reference
Model—Part 2: Security Architecture. (ITU-T Recommendation X.800)

IANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd Street, 13th Floor,
New York, NY 10036, USA.

2SO and ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Geneve
20, Switzerland/Suisse. ISO publications are also available in the United States from the Sales Department, American National Stan-
dards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA.
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ISO 7498-3: 1997, Information technology—Open Systems Interconnection—Basic Reference Model —
Part 3: Naming and Addressing.

ISO 8649: 1996, Information technology —Open Systems Interconnection— Service definition for the Asso-
ciation Control Service Element. (ITU-T Recommendation X.217)

ISO 8650-1: 1996, Information technology —Open Systems Interconnection—Connection-oriented protocol
for the Association Control Service Element: Protocol specification.

ISO/IEC 7498-1: 1994, Information technology —Open Systems Interconnection— Basic Reference Model:
The Basic Model. (ITU-T Recommendation X.200)

ISO/IEC 8824: 1990, Information technology—Open Systems Interconnection— Specification of Abstract
Syntax Notation One (ASN.1). ITU-T Recommendation X.208)

ISO/IEC 9545: 1994, Information technology—Open Systems Interconnection— Application Layer struc-
ture. (ITU-T Recommendation X.207)

ISO/IEC 9594-8: 1995, Information technology —Open Systems Interconnection—The Directory —Part 8:
Authentication framework. (ITU-T Recommendation X.509)

ISO/IEC 10181-1: 1996, Information technology—Open Systems Interconnection— Security frameworks
for open systems: Overview. (ITU-T Recommendation X.810)

ISO/IEC 10736: 1995, Information technology —Telecommunication and information exchange between
systems — Transport layer security protocol. ITU-T Recommendation X.274)

ISO/IEC 10745: 1995, Information technology—Open Systems Interconnection— Upper layers security
model. (ITU-T Recommendation X.803)

ISO/IEC 11577: 1995, Information technology —Open Systems Interconnection—Network layer security
protocol. ITU-T Recommendation X.273)

ISO/IEC 11586-1: 1996, Information technology —Open Systems Interconnection— Generic upper layers
security: Overview, models and notation. (ITU-T Recommendation X.830)

ISO/IEC 11586-2: 1996, Information technology —Open Systems Interconnection— Generic upper layers
security: Security Exchange Service Element (SESE) service definition. (ITU-T Recommendation X.831)

ISO/IEC 11586-3: 1996, Information technology —Open Systems Interconnection— Generic upper layers
security: Security Exchange Service Element (SESE) protocol specification. (ITU-T Recommendation
X.832)

ISO/IEC 11586-4: 1996, Information technology —Open Systems Interconnection— Generic upper layers
security: Protecting transfer syntax specification. ITU-T Recommendation X.833)
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Std 802.10c-1998 INTEROPERABLE LAN/MAN SECURITY (SILS)—

3. Key management

Replace Clause 3 and add the following subclauses to IEEE Std 802.10-1992:

3.1 Overview
3.1.1 Scope and purpose

This clause specifies a cryptographic key management model and protocol. The Key Management Protocol
(KMP) is an OSI Basic Reference Model Application Layer protocol. KMP uses the services provided by
the Security Exchange Service Element (SESE), the Association Control Service Element (ACSE), and the
Presentation service. In order to retrieve presentation addresses or to support a specific key management
scheme, the Directory service may be needed. A KMP entity provides a service within the context of a
defined security policys; it is outside the scope of this standard to define such security policies.

The KMP entity supports security protocol entities by managing the cryptographic keying material and secu-
rity associations that are necessary for the provision of secure communication. KMP entities are responsible
for creating the cooperative relationship and establishing the required cryptographic keying material. Secu-
rity protocols supported by this KMP include the Secure Data Exchange security protocol, IEEE 802.10b;
the Network Layer Security Protocol, ISO/IEC 11577; and the Transport Layer Security Protocol, ISO/IEC
10736. This KMP is intended to support other lower layer and upper layer security protocols, including
those still under development by the Internet Engineering Task Force to provide security for the Internet Pro-
tocol (IP).

The key management model and protocol support three key distribution techniques: manual key distribution,
center-based key distribution, and certificate-based key distribution. Symmetric cryptographic algorithms
are normally used with center-based and manual key distribution techniques. Asymmetric cryptographic
algorithms are always used with certificate-based key distribution techniques.

3.1.2 General

The KMP is used to create, spawn, and delete the security associations that are needed by security protocols
as required by security policy. The security association is composed of symmetric keying material and secu-
rity attributes.

Symmetric keying material is used in symmetric cryptographic algorithms. If two security protocol entities
use the same symmetric algorithm, one security protocol entity uses the same cryptographic key to decrypt
some or all of a protocol data unit (PDU) used by the other security protocol entity to encrypt the plaintext
data.

The security attributes determine how the security protocol will use the symmetric keying material. For
example, the security attributes tell which encryption algorithm and mode are used to provide confidential-
ity. Other security attributes tell which optional security protocol fields are present and which ones are
absent.

This standard uses the functions and services defined in Generic Upper Layers Security (GULS), ISO/IEC
11586: 1996, to provide an application-level communications infrastructure for the development of this
mechanism-independent KMP.

GULS defines a Security Exchange (SE) mechanism that permits the exchange of security information, such
as keying material, in support of the various security services. The SE is defined as a sequence of Security

3Information on references can be found in 1.3.
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Exchange Items (SEls). The Security Exchange Service Element (SESE), an application level element, uses
ASN.1 notational tools to allow the consistent specification of SEs. GULS also defines security transforma-
tions (STs) to provide integrity, confidentiality, or both, of application data communicated between open
systems. STs consist of a transfer-syntax function and ASN.1 notational tools. A transfer-syntax function,
the Generic Protecting Transfer Syntax, allows applications to signal their integrity and confidentiality
requirements in a communication protocol. ASN.1 notational tools allow the consistent specification of STs,
as well as a mechanism allowing an application to map its integrity and confidentiality requirements to spe-
cific security transformations that satisfy these requirements.

This standard uses the functions defined in GULS to define SEs and STs that are applicable to the key distri-
bution techniques discussed in subclause 3.2 (of this standard). This standard also defines specific uses of the
SESE, and application-contexts that define specific procedural rules and constraints pertaining to the overall
use of the GULS functions in support of key management.

3.1.3 Security definitions

3.1.3.1 keying material: Keys, codes, authentication material, or state information necessary to establish
and maintain cryptographic relationships.

3.1.3.2 nonce: A unique identifier. Examples of a nonce are a random number, a timestamp, or a counter,
each of which is used only once.

3.1.3.3 pairwise: Something shared only by two parties.

3.1.3.4 rekey: Replacement of keying material by manual or electronic means. In certificate-based key man-
agement, rekey is the issuing of a replacement certificate, and may include the replacement of the asymmet-
ric key pair.

3.1.3.5 spawn: Given one security association, to create another uniquely named security association by
changing the keying material, the security attributes, or both.

3.1.3.6 update: A one-way transformation of a symmetric cryptographic key to form another symmetric
cryptographic key.

3.2 Key distribution techniques

This subclause describes the key distribution techniques that are supported by this protocol. Three classes of
key distribution techniques are supported: manual distribution, center-based key distribution, and certificate-
based distribution. The key center distribution techniques support both Key Distribution Centers (KDCs) and
Key Translation Centers (KTCs). KDCs are sometimes called Centers for Key Distribution (CKDs); they are
the same. KTCs are sometimes called Centers for Key Translation (CKTs); they are the same. The format of
certificates used in the certificate-based distribution techniques is described in ITU-T Recommendation
X.509.

3.2.1 Manual key distribution techniques

Manual key distribution techniques may be used to establish pairwise or multicast cryptographic keying
material. For this technique, cryptographic keying material is generated a-priori and stored on the peer key
management systems via means other than KMP. The cryptographic keying material is stored in a cache of
memory and accessed using Keying Material Identifiers (KMIDs). See Figure 3-1. The cache is usually
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located in the Security Management Information Base (SMIB). The keying material cache with KMIDs is
analogous to an array with indices. KMIDs are updated in the cache via means other than KMP.

1.
—_—
-

2.
—_—
-

1. A and B select a key that was previously distributed manually.

2. A and B use the key to protect the negotiation of the attributes
for the operation of the security protocol.

Figure 3-1—Selecting a manually distributed key

Manual methods of key distribution can be cumbersome and have scalability issues. These methods use off-
line delivery to intended users of keying material that must be kept confidential. KMP allows the use of pre-
placed keying material or keying material generated by transforming preplaced keying material in the estab-
lishment and maintenance of security associations. The manual methods for preplacement of this keying
material are beyond the scope of KMP.

In many cases, manual delivery of keying material is required only once per user. Distribution of additional
keying material can be performed using the manually distributed key as a key encryption key (KEK) to
encrypt the additional keying material. The encrypted keying material can then be distributed using any con-
venient method.

Manual key distribution methods do not provide any authentication other than that provided by the delivery
method. Therefore, the strength of the procedures used for distribution of the keying material is extremely
important.

Manual key distribution is suitable for multicast keying material distribution. In fact, it is often the most effi-
cient way to distribute group or network-wide keying material, especially to large groups.

3.2.2 Center-based key distribution techniques

Center-based key distribution techniques may be used to establish pairwise or multicast cryptographic key-
ing material between the participating parties via a trusted third party: the Key Distribution Center (KDC) or
Key Translation Center (KTC).

Keying material established using a technique derived from the scheme originally described by Needham
and Schroeder can be based on either a KDC or a KTC. The KDC and KTC protocols depend upon the man-
ual distribution of KEKs to provide confidentiality and integrity protection for keying material. Dual-control
or split-knowledge techniques may be used for initial secure distribution of KEKs, where two key compo-
nents that will later be combined to form the cryptographic key are sent by separate paths. Each of the com-
ponents conveys no knowledge of the final key. Once the manual KEKs have been distributed, cryptographic
keying material may be electronically distributed. Confidentiality for the automatically distributed keys is
provided by encryption using the manually distributed KEKs. Integrity may also be provided by the pres-
ence of an Integrity Check Value (ICV) or a digital signature.

Each party has a manually distributed secret KEK that is known only to itself and the KDC. One party, usu-
ally the initiator, requests the KDC to generate keying material to be shared by Party A and Party B. The
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KDC generates the keying material and separately encrypts it in the manually distributed secret KEK for
each party. The encrypted keying material is sent to the requesting party. The requesting party forwards the
keying material to the other party encrypted in the other party’s manually distributed secret KEK. As part of
this transfer, the two parties demonstrate that they have received the same key from the KDC. See Figure 3-2.

2.
—_—
-
3. ’
—_—
-

1. Arequests a key from the KDC to communicate with B. The KDC
responds to A with a copy of the key for A and for B. The KDC
1. encrypts the key for A with a key encryption key that only the KDC
and A possess. Likewise, the KDC encrypts the key for B with a
key that only it and B possess.

2. Asends a copy of the key received from the KDC to B, and then B
sends an acknowledgment to A.

3. A and B use the key to protect the negotiation of the attributes for
the operation of the security protocol.

Figure 3-2—Center-based key distribution

The keying material that is generated by the KDC can be used directly by a security protocol, or it can be
used as a KEK. In the latter case, the KDC-generated KEK is used to protect keying material generated by
one party while it is transferred to the other party. When this scheme is adopted, the three tiers of keying
material are used as follows:

Tier 1: Manually distributed KEK. Pairwise between one party and the KDC.
Tier 2: Automatically generated KEK. Generated by the KDC and shared by Party A and Party B.

Tier 3: Keying material used by the security protocol. Generated by either Party A or Party B, and then sent
to the other party encrypted in the automatically generated KEK (Tier 2).

Unlike KDCs, KTCs do not generate keying material. With KTCs, each party has a manually distributed
secret KEK that is known only to itself and the KTC. Party A generates the keying material, encrypts it in the
manually distributed secret KEK shared with the KTC, and sends the encrypted keying material to the KTC.
The KTC decrypts the keying material, and then the KTC translates it by reencrypting it in the manually dis-
tributed secret KEK shared with Party B. The translated key is sent back to the requestor, Party A. Party A
forwards the translated keying material to Party B. As part of this transfer, the two parties demonstrate that
they have the same key. See Figure 3-3.

In cases where the communications topology prohibits Party A from communicating directly with the KDC
or KTC, Party B can communicate with the KDC or KTC and send the encrypted keying material to Party A.

3.2.3 Certificate-based distribution techniques

Certificate-based key distribution techniques may be used to establish pairwise cryptographic keying mate-
rial. This standard does not support the use of certificate-based key distribution techniques to establish mul-
ticast cryptographic keying material; however, once pairwise cryptographic keying material is established, it
can be used to protect the distribution of multicast cryptographic keying material. See Figures 3-4 and 3-5.
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1. A generates a key, encrypts the key in the KEK shared with the
KTC, and sends the encrypted key to the KTC. The KTC decrypts
1. the key sent by A, reencrypts it in the KEK shared with B, and
sends the “translated” key to A.

2. A sends the “translated” key received from the KTC to B, and then
B sends an acknowledgment to A.

3. A and B use the key to protect the negotiation of the attributes for
the operation of the security protocol.

Figure 3-3—Center-based key translation

1. A and B exchange certificates, which they use to obtain a secret key.

2. A and B use the key to protect the negotiation of the attributes for the opera-
tion of the security protocol.

Figure 3-4—Certificate-based key distribution

There are two certificate-based distribution techniques:

— A public key cryptographic technique that uses asymmetric cryptography to encrypt locally gener-
ated keying material to protect it while it is being sent to the remote key management end system.
This is commonly called key transfer or key transportation.

— A public key cryptographic technique that cooperatively generates common symmetric crypto-
graphic keying material at both the local and remote key management end system. This is commonly
called key exchange; it is also called key agreement.

This standard uses the formats for and management of certificates defined in the Directory Authentication
Framework, ITU-T Recommendation X.509 (ISO/IEC 9594-8: 1995). The X.509 certificate contains the
public component of the asymmetric key pair. Of course, the private component of the asymmetric key pair
must be kept confidential. The certificate also contains the identity of the certificate owner; this identity takes
the form of a distinguished name. Certificates are digitally signed by a recognized certification authority
(CA). By signing the certificate, the CA is binding the public component of the asymmetric key pair and the
identity. That is, the entity named by the distinguished name must hold the private component of the asym-
metric key pair.
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Each party must have a trusted public key. Generation and distribution of this trusted public key is beyond
the scope of this standard. A party validates a certificate, in part, by validating that the current date is within
the validity period of the certificate and by validating the certificate’s signature using the public key of the
CA. Likewise, the party validates the CA’s certificate, which contains its public key. This process continues
until the party validates a certificate using the trusted public key. This list of certificates composes a certifica-
tion path.

CAs may revoke a certificate if the binding between the public component of the asymmetric key pair and
the identity is no longer appropriate or if the private component of the asymmetric key pair is disclosed. As
part of the certificate validation process, parties must ensure that a certificate has not been revoked by con-
tacting the CA or by checking a recent Certificate Revocation List (CRL) issued and signed by the CA.

When certificates are cached, their validity should be periodically confirmed to ensure that they have not
expired or been revoked. If after checking the validity of a certificate it is found to be revoked, then the cer-
tificate should be discarded from the cache and security associations that were established using the revoked
certificate should be deleted.

3.2.4 Multicast key distribution techniques

Multicast key distribution relies on one of the key distribution techniques, manual, center-based, or certifi-
cate-based, to establish pairwise cryptographic keying material between the local key management end sys-
tem and the Multicast Key Center (MKC). Using the pairwise cryptographic material, the local key
management system requests the broadcast or multicast keying material and its associated attributes from the
MKC. The MKC determines if the local key management system is authorized to receive the requested mul-
ticast keying material; if it is authorized, the MKC sends the multicast keying material and its associated
attributes to the local key management system.

Each security protocol entity instigates obtaining the broadcast or multicast keying material as its needs dic-
tate. The MKC does not push the broadcast or multicast keying material to every member of the group. Fig-
ure 3-5 depicts multicast key distribution using the three key distribution techniques.

3.3 Key management model

The cryptographic keying material and security attributes that define a security association are represented as
managed objects and stored in the SMIB. Security-related managed objects in the SMIB are available to
security protocols across all layers of the OSI Reference Model. The KMP described here allows for the cre-
ating, spawning, and deleting of security associations within the SMIB. Creating a security association
establishes new keying material and security attributes within the SMIB, spawning uses information from a
security association in the SMIB to generate a new one, and deleting a security association makes the keying
material and security attributes unavailable. Deleting a security association may remove the keying material
or security attributes from the SMIB, if local security policy permits.

KMP supports two types of security associations: pairwise and multicast. Pairwise security associations sup-
port protected communication between two parties that share the same cryptographic keying material and
security attributes. Multicast security associations support communication among two or more parties,
where all parties share the same cryptographic keying material and security attributes.

3.3.1 Security association lifecycle

The creation of security associations is accomplished in two phases: establishment of cryptographic keying
material, and negotiation of security attributes. Once cryptographic keying material is established, it is used
to protect the security attribute negotiation.
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1. A and the MKC select a key that was previously distributed manually.
2. A gets the multicast key from the MKC.
3. Brequests a key from the KDC to communicate with the MKC.

4. B sends a copy of the key received from the KDC to the MKC. The key is protected with a key encryp-
tion key that only the MKC knows.

5. B gets the multicast key from the MKC.
6. C and the MKC exchange key generation information, which they use to make a secret key.

7.  C gets the multicast key from the MKC.

Figure 3-5—Multicast key distribution

The negotiated security attributes determine how the security association will be used. In other words, the
security attributes determine which Security Protocol will use the security association and how that Security
Protocol will use the cryptographic keying material.

After a security association is created, it may be used to spawn other security associations. Spawn operations
allow the generation of a new security association with new cryptographic keying material derived from that
of the parent association and the same security attributes; the same cryptographic keying material and new
security attributes; or new cryptographic keying material derived from that of the parent association and new
security attributes. In every case, spawn operations generate a new security association with a new Security
Association Identifier (SAID). Spawn operations do not affect the parent security association.

Either key management end system may determine that a security association is no longer needed. Once the
determination is made, the local system notifies the remote system, and deletes the association. No confirma-
tion is necessary.

3.3.2 Key management application entity structure

The key management application requires communication with remote key management applications. To
support this communication, the KMP relies on OSI communication services provided by the ACSE and
SESE. These service elements interface to the OSI Presentation Layer to communicate with the remote key
management end system.
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The Key Management Application Process (KMAP) is not specified by this standard, but the KMAP uses the
OSI communications services to establish cryptographic keying material, negotiate attributes for the crypto-
graphic keying material, and delete the cryptographic keying material in accordance with locally defined
security policy. The KMAP provides the top level interface to the user. The KMAP may use one or more of
the supported cryptographic keying material distribution techniques: manual key distribution, center-based
key distribution, and certificate-based key distribution. A single attribute negotiation technique is used with
all three cryptographic keying material distribution techniques. This protocol is used to establish security
associations that provide security services.

The Key Management Application Entity (KMAE) is an Application Service Object (ASO) that performs
cryptographic keying material management. As shown in Figure 3-6, the KMAE comprises two application
service objects and a control function. The Key Peer Application Service Object (KPASO) interacts with the
remote key management end system to establish security associations. The Key Center Application Service
Object (KCASO) interacts with a KDC or a KTC to obtain cryptographic keying material. The Control
Function (CF) coordinates interactions between the KPASO and the KCASO. The service interface to the
KMAE is described in 3.4.1.

KMAP
KMAE
CF L

KMAP Key Management Application Process
KMAE Key Management Application Entity

KPASO KCASO KPASO  Key Peer Application Service Object
KCASO  Key Center Application Service Object
CF Control Function
ACSE Association Control Service Element

CF CF SESE Security Exchange Service Element
ACSE ||SESE SESE [|ACSE

Figure 3-6 —Key management application structure

The KPASO comprises the ACSE, the SESE, and a CF. The ACSE is a common application service element
defined by ISO/IEC 8649: 1996, and it establishes and terminates application-associations. The SESE is a
common application service element defined by ISO/IEC 11586: 1996, and it performs security exchanges
and security transformations. The SESE provides the SE-Transfer operation to the CF in order to transport a
Security Exchange Item (SEI). Each protocol data unit in this protocol is represented as an SEI. The CF
coordinates interactions between ACSE and SESE. The service interface to the KPASO is described in 3.4.2.

The KMAE may invoke the KPASO multiple times, once for each remote key management end system.
Therefore, each KPASO invocation uses a single application-association. Limiting the KPASO to one appli-
cation-association simplifies addressing.

The KCASO, like the KPASO, comprises the ACSE, the SESE, and a CF. Again, the CF coordinates interac-
tions between ACSE and SESE. The service interface to the KCASO is described in 3.4.3.

The KMAE may invoke the KCASO multiple times, once for a KDC or for a KTC. Therefore, each KCASO
invocation uses a single application-association. Again, limiting the KCASO to one application-association
simplifies addressing.
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3.3.3 Sequencing of application layer services

The KMAE does not implement any security exchanges; rather, the KMAE invokes the KPASO and the
KCASO, which perform the necessary security exchanges. Communication between the KMAE and the
KPASO, communication between the KMAE and the KCASO, and sequencing of these communications are
controlled by the CF within the KMAE; however, these communications are an implementation detail and
are not specified.

The KMAE may optionally use the KPASO to negotiate the key distribution technique and the algorithm
that will be used to establish symmetric cryptographic keying material. Regardless of how the symmetric
keying material is established, the KPASO uses the symmetric keying material to protect the security
attribute negotiation exchange necessary to complete the creation of the security association.

When using center-based techniques, the KMAE uses the KCASO to obtain symmetric cryptographic key-
ing material from a KDC, or to translate a key using a KTC. This symmetric cryptographic keying material
is subsequently used by the KPASO to complete the creation of the security association.

3.3.3.1 Manually distributed key

To select cryptographic keying material from a collection of pre-positioned material or to select crypto-
graphic keying material generated by transforming pre-positioned material, a Create-SA service request is
issued to the KMAE.

In order to implement manually distributed cryptographic keying material, it is generated a-priori and stored
on the peer key management systems via means other than KMP. The cryptographic keying material is
stored in a memory cache and accessed using Keying Material Identifiers (KMIDs). Validity periods may be
associated with the cached cryptographic keying material. The cache is usually located in the SMIB. The
cache with KMIDs is analogous to an array with indices; see Table 3-1. If cryptographic keying material
transformation is supported, then the cache must include a counter that tells the number of times a transfor-
mation has been applied to the manually distributed cryptographic keying material. Keeping this counter
allows earlier versions of the cryptographic keying material, including the original, to be discarded when
they are no longer needed.

Table 3-1—Cryptographic keying material cache

KMID Cryptograph'ic keying Transform
material counter
1 0x0123456789ABCDEF 0
2 0XFODEBC9A78563412 48

The KPASO CF generates the proper SEIs from the parameters, and then passes the SEIs to SESE via the
SE-Transfer service. The KPASO CF passes the SEIs to SESE only after an application-association is in
place for the SESE to use. If an application-association is not already in place, the KPASO CF invokes the
A-Associate service provided by ACSE. If the Create-SA parameters include a Key Management Technique
Identifier (KMTI) List with multiple techniques (see 3.4.1.1.3), or the Security Policy Identifier must be
announced (see 3.4.1.1.4), then the KMAE CF invokes the KPASO Pick-KM-Alg service. Once the KMAE
CF has selected the manual key distribution technique, the KMAE CF issues the Select-Key service to the
KPASO. Then, the KMAE CF uses the Security Protocol Parameters List to issue the Pick-SA-Attrs. If fur-
ther key management communications are likely, the KMAE CF leaves the application-association in place;
otherwise the KMAE CF invokes the Release-P service, which releases the application-association.

Documents

) “ Document Sharing Hub
12 Copyright © 1998 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:27:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.10c-1998


http://www.avadocuments.com/doc/ieee-802-10c-1998
http://www.avadocuments.com/doc/ieee-802-10c-1998

IEEE
KEY MANAGEMENT Std 802.10c-1998

Figure 3-7 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.

KMAE KPASO
1. Pick-KM-Alg A-Associate
EE— P
2. Select-Key A-Release ACSE
Create-SA CF » CF I
—> 3. Pick-SA-Attrs
——— SE-Transfer
— >
4. Release-P
SE-Transfer N SESE
SE-Transfer
e

Figure 3-7—Create an SA by selecting manually distributed key
3.3.3.2 Key center distribution

A Create-SA service request is issued to the KMAE to obtain cryptographic keying material from a KDC or
to translate cryptographic keying material using a KTC. If the Create-SA parameters include the KMTT List
with multiple techniques (see 3.4.1.1.3), or the Security Policy Identifier must be announced (see 3.4.1.1.4),
then the KMAE CF invokes the KPASO Pick-KM-Alg service. The KPASO generates the proper SEIs from
the parameters, and then passes the SEIs to SESE via the SE-Transfer service. The KPASO CF passes the
SEIs to SESE only after an application-association is in place for the SESE to use with its peer in the remote
key management end system. If an application-association is not already in place, the KPASO CF invokes
the A-Associate service provided by ACSE.

Once the KMAE CF has selected the key center or translation center distribution technique, the KMAE CF
issues the Request-Key or Translate-Key service to the KCASO. In the same manner as the KPASO, the
KCASO CF passes the SEIs to SESE only after an application-association is in place for the SESE to use
with its peer in the remote key or translation center end system. If an application-association with the KDC
or KTC does not already exist, the KCASO CF invokes the A-Associate service provided by ACSE. After the
KMAE CF receives confirmation from the Request-Key or Translate-Key service, the KMAE CF issues the
Send-Key service to the KPASO. Then the KMAE CF uses the Security Protocol Parameters List to issue the
Pick-SA-Attrs. If further key management communications are likely, the KMAE CF leaves both applica-
tion-associations in place; otherwise the KMAE CF invokes the Release-P and Release-C service, which
releases the application-associations.

Figure 3-8 shows the relationship between the KMAE, the KPASO, and the KCASO. As mentioned previ-
ously, the Release-P and Release-C services are optional, but have been included in the figure for complete-
ness. Only service requests are shown; confirmations have been omitted to simplify the figure.
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KMAE
KPASO
1. Pick-KM-Alg A-Associate
E———— ————————
4. Send-Key A-Release ACSE
—P —_—
CF 5. Pick-SA-Attrs CF
L
SE-Transfer
Create-SA 6. Release-P —_— >
= > L
SE-Transfer SESE
=

2. Request-Key KCASO

(Translate-Key) A-Associate
3. Release-C A-Release »| ACSE
———— | |CF L
E-Ti f
SE-Transfer »| SESE

Figure 3-8 —Create an SA using center-based key distribution

In cases where the communications topology prohibits the local key management end system from commu-
nicating directly with the KDC or KTC, the local KMAE CF issues the Please-Send-Key service to the
KPASO requesting the remote key management end system to communicate with the KDC or KTC. In
response, the remote KMAE CF issues the Request-Key or Translate-Key service to the remote KCASO,
and then the remote KMAE CF issues the Send-Key service to the remote KPASO. Afterwards, the local
KMAE CF uses the Security Protocol Parameters List to issue the Pick-SA-Attrs. If further key management
communications are likely, the KMAE CF leaves application-association in place; otherwise the KMAE CF
invokes the Release-P, which releases the application-association. If further key management communica-
tions are likely between the remote key management end system and the KDC or KTC, the remote KMAE
CF leaves application-association in place; otherwise the remote KMAE CF invokes the Release-C, which
releases the application-association.

3.3.3.3 Certificate-based key distribution

To generate a key using certificate-based techniques, a Create-SA service request is issued to the KMAE. If
the Create-SA parameters include the KMTI List with multiple techniques (see 3.4.1.1.3) or the Security
Policy Identifier must be announced (see 3.4.1.1.4), then the KMAE CF invokes the KPASO Pick-KM-Alg
service. The KPASO generates the proper SEIs from the parameters, and then passes the SEIs to SESE via
the SE-Transfer service. The KPASO CF passes the SEIs to SESE only after an application-association is in
place for the SESE to use. If an application-association is not already in place, the KPASO CF invokes the
A-Associate service provided by ACSE. Once the KMAE CF has selected the certificate-based key distribu-
tion technique, the KMAE CF issues the Make-Key service to the KPASO. Then the KMAE CF uses the
Security Protocol Parameters List to issue the Pick-SA-Attrs. If further key management communications
are likely, the KMAE CF leaves the application-association in place; otherwise the KMAE CF invokes the
Release-P service, which releases the application-association.

Figure 3-9 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.
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KMAE KPASO

1. Pick-KM-Alg A-Associate

L EEEEEEE——

2. Make-Key A-Release > ACSE

Create-SA CF » CF
I 3. Pick-SA-Attrs

————— SE-Transfer
o

4. Release-P

———— || | SETransfer  [SESE

SE-Transfer

==

Figure 3-9—Create an SA using certificate-based key distribution

3.3.3.4 Multicast key distribution

The MKC generates the multicast keying material and the associated attributes, and then distributes them to
the broadcast or multicast group members. The MKC determines the period of time that multicast keying
material may be used. The KMAE uses the Create-MSA service to obtain multicast keying material from the
MKC. The KMAE uses the Spawn-MSA service to obtain subsequent multicast keying material from the
MKC.

There is no need for a Delete-MSA service. With pairwise security associations, the Delete-SA service is
used to notify the remote KMAE that pairwise cryptographic keying material is being removed from the
local SMIB. This notification is important in the pairwise case because communications associated with that
cryptographic keying material are no longer possible. This is not the case with multicast keying material.
When one KMAE deletes multicast keying material from the local SMIB, other members of the broadcast or
multicast group can continue to communicate using that cryptographic keying material. The local deletion of
multicast keying material has the effect of resigning from the broadcast or multicast group. The method used
to delete multicast security associations is an implementation detail.

The security association identifier and all other security association attributes are assigned by the MKC so
that the same ones will be used by all Security Protocol entities who possess the multicast keying material.

3.3.3.4.1 Create multicast security association

For Multicast keys, a Create-MSA service request is issued to the KMAE. If the Create-SA parameters
include the KMTT List with multiple techniques (see 3.4.1.1.3), or the Security Policy Identifier must be
announced (see 3.4.1.1.4), then the KMAE CF invokes the KPASO Pick-KM-Alg service. The KPASO gen-
erates the proper SEIs from the parameters, and then passes the SEIs to SESE via the SE-Transfer service.
The KPASO CF passes the SEIs to SESE only after an application-association is in place for the SESE to use
with the MKC. If an application-association is not already in place, the KPASO CF invokes the A-Associate
service provided by ACSE.

Once the key distribution technique has been determined, the KMAE CF issues either the Make-Key, Select-
Key, Send-Key, or Please-Send-Key service to the KPASO in order to establish keying material with the
MKC. The Protected-Make-Key service may optionally be invoked following the completion of any of these
services. After the KMAE CF has received confirmation from the KPASO for the chosen service, the KMAE
CF issues the Get-MKey with a list of broadcast and multicast addresses. The MKC returns the list of
approved broadcast and multicast addresses with a corresponding list of multicast tokens. The multicast
token includes the multicast SAID. If further key management communications are likely, the application-
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association is left in place; otherwise the KMAE CF invokes the Release-P service, which releases the appli-
cation-association.

Figure 3-10 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.

KMAE
KPASO
1. Pick-KM-Alg > A-Associate >
2. Make-Key > A-Release > ACSE
Create-MSA (Se|ect-Key) CF
(Send-Key)
CF (Please-Send-Key) %
3. Protected-Make-Key > SE-Transfer SESE
4. Get-MKe! B
y »| | | SETransfer |
5. Release-P >

Figure 3-10—Multicast key distribution
3.3.3.4.2 Spawn multicast security association

To generate a new multicast security association from an existing one, a Spawn-MSA service request is
issued to the KMAE. The KMAE CF uses a previously established multicast security association to protect
the transfer of the new multicast token from the MKC. The KMAE CF invokes the KPASO service Get-
Next-MKey to the MKC. The MKC returns the new multicast token, which includes the multicast SAID.
The KPASO generates the proper SEIs from the passed parameters, and then passes the SEIs to the SESE via
the SE-Transfer service. The KPASO CF passes the SEIs to SESE only after an application-association is in
place for the SESE to use with the MKC. If an application-association is not already in place, the KPASO
CF invokes the A-Associate service provided by ACSE. If further key management communications are
likely, the application-association is left in place; otherwise the KMAE CF invokes the Release-P service,
which releases the application-association.

Figure 3-11 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.

3.3.3.5 Spawn security association

A Spawn-SA service request is issued to the KMAE to generate a new security association from an existing
security association by one of the following Spawn Options:

— Transform keying material and use the same attributes;

— Generate or transfer new keying material under the protection of an existing security association and
use the same attributes;

— Transform keying material and negotiate new attributes;

— Generate or transfer new keying material under the protection of an existing security association and
negotiate new attributes; or

— Use the same keying material, and negotiate new attributes.
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KPASO

A-Associate >

1. Get-Next-MKey > A-Release ACSE
- '
Spawn-MSA CF CF

2. Release-P

SE-Transfer N SESE

Figure 3-11—Multicast spawn

The KMAE CF uses information from the Spawn Option, the Key Transformation Algorithm Identifier, and
the previously established calling and called SAIDs to invoke either the Spawn-Key, Protected-Make-Key, or
Send-Key KPASO service. All of theses services assign a new SAID.

To change only the attributes while preserving the keying material, the KMAE must invoke the Spawn-Key
service with an identity key transformation algorithm.

The KPASO generates the proper SEIs from the parameters, and then passes the SEIs to the SESE via the
SE-Transfer service. The KPASO CF passes the SEIs to SESE only after an application-association is in
place for the SESE to use with its peer in the remote key management end system. If an application-associa-
tion is not already in place, the KPASO CF invokes the A-Associate service provided by ACSE. The KMAE
CF uses the Security Protocol Parameters List to issue the Pick-SA-Attrs to the KPASO. If further key man-
agement communications are likely, the application-association is left in place; otherwise the KMAE CF
invokes the Release-P service, which releases it.

Figure 3-12 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.

KMAE
KPASO
1. Spawn-Key > A-Associate >
(Protected-Make-Key)
(Send-Key) %’ ACSE
Spawn-MSA CF CF

2. Pick-SA-Attrs

E-Transf
SE-Transfer | SESE

3. Release-P E-Transf
elease > SE-Transfer ;

Figure 3-12—Spawn SA
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To delete a security association, a Delete-SA service is issued to the KMAE. The KMAE CF uses the Call-
ing and Called SAIDs to issue the Delete-Key service to the KPASO. The KPASO generates the proper SEIs
from the parameters, and then passes the SEIs to the SESE via the SE-Transfer service. The KPASO CF
passes the SEIs to SESE only after an application-association is in place for the SESE to use with its peer in
the remote key management end system. If an application-association is not already in place, the KPASO CF
invokes the A-Associate service provided by ACSE. If further key management communications are likely,
the application-association is left in place; otherwise the KMAE CF invokes the Release-P service, which

releases it.

Figure 3-13 shows the relationship between the KMAE and the KPASO. As mentioned previously, the
Release-P service is optional, but has been included in the figure for completeness. Only service requests are
shown; confirmations have been omitted to simplify the figure.

KMAE
KPASO
A-Associate >
1. Delete'Key A-Release ACSE
- EEEEEEE—
Delete-SA CF CF
2. Release-P
SE-Transfer N SESE
Figure 3-13—Delete SA
3.4 Service definition
The following abbreviations are used in this subclause:
M Mandatory
U User Optional
C Conditional
= If present, the parameter value must be the same as the parameter value in the previous column

The KMAE provides services to the KMAP using a service interface with a very high level of abstraction.
The KPASO and KCASO provide service to the KMAE using a service interface with a lower level of
abstraction. The KMAE CF determines when application-associations should be established and released.
The time at which application-associations should be released is not addressed by this standard; it is a local

matter.

3.4.1 Key management application entity (KMAE) services

The KMAE provides five services: Create-SA, Spawn-SA, Delete-SA, Create-MSA, and Spawn-MSA.

18
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3.4.1.1 Create security association (Create-SA)

The Create-SA service establishes the cryptographic keying material and associated attributes to form a
security association. Create-SA provides a confirmed service, and it securely establishes the same symmetric
cryptographic keying material in the SMIB of each key management end system. The specific attributes that
are associated with the cryptographic keying material depend on the Security Protocol that will use the secu-
rity association. Issuing a Create-SA.conf announces that the security association is enabled on both end sys-
tems for use by the security protocol.

The parameters of Create-SA are defined in the Table 3-2.

Table 3-2—Create-SA parameters

Create-SA parameter name req .ind .Irsp .conf Reference
Calling AE-Title M M (=) — — 34.1.1.1
Called AE-Title M M (=) M M (=) 34.1.1.2
Key Management Technique Identifier List U C(= — — 34.1.13
Security Policy Identifier U C(® — — 34.1.14
Security Association Attributes List M M (=) — — 34.1.1.5
Security Association Attributes — — M M (=) 34.1.1.6
Calling SAID — M M (=) M (=) 34.1.1.7
Called SAID — M M (=) M (=) 34.1.1.8
Result — — M M (=) 34.1.1.9

3.4.1.1.1 Calling AE-Title

The Calling AE-Title comprises the Application Title and Application Entity Qualifier of the calling KMAE,
both of which are necessary during the application-association establishment and are passed from the calling
key management application. The form of the AE-Title could either be the distinguished name of the appli-
cation or an object identifier for the application.

CallingAETitle ::= AETitle

AETitle ::= CHOICE {
AETitle-forml,
AETitle-form2 }

AETitle-forml ::= [0] SEQUENCE {
COMPONENTS OF {
APTitle-forml,
AEQualifier-forml }}

APTitle-forml ::= IMPLICIT SEQUENCE OF
RelativeDistinguishedName

AEQualifier-forml ::= [1] IMPLICIT
RelativeDistinguishedName

AETitle-form2 ::= [1] SEQUENCE {
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APTitle-form2,
AEQualifier-form2 }

APTitle-form2 ::= [2] IMPLICIT OBJECT IDENTIFIER
AEQualifier-form2 ::= [3] IMPLICIT INTEGER
3.4.1.1.2 Called AE-Title

The Called AE-Title comprises the Application Title and Application Entity Qualifier of the called KMAE,
both of which are necessary during the application-association establishment and passed from the calling
key management application to indicate the intended called KMAE. The form of the AE-Title can either be
the distinguished name of the application or an object identifier for the application.

CalledAETitle ::= AETitle -- AETitle is defined in 3.4.1.1.1
3.4.1.1.3 Key management technique identifier list

The Key Management Technique Identifier (KMTI) List contains a list of alternatives, in order of preference,
regarding the type of key management distribution and the algorithms and values needed for key generation,
confidentiality, integrity, and key transformation.

If the KMTI List contains more than one alternative or the Security Policy Identifier must be announced,
then the KMAE CF must invoke Pick-KM-Alg. In many cases, the calling key management end systems
support only a single key management technique; thus negotiation is unnecessary, and the KMAE CF may
omit invocation of Pick-KM-Alg.

The KMTI is the selection made by the called KMAE from the list of alternatives in the KMTTI List. The
selection is the first acceptable alternative from the list in the KMTI List. The selection includes the type of
key management distribution and the algorithms and values needed, if any, for key generation. Based on the
value of the technique, the KMAE CF subsequently invokes Select-Key if the technique is equal to 0, Send-
Key if the technique is equal to 1 (after it invokes either a Request-Key or a Translate-Key), Please-Send-
Key if the technique is equal to 2, or Make-Key if the technique is equal to 3. Also, included in the selection
is the confidentiality and integrity algorithms that the KMAE uses in subsequent exchanges during the estab-
lishment of the Security Association, i.e., within the Pick-SA-Attrs exchange. Also, the KMAE may subse-
quently use the key transformation algorithm within the Spawn-SA exchanges.

KMTechniqueIdList ::= SEQUENCE OF KMTechniqueId

KMTechniqueId ::= SEQUENCE {

technique Technique,
keyCreationAlg KeyCreationAlg,
attrConfidAlg AttrConfidAlg,

attrIntegrityAlg AttrIntegrityAlg,
transformationAlg TransformationAlg OPTIONAL }

Technique ::= INTEGER ({
manual (0),
requesterCallsCenter (1),
responderCallsCenter (2),
certificate (3) }

KeyCreationAlg::= AlgorithmIdentifier
AttrConfidAlg::= AlgorithmIdentifier
Documents
) “ Document Sharing Hub
20 Copyright © 1998 IEEE. All rights reserved.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:27:13 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 802.10c-1998


http://www.avadocuments.com/doc/ieee-802-10c-1998
http://www.avadocuments.com/doc/ieee-802-10c-1998

IEEE
KEY MANAGEMENT Std 802.10c-1998

AttrIntegrityAlg

::= AlgorithmIdentifier
TransformationAlg

= AlgorithmIdentifier

3.4.1.1.4 Security policy identifier

The Security Policy Identifier is used by the calling KMAE to indicate a specific security policy to the called
KMAE. In addition, authentication information can follow the policy identifier. The Security Policy Identi-
fier is maintained in the SMIB, and it can be used to implicitly state security association requirements such
as security service requirements, keying material selection, security protocol selection, and security protocol
attributes. This parameter is optional.

SecurityPolicy ::= SEQUENCE ({

policyId OBJECT IDENTIFIER,
policyVersion INTEGER OPTIONAL,
authenticationInfo OCTET STRING OPTIONAL }

3.4.1.1.5 Security association attributes list

The Security Association Attributes List contains information regarding the suite of security attributes
required for the security association. For example, the security attributes could be the attributes for a security
protocol. The information is placed in the list in order of preference by the calling KMAE. The values are
determined by the security policy and maintained in the SMIB.

SAAttrsList ::= SEQUENCE of SAAttrs
3.4.1.1.6 Security association attributes

The Security Association Attributes is the selection made by the called KMAE from the Security Association
Attributes List. The selection is made by the first match between the calling and called KMAE. The security
attributes may be enumerated or they may be specified by referencing a previously established security asso-
ciation. If desired, padding may be included to make all of the alternatives approximately the same size. Any
padding is ignored by the remote key management end system. An example of attributes for the SDE secu-
rity protocol is contained in Annex 3E. The definition of the Object Class SP-ATTRS is contained in 3.5.5.2.

SAAttrs ::= CHOICE ({
sameAs [0] ReferenceSa,
[1] SPAttrs }
ReferenceSA ::= SEQUENCE {

callingSAID Said,
calledSAID Said,
padding OCTET STRING OPTIONAL }
SPAttrs ::= SEQUENCE {
SpAttrs SP-ATTRS.&attrs-Id
attrs SP-ATTRS.&Sp-Attrs {@spAttrs} OPTIONAL }

3.4.1.1.7 Calling SAID

The Calling SAID is a unique identifier for the Security Association and is determined by the calling
KMAE. The calling and called KMAE determine their own SAIDs; therefore, the calling and called SAIDs
may differ. The KMAE creates the SAID during the key establishment process.

The SAID is used by this KMP, and the format of the calling and called SAID is identical to the format of the
SAID defined in 2.5.2.1.2 of IEEE Std 802.10-1992. If a security protocol requires its own SAID with a dif-
ferent format, then this SAID must be established with the selection of security attributes.
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The SDE SAID format provides an indicator, the G-bit, for identifying security association types. For the
security association created by this service, the KMAE must set the G-bit to FALSE, indicating a pairwise
security association.

CallingSAID ::= OCTET STRING
3.4.1.1.8 Called SAID

The Called SAID is a unique identifier for the Security Association and is determined by the called KMAE.
The calling and called KMAE determine their own SAIDs; therefore, the calling and called SAIDs may dif-
fer. The SAID is created during the key generation process.

CalledSAID :: = OCTET STRING
3.4.1.1.9 Result

The Result contains the exit status of the KMAE, KPASO, or KCASO services. A zero indicates success and
one of the positive integers listed below indicates failure and corresponds to an error code.

Result ::= INTEGER ({
success (0),
-- The service has completed successfully.

-- General Error Codes

failed no reason(l),

-- The service did not complete successfully with no reason given.
service not_available(2),

-- The underlying service provider is not available.

service not_available_at_this_time(3),

-- The underlying service is not available at the particular moment and
—-- the caller is encouraged to try again at a later time.
illegal_ASN1l_value_bad_value(4),

-- The ASN values passed from the calling party contain a bad value and
—-- the call is rejected.

illegal_ASN1l_value _missing_field(5),

-- The ASN values passed from the calling party do not contain fields
-- that are mandatory and the call is rejected.
illegal_ASN1l_value_unknown_field(6),

-- The valid ASN values passed from the calling party contain an unknown
-- field and the call is rejected.

provider abort received(7),

-- The underlying service provider aborted causing the service to fail.
user_abort_received(8),

-- The user service on the local side initiated an abort causing the

-- service to fail.

-- KMP Specific Error Codes
negotiation_ failure(64),
-- The optional negotiation phase (Pick-KM-Algs) was not successful.
error_generating key material(65),
-- The key generation process (Select-Key, Send-Key, Make-Key, or
—-- Protected-Make-Key) could not successfully generate the new keying
-- material.
error_retrieving key material(67),
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-- The key retrieval process (Request-Key or Translate-Key) could not
-- successfully retrieve the new keying material from the key center.
not_ready_for protected_service(68),

-- Even though the key generation process completed successfully, the
-- protective security mechanism was not ready.

error_retrieving multicast key(69),

-- The key retrieval process (Get-MKey or Get-Next-Mkey) could not

-- successfully retrieve the new multicast key from the MKC.
unknown_security transformation(70),

-- The security transformation was unknown during the Spawn-Key service.
error_processing SA attributes(71),

-- The attribute negotiation process (Pick-SA-Attrs) was not successful.
invalid_called_ SAID(72),

-- The called SAID was invalid.

invalid calling SAID(73),

-- The calling SAID was invalid.

release_peer urgent(74),

-- The KPASO generated an urgent release request reason.
release_peer user defined rqg(75),

-- The KPASO generated an user defined release request reason.
release_peer not finished(76),

-- The KPASO generated a not finished release response reason.
release_peer user defined rp(77),

-- The KPASO generated an user defined release response.
release_center_urgent(78),

-- The KCASO generated an urgent release request reason.
release_center_user_defined_rq(79),

-- The KCASO generated a user defined release request reason.
release_center not finished(80),

-- The KCASO generated a not finished release response reason.
release_center user defined rp(81),

-- The KCASO generated a user defined release response.
abort peer_ user(82),

-- The KPASO generated an user abort.

abort peer provider(83),

-- The KPASO generated a provider abort.

abort center_user(84),

-- The KCASO generated an user abort.

abort center provider(85),

-- The KCASO generated a provider abort.

expired key(86),

-- The Select-Key request referenced keying material that has expired.
unavailable key(87),

-- The referenced keying material is not available at this time.
transform count(256-511)

—- Contains the number of transformations to the base keying material

-- needed to derive shared keying material. To determine this value,
-- subtract 256 from the error code received.

}
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3.4.1.2 Spawn security association (Spawn-SA)

The Spawn-SA service uses a previously established security association to establish a new security associa-
tion. Spawn-SA can create a new security association from an existing security association in one of the fol-
lowing Spawn Options:

— Transform keying material and use the same attributes;

— Generate or transfer new keying material under the protection of an existing security association and
use the same attributes;

— Transform keying material and negotiate new attributes;

— Generate or transfer new keying material under the protection of an existing security association and
negotiate new attributes; or

— Use the same keying material, and negotiate new attributes.

Even if the keying material and all of the attributes are the same, the security association identifier is differ-
ent for the two security associations. The previously established security association remains unaffected by
the Spawn-SA service. Spawn-SA provides a confirmed service. The enabling of cryptographic keying
material and associated attributes within the SMIB for use by the Security Protocol is a local matter. How-
ever, when the Spawn-SA.conf is provided, the cryptographic keying material and associated attributes have
been enabled for use by the Security Protocols on both of the peer key management end systems.

The Spawn-SA exchange is protected by the previously established security association. This protection may
provide peer entity authentication. Other protection depends on the services provided by the previously

established security association; confidentiality, integrity, or both may be provided.

The parameters of Spawn-SA are defined in Table 3-3.

Table 3-3—Spawn-SA parameters

Spawn-SA parameter name req .ind .Irsp .conf Reference
Calling AE-Title M M (=) — — 34.1.1.1
Called AE-Title M M (=) M M (=) 34112
Spawn Option M M (=) M M (=) 3.4.1.2.1
Key Transformation Algorithm Identifier U C(= — — 34122
Security Association Attributes List U C(® — — 34.1.15
Security Association Attributes — — U C(= 34.1.1.6
Previously Established Calling SAID M M (=) 34.1.23
Previously Established Called SAID M M (=) 34124
Calling SAID — M M (=) M (=) 34.1.1.7
Called SAID — — M M (=) 34.1.1.8
Result — — M M (=) 34.1.1.9

3.4.1.2.1 Spawn option

The Spawn Option indicates whether the Spawn-SA service is to negotiate new attributes for use with exist-
ing keying material associated with a previously established security association, transform the symmetric
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keying material, make new keying material while under the protection of an existing security association, or
transfer newly generated keying material under the protection of a previously established security associa-
tion. The Spawn Option values are samekey for new attributes with existing key, update for transforming
symmetric keying material, create for generating new keying material under the protection of an existing
security association, and transfer for sending keying material under the protection of a previously estab-
lished security association. The value for Spawn Option is selected by the Key Management Application.
When the value is samekey (0), the KMAE invokes the Spawn-Key service with the identity key transforma-
tion algorithm, in order to assign a new SAID. When the value is update (1), the KMAE invokes the Spawn-
Key service with the transformation algorithm identifier. When the value is create (2), the KMAE invokes
the Protected-Make-Key service. When the value is transfer (3), the KMAE invokes the Send-Key service.

SpawnOption ::= INTEGER {

samekey (0),
update (1),
create (2),
transfer (3) }

3.4.1.2.2 Key transformation algorithm identifier

The Key Transformation Algorithm Identifier specifies the one-way transformation to be used by both the
calling and called KMAEs to transform existing keying material into the new keying material for the secu-
rity association. The Key Transformation Algorithm Identifier is set by the calling KMAE and is maintained
in the SMIB or passed from the Key Management Application. The Key Transformation Algorithm Identifier
is composed of an OBJECT IDENTIFIER and an optional INTEGER parameter, called transformCount.
The transformCount specifies the number of times that the one-way transformation is applied to the original
keying material.

The Key Transformation Algorithm Identifier was negotiated when the KMAE created the previous security
association. If multiple keys comprise the previously established security association, the identifier tells the
KMAE how to transform each key.

KeyTransformationAlgorithmIdentifier ::= AlgorithmIdentifier
3.4.1.2.3 Previously established calling SAID

The Previously Established Calling SAID is the unique identifier for the calling Security Association that is
to be used as a template for the spawned security association. The previously established security association
remains unaffected during the spawn process. The Previously Established Calling SAID and the Previously
Established Called SAID must reference the same security association. The value for the Previously Estab-
lished Calling SAID is maintained in the SMIB and is set by the calling KMAE.

PreviouslyEstablishedCallingSAID ::= OCTET STRING
3.4.1.2.4 Previously established called SAID

The Previously Established Called SAID is the unique identifier for the called Security Association that is to
be used as a template for the spawned security association. The previously established security association
remains unaffected during the spawn process. The Previously Established Calling SAID and the Previously
Established Called SAID must reference the same security association. The value for the Previously Estab-
lished Called SAID is maintained in the SMIB and is provided by the calling KMAE.

PreviouslyEstablishedCalledSAID ::= OCTET STRING
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