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IEEE Standards documents are developed within the Technical Committees of the IEEE Societies
and the Standards Coordinating Committees of the IEEE Standards Board. Members of the com-
mittees serve voluntarily and without compensation. They are not necessarily members of the Insti-
tute. The standards developed within IEEE represent a consensus of the broad expertise on the
subject within the Institute as well as those activities outside of IEEE that have expressed an. inter-
est in participating in the development of the standard. ‘

Use of an IEEE Standard is wholly voluntary. The existence of an TEEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in
the state of the art and comments received from users of the standard. Every IEEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards arewelcome from any interested party, regardless of-
membership affiliation with IEEE. Suggcstxons for changes in documents should be in the form of a
proposed change of text, together with appmpnak;su porting comments.

Interpretations: Occasmnally questlons ma anse‘:regar ing the meamng of portions of standards as

po ses. Since IEEE Standards rep-
imiportant to'g sure.. that any interpretation has
this reason IEEE and the members of its
o mferpretatlon requests except in

Secretary, IEEE Sta’ﬁdards Board
445 Hoes Lane
P.O. Box 1331

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying all patents
for which a license may be required by an IEEE standard or for conducting inquiries
into the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(508) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.
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Introduction

[This introduction is not part of IEEE Std 802.10g-1995, IEEE Standards for Local and Metropolitan Area Networks:
Supplement to Standard for Interoperable LAN/MAN Security (SILS): Secure Data Exchange (SDE)—Security Label.]

This standard is part of a family of standards for local and metropolitan area networks. The relationship of
the members of the family to each other is shown below. (The numbers in the figure refer to IEEE standard

numbers.)
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* Formerly IEEE Std 802.1A.

This family of standards deals with the Physical and Data Link Laycrs as defined by the International
Organization for Standardization (ISO) Open Systems Interconncction Basic Reference Model
(ISO 7498: 1984). The access standards define several types of medium access technologies and associated
physical media, each appropriate for particular applications or system objectives. Other types are under
investigation. The IEEE 802.9 ISLAN Interface Standard specifies both isochronous and packet mode ser-
vices, and provides access to ISDN and other backbone networks for service provisioning.

The standards defining these technologies are as follows: -

« IEEE Std 802! Overview and Architecture. This standard provides an over-
view to the family of IEEE 802 Standards. This document
forms part of the 802.1 scope of work.

* ISO/IEC 15802-2 LAN/MAN Management. Defines an Open Systems
[IEEE Std 802.1B and 802.1k]): Interconnection (OSI) management-compatible architecture,
and services and protocol elements for use in a LAN/MAN
environment for performing remote management.

* ISO/IEC 10038 MAC Bridging. Specifies an architecture and protocol for the
[ANSI/IEEE Std 802.1D]: interconnection of IEEE 802 LANs below the MAC service
boundary.

The 802 Architecture and Overview Specification, originally known as IEEE Std 802.1A, has been renumbered as IEEE Std 802. This
has been done to accommodate recognition of the base standard in a family of standards. References to IEEE Std 802.1A should be con-
sidered as references to IEEE Std 802.
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* ISO/IEC 15802-4 System Load Protocol. Specifies a set of services and protocol
[ANSI/IEEE Std 802.1E]: for those aspects of management concerned with the loading of
systems on IEEE 802 LANs.
« ISO/IEC 8802-2 [ANSI/IEEE Std 802.2]: Logical Link Control
« ISO/IEC 8802-3 [ANSIIEEE Std 802.3]: CSMA/CD Access Method and Physical Layer Specifications
« ISO/IEC 8802-4 [ANSI/IEEE Std 802.4]: Token Bus Access Method and Physical Layer Specifications
« ISO/IEC 8802-5 [ANSI/IEEE Std 802.5]: Token Ring Access Method and Physical Layer Specifications

« ISO/IEC 8802-6 [ANSIIEEE Std 802.6]: Distributed Queue Dual Bus Access Method and Physical

Layer Specifications
* IEEE Std 802.9: Integrated Services (IS) LAN Interface at the Medium Access
Control (MAC) and Physical (PHY) Layers
¢ IEEE Std 802.10: Intemperabie LAN/MAN Security
"« IEEE Std 802.12: Demand Pnonty Access Method, Physical Layer and Repeater
Specification

In addition to the family of standards, the following is a recpmmcnded?‘i&agtice for a common technology:

« IEEE Std 802.7: ) IEEE Recotmnén:]cd Practice for Broadband Local Area
Networks

%

The following additional working groups have authorized standards projects under develbpment:

¢ IEEE 802.11: Wzreless LAN Medium Access Control (MAC) and Phys1cal
Layer' Speelﬁcatlons

Standard Protocol for Cable-TV Based Broadband
Communication Nétwork

* IEEE 802.14:

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3, the conformance test documents for 802.5 will be 1802.5, and S0
on. Similarly, ISO will use 18802 to number conformance test standards for 8802 standards.

IEEE Std 802.10g-1995

This supplement to IEEE Std 802.10-1992 defines a security label option that can be used to implement rule-
based access controls for the protection of IEEE 802 local area networks (LANs) and metropolitan area
networks (MANs). The addition of this supplement has necessitated some technical changes to the standard,
such as adding labe] fields to several figures, changing both transmission and reception processing steps to
account for the labels, converting annex 2E (Fragmentation) to normative, and changing subclause 2.8 (SDE
Sublayer Management) to accommodate new managed objects related to the new security label
specification.
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Security labels provide an indication of the sensitivity of the encapsulated data to the SDE protocol
processing entity. The information provided by a label enables the SDE protocol entity to make access
control decisions based on a hierarchy of classification levels and sets of information categories. This
optional field may increase the size of the protocol header and may increase the number of packets that
exceed the maximum allowable PDU size for a particular implementation, thereby increasing the probability
of Data Link Layer fragmentation. This possibility has given greater importance to having a well defined,
uniform method for handling Data Link Layer fragmentation.
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IEEE Standards for Local and
Metropolitan Area Networks:

Supplement to Standard for

Revisions to IEEE Std 802.10-1992 and IEEE Std 802.10f-1993

This supplement to IEEE Std 802.10-1992 defines a security label option that can be used to implement rule-
based access controls for the protection of IEEE 8()2 local dreanetworks (LANs) and metropolitan area net-
works (MANS). The addition of this supplement ha&ne%ssnated several changes to IEEE Std 802.10-1992
and to IEEE Std 802.10f-1993 to accommodate the new security label specification. The security label is

optional for SDE.

The contents of this document will be incorporated into IEEE Std 802.10 in a future edition. The clauses of
this document are ordered to parallel the order of clauses in the base standard. This supplement is intended
to be used in conjunction with IEEE Std 802.10-1992, IEEE Std 802.10e-1993, and IEEE Std 802.10f-1993.
Editing instructions necessary to incorporate this supplement into IEEE Std 802.10 are provided in bold
italics.

Revisions to IEEE Std 802.10-1992

1.2.1 Acronyms
Add the following text to subclause 1.2.1:

CSOR Computer Security Objects Register
SSL Standard Security Label
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IEEE
Std 802.10g-1985 IEEE STANDARDS FOR LOCAL AND METROPOLITAN AREA NETWORKS:

1.2.2 Definitions
Add the following text to subclause 1.2.2:

1.2.2.1 computer security object: An information object used to maintain a condition of security in
computerized environments. Examples include: representations of computer or communications systems
resources, security label semantics, modes of operation for cryptographic algorithms, and one-way hashing
functions (NISTIR 5308: 1993).!

1.2.2.2 entity: An active element in an open system (ISO/IEC 7498-1: 1994).

1.2.2.3 hierarchical level: A member of a linearly ordered set (i.e., hierarchy) of levels, e. g a number in the
range from 0 to 255. :

1.2.2.4 information object: A well-defined piece of information, definition, or specification that requires a
name to identify its use in an instance of communication (ISO/IEC 8824).

1.2.2.5 Named Tag Set: A field containing a Tag Set Name and its associated set of security tags (FIPS PUB
188: 1994).

1.2.2.6 permissive [security] attribute: A security” atﬁzbute that identifies an active entity or a resource as
member of a group. An entity is granted access t0 all resources in the groups it is 2 member of. Permissive
attributes could be used alone or in combination with restrictive attributes. Commonly, when used in
combination with restrictive attributes, they are secondary in the determination of access privilege.

1.2.2.7 policy: See security policy.

1.2.2.8 protocol data unit: A gpi’f of data specified in a protocol and consisting of protocol information and,
possibly, user data (ISO/IEC 7498-1: 1994).

1.2.2.9 protocol entity: An cnlif}?‘ that follows a sct of rules and formats (semantic and syntactic) that
determines the communication behavior of other entitics (JSO/INEC 7498: 1984).

1.2.2.10 register: A set of records (paper, clectronie, or a combination) maintained by a Registration
Authority containing assigned nanies and the associaed informaiion (NISTIR 5308: 1993).

1.2.2.11 restrictive [security] attribute: A sccuri‘\:tylattﬂbuté that indicates the minimum level of privilege
required by an active entity (i.e., subject) in order to gain access to a resource (i.e., object). Commonly a set
of restrictive security attributes are associaicd with cach resource. Au active entity may only gain access to a
resource if its set of privileges is higher than, or u superset ot (i.e., dominates), the attribute set for the
resource.

1.2.2.12 security attribute: A security-related quality of an object. Security attributes may be represented as
hierarchical levels, bits in a bit map, or numbers. Compartments, caveats, and release markings are examples
of security attributes.

1.2.2.13 security label: A marking bound to a resource (which may be a data unit) that names or designates
the security attributes of that resource (ISO 7498-2: 1989).

1.2.2.14 security level: A hierarchical level whose purpose is to indicate degree of semsitivity to a
designated security threat. It indicates a specific level of protection as specified by the security policy being
enforced.

1.2.2.15 security policy: A set of criteria for the provision of security services (ISO/IEC 7498-2: 1989).

1.2.2.16 security tag: An information unit containing a representation of: certain security-related
information (e.g., a restrictive attribute bit map).

nformation on references can be found in 1.3.
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